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June 22, 2017

The finalized four-volume SP BD0-83 Digital Identity Guidelines document suite is now available, both in PDF format and online,
The Trusted Identities Group (TIG) thanks all that contributed to the development of these docurments.

PDF versions of the documents are available from:

Document Title URL

SP 800-63-3 Digital Identity Guidelines https://doi.org/10.6028/NIST.SP.800-63-3
SP 800-63A Enraliment and Identity Proofing https:/dei.org/10.6028/NIST.SP.800-63a

SP 800-83B Authentication and Lifecycle Management https://del.org/10.6028/NIST.SPE00-E3b

SP 800-63C Federation and Assertions https://doi.org/10.6028/NIST.SP.800-63¢

Links to the onling version of the SP 800-63 suite are below,

SP 800-63-3 SP 800-63A SP 800-63B SP 800-63C

https://pages.nist.gov/800-63-3/
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3D 0 Assurance Level
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Federation Assurance Level (FAL)
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(]} To provide the service, do you need any personal information?
o—,——o
(2} To camplete the transaction, do you need the information to be validated? <J

; - no N yes or | don’t know

@ What are the risks (to the organization or the subject) of providing the digital service? «—

\

Inconvenience, distress, or damage to standing or reputation Low  Moderate  High

Financial loss or agency liabilty Low  Moderate  High

Harm to agency programs or public interests Low  Maderate  High
Unauthorized release of sensitive information Low  Moderate  High
Personal safety Low  Moderate  High

Civil or criminal violations Low  Moderate  High

Did you assess at maderate for any *
of the remaining categories? Did you assess at high for any of the above?
- . - L >
Did you assess at low for harm to agency programs or Did you assess at moderate
public interests, unauthorized release of sensitive for personal safety?
information, personal safety, or civil or criminal violations?

| —»

P

0 Do yau need to resclve an identity uniquely?

4—'—'@-' {2} Can you accept references?
! m"—l—"?
'

16 Use referances if you can complete the transaction L
or offer the service without complete attribute values.

See federati_on
recommendations.




0 What are the risks (to the organization or the subject) of providing the digital service?

'

Inconvenience, distress, or damage to standing or reputation Low  Moderate  High

Financial loss or agency liability Low  Moderate  High

Harm to agency programs or public interests Low  Moderate  High
Unauthorized release of sensitive information Low  Moderate  High
Personal safety Low  Moderate  High

Civil or criminal violations Low  Moderate  High

Did you assess at moderate for any . #
of the remaining categories? Did you assess at high for any of the above?

?4 | »@ ?,‘ | -

Did you assess at low for harm to agency programs or Did you assess at moderate
public interests, unauthorized release of sensitive for personal safety?

information, personal safety, or civil or criminal violations? I

?F ~ b
4

%) Are you making personal data accessible?

See federation
"( End ) - racommendations.




Are you federating? What are the risks (to the organizaticn or the

‘ subject) of providing the digital service?

for personal safety?

?4 | PW Did you assess at moderate

-

~E)—

9 Are you using front channel

(2} Will personal data be in the assertion? 4—'—»@—*
|

Did you assess at moderate for any
of the remaining categories?

assertion presentation? _m<_|_>@

Inconvenience, distress, or damage to standing or reputation Low  Moderate  High
Financial loss or agency liability Low  Maoderate  High
Harm to agency programs or public interests Low  Moderate  High
Unauthorized release of sensitive information Low  Moderate  High
Personal safety Low  Moderate  High
Civil or criminal viclations Low  Moderale  High
Did you assess al low for harm to agency *
programs or public interests, unauthorized Did you assess at high for any of the above?
" cefety. o ciil or riminal violations? ?4 D
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