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Japan-Europe Internet Trust Symposium
Audits based on ETSI CP for qualified TSP and global recognition
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EIDAS TRUST SERVICES DEFINITION

= Website Authentication

= |ssuing certificates for
= electronic Signatures
= electronic Seals
= electronic Time Stamps
= Signature creation service
= electronic signature creation
= Signature Validation
= electronic Signatures
= electronic Seals

= electronic Time Stamps
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= Preservation of qualified electronic
signatures for

= electronic Signatures
= electronic Seals
= electronic Time Stamps
= Electronic Registered Delivery service

= electronic registered delivery
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QUALIFIED EIDAS TSP CERTIFIED
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SERVICE SHARE

Service Module (ldent)

Validation

Preservation

elDAS Services

Reg. Delivery

QCP-w/QWACS

(QCP-n/I remote) Tw{ﬁ
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EIDAS AND ETSI ASSESSMENT
PLAYERS .

European

Accreditation
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CONFORMITY ASSESSMENT BODY
ACCREDITATION

EU-Accreditation (EA)

http://www.european-accreditation.org/ Checks \
Conformity
Assessment Body
Competence
in line with
pan-European
Accreditation
Scheme

National-Accreditation Body
(NAB)

Accredited
Conformity Assessment Body
(CAB)
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NOT ACCREDITED
ASSESSMENT BODIES

No defined process quality!

Assessment Bodies

without accreditation May or may not...

- audit according to relevant
ETSI standards

- fully address all relevant
aspects

- issue expected result reports
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CA ASSESSMENT AND AUDIT PROCESS

Document Assessment On Site Assessment / Audit Certification /

(Stage 1) (Stage 2) CAR

1 \ Technical Processes
\% IT Network

Security Concept, CP,
CPS,... 5 Trustworthy Systems
Organisation &
organisational Procedures
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CA ASSESSMENT AND AUDIT PROCESS

Document Assessment
(Stage 1)

Document assessment - Stage 1

= remote check CA set of policy and operational
documents

» find an appropriate measure described for every
single ETSI requirement

= auditor judges measure for appropriateness and
completeness

3
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CA ASSESSMENT AND AUDIT PROCESS

On Site Assessment /

On-Site assessment - Stage 2

Technical Processes : Spot check of technical

: security functions
Technical Processes

= Cryptographic algorithms

= Trusted channels

IT Network

= etc.
Trustworthy Systems

> Organisation &

organisational
Procedures

18 03.07.2017 TUV NORD GROUP



..,
CAFIi A XU EETOER

Bish Tl / =&

R EEl - RT—2 2
Eift 70X ST+ 2) 7858
ARYEFI Yo

= lEET7ILOUR L

» EFETELFYRIL

= ZDih

(RT—22)

ITRYT—2
BFETESVATA

%
> S LU

R D F IR

19 03.07.2017



CA ASSESSMENT AND AUDIT PROCESS

On Site Assessment / Audit

On-Site assessment - Stage 2
(Stage 2)

IT Network: Check of relevant CA network

. [ |
Technical Processes Management

= Penetration testing
= Vulnerability analysis

Oriented on CA/B-Forum Network security
requirements.

Trustworthy Systems

Organisation &
organisational Procedures
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CA ASSESSMENT AND AUDIT PROCESS

On Site Assessment / Audit On-Site assessment - Stage 2

(Stage 2)

Trustworthy Systems:

= Check of HSM identification, certification and
mode of operation

\ Technical Processes

IT Network " etc.

Organisation &
organisational Procedures
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CA ASSESSMENT AND AUDIT PROCESS

On Site Assessment / Audit On-Site assessment - Stage 2

(Stage 2)

Organization: Evidence check for

= |T Security Management

Technical Processes
= CA operations (incident and risk mgmt.

% IT Network including follow-up, etc.)
N\

= Personnel security
Trustworthy Systems

= etc.

Organisation &
organisational Procedures

Twir’
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CERTIFICATION

TSP included in
Trust Service Status List
(TSL)

TSP Trust Service Status
Supervisory Bod
CAR (+Cert) Upervisory Body

Twir’
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PRINCIPLE ELEMENTS OF CONFORMITY ASSESSMENT - ETSITS / EN

1. Document assessment (security concept / operations) - Stage 1
= all necessary technical, functional and organisational security measures and

= their appropriateness for fulfilment of elDAS requirements

2. On-Site assessment - Stage 2
= verify implementation of security measures

® including technical and penetration testing

3. Results report
= scope: identification of the TSP, service and policy
= content and summary of conformity assessment activities
= additional content as required by supervisory authority
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CERTIFICATES AND
AUDIT RESULTS DOCUMENTATION

One 4 all!

One ETSI audit block = three certification goals

ETSI Reports

ETSI EN 319401 / 411-1 /411-2 / BRG / EV... others
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CERTIFICATES AND £rs, asse
AUDIT RESULTS DOCUMENTATION "eBlace Mjsfhe,,,
eb

Browser
Audit
Attestation

ETSI Reports
ETSI EN 319 401 / 411-1 /411-2 / BRG / EV... others

32 03.07.2017



..,
REAE R LU
EEHROREER

ANE =T
ETSIEN 319401 /411-1/411-2 / BRG / EV... {th

33 03.07.2017



Thanks for your attention!

www.tuvit.de

Clemens Wanko

Director Certification Department TSP
Product Manager elD and Trust Services
IT Infrastructure

+49 201 8999-586

c.wanko@tuvit.de

TUV NORD GROUP

© TUV Informationstechnik GmbH www.tuvit.de
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