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QTSP & QTS RELATED elDAS PROVISIONS
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Commission Implementing Regulation
(EU) 2015/806 on EU trust Mark for
qualified trust services

Commission Implementing Decision
(EU) 2015/1505 on trusted lists

Optional I.A. (Art.20.4)
on Conformity Assessment Body

Optional ILA. (Art.21.4)
on QTSP initiation

Optional I.A. (Art.17.8)
on Yearly SB activities

Optional I.A. (Art.24.5)
on common provisions on QTSPs

Optional I.A. (Art.19.4)
on common provisions on TSPs

Additional I.A’s on specific provisions per type of
(qualified) trust service & trust service provider
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elDAS Standards Framework: ETSI///%\\

119 bxx List of approved QTSPs &
Trust service status lists - services supervised by
National Bodies /"
Trust services for:
© Issuing certificates N x19 4xx x19 Sxx . " _ ; .
© Time gtamping V4 v | TSPs supporting Trust application ;’”;Z;?;‘:::: Z‘I’)r;"very /
© Signature creation services digital signatures service providers |- eMail
© Validation services © Long term preservation

x19 1xx -
- Formats:
© XAdES (XML) \(
© Procedures for AdES . . - © CAdES (CMS)
creation & validation ¥ - Signature Creation © PAdES (PDF)
& Validation © ASIC (containers) v
CC Protection Profiles N — 419 2xx 119 3xx ~  © Signature suites v
® QSCD - Smart Cards - Hash
© HSM used as QSCD - Signing Devices Cryptographic suites - - Asymmetric crypto
© HSM used by TSPs g - Key generation
© Remote QSCD |‘ L - Lifetime
119 Oxx © Standards framework‘/

General Framework Common definitions ¥

® Guides

©
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elDAS Standards Framework: ETSI7Z S\

Certification Policies \ ¥ /

Trust services for:

© Issuing certificates —  3194xx 319 Sxx - Trust services for:

© Time Stamping i TSPs supporting Trust application © Registered eD;"very /
© Signature creation services digital signatures service providers eMail

© Validation services © Long term preservation

© ETSI2017. All rights reserved
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Definitions and Policy purposes. ETS(///%\\\ \
N\ S

IETF RFC 3647 :
Certificate policy (CP) — A named set of rules that indicates
the applicability of a certificate to a particular community

and/or class of application with common security requirements.

ETSI EN 319 401 vV2.2.1 (2017-06) :

Trust service policy: set of rules that indicates the applicability
of a trust service to a particular community and/or class of
application with common security reguirements.

Trust service practice statement: statement of the practices that
a TSP employs in providing a trust service
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TSP Standards Overview (ETSI) ETS(‘///%\\

EN 319 403
Conformity TSP Conformity
Assessment Assessment
TASP CA Browser Forum elDAS
General | Other Qualified

Policy [ EN 319 521 ' EN 319401 } EN 319 411-1 4 EN 319 411-2

EN 319 531 &= General TSP issuing TSP issuing
REM /ERDS U= Certs Qual Certs
Based on Replaces Replaces
IS 27002 TS 102 042 TS 101 456

Protocols| EN 319 522 Profiles | EN 319 412
Formats | EN 319 523 (x.509)
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[ETSI 313 411-2] Clause 5 1biii
[ETS1 319 411-1] Clause 5.2 CPS requirements
[ETS1313407 Clause B.1a Addresses allrequirements SHALL y y y i i i i i
[ETSI 319401 Clause 6.1b Obligations on supporting TSP services SHaLL u Y Y u u u u u
[ETSI 319401 Clause 6.1 make available as necessam SHAaLL u Y Y u u u u u
[ETSI 319401 Clause 6.1d High level management authority SHaLL Y Y Y w w w w w
[ETSI 319401 Clause 6.1 Enzure properlyimplemented SHAaLL u Y Y u u u u u
[ETS1 313407 Clause 6.1F Review process SHAaLL y y y i i i i i
[ETSI 319401 Clause 6.1g Motice of changes SHAaLL u Y Y w w w w w
[ETSI1319407] Clause 6.1k Imdicate how to terminate the service SHALL u u u u u u u u
[ETSI319411-1]Clause 5.2 1a follow RFC 3647 SHaLL Y Y Y W W Y Y Y
[ETSI3194M-1] Clause S.2.10 identify root and sub Chs SHAaLL u Y Y u u u u u
[ETSI319411-1]Clause 5.2 1c document algarithms and parameters employed SHAaLL Y Y Y w w w w w
[ETSI 3134111 Clause S.2.1d publicly dizclose the CSP on a 24u7 basis SHALL u Y Y u u u u u
[ETSI313411-1] Clause 521 publicly adhere ta CABF docs latest wversions SHALL y y y i i i i i
[ETSI313 411-1] Clause 5.2.1F update CPS adequatly SHaLL u Y Y u u u u u
[ETSI3194M-1] Clause S.2.1a specify CP and CPS SHAaLL Y Y Y Y o o o o zeeclause S
[ETSI319411-1] Clause 5.2 1h specify CA signing kews, CRLs and OCSP SHaLL Y Y Y w w Y Y y
[ETS1 319 411-1] Clause 5.3 Certificate policy name and identification
[ETSI1313 411-1] Clause 5.4 PKI participants
[ETSI1319 411-1] Clause 5.4.1 Certification Authority
[ETSI1 313 411-1] Clause 5.4.2 Subseriber and subject
[ETSI 319 411-1] Clause 5.5 Certificate usage
[ETSIZ1941-1Clause S.5 62 7 u w
[ETSI 319 41-2] Clause 5.5.1 7 Y o o o
[ETSI319411-2] Clause 55.2 7 Y o ¥ ¥
[ETSI319411-2] Claus= 55.3 7 u u
L 1
[ETSI1 319 411-1] Clause 6 TSP practice
[ETS1 3139 411-1] Clause 6.1 Publi i and R il R ibilixi
[ETSI3194M-1]Clause 5.1 2 cenificate available to subscriber SHAaLL u Y Y u u u u u u
[ETSI319411-1] Clause 6.1b subject's consent for certificate availabiling SHaLL Y Y Y w w w w w w
[ETSI3194M-1] Clause 5.1 ¢ terms and conditions svailable to Relving Parties. Check | SHALL u Y Y u u u u u u
at Alsn nlanse A 7 0 Yl
4 4 » W[ Introduction General Information Check list -~ #1 [« [ ]
Ready | | [EE|T B 70% L
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[ETSI 313 411-2] Clause 5 1biii
[ETS1 319 411-1] Clause 5.2 CPS requirements
[ETS1313407 Clause B.1a Addresses allrequirements SHALL y y y i i i i i
[ETSI 319401 Clause 6.1b Obligations on supporting TSP services SHaLL u Y Y u u u u u
[ETSI 319401 Clause 6.1 make available as necessam SHAaLL u Y Y u u u u u
[ETSI 319401 Clause 6.1d High level management authority SHaLL Y Y Y w w w w w
[ETSI 319401 Clause 6.1 Enzure properlyimplemented SHAaLL u Y Y u u u u u
[ETS1 313407 Clause 6.1F Review process SHAaLL y y y i i i i i
[ETSI 319401 Clause 6.1g Motice of changes SHAaLL u Y Y w w w w w
[ETSI1319407] Clause 6.1k Imdicate how to terminate the service SHALL u u u u u u u u
[ETSI319411-1]Clause 5.2 1a follow RFC 3647 SHaLL Y Y Y W W Y Y Y
[ETSI3194M-1] Clause S.2.10 identify root and sub Chs SHAaLL u Y Y u u u u u
[ETSI319411-1]Clause 5.2 1c document algarithms and parameters employed SHAaLL Y Y Y w w w w w
[ETSI 3134111 Clause S.2.1d publicly dizclose the CSP on a 24u7 basis SHALL u Y Y u u u u u
[ETSI313411-1] Clause 521 publicly adhere ta CABF docs latest wversions SHALL y y y i i i i i
[ETSI313 411-1] Clause 5.2.1F update CPS adequatly SHaLL u Y Y u u u u u
[ETSI3194M-1] Clause S.2.1a specify CP and CPS SHAaLL Y Y Y Y o o o o zeeclause S
[ETSI319411-1] Clause 5.2 1h specify CA signing kews, CRLs and OCSP SHaLL Y Y Y w w Y Y y
[ETS1 319 411-1] Clause 5.3 Certificate policy name and identification
[ETSI1313 411-1] Clause 5.4 PKI participants
[ETSI1319 411-1] Clause 5.4.1 Certification Authority
[ETSI1 313 411-1] Clause 5.4.2 Subseriber and subject
[ETSI 319 411-1] Clause 5.5 Certificate usage
[ETSIZ1941-1Clause S.5 62 7 u w
[ETSI 319 41-2] Clause 5.5.1 7 Y o o o
[ETSI319411-2] Clause 55.2 7 Y o ¥ ¥
[ETSI319411-2] Claus= 55.3 7 u u
L 1
[ETSI1 319 411-1] Clause 6 TSP practice
[ETS1 3139 411-1] Clause 6.1 Publi i and R il R ibilixi
[ETSI3194M-1]Clause 5.1 2 cenificate available to subscriber SHAaLL u Y Y u u u u u u
[ETSI319411-1] Clause 6.1b subject's consent for certificate availabiling SHaLL Y Y Y w w w w w w
[ETSI3194M-1] Clause 5.1 ¢ terms and conditions svailable to Relving Parties. Check | SHALL u Y Y u u u u u u
at Alsn nlanse A 7 0 Yl
4 4 » W[ Introduction General Information Check list -~ #1 [« [ ]
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ETSI EN 319 411-2 Regulation Mapping
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Regulation (article 13.2) reguirement ETU gualified certificate policy reference
"2 Where frust service providers duly inform their customers in EMN 312 401 [Q] clauses G .2 T)and 7.13 &)

advance of the limitations on the use of the services they provide and
where those limitations are recognisable o third parties, frusit service
|providers shall not be liable for damages arising _ffrom the use of
services exceeding the indicated limitations. ™

Regulation (article 19) requirement ETl gualified certificate policy reference
19 I Qualified and non-gualified trust service providers shall iake Clause 6.4
appropriate technical and organisational measwres to manage the EMN 319 411-1 [2].clause 6.4
risks posed to the security of the trust services they provide. Having EMN 319 401 [9] clauses 5, 6. 3 and 7.3

regard to the latest technological developmenis, those measures shall

EMN 319 401 [9], clause 7.6 I
ensure that the leve! of security is commensurare to rthe degree of risk.

EMN 319 401 [9]. clause 7.4 b, c.dand e
EMN 319 401 [9]. clause 7.2

EMN 319 401 [9]. clause ¥.10

EMN 319 401 [9]. clauses F.9and 7.11 W
EM 319 401 [9]. clause 7.12 (termination)

Clause 6.5
EM 219 411-1 [2]. clause 6.5 “
EM 319 401 [9], clause 7.5
EM 319 401 [9]. clauses 7.4 a) & 7).,
EMN 319 401 [9] clause 7.7
EM 319 401 [9], clause 7.8

I particular, measures shall be raken ro prevent and minimise rhe EMN 319 411-1 [2]. clause 6 4.8
impact of security incidents and inform stakeholders of the adverse EM 319 401 [9]. clauses 7 9 and 7_11
effects of any such incidents "

10 2. Qualified and non-gualified trust service providers shall, EMN 319 411-1 [2]. clause 6.4.8
without undue delay but in any event within 24 hours after having EMN 319 401 [9]. clauses 7.9 and 7.11

become aware of it, notify the supervisory body and, where applicable,
other relevant bodies, such as the competent national body for
mformation security or the data protection authority, of any breach of
security or loss of integrity that has a significant impact on the trusr
service provided or on the personal data mammiained therein.

HOowd
O

o
(5)v
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Regulation (article 13.2) reguirement

ETU gualified certificate policy reference

"2 Where frust service providers duly inform their customers in
advance of the limitations on the use of the services they provide and
where those limitations are recognisable o third parties, frusit service
|providers shall not be liable for damages arising _ffrom the use of
services exceeding the indicated limitations. ™

EMN 310 401 [9] clauses 6.2 ) and 7.13 )

Regulation (article 19) requirement

ETl gualified certificate policy reference

19 I Qualified and non-gualified trust service providers shall iake
appropriate techrnical and organisational measwres to manage the
risks posed ro the security of the trust services they provide. Having
regard to the latest technological developmenis, those measures shall
ensure that the leve! of security is commensurare to rthe degree of risk.

Clause 6.4

EM 3129 411-1 [2l.clause 6.4
EMN 319 401 [9] clauses 5, 6.3 and 7.3

EMN 319 401 [9], clause 7.6

EMN 319 401 [9]. clause 7.4 b, c.dand e
EMN 319 401 [9]. clause 7.2

EMN 319 401 [9]. clause ¥.10

EMN 319 401 [9]. clauses F.9and 7.11

EM 319 401 [9]. clause 7.12 (termination)

Clause 6.5

EM 219 411-1 [2]. clause 6.5
EM 319 401 [9], clause 7.5
EM 319 401 [9]. clauses 7.4 a) & 7).,
EMN 319 401 [9] clause 7.7

EMN

319 401 [9], clause 7.8

I particular, measures shall be raken ro prevent and minimise rhe
mpact of security ncidents and inform stakeholders of the adverse
effects of any such incidents "

EM
EMN

319 411-1 [2], clause 6. 4.8
319 401 [9]. clauses ¥ 9 and 7_11

10 2. Qualified and non-gualified trust service providers shall,
without undue delay but in any event within 24 howrs after having
become aware of it, notify the supervisory body and, where applicable,
other relevant bodies, such as the competent national body for
mformation security or the data protection authority, of any breach of
security or loss of integrity that has a significant impact on the trusr
service provided or on the personal data mammiained therein.

EN
EMN

319 411-1 [2]. clause 6.4.5
319 401 [9]. clauses 7. 9and 7.11
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ETSI Policies and et D
CA/Browser-Forum Baseline Requirements: \ 2

8.4. TOPICS COVERED BY ASSESSMENT
The CA SHALL undergo an audit in accordance with one of the following schemes:

1. WebTrust for Certification Authorities v2.0;

2. A national scheme that audits conformance to ETSI TS 102 042/
ETSI EN 319 411-1;

Or

3. If a Government CA is required by its Certificate Policy to use a different internal audit scheme, it MAY use
such scheme provided that the audit either

(a) encompasses all requirements of one of the above schemes or

(b) consists of comparable criteria that are available for public review.

See: https://cabforum.org/baseline-requirements-documents/

© ETSI2017. All rights reserved
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1. WebTrust for Certification Authorities v2.0;
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ETSI Policies and Mozilla Policy: Ers(///% Dk

3.1.2.2 ETSI
*For the SSL trust bit, a CA and all subordinate CAs technically capable of issuing
server certificates must have one of the following audits:

. ETSITS 102 042 (DVCP, OVCP, or PTC-BR)
. ETSIEN 319 411-1 (LCP and (DVCP or OVCP)) and/or (NCP and EVCP)
. ETSIEN 319 411-2 (QCP-w)

* For the emall trust bit:

« TSITS 101 456

« ETSITS 102 042 (LCP, NCP, or NCP+)

« ETSIEN 319411-1 (LCP, NCP, or NCP+)

« ETSIEN 319 411-2 (QCP-I, QCP-l-gscd, QCP-n, or QCP-n-qscd)
ETSITS 102 042 and TS 101 456 audits are only acceptable for audit periods
ending in July 2017 or earlier.

See: https://github.com/mozilla/pkipolicy/blob/master/rootstore/policy.md

© ETSI 2017. All rights reserved


http://www.etsi.org/deliver/etsi_ts/102000_102099/102042/02.03.01_60/ts_102042v020301p.pdf
http://www.etsi.org/deliver/etsi_en/319400_319499/31941101/01.01.01_60/en_31941101v010101p.pdf
http://www.etsi.org/deliver/etsi_en/319400_319499/31941102/02.01.01_60/en_31941102v020101p.pdf
http://www.etsi.org/deliver/etsi_ts/101400_101499/101456/01.04.03_60/ts_101456v010403p.pdf
http://www.etsi.org/deliver/etsi_ts/102000_102099/102042/02.03.01_60/ts_102042v020301p.pdf
http://www.etsi.org/deliver/etsi_en/319400_319499/31941101/01.01.01_60/en_31941101v010101p.pdf
http://www.etsi.org/deliver/etsi_en/319400_319499/31941102/02.01.01_60/en_31941102v020101p.pdf

ETSI7|'{")°/&MoziIIa7|'§")~“/; ETS(/'//C /\\\‘

3.1.2.2 ETS
*SSLESRAREYHIDOWT, H—/GIAS DRI ORISR THOCAB KU T A
TOTFHRCAIZ. RDIBNT ML DEEERTRFNITEDEL,

« ETSITS 102 042 (DVCP., OVCP, E£7=IXPTC-BR)

« ETSIEN 319 411-1 (LCP & U (DVCP E1=I& OVCP)) L W/FE=IL(NCP &
& U EVCP)

« ETSIEN 319 411-2 (QCP-w)

EA—ILFSAREYMIDN T RDIEOVT NN LEBEREZTRETNIEESE
LY,

TSITS 101 456

ETSITS 102 042 (LCP. NCP. E£7=IZNCP+)

ETSIEN 319 411-1 (LCP. NCP, E&71=[ZNCP+)

ETSI EN 319 411-2 (QCP-l, QCP-l-gscd, QCP-n. £1=[£QCP-n-gscd)
ETSITS 102 042 £XUTS 101 456 BEE&E (. 2017FE7A KL TIZKR T HIHEIZDLY
TOHBOHLND,
https://github.com/mozilla/pkipolicy/blob/master/rootstore/policy.md <88
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http://www.etsi.org/deliver/etsi_ts/102000_102099/102042/02.03.01_60/ts_102042v020301p.pdf
http://www.etsi.org/deliver/etsi_en/319400_319499/31941101/01.01.01_60/en_31941101v010101p.pdf
http://www.etsi.org/deliver/etsi_en/319400_319499/31941102/02.01.01_60/en_31941102v020101p.pdf
http://www.etsi.org/deliver/etsi_ts/101400_101499/101456/01.04.03_60/ts_101456v010403p.pdf
http://www.etsi.org/deliver/etsi_ts/102000_102099/102042/02.03.01_60/ts_102042v020301p.pdf
http://www.etsi.org/deliver/etsi_en/319400_319499/31941101/01.01.01_60/en_31941101v010101p.pdf
http://www.etsi.org/deliver/etsi_en/319400_319499/31941102/02.01.01_60/en_31941102v020101p.pdf
https://github.com/mozilla/pkipolicy/blob/master/rootstore/policy.md

Electronic Registered Delivery ETSI7Z S\

and Registered Electronic Mail N\ 24

® Existing standards:
®* TS 102 640 (parts 1 to 6) Registered Electronic Mail

® Standards being developed
®* EN 319 522: Electronic Registered Delivery Services
®* EN 319 532: Registered Electronic Mail (REM) Services
°* EN 319 521: Policy and security requirements for Electronic Registered Delivery
Service Providers
°* EN 319 531: Policy and security requirements for Registered Electronic Mail
Service Providers

* TS 119 524: Testing Conformance and Interoperability of Electronic Registered Delivery
Services

* TS 119 534: Testing Conformance and Interoperability of Registered Electronic Mail Services

©® Timescale
* Stable draft of ENs for review: End Oct 2017
* EN approval starts: End April 2018
®* ENs published : Feb 2019
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e Information on available standards and current activities:
https://portal.etsi.org/TBSiteMap/ESI/ESIActivities.aspx

e ETSI standards: available for free download
http://www.etsi.org/standards-search
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Oku no kansha

CEN/TC224 on-going activities


https://portal.etsi.org/TBSiteMap/ESI/ESIActivities.aspx
http://www.etsi.org/standards-search
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