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Authority

This publication has been developed by NIST in accordance with its statutory responsibilities under the Federal Information Security Modernization
Act (FISMA) of 2014, 44 U.S.C. § 3551 et seq., Public Law (P.L.) 113-283. NIST is responsible for developing information security standards and
guidelines, including minimum requirements for federal information systems, but such standards and guidelines shall not apply to national security
systems without the express approval of appropriate federal officials exercising policy authority over such systems. This guideline is consistent with
the requirements of the Office of Management and Budget (OMB) Circular A-130.

Nothing in this publication should be taken to contradict the standards and guidelines made mandatory and binding on federal agencies by the
Secretary of Commerce under statutory authority. Nor should these guidelines be interpreted as altering or superseding the existing authorities of
the Secretary of Commerce, Director of the OMB, or any other federal official. This publication may be used by nongovernmental organizations on a

voluntary basis and is not subject to copyright in the United States. Attribution would, however, be appreciated by NIST.

National Institute of Standards and Technology Special Publication 800-63-3
Natl. Inst. Stand. Technol. Spec. Publ. 800-63A, 45 pages (June 2017)
CODEN: NSPUE2

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-63a

Certain commercial entities, equipment, or materials may be identified in this document in order to describe an experimental
procedure or concept adequately. Such identification is not intended to imply recommendation or endorsement by NIST, nor is it
intended to imply that the entities, materials, or equipment are necessarily the best available for the purpose.

There may be references in this publication to other publications currently under development by NIST in accordance with its
assigned statutory responsibilities. The information in this publication, including concepts and methodologies, may be used by
federal agencies even before the completion of such companion publications. Thus, until each publication is completed, current
requirements, guidelines, and procedures, where they exist, remain operative. For planning and transition purposes, federal
agencies may wish to closely follow the development of these new publications by NIST.

Organizations are encouraged to review all draft publications during public comment periods and provide feedback to NIST.
Many NIST cybersecurity publications, other than the ones noted above, are available at http://csrc.nist.gov/publications/
(http://csrc.nist.gov/publications/).

Comments on this publication may be submitted to:

National Institute of Standards and Technology
Attn: Applied Cybersecurity Division, Information Technology Laboratory
100 Bureau Drive (Mail Stop 2000) Gaithersburg, MD 20899-2000

Email: dig-comments@nist.gov (mailto:dig-comments@nist.gov)

All comments are subject to release under the Freedom of Information Act (FOIA).

Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology (NIST) promotes the U.S. economy and public
welfare by providing technical leadership for the nation’s measurement and standards infrastructure. ITL develops tests, test methods, reference
data, proof of concept implementations, and technical analyses to advance the development and productive use of information technology. ITL's
responsibilities include the development of management, administrative, technical, and physical standards and guidelines for the cost-effective
security and privacy of other than national security-related information in federal information systems. The Special Publication 800-series reports on
ITL’s research, guidelines, and outreach efforts in information system security, and its collaborative activities with industry, government, and

academic organizations.

Abstract

These guidelines provide technical requirements for federal agencies implementing digital identity services and are not intended to constrain the
development or use of standards outside of this purpose. This guideline focuses on the enroliment and verification of an identity for use in digital
authentication. Central to this is a process known as identity proofing in which an applicant provides evidence to a credential service provider (CSP)
reliably identifying themselves, thereby allowing the CSP to assert that identification at a useful identity assurance level. This document defines
technical requirements for each of three identity assurance levels. This publication supersedes corresponding sections of NIST Special Publication
(SP) 800-63-2.


http://csrc.nist.gov/publications/
mailto:dig-comments@nist.gov
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Requirements Notation and Conventions

The terms “SHALL” and “SHALL NOT” indicate requirements to be followed strictly in order to conform to the publication and from which no

deviation is permitted.

The terms “SHOULD” and “SHOULD NOT” indicate that among several possibilities one is recommended as particularly suitable, without
mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain

possibility or course of action is discouraged but not prohibited.
The terms “MAY” and “NEED NOT” indicate a course of action permissible within the limits of the publication.

The terms “CAN” and “CANNOT” indicate a possibility and capability, whether material, physical or causal or, in the negative, the absence of that
possibility or capability.
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1 Purpose

This section is informative.

ARF1 A>T MTIE, % Identity Assurance Level (IAL) & &(C, UV —AD Access Z#HE T D Applicant (CXTT B, Enroliment KT, Identity
Proofing [CBT &M R F E8HD. EfF(E, Subscriber "EE® Identity Z=F5R T DFRICIRRT D Identity Evidence M F AN BATHENE, Z14HAERR,
REIDZNBNICAL THEMEESN TS, E5ICARF A M, Enroliment L 1— RDIERL EARSF, LU Authenticator (CSP BAFfTLTZH
D Subscriber MR UTZEDE) & Enroliment L 11— RD#S1F(CEI L T, Credential Service Providers (CSP) D& {T %= AL T .

2 Introduction

This section is informative.

Digital Identity ([CB8 T D5RED1DIC, —BDA> S > F IS 3> mBE—DREOEREBEMTDIENHD. TDVOEBEEMIINARETHD
TEDEFEL SR (e.g., Anonymity (BTE) Y2 Pseudonymity (IR& 1) kDS ND) SF1T—>3>6H50, IREHFRD Subject &DBIFRME
EHREICHIIDLEHICEELRDZIFII—>3>6HD NLAT7ERZEEBUZDEMEEIZETIDENDZSF1TI -3, 2D
B THS. £S5 H D (e.g., USA PATRIOT Act of 2001 (C K DFEIL ENT=HRIZEEFRD ‘Know Your Customer’ B45%) 12, J\A U X170
>3 (e.g., FLDBUKERZZR D) (XS DRABEDHILDZD(C, TDOVDEBEMITMREALRDSF1T—>3a>EH3.

Replying Party (RP) /' Transaction Z 32179 % Subscriber [CES L TRISHVEXTD TWLBA, IREHFRD Identity (CDUVWTIEFEISBAWNEWNDSIRREA
BFULWEEEHD. HIXIE, BRRAT R SNIENFEEANDEREDZ8(C(Z, Subscriber ODEEDEMEESDH%EF > TLDIRENEE LLIN
HELNEBW. EBB5DT—ITH, H—EXRBHROZDH (ICFEBMEHESHOHMULTITH D, HEZABDRZ R0 Identity #5123 & & (FHE TR
UEFEULSBRLN.

TERE, ARFIAS bDEDTE IS 3 A Normative (3RE&8) TH D, EDt> 3> Informative (%) THINZERUL TS,

Section Name Normative/lInformative
1. Purpose Informative
2. Introduction Informative
3. Definitions and Abbreviations Informative
4. ldentity Assurance Level Requirements Normative
5. Identity Resolution, Validation, and Verification Normative
6. Derived Credentials Normative
7. Threats and Security Considerations Informative
8. Privacy Considerations Informative
9. Usability Considerations Informative
10. References Informative

2.1 Expected Outcomes of Identity Proofing

Subject (CXF LT Identity Proofing Z4T SER(C(E, U T DL SR ENEAFENS.
 Claimed Identity %, CSP " — EX %931 —H—EMDOI>FTFI MIHWT, BE—HDI1=—71 Identity (CIRESES.
o BHEINTETOIEFT >IN ELKAN TS S (e.9., fAiE - BRESN TR CE&&HERT D.

« Claimed Identity MIREHFR(CEFEE T D ERER T .
o Claimed Identity /2 Identity Evidence Z#e/R UIZIREE RO AM EBEEDWVWTWND Z EZREET D.

2.2 Identity Assurance Levels
Subscriber D Identity (CBIJ S Assurance (ZEATFD3DD IAL ZFIFE L TERRENS.

IAL1: Applicant ZIREHFDRFED Identity F D 13 DHE(F/RL ). Subject DITENCEEE L TIRMEEN S Attribute (3, Self-asserted T&H M, Self-
asserted & U TIRIODNBNRET3HSD (CSP 1Y RP (CXF LT Assert 373 Attribute ZET3). Self-asserted Attribute (R BIREED SR,

IAL2: TEF > X(CKD, Claimed Identity WIREHR(CEFEET DT EERIMEIE U, Applicant HREHFRDEE Identity SEUIICBHED TSN
TWBZ EZEEBAT . IAL2 TlE Remote 720\ UIFITE TD Identity Proofing HMWWAE & 723, Attribute (& RP (CX LT CSP (C&k D> T Assert N3
Z&BH D, Pseudonymous Identity H&REIEF Attribute 215D EBEHR— hENB. IAL2 ZH7R— K93 CSP (&, 1—HF—DRENHNIF IAL1
@ Transaction ZH7R— MU THLL.
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IAL3: X TE TD Identity Proofing i E T3 D. BIICALS Attribute (& Authorized D DilllE%ZESZ(F7= CSP ORIBANI(C K> THREEENDEN D

3. IAL2 &[F4E, Attribute (& RP (CXF LT CSP (CKk> T Assert &3 2 &Ed D, Pseudonymous Identity HHREER Attribute Z3 D2 EHHR—
hENB. IAL3 ZHR— 9D CSP (&, 1—H—DRENBNF IALT B LU IAL2 D Transaction ZHR— kL THXLN.

IAL2 & IAL3 T, CSP 15 RP [CIXfE9 B Attribute DE>ZDIRRAZEZEFIR T D 2 & T, Federated IRIETD Pseudonymity WWERIRFJEETH

3. BIZ (&, RP BN EREER DA ZRBE E U, TDOMODBEADEEHR (C DN TIFA SR < TRV, RP (& CSP (C Subscriber M4 HDH = E K
INRETHD. FIZAIRETHINUL, RP (& CSP (T Attribute Reference ZERINETHD. HIR (L, RP 1Y Subscriber H18i% U LN E S ENDHE
N&2IBE, RP (FRERBHEHTIFR< ERMBEDOHEZBERINETTHD. H(CE XL, KDIEL Assurance Level D Transaction (CRWT, KDF
L\ Assurance 3D CSP T3 &(d, I—H—(CE>THERIED S, flX(E, T—F—I(X IAL3 D Identity ZEIE L, €D CSP % IAL2
IAL1 @ Transaction ([CEWTEHRATEINRETHD.

LBl (& Enrollment B¥(C Identity Proofing O TR %#EB TH S DH'S, CSP EDERIDA >F 5423 > (CB9 B Transaction (43 UL
Pseudonymous & (RS20,

& AL DB (S Section 4 B KU Section 5 TIHRARS.
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3 Definitions and Abbreviations

FETED SUBEE(C DTS, £7T SP 800-63 (sp800-63-3.html) Appendix A ZEBRBDT &.


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63-3.html
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4 Identity Assurance Level Requirements

This section contains both normative and informative material.

ARF1 A M, Applicant (L39S Identity Proofing 3K TF Enroliment Ot X (C k> T, Identity Evidence & Attribute MUXENTTHON, 3
EFRVWLIEFTI>FTFA DR TILIZ—IMNDE—D Identity & U THEBITIAE(CIRD, FERD KUMRENTHON D ETD, FHBED/F—2(CDNT
S0 9 3. B/ IAL EIRICDUNTIE SP 800-63-3 (sp800-63-3.html) Section 6.1 EEEEMZ &. CSP (TS L\ /z Attribute % Authenticator (C
DB hME LI (SP 800-63B (sp800-63b.html) S1R).

Identity Proofing MME—DBEM(E, 5 UHESDH SNIZHERMETED T, Applicant WMESBENERITDIEDTHICEXZRLET D ETHD.
COTOTRICHUTIZ, Identity Proofing ZiEA% 9 D 128 ICIHEER/NRD Attribute (DIRTR, R, AREENTIOND. MER/INREWV\D TESHRAE
FHENENHDEBBEDH, CSP (3TS/\>—¢& 1B LT 31— EUF 1 —D/IS > RERD DD, HKTNIE Digital Identity Z 71
TIRICHELRDTHDD Attribute ZER Uz LT, ER/NROEHEDEEIBIRT INETHD. HIX (L, ER/IBRIR Attribute (Dl & L
T, UATDXRSREHFEDENEZ SN D.

1. Full name

2. Date of birth

3. Home address

FIEARRF A MM, Identity Proofing USMOBER THIA SN DEINERZINET DBRD CSP [CHTDIEHERLTND.

4.1 Process Flow

This section is normative.

Figure 4-1 (& Identity Proofing 3 & T} Enroliment DEARNRRNZEHER L2 EDTHS.

Core attributes

" and evidence

collected

Applicant

Individual uniquely
distinguished among a
given population or

context
Evidence
validated
Authenticity, validity, and
~ accuracy of identity Linkage between claimed
information determined h identity and real-life existence of

and related to a real-life
subject

subject presenting evidence

o confirmed and established Subscriber
- 2
Evidence #
verified “
o d

Figure 4-1 The Identity Proofing User Journey

BUF T4, Identity Proofing O AH(CHUVT CSP & Applicant BN ED K ST > SIS 3> &TDIHEFIRT 3.

1. Resolution
a. CSP 7' Applicant M5 &A1, {FFA, 4 H, Email, EFEESRED PIl ZINET 3.
b. =5I(C CSP (&, BERRIFE &/ CRR— MR &, 258D Identity Evidence ZUNET B. HIZ(E CSP (&, ST hwTOHASEEDS T,
T Identity Evidence DERDEERZF v I F v —3 D ENTES.

2. Validation
a. CSP (& Authoritative Source (CERS%1TU) 1a TIRSNZIBIRZHER T S. CSP (& Applicant HYRH UTZIBHRAESDL 11— RETY
FIREEHERTD.

b. CSP (355 &/ CUR— hOBEGFZEF TV I U, BIERESTNTH ST, QR I— RICIT>O— RENTVBIT—IHNEXDIERET Y
FU, #RIESMEET A - MO TVWD T EZHRT S,
c. CSP ($£BEF5E &/ VRIR— R Issuing Source (CHRESEMNT, BRIV F I DT EEHERT .
3. Verification
a. CSP (& Applicant [CEFFE L/ RAR— MRV F I IHSBEDEELXERT B.
b. CSP (355 E &/ \AR— MNMCHBEE% Applicant DEE SR L, MENT Y F I DT &R B.


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63-3.html
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c. CSP (& Enrollment J1— R7% Applicant DMEFRBESEES (OXEL, 1—H —(EZD Enroliment 1— K% CSP (C3#RT D. CSP (X@E

PMRYYFFREEERL, BRI - REEFEFEESEEE T CHBNTND T L ZIRET D.
d. Applicant (& Proofing (CA%INT 3.

Note: Identity Proofing Ot X (DY —EXTO/\AHF —([C K> TITHNS 3. BE—ifwrOt X, 70w o074
JOS—HCoOTOCRDERAT Y IRFITI B ENTEETH DN, TOISRIEEE T DIEDTIIARLN.

4.2 General Requirements
IAL2 72U \U (& IAL3 T Identity Proofing %2475 CSP (C(d, U FOEHHEESNS.

1. Identity Proofing (&, B— EZE/z(EX U w NT Access T B T=b MBS B EIRE T 3120 (CEME L TIFARSAL) (SHALL NOT).

2. PIl MYNEE(Z, Claimed Identity DFFTEMEER, 3 KT Identity Resolution, Validation, Verification (7z8(C Identity Evidence ZHR L TL\D
Applicant & Claimed Identity & DBHED T (B E/I\NRREE (CHIPR D Z & (SHALL). ZO PII (Z(E, Identity Evidence % Authoritative
Source ERSEDIT3 Attribute 12, RP ' Authorization OGRTEEZE4T D TZ8bICFIFAT B Attribute ZE 45D (MAY).

3. CSP (&, UNEERF(C Applicaint (CBEREY/REANZFTL), Identity Proofing (CWAE/R Attribute (DUNEE - SLEREIRDBRENS BRAFNUIR SR
(SHALL). ZMNICI(Z, Identity Proofing 7O A%5E T 9 B/=6(C ED Attribute SMER TEH D ED Attribute HNWiHB T DHMD, Attribute Z 124
LRWEEDHE WS IZIERESD.

4. CSP (&, Identity Proofing O R ICHWNTUNEE - BRI D & EiRD Tz Attribute %, CSP A BAFE/REBANZ 1T\ Subscriber NS ORERZES
=& EBRE, Identity Proofing, Authentication, Attribute Assertion, SAEYAN T O (CRSBSOBERI THIA L TIERS/R0 (SHALL
NOT). CSP (& 5\ FHBMDBMZY — B RIBMHEMF E UT@A2 550\ (SHALL NOT).

5. CSP (&, Identity Proofing Z#2X & 93 Applicant 1S DHIFEPLRIREDZEIEDTZHD AN X LM URIFNIEIRSIR (SHALL). i
CSP (&, ZOANZXAIC K> THIBECLEIBEOFRNE (CREN TS, 5l LR FIFR SR (SHALL).

6. Identity Proofing & Enrolimet Ot X (&, #ATIEEIREMEIC L BDRU S —, (S Identity BAREE T DD EDFHREZEMRET D
practice statement (CiED TITD Z & &9 D (SHALL). practice statement (&, CSP I ED K S (C Applicant DEFRKREC DRRN D LS4
Proofing TS —%ZHDIRSINZHH T DHHERZ SO & (SHALL). CNICIFFIZIE, BFEFSNDY b1 EIEL, KED Proofing 753 (e.g.,
Remote WRBY U TZIHE (TXH), EERIFOREMRIRENEEND.

7. CSP (&, BB % SL Applicant O Identity ZAREE T DD I N TDOFHREDEHREEERE T DEDE U (SHALL), Proofing O RICH L
THRRENIZ Identity Evidence DA TZ R T DEDET D (SHALL). CSL (F, TS50/ —BKUtF1UFT 1 —(CBHT S Risk
Assessment Z ST Risk Management 7O AZEMU, LTFTOEEZEDDIZ&.

a. CCTEESNEVABHEIBX T, Applicant @ Identity ZAR3E T BT EBRRT WV .

b. Biometrics, {5, X3+ >, €Al Identity Evidence D 1E—% S Pll. CSP (TN 5% Identity Proofing MitikE U TERIT D&
([C72%. (Note: FFRITMEMBEMANRESND ZEEHD)

c. CNSDEFRDIFFRAT 1 —)L. (Note: CSP (I, BFITIAERR National Archives and Records Administration (NARA) SRERRIF AT =
1—I)LEED, BATTREEE, FRA, RUS— (Tl > T, EDRIIFRUS —HBRBESN3 2 £EHD)

8. Enrollmet 7O X (CHBWNWTUESNTZIARTD PII (&, Confidentiality (HEZA14), Integrity (GE21E), [BIRBEDIRBERL I DLDREIT D&
(SHALL).

9. EE=FEN'BI5 9 B Transaction &S+, Proofing Transaction 24A% Authenticated Protected Channel L TE{T79 2 & (SHALL).

10. CSP (&, IBIDXM RN Z THRESNDHEABHFICRDDIEDTRUVED, RIEBHLESR (e.9., A0 —= 3 > DI&A, Applicant D7/ X
YDA, 1TENFIEOHE, Death Master File [DMF] (sp800-63a.htmi#dmf) & E D/ \A FILERETL RS MU —DF T w) 2T Identity
Proofing DEFEM = E L BB REFTd S (SHOULD). CSP A ARIEMLESRZITDHE, CSP (FTNSDBALERICEALTT S/ — Risk
Assessment Z{TD Z & (SHALL). ZSWo e P EAXAS MIE, TS50/ —U R TBRR (e.9., YR T DZEIRIER, HIfR{TZRF, (£/H
HIPR, 1BAN), TOAMDRAMBIN R (e.g., BES1L), L5E 4.2(7) [CRBE SN RRENEEND.

11. CSP 7 Identity Proogin 3K} Enroliment 7O X &#£X B354, CSP (& PIl (X P 25D ST« T —IDTRRFEEECIIWE, =
12 (HRIFRARIR D Unauthorized 73 Access WS DIRERITDETZIF D (SHALL).

12. CSP A BN RO O/ 5 —hNCRB1D 5T, Proofing B —EXZIZELIZDFA T B (CEUTOEHENEREND.

a. #B8(, Senior Agency Official for Privacy (SAOP) &1 U, Identity Proofing Z5=ME9 B /=6HD Pl UREEIZIS5 U\ T Privacy Act BFH%E
BAEN3NESHHIMTT DTzHDBIHZEITD & (SHALL).

b. #E8(Z, 5249 D1HE(d System of Records Notice (SORN) ZZ2AF L, TSV JENEICDWTREH I D &.

c. HB8 (%, SAOP &17:& U, Identity Proofing 2389 728 ® PII UXE(ZH L\ T E-Government Act of 2002 Z4HERATN M EDSHH
W9 BIebDRMZEITD Z & (SHALL).

d. BBE(, 229 DB A Privacy Impact Assessment (PIA) ZARL, T3 WD JEIREICDWTCEREH T D&

13. CSP (&, Identity Resolution (CIHETIRLBR D, 7= Identity Resolution H¥E DAt Attribute 7z (X Attribute DA ENE (CK> TEEAH
BETIRULR D, Social Security Number (SSN) ZIX& 3R TIE/R0L) (SHOULD NOT).

4.3 Identity Assurance Level 1

This section is normative.


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63a.html#dmf

2017.10.130IDF-J&JIPDEC  OpeniD BizDay#11
1. 1AL1 DFHEHR— ~F B CSP (F Attribute ZHESR L 7= DRIE L T(F/25720) (SHALL NOT).

2. CSP (5 — ERIRHBDT=8 (T Applicant ([COMELL LD Self-asserted Attribute ZERK L THLLY (MAY).
3. IAL2 ¥° IAL3 O CSP (&, 1—H—DRBENHNIE, IAL1 ZHEE TS RP ZHKR— NFARZTHS (SHOULD).

4.4 |dentity Assurance Level 2
This section is normative.
IAL2 T(& Remote 33 KT In-person (XIH) T Identity Proofing Z5FA] L CULVB. IAL2 (F, KDZ < DI—HY—(TBIREN, TAINARHT 1T

(Identity Proofing Z3@:8 T /2L \IE2/3: Applicant) ZHIiE L, BE3 D Applicant [CKBARIEARR Identity (DR R BIRE/RIR DR I D78, [LEH
DFIFANATEERR Identity Proofing 70 =w % HBR— K9 3.

CSP (& Section 4.4.1 72U\ U (& Section 4.4.2 DEMF(CHED T Proofing Z{THORIFNUEIR SR (SHALL). CSP (& Section 4.4.1 (CHE> T Identity
Proofing ZE&EINETHS (SHOULD). CSP W —EXZIRM T DHERIC L D Tl, CSP (& Section 4.4.2 (C4¥ > T Identity Proofing 4L T
B (MAY).

4.4.1 IAL2 Conventional Proofing Requirements

4.4.1.1 Resolution Requirements

PIl DUREE(F, FREDI>FF R MCHUWTHS Identity 21 =—27 ([CHBITTEEIC T B2 (LR EBREIRREECIRET 3 T & (SHALL). ZNUC(E
F—HIDBEDT ERB LD Attribute DIRERS A TEBEL) (MAY). —A%#973 Resolution B4 (% Section 5.1 ZSBD T &.

4.4.1.2 Evidence Collection Requirements
CSP (ZUF% Applicant i 5UNET BT & (SHALL).

1. 5U TEZF> ZD Issuing Source 1Y, FE{THFD Identity Proofing -1 /X2 M3 ULVT, SUPERIOR 3 0\& STRONG T EF > X %E2DM E
FIF U T Claimed Identity Di#ER% 17> TH D, HhD CSP H'E#E Issuing Source EDITEZEDIEFT > AEHRUIEDOTHNIL, TDLS%:
TOTRZRTHITESNIZ SUPERIOR 720\ L (& STRONG BRI EF>X%Z1D. ELL &

2. STRONG RTEF>RX%2D. B5UL

3. STRONG RIEF>XZ1DE FARRIEFT > X %&2D.

(T ANLAIEEZR Identity Evidence ([C DU\ TDEEME Section 5.2.1 Identity Evidence Quality Requirements ZZ8BhD Z &.

4.4 1.3 Validation Requirements
CSP (& Identity Evidence Z AT DK S (CHEERT D Z & (SHALL).

ZNZNOIET >R, BRESNEIEF X ERUBEDTOTERICEL D> THIRT DT & (SHALL). fIX(F2D0 STRONG 7 Identity
Evidence HMBRSNTIEHRE (L, TNTH%Z STRONG IRE CTHR T BT & & B.

Identity Evidence (DR (C DU\ TDEF#(E Section 5.2.2 Validating Identity Evidence ZZ8BD T &.

4.4.1.4 Verification Requirements
CSP (& Identity Evidence ZIA T DKL S (CHEREET D &.
1. BR{KBR, Applicant & Identity Evidence O3 F (&, 58E STRONG ZiEM TE DO RIC L2 THEREE LIRIFHUE R SIR0N.

2. Knowledge-Based Verification (KBV) (33T (#IIEHV/RV U (FEHAR T (CH TS Remote) O Identity HREED =& (CFIAA L TIFIRS/RLY (SHALL
NOT).

Identity Evidence MAREIEIC DU\ T DEEHE Section 5.2.2 Validating Identity Evidence ZZ&IRMD &.

4.4 1.5 Presence Requirements

CSP (3R U (& Remote T Identity Proofing ZH7R— 92 Z & (SHALL). CSP (FilA =Rt RNE T3 (SHOULD).

4.4.1.6 Address Confirmation

1. BEFHERADL 1— R(d, Issuing Source 7L\ U (& Authoritative Source (CKDEDTRRIFNIEIRSIRLN.

2. CSP (& Address of Record ZHEsR LR IFNLUETR SR (SHALL). CSP (&, FEPRENZB%D7R Identity Evidence MUNT UMM SRE SNZEFR
OWEER%38 T, Address of Record DFERZEITDNZTHD (SHOULD). CSP (&, Applicant DR LTz, L\AVRZ B/ Identity Evidence (C
BEREFE SN TR VEROMHERZ1E U T, Address of Record DHEERZEITD THKL (MAY).

3. ECERBF(CHRMESR/D Self-asserted DEFTT —4 (&, HER(CAUWTIEIR SR (SHALL NOT).

4. CSP H'NIHE TD Proofing (MIEBEIRL\UEEER T (CEHITS Remote) ZITSIZE(E
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a. CSP (3R 11/z Address of Record (CXF LT Proofing (MiBA1%Z1X 2/ \ETdpd (SHOULD).

b. Subscriber & Authenticator RS I3 B FE T DIBE(E, CSP (& Enroliment J1— RZ[E$%E Subscriber ([CHRRU TEHLLY (MAY).
c. Enroliment J1— RZEBA7ERIETEMNREDE TS (SHALL).
5. CSP h' Remote @ Proofing (JEEERTF) &£1T51BE

a. CSP (FH#ER &1/ Applicant @ Address of Record (C Enroliment J— RZIX{E L7RITFNUIERSALY (SHALL).

b. Applicant (& Identity Proofing Ot X %58 T 9 B /2 (CHEZNR Enrollment J— RERRURITNIEIR SR (SHALL)

c. CSP (FL-O— ReaDREREEMELERTIC Enrollment J— REZETANZ TS (SHOULD). CSP (3, HERE THNIL, HHEE (SMS 12
WUI(EER), BIEEEE, Email (C Enrollment J1— RERELTHILY (MAY).

d. Enroliment J— R/ Authentication Factor & U TORBRERNATVRIHS(E, —EFIESNZEDEVUEY b3 BT & (SHALL).

e. BMEFFR (XS SMNIZ Enroliment J— RFERA10BRIETEMNRED E TS (SHALL). 7272 UBRESEFTH United States ST
RVDBFRDBE, HI9MY(C30B R E TEMIMELER U TELL (MAY). BEETEESNIZ Enrollment J1— R(EHRK10DEETHEMR
BEDETF B (SHALL). Email TXEENIZ Enroliment 11— RIGERA24E B E TENRBD ET S (SHALL).

f. CSP (&, Enroliment 1— R & Proofing Mi@Xl%ZE, €1 ENELD Address of Record [CIRET DL DRI T D& (SHALL). HIX(E, &
U CSP 1\ Enroliment J1— REHERBOEEES (OX D2 & IS, Proofing @8N, FESRFDBEMBEEFTT®, HERD KUMKIDE A DIBER
REFIDLSRTET > RCEEH SNZBMEEFR (XD T & (CRBD.

Note: EME(EFR (L, Enroliment 1— RODBERZE S, Applicant EDBIDHSWBR A1 -5 —2a>=ZT5FBRELTGEIFEN
3. U UIHS, KA RS 2 EL, YMIBN TH > THETZHILTH D TH, bS5 3R Address of Record ZH/R— Y
D.

4.4.1.7 Biometric Collection

CSP (& Non-repudiation (Z58BA1E) ¥ Re-proofing Z&E# & LT Biometrics ZUXE L TH KLY (MAY). Biometrics YNEE (CBI I D 5FHl (& SP 800-
63B, Section 5.2.3 (sp800-63b.html#biometric_use) ZSBDZ &.

4.4.1.8 Security Controls

CSP (2, SP 800-53 ¥>Z1CHHY I B EBEAFIZAE (e.9., FEDRAMP) YORFUZHE (CEsH SN T, Moderate 720\ U (3 High B#0tF1UF ¢ —#l
NS, FliER bz S, B (A EINZEF 21 U T« —FIfIRZERA UIRIFNIERS A0 (SHALL). CSP (& moderate-impact = X5 s¥°E1N
[CHEEHTDEDICXT D Assurance BIEDORIKRDHIHIFRNEMENTUD C EZREE UIRITFNUFIRS /ALY (SHALL).

4.4.2 1AL2 Trusted Referee Proofing Requirements

B A Section 4.4.1 (CFRTE 17z Identity Evidence B4 ZHZ T C EMNTERMES, HEAIXEFETZ 25 T/REEA(C Applicant O Identity
Proofing ZF=HOETELLY (MAY).

4.5 ldentity Assurance Level 3

This section is normative.

IAL3 TIEIAL2 KD ES(CHEIRTH D, E5CHREOEVIET > ADRMAROSND EHIC, BRDTHUDPRE, TOMDBEERI A-H5
25% Identity B KT RP ZRE I DHFEDBITOLEX (Biometrics DFIAZESL) BHRDSND Z & (2723, Biometrics (&, AIE/R Enrollment ¥°
B Uz Enrollment Z1&H 9 27z (CFIFAE, Credential NS 1T Z BT I D2FE E L TEFIHAESNS. X T, IAL3 T Identity Proofing
(FXIE (BSR T (C3D Remote ZEL) TITHND. HMll(S Section 5.3.3 Z#SRD T &.

4.5.1 Resolution Requirements

Pll (UREE(S, Identity 71— — 2 (CFHBITIAE(IC T D /e (CHBRIRIR/REE (CPRE T D Z & (SHALL). CNITIFT—FDREDBT ERD LD
Attribute DIXEZS A TERL (MAY). —fi%H)73 Resolution E{4(3 Section 5.1 ZBRD L.

4.5.2 Evidence Collection Requirements

CSP (AT % Applicant M SUNEET D & (SHALL).

1. 2D® SUPERIOR RITEFT>X. 6ULLIF

2. 65U STRONG BT EF > X Issuing Source 1¥, BfTHD Identity Proofing /> MMZ#UL\T, SUPERIOR 253 0\(& STRONG BT EF>
%2 DL EFIFA LT Claimed Identity (O#ERZE1TD TH D, D CSP H'iE#E Issuing Source EDMTEDIET > AZMHER LD THN
(£, SUPERIOR IR TEFT > R EBD KL SIRTOTCRAZER THRITENIZ STRONG BT EF >R E1DT D.

3. STRONG RITEF>X%2DE FARRIEFT > X %&1D.

Z T ANBIEER Identity Evidence (C DU\ TDEH(d Section 5.2.1 Identity Evidence Quality Requirements ZZRDZ &.
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4.5.3 Validation Requirements

CSP (& Identity Evidence Z AT DK S (CHEERT D Z & (SHALL).

ZINZNOIEFT >R, IBRENEIET R ERAUBEDTOTRICKD THRT D &. FlX(F2D0 STRONG 74t Identity Evidence H'HeR
ENIEHBAEE, ENTNE STRONG IRE THR T DT & ERD.

Identity Evidence (DR (C DU\ TDEF#Hl(E Section 5.2.2 Validating Identity Evidence ZZ8BD &.

4.5.4 \ferification Requirements

CSP (& Identity Evidence ZIA T DKL S (CHEREET D &.
1. FKPR, Applicant & Identity Evidence O#1F (&, 38 SUPERIOR &iER TE 2 O X (C LD THREELRITNIER SN
2. KBV (341 (EBEOL2L) U (ZESE R (C351F3 Remote) O Identity R5FDT=sH(CFIF L TI3/2 57201 (SHALL NOT).

Identity Evidence MAREIE(C DU\ TDFFHl(E Section 5.2.2 Validating Identity Evidence ZZ8RD I &.

4.5.5 Presence Requirements

CSP (& Identity Proofing 25w % Applicant &3 T/TD Z & (SHALL). 3¥#(d Section 5.3.3 #8BDZ &.

4.5.6 Address Confirmation

1. CSP (& Address of Record ZHEER LR IFHUEIRSIRUY (SHALL). CSP (&, IR ENZBRA Identity Evidence MU\ YU SR & SNI/EFR
DOWEER#8 UC, Address of Record DFERZEITDNETHD (SHOULD). CSP (&, Applicant DR LTz, L\HVRZ B/ Identity Evidence (C
BEREF SN TUVRVEROMER%Z1E U T, Address of Record DHEEREITD> THELL (MAY).

2. Self-asserted 2MEFIT —4 (&, FER(CAULTIFIR SR (SHALL NOT).

3. iR &N /= Address of Record (C Proofing Mi@XN %X S1AFTR SR (SHALL).

4. Subscriber & Authenticator DT 1A AFE T DIBE (L, CSP (& Enroliment 11— RZE#E Subscriber (CIERUL THLL) (MAY).
Enroliment J— RIEEA7THBETEWNREDET D (SHALL).

4.5.7 Biometric Collection

CSP (&, Non-repudiation (&:2B51E) X Re-proofing B & LT, Proofing B (C Biometrics B> )L & UREE - 52889 5 & (SHALL). Biometrics
UNEE (R8T DEFHM(% SP 800-63B, Section 5.2.3 (sp800-63b.htmi#biometric_use) ZZ8BD &.

4.5.8 Security Controls

CSP (&, SP 800-53 Y2 ZMN(CHEH 9 D3EIBATHIEEE (e.g., FEDRAMP) DEFUZHE(CTEDH SN/, High BEDTF 1 UF v —HliHERN S, HlfHsa{t
Zad, BICRAEENCEF 1 YUT ¢ —HIHERZRA LRI SR (SHALL). CSP (& high-impact X7 AP ZNCHE T DI EDICHTD
Assurance BIEDRIEKRDFIHRNEEEINTUND Z EZFRE ULIRFNUER SR (SHALL).

4.6 Enrollment Code

This section is normative.

Enrollment J— R(CK D, CSP (& Applicant 7' Address of Record ZEIE T (CEL\TULD Z & =R TED(EM, Applicant & Enrollment L. O— K
DOEMMTITZITZ DL D(CERD. COMTIT(E, & ETRD Identity Proofing Transaction &[F—d Session T5E 7 9 DWME(F/RLY (NEET NOT).

Enroliment J— RIZUUTOFF#ZERF D & (SHALL).

1. RIKIR, 6XFDHEF, £ (FZIUBHDIY FOE—ZFDED. HIX (L, AR INIZELEEMEIZE > TEM SN0 — R0, ¥R/ \— R
) 1 77 Authenticator DU 7)LES.
2. S LR FORBZLEBAUNTNULDOIY FOE—ZFE DT —FESAE, QR J— RiQEDMMEISRIEFESNIL.

4.7 Summary of Requirements

This section is informative.
Table 4-1 (£ Identity Assurance Level DBHEEBH UIzEDTH D.
Table 4-1 IAL Requirements Summary
Requirement I1AL1 I1AL2 IAL3

Presence =LA SHES KUIEEER T D Remote X KUER T D Remote
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Requirement

Resolution

Evidence

Validation

Verification

Address
Confirmation

Biometric
Collection

Security
Controls

IAL1

EZMHRU

Identity
Evidence (&
UREE L7

- HI N

L2 AN

No

N/A

2017.10.130IDF-J&JIPDEC

IAL2
Identity Resolution (CWHE KPR/ Attribute.
KBV [CKDEFEESDHTELL.

Issuing Source HVEEHE L 7= Proofing 8 KUMEEEDEE
REET, 1 DD SUPERIOR UK (& STRONG 72 TE
TR, BULLIE

2D®M STRONG RITEF>X, HLLI(F

1DM STRONG IR TEFT > X E2DD FAIR IR EF
A

ZNTNOIEF >R %, TEF X ERAUBREDTO
TR THEREURITNERSR.

STRONGO#ED T Ot R (C LD THREET 3.

WAZA. Enroliment 11— RZ&E{EE D Address of Record (C
RIET D. @& Enrollment J— R & (EBIDREE T
£93.

Optional

SP 800-53 Moderate ¥ (5 U < (FZHAEHDEFS /
HEFUTSE),

OpenlID BizDay#11
IAL3

IAL2 [El%k

2D®M SUPERIOR RTEFT>X, ELL(E

Issuing Source H'ZEHE L /= Proofing 35 KUMREEDREE
REET, 1D SUPERIOR UL K (& STRONG 7L E
TR, BULIFE

223 STRONG RRIEF> X E1DD FAR BRI EF
A

IAL2 B4k

SUPERIOR Ds8EDTOTRIC KD THREEEND.

WA, Proofing ODIBANXEME(EFR(CXT U TXIET D.

Mandatory

SP 800-53 High B (5 L < [FZ Y ODES / 27
15HE).
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5 Identity Resolution, Validation, and Verification

This section is normative.

Atz20> 3> T, Identity B KUHERENIZ Identity Evidence D&, #ER, #REE(CRAT DEMZRT. CNSDEM(S, Claimed Identity 7 CSP
[Z Enroll L&D &L TL\S Subject MIRFEED Identity Tdn D, 244D Enroll BB (CHEERFUDBRT—STIRKRENSIFTAICELDT
REZNTVB Y —ZADMELDERETRERB LV IX MERBELE TR, BRICT IRDDEDTHD.

5.1 Identity Resolution

Identity Resolution D1 —)LI%, HREAEFSOEAY I FTFAMTIZ—JICKB TR ETHD. #IFEMI(C Identity Resolution HMT7XN
(£, 8/I\D Attribute 7w MM L2 TEBDEAZRBITIEE(CT2D. T4 CSP (C & T Identity Proofing JOTC X 2ADERRHERERTHD, B
TENRAREDHEIRE Z SO, RU TENEAETIEFREN DRI UTZ Identity Proofing Transaction (C(F7X 570N,

1. Proofing 7O TR THAEINZEROFTE—BICL DIV F I (EEE THSD. CSP (&, BUIRTYF I 7ILTUXLZAWT, LR
Identity Evidence, Issuing Source 3 KTU* Authoritative Source (CZE /218 J= Personal Information Y22 DAHEIE S B Proofing 7 — 5 DER%
BRI DZENTESD (MAY). FAHTITYF I TVILTUXLEIN—IVERHETARETHD, Vi EERET DFISERRC (FIRREN
BRETHD (SHOULD). X (&, ZTNSIEXBLENIZR = —1° Section 4.2 TENSIIT practice statement [CE8HD ZENTES.

2. KBV (Knowledge-Based Authentication &EMEIN D) (&, BELHC, AT —HFR—I N SE/SNIZIEIRICK LT Applicant DXI#EZET X b
I BT EICKD T, Claimed Identity Zi&EE 3 DIcHIC{ERSINTE/Z. CSP (& KBV &> T, 1-—7773 Claimed Identity Z Bl aI8E(C LT
£ (MAY).

5.2 Identity Evidence Collection and Validation

Identity Validation T —JLIZ, Applicant 5> & i@ Identity Evidence ZUXE U, D Authenticity, IE21%, [FFEERHIK T DT & THD.
Identity Validation (&, 72 Identity Evidence MDUNEE, HEZT ET > AN AN DIEE TH D Z EDOMHEER, Identity Evidence (CEFENDT—FHIE
L, &1, HDIREHFRD Subject [CEEL TUL\D T EDIER, DIRATY TSR3,

5.2.1 Identity Evidence Quality Requirements
Atz 32T, Identity Proofing RS TUXE 212D Identity Evidence DEBEEH(C DN TIRNRS.

Table 5-1 (C (&, IEZ72 Identity ZHEL T D /=D (CUNEET D Identity Evidence (CB8 L T®D, Unacceptable 1\ Superior ETODREZHNZET D, §F(IC
SEENRVERD, CNSDBRERER T D/ZH(C, HRTEFT > AIREBE ZICHE SN INTOREEWIZ T HEN DD (SHALL).

Table 5-1 Strengths of Identity Evidence
Strength Qualities of Identity Evidence
Unacceptable - 3213 AX1A]JEE/R Identity Evidence Tld7RU).

Weak - BRI EF > RD Issuing Source 7' Identity Proofing 177> TULVAL).
-HBRIEFTIRORTIOCITE, BEIET > IHEEN(C Applicant DBIET [CXEEINDZENMEETED.

-EHRTEF AN TZSD.
-EERTEFORBER, EULIERDVW TV AME—RICHBI TE S, MR EB1D0SBRES.
OR
- DV TWVWBAYMIDEES UL (& Biometrics 7> L— b (BRI IERIHDIRLY).

Fair - BT EF > XD Issuing Source 1Y Identity Proofing 012 X %3i& U T Claimed Identity =52 L TL\S.

-UBRIET D RORTIOCATE, BZIET O IANEENCTOIET > X(CHI< AYMOER T (SRESND I LNE
ETE3.

-EERIEFT O ANUTEERT.
-HDVWTWSAMZE—RISHEIITEDS, M EB1DDSRBRES.
OR
- HDOVWTWBAMDEES U< (& Biometrics 7> L— b #RTUERIDIRLY).
OR
- KBV &8 U CAEtEZ R nlAL.

-HERIEF D RICTSHIVBBRNIEENDHE, TOBEREES(EWCITOTSITIY—RAE FFTDOmAICKDRESN,
1BERD Integrity ZF#4R L T Claimed Issuing Source ? Authenticity ViR CTE 3.

-HFRIEFTDRCYEBLEFIUT —HENSENZIHES, TNZBERIZLHOTOTSITYY —RA#HI BETHD.

- BRI EF > R EEFEREIN L TLVR.
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Strength Qualities of Identity Evidence

Strong - BT EFT > XD Issuing Source 1Y, IWERHFDUAD Identity ([CDWTDOEENRHEERZIFI CILDICHKTTNTNIXE
{bENzFHi=2E U T, Claimed Identity ZHEER L TULD. COKDRFHRE(E, RHIHFBEZEONCEENGDHBE(CK D
TEANCEBINDCEET D TDRDIRFHREDBIE L TIE, USA PATRIOT Act of 2001 X2 Fair and Accurate Credit
Transaction Act of 2003 (FACT Act) Section 114 ([CXEsD S5 /= Red Flags Rule (CIi& U THEYZ E 17z, Customer Identification
Program 731 RS A 2REMNFEIFEND.

-HEIETORORETIOTATE, HZITEFT AN ZOIET > XD < Subject DEE T (CRESND T ENMRIES
na.

-HFRIEFDRICHOV TV Z—RBICHBI TE 3, AR EB1D0SRESHEFNS.

- HRIEFTDRICEHENEIILAR—AG, BADFTRRICBWTA T 1 2 vILISRH SN TVDEETTRINERSIRN.
R, TAUTR, A Z2 v )L EFEFE SR,

- The:
-HEIETOXRE, BOVWTWBAMDEES U< (& Biometrics 7> L— b (R (FRIHDRWV) £ED.
OR
- Applicant 12, RIKFR IAL2 O Identity (CFBTUVZ AAL2 D Authenticator Z{RIF U TS Z E&EEAT 3.

-ERITEF O RICTSHIVBBRNIEENDHBE, TOBEREES(ECITOTSITIYU—RAE FETDmAICKDRESN,
1BERD Integrity ZF#4R L T Claimed Issuing Source @ Authenticity iR T 3.

-HERIEFTDR(CYEBLEF I YT —HENEENZIHE, TNEZERT 3 LHOTOTSIHYY - RA#S LU0To /02
—WETHS.

- BRI EF > R SEFEREIN L TLVRL.

Superior - BT EF > XD Issuing Source 1Y, IEHFD Subject M Identity (CDWTHERICEB TSI LD ICHRETSNTVBIXELL
SNEFHREZIEBL T, Claimed Identity ZHEERL TLD. COLSRFHE S, MEIHBEZEIANICEENGDIHEICKLOT
FEHN(CEEBEND 2L ET 3.

- Issuing Source (& Applicant ZRER (CEEBI U, BADFEHRDIZHDESRDF TV IRITRDIE.
-HBTIETOAORTIOTCATE, HSZIET O ANZOIET VX (CTHOK AMOEERT (CXRESIND Z ENMREESNS.
-HBERIEFTRICHDVWTWLWD AN E—RICHBITE D, MR EB1DOSBESHNEEND.

-HETEFT O RCRBH SN TILR—AG, BADRRITESRICBNWTA T« S vILICRRM SN TUVBRETTRIINIER S,
&, TAUTR, A Z2vILRREFEFESINN.

-HERIETOXRE, DOVWTLWBAMDEERSD.
-HEBRTIEFT R, BDLTULSAYIOD Biometrics 7> L— b (R ERHRRWV) Z5D.

- BRI EF O REFTSHIVIBERNEH, TOBREESEOCTOTSITIYU—AE, F2EZOmMAICLDFESN, [BRD
Integrity ZH#4& L C Claimed Issuing Source O Authenticity H"#ER T 3.

-HRIESDRCYEBEF1 YT« it adH, TNEBRIZHOTOTSITIY-RIAFS LU0/ O —HIWE
TH3.

- BRI ES > R(SERHREIN L TLVERL.

5.2.2 Validating Identity Evidence

U &72b Identity Evidence #EE9 2 &, CSP (X7 DIERES, Authenticity, Integrity, 35 K U'BIEIFE#R% Authoritative Source (CEBS U, B RSN
EF > RS U TUATOIEEZHIK T S.

o BESNTLVRVWEIEREDTHDZE.
o IELVVBHRARHEINTVD L.
o E1E£9 3 Subject (CAATBBEMRNMEHNTLNDZ &L

Table 5-2 (C (&, Z5% Proofing Session [CHBVWTIRRENZIET X, BRUZZICEH SNITIBIRDICH T D, CSP MEHET D Identity
Validation [CB8 L T, Unacceptable H'5 Superior £ TOREZF|ET S.

Table 5-2 Validating Identity Evidence

Strength Method(s) performed by the CSP
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Strength Method(s) performed by the CSP

Unacceptable - Evidence (ZR#52, © U < (MR TE/R0\.

Weak -TEFANSE5ND TN TOEAICET D5, Authoritative Source MMEBIRVUIFAB L TWRIBEIRE LB U TIEH
(EFAN Ay gW
Fair -EERIEF R
- 5¥#87" Issuing Source 72U\ U (& Authoritative Source TMRBERVUIFAR L TV DIEFR & EEE L TIEH N BRI NI
OR

-EYRTU /O~ (CE>T, MEBEF1 YT —HEED Integrity HFER SN, HZIEFT > INARLE - iEASNTHES
I, K THDZ ENHEREN.

OR

-EERTEFT N, EEZ BB CKDEIETHD EERINIZ.
OR

- BBSHNTF 1 UT 1 —HEED Integrity IR SN, BRI EF > ANEIETHD EHREINC.

Strong -UTFOLSICHZTEST > ANEETHD EMERINE.
SEYIRTO O —(CKo T, M1 US o —HEED Integrity HESR SN, WKL EST D ANRIE - IASNTLVRN
CEEER U

OR

- R EZFEIESE S U (FEYRTO /O3 — (LK T, MBEFa1 UT + —HEED Integrity IR SN, HZIEF>X
PARLE - SASNTUVRWC EZFER U
OR
- BSmNtTF YT —HEEED Integrity ZHEFR L TZ.

-IEFANSEBSNDZINRTOBABIUCIET > XTI S5, Issuing Source 720\ U (& Authoritative Source HM%RHE
RVUEARAUTWSDIEIRE LB U CTIEH N RSN

Superior - HlgRER e BYEE, SIOMIBTF1 VT — LESHENTFI YT« —HEED Integrity ZZOBY/25T 0./ O —(CkD
T, BRI EFT O ANEIETHD RSN

-IEFANSEBSNDIINTOBABIUIET > (T T S5, Issuing Source 720\ U (3 Authoritative Source HMRE
RVUIFARAUTVWDIEIREEE U TIEH AR ENIZ.

BEENTEST >R ZHRT DROIIEICETDEME, CSPIRVWUIERP ORUS —, 4 RS>, BHHCED T & (SHALL).

5.3 ldentity Verification

Identity Verification T —JLIZ, Claimed Identity & TEF > X&KL TLWDIREMFR(CFET D Subject EDfHTI7%, RS LUHILITDE
TH>.

5.3.1 Identity Verification Methods

Table 5-3 (C(&, 3 Identity Verification S8E Z £ 3 D /26D (CIHB/MREFFEENGER S TLVS. CSP (3, Identity 4R5E(C KBV ZFIF I BRI,
Section 5.3.2 DEMH(CHED Z & (SHALL).

Table 5-3 Verifying Identity Evidence
Strength Identity Verification Methods

Unacceptable - TEF > X (EIFRIREE, B U < (FHREETE/R0). Applicant H' Claimed Identity DFIEE CTH D Z ENHER TEIR0N.

Weak - Applicant (& Claimed Identity ZE{FF 37z (TIRESNIEIEST > IAD Access HEREIF > TLB &M HERSNTE.
Fair - Applicant ' Claimed Identity ODFFBE TH 3 Z &MY, UTDKS (CHERSNIZ.
- KBV. $¥#l(Z Section 5.3.2. #&BD &.
OR

- Applicant &, Claimed Identity 24T 13 32 ICHERENTEEDDH TE D EBEEDEL) Identity Evidence &M, ¥IIREYR
LEE:. Remote TYIIRLLE & 1772 SR, [SP 800-63B, Section 5.2.3.] (sp800-63b.html#biometric_use) (LRI IR TDBEAFICHE
52 & (SHALL).

OR

- Applicant & Identity Evidence (D Biometric LEER. Remote T Biometric [lbEZ 1T/ DRI, [SP 800-63B, Section 5.2.3.]

(sp800-63b.html#biometric_use) (C7R T I N TDBEMH(THED Z & (SHALL).
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Strength Identity Verification Methods

Strong - Applicant 7' Claimed Identity ODFFB&E CTH 3 Z &MY, UTDKS (CHERSNTZ.

- @R 0> —%FE U, Claimed Identity #2772 (TIRRENTZEDDHRTE D EEHREDEL) Identity
Evidence (CX1 9D, BEIC K DYNELLER. Remote THNRELEEEITIR S BRI, [SP 800-63B, Section 5.2.3.] (sp800-
63b.htmi#biometric_use) (CRT IR TDEHICHED T & (SHALL).

OR

-#ENRTo /) O0>—%FA U, Applicant & Claimed Identity ZE{F 13 T2 (CIRRSNIEBEDDH TE D EEREDE LN
Identity Evidence & @ Biometric LEE. Remote T Biometric LEEZ1T/R SRIZ, [SP 800-63B, Section 5.2.3.] (sp800-
63b.html#biometric_use) (TR I I R TOEHICRED Z & (SHALL).

Superior - Applicant 73¥ Claimed Identity DFFEE T3 2 Z &Y, Applicant & Claimed Identity ZZE{F 1T 3 b [CIRRENTZEDDHRTE
> EBREDFL) Identity Evidence &, N>/ O>—%FIF UJE Biometric L& (C K DHEERENJZ. Remote T
Biometric LB Z1T/R DRI, [SP 800-63B, Section 5.2.3.] (sp800-63b.htmi#biometric_use) (LR IR TDBHICHDS &
(SHALL).

5.3.2 Knowledge-Based Verification Requirements

IAL2 3 KTF IAL3 D Identity Verification T (&, AT OEMHAEAETNS. KBV %Z Identity Resolution ([CFAAWDIBE (F4F(CHIFIEIR0N.

1. CSP (&, 2D EDi#ER:F Identity Evidence (C3F LT KBV ZFU\T Applicant @ Identity 1&R5EZ 1T/ D TIFRSR0Y (SHALL NOT).
2. CSP (&, KBV Ot RBHBICHERREHRE S8, Applicant & Authoritative Source DHHEN> TUL\B EBiFEINDEROAZFEHEITDIEE
9D (SHALL). BEHICEUSATREIRIER, /\T UV I RAA D (CBNWTRET DI ETFICADIER TSV IN—Tv MERTFICADBERE
A LRV & (SHALL NOT).
3. CSP (&, Resolution 33 KT Validation H'52 T L7z Identity (CXF L T, Verification D7z (C KBV BIADTOCREFIBTE R LIRAT K77
D hFEREIRMHT DT & (SHALL).
4. CSP (&, CSP A& L TL\Z&RIAD Transaction £ X b —(CE T DA EAREIET D 2 & T, KBV Z1T/RADRETHSD (SHOULD). CSP (&,
Transaction [EERNIRIERE20E Y FDI> FOE—&FDRIRIMT DT & (SHALL). FIX (S, BNDI> SOE—BECREET BIC(E,
Applicant [CIEARDERITOARE(Cx T BPEET R W RDF RS NES KU Transaction 2 /\—E8BNRB3TET, WEEETRSZENTSE
2. COBITEETHIU LoBEZRB < 2 &I(C23.
5. CSP (&, Applicant /2¥ Claimed Identity ODFIE&E T D Z 2RI ERIZEIZITMNT, KBV ZETUTERL. UNURNSZDBEEUTOE
Haimizg 2 &
a. KBV (F#8#1 Authoritative Source (CED< 2 &.
b. CSP (ZRIRR4DDEMZEITV, TENENNIEMT DI EEED TKBY XRT Y I EMINET DT & (SHALL).
c. CSP (ZEHEIZEARD KBV BRIEITDINETTH S (SHOULD). CSP (HBIRNEBMZIT > TERULAY (MAY), TDIHBE(FZERIC4DIL
TOBIREEZRAR YT D & (SHALL).
d. CSP (& KBV Z5E T 9 D7=8H(C Applicant (C2EDITEFF I NET THD (SHOULD). CSP (F3EU LDFHITZEHB L TIEFRSARN
(SHALL NOT).
e. CSP (R ERIC &IC20BDERITIREEN S NIE KBV Session &4 -1 )7 hEE DT & (SHALL). Session W51 A7 SUTEIEE,
CSP [Z KBV O TR &M@z YU RS — MU, HZEITIERMERD T & (SHALL).
CSP (& KBV DAREID Z 58N 1R D L DRREM & U TIFRSIRUY (SHALL NOT). (i.e., "none of the above" MMEFEERD L DRED)
g. CSP [ZA U KBV ERI%Z & U RITICBV TRBRBARETIFEL (SHOULD NOT).
h. CSP (&, B—0® Session 720\ UIZKBERITDIRD Session [CHUVT, 8D KBV BREICHIIDIERZIRMA T DL S/2 KBV BRiZ L TE
TRB57R0) (SHALL NOT).

. CSP (XIEMNAZIX KBV BREZFIA U TIERSRL (SHALL NOT). (e.g., "What was your first car?")

. CSP (&, L\HV2D KBV ERE, Applicant HYETZHR L TLVRLY PII X2, KBV Session HDMDIEHR EHHAHEDE TREDEA DR (C
DIXNB K S7% Personal Information ZiREEE 2D Z EDIRVWKDRIET D & (SHALL).

=

5.3.3 In-person Proofing Requirements
MED Proofing (C(&, LT D28 DF5EN D D.

o ARL—H—(CKB Applicant EDYIEBINA > 550> 3>
e Section 5.3.3.2 ([CHDHFRIRBHICRE D Tz, ARL —F—(C KD Applicant £D Remote 1 >F 503>,

5.3.3.1 General Requirements
1. CSP (&, RERIMBDEIEF T v I D= (CARL —4 —I(C Biometric 18IHRIE (e.g., 18, BB) R, Proofing 7O D—EELTZ
D& SIMREHEITD T & (SHALL).
2. CSP (&, %% Biometric M1 Subject T(d7x < H5% Applicant I SUIREENTZZ EMMRIEEN D F5EIC KD Biometric ZINET D&
(SHALL). Biometric DEITEMF(C DL TIL SP 800-63B, Section 5.2.3 (sp800-63b.htmi#biometric_use) ZEIRDZ &.


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63b.html#biometric_use
https://openid-foundation-japan.github.io/800-63-3-final/sp800-63b.html#biometric_use
https://openid-foundation-japan.github.io/800-63-3-final/sp800-63b.html#biometric_use
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5.3.3.2 Requirements for Supervised Remote In-person Proofing

CSP (&, Remote Proofing 7O AZHRA L, HHEIEBAELNILOEBEES IO EF 1 UFT 4 —EFRIRIT D EETED. ITFTOEH(E, Applicant
A CSP &EWIBMICE UIBFRIC U\ DM T Transaction &, Applicant 5 Remote (CU\BIGEDEIDLLERIGEMEZ R L TULNS.

Supervised Remote (E5tH T (Cd52 Remote TD) Identity Proofing 35T} Enroliment Transaction (Cd3U\ T, Section 4.6 (CRUTE IAL3 TD
Validation 35 KT Verification Z4F(CHIX T, AT OEH(CHED Z & (SHALL).

1. CSP (&, Applicant /' Session NSEEN D Z EDIRLEK D (SHALL NOT), 24D Identity Proofing Session ZE5#1 93 & (SHALL). CNUC(&
5z (&, Applicant DI FBTHIRERFE EF HMoX R EOFRNA BT S5NS.

2. CSP (&, Identity Proofing Session £A% & U T, Applicant 7'5 Remote TU P)LF A AICARL —F—ZES5ETHE B & (SHALL).

3. CSP (&, Identity Proofing Session 2{A%3& T, Applicant BT 2> /2 TD 70> 3 > %, Remote ANRL —F—(C[Eo2EDERZIBLDICT
% & (SHALL).

4.CSP (&, TEFT > RICMTDH5DDTZHIUEEE (e.g., TV ITWTA VL IFMCELD) B, MESNERAF v F—PE2I—(CL>TE
FENBLSICFBTE (SHALL).

5. CSP (&, BTEMRARIEZA&E ULE U <ARIBDNE Proofing Session ZFE(T9 /s, ANRL —4F—(CIlETOI S LEZITSEDR &
(SHALL).

6. CSP (&, IR (Tt U Tzt 2RI ek & ADIRH RS KUNHIRZ M S Z & (SHALL). BIZ(E, FIRSN/ZT U7 PEFETERIMEAICELDT
ERSNTVWBIVUTCHIZFARIE, 2avEJE-ILOOY A—-RIREDENHIVU T (CHDIFARILDE, RS AREDOREE
(FRLN.

7. CSP (&, £ TOEEN IO Authenticated Protected Channel $2HTITHN 3 K SRIET DT & (SHALL).

5.3.4 Trusted Referee Requirements

1. CSP (&, BN WENRES, BEREMIR, BEA, ZERIEBA, TOMOIEREZ TERENZED, FEEFBESNIEDRE, BUNER,
FREN, #BIDR) S — (CHED T, Applicant DETTERIE LT DRIBA RN BIEFE TE D H 755 =Z (T A (Trusted Referee) S0 DEID % L
THEL) (MAY). CSP (& Remote, MEEBE 5D T O R TE, Trusted Referee EPDEIND % L TEHREL) (MAY).

2. CSP (&, Trusted Referee NEDK S ITREZN DD, BIUEDE L, —FHELE, ZDMMWHRDHEIFIEZ D, Trusted Referee HE DR T —
BRDSA THATIUCDNT, RUS —F|ERAILT D & (SHALL).

3. CSP (&, Applicant @ Proofing &EU IAL T, Trusted Referee (CX19° % Proofing 217D Z & (SHALL). &7z CSP (&, Trusted Referee &
Applicant DERMEE I B 2D (CHERBEROIET > X ZRET B & (SHALL).

4. CSP (&, Section 4.4.1 DBHEFBIZIT 2T —ILE LT, LERITRENEXELENTZARY S — (CEESNITRANR->5—/)ULT,
Subscriber (CXF L T Re-proofing Z{TS/XZTdpD (SHOULD).

Considerations for Minors

1. CSP (&, Children’s Online Privacy Protection Act of 1998 & XU DMDERENERAENDIHE, TNS(ESFI R, Identity Proofing DT
EF > REBHZEEIZT CENTERVKREEDA >FS50> 3> (CRTDENHEIFINCEE I S & (SHALL).

2. 13U T DR (CBI L TIE, CSP (& COPPA B KU DMIDIERDEFA KOS (SHALL), FEE (CIBSFI DTz (CIFFRIRERNRE &
3B.

3. CSP (&, AU 3 > TI TITHRATZL DI, RAFED Applicant DT=&HD Trusted Referee & U T, ME(TEERABRAZBESEIN
=T#%3 (SHOULD).

5.4 Binding Requirements

Authenticator & Subscriber Dt F(CB U T (&, 800-63B (sp800-63b.html) Section 6.1 Authenticator Binding ZZ8BD Z &.


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63b.html
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6 Derived Credentials

This section is informative.

Credential DEH(F, BANBEDE T D1DLL_ED Authenticator (CHED1F 5117z Identity L 11— R (i.e., Credential) MIE 73 Subject T3
&% CSP (LM U THAT 2T O R(CEDNTULD. BACH U TEHFD Identity Proofing iFML J— K> Credential (CHDUNZHTziR
Authenticator ZERETE B3 LD (CLIEWEERX D CSP (&, COTOTRAZFIATIREE T &N TE 3. Identity Proofing O A =& DRI E
BaRmIMEIT D EFMEANE CSP ([CHUTAY Y hERD. 7tdD Proofing i&FD Digital Identity (£ 3 TICHEDULVTLVD Authenticator DRIFEERR &,
T Authenticator {£> /= Authentication ME&IN%EED T, Identity DEH (FZEKR TN D.

Ao>a>(IHis “EH (derived)” DEERTIZ, HDIHENSRIDHZEEH T DR E, Authenticator N BESHREY(C Primary Authenticator (CHE D0\
TWWBZEFEEK LIRW. ZNEL DB, ITIC Proofing iED Identity (CHED Uz Authenticator Z{#E 5 7= Authentication WAk LTzC & (CEHEDE,
ALETR |dentity Proofing Z#& DRI & &7 < BAICHFTZ(C Authenticator ZR(TI BT, BHET BRI ENTES.

Identity EHEITD 1T —REUTIE, UTFD2DRHBITSNS.

1. Claimant 1*, PIV 2 — kH— ROFIIR SAEROEER THAT 37200\, BED Identity L. O— RICHEDWTEH EN/Z PIV B8 L &
5&9%. CDI—AT—RICDUWTIE SP 800-157, Guidelines for Derived Personal Identity Verification (PIV) Credentials & Z8DZ &

2. Applicant ht, BRI(CEMRIEZ =120\ CSP EDRIT Credential £HETI L &S &5 3. fix(<, Applicant H'd52 CSP h'S3Id CSP (47 L
KD EURED, #ifzik CSP h 53037 LTz Authenticator ZBIER (e.g., BEAMNRT S DT> vs. &Ft) THLDELED TR LRSS
MEZSND. COIL—RT—RICDUWTIS, Section 5.2 (Cp DT ANEIEERR Identity Evidence (CE8T DL ESEDC &.

LiRai@ED, PIV 58 &S Credential (CEAT 3EMF(EI/NT SP 800-157 (CEEEH SN TULVD. £EE2DHDI—XT—X(CEAULTIE, AA R
S > SPIRAYTR Identity Evidence &5 =47)L7 Identity Evidence MDXBIZ DIFRLY. €D T, Primary CSP HV4ERK L /= Authenticator 1>
Assertion /¥ Section 5 DEHFICH Z (L, N5 % IAL2 12 IAL3 D Identity Evidence & U TWHIFIT 3 EHETED. =5(C, 74U Identity
Evidence iR UTZHER & U TRITEMNIZ Authenticator (CxF LTI, SP 800-63B (sp800-63b.html) DEHHEREND.
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7 Threats and Security Considerations

This section is informative.

Enrollment ZOTX(CHENTI(E, BDFTFHU, BIUA > TSR MSTF v —EECH T IARET IR EREEBBORIETA, EULVD2DDE
BAHTTU—D—MRNICEETD. > ISARSOFv—(CHIDBRUIIMERDI E1—F—tzF 1 UF 1 —H#IfHK (e.g., RABLE, SLEHMFE,
ITEER) [CKDMIGAIEE TH DIz, TNSIFARRFIAS MO I-THEL, AU 3> TRV ITEULDBREICERZHTS. LFa1UT
-+ —HIfHIER(CBI 9 D 5F#l (3 SP 800-53 Recommended Security and Privacy Controls for Federal Information Systems and Organizations Z&Z8R D
&

Enrollment Z7OTXICHIFBIBEE LTI, 12D I FHUITHIX, Identity Proofing, Authenticator d#{F, Credential FITDREXFE(CH T BIBIEA
DR ALITH T BBENZEIFS5NS. Table 7-1 (C Enroliment & Identity Proofing (CREE Y 2BRiE £ & HB.

Table 7-1 Enroliment and Identity Proofing Threats

Activity Threat/Attack Example

Enrollment  Identity Proofing Evidence (D{&is Applicant WMAEEER R T ZFIA U TARIERR Identity ZE3RT D,

f A Identity DANIEFIFE Applicant "M (CHEID <JCRR— h=FIET 3.
Enrollment &2 Subscriber 5* Enroliment Z38& U, B&(d CSP (CH U TERL TLWRWEEIRT S.

7.1 Threat Mitigation Strategies

Enrollment (CHI1FDBEE, DT HEUEREHICLIZD, BRI HFUDBREEEE EESEDTET, LT RIIENTE S, #HERTE, HBICRD
FTELUZRE(CTDIFRICDODVTIRDD, ENHARD T EURITRDENEIIBA T BDCEMDFEREFIEEHRET D, ELAILICHBNT,
Claimed Identity SMF1E9 5 Z &, Applicant 7' Claimed Identity DFiIf§&E T3 2 Z &, Applicant 7' H Enroliment Z&52 CE AV EZEHNVRE
DICTDHEMRAEINS. Assurance Level BN ERVBICDN, BT 17, SAFTIFVY, BRURBIEICLDRD T HUICH T DIERMDNEE
3. Table 7-2 (C Enrollment 8 XUFAT IO TR ICH T DBEADIRICET DHBEZEFE L HD.

Table 7-2 Enrollment and Issuance Threat Mitigation Strategies

Normative
Activity Threat/Attack  Mitigation Strategy Reference(s)
Enroliment  Identity CSP MM RESNEIEFT > ROYIE 1 UF v —HiEERIER T 3. 4.41.3,
Proofing 453,522
Evidence M5
b=t
CSP "I ESF > XFEITIT0Z DD Authoritative Source (CX UTIEFT > R (CERBNIZBEA  4.4.1.3,
DFM=IERT S. 453,456
5.2.2
fIAD Identity CSP AL EZF > XFIT2TDMD Authoritative Source ' SHUE UTEIBEREBS LEDTE, 4417,
DAIEFIA Applicant @ Identity Evidence & Biometrics EiREET 3. 457,53
Applicant DRt UTZ3EBRFRITD RF 21 A2 b (e.g., Applicant &% T Applicant DIREFANECE:  4.4.1.7,
ENZESRDBERE, I b h— RDFEKRE) ZA&EE L, Applicant D Identity (X9 25  4.5.7,5.3
EzmDd.
Enrolliment & CSP /' Subscriber D Biometric Z{R7 9 3. 4.41.7,45.7

B2
1Y
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8 Privacy Considerations

This section is informative.

UTFDTS4 IS —I(CRT DEBEIAL, Section 4.2 M General Requirements (CBI 9 31EHREIRET 3.

8.1 Collection and Data Minimization

Section 4.2 requirement 2 T, Identity Resolution, Validation 35 KT Verification (C¥1 9 2BRABIAEIAR A TS5 UF 1 RICE DT, Claimed
Identity DTFTEFEERE KU Claimed Identity & Applicant DBIEST (3 (CHEETR Pl DAHDUREZFFRIL TULVD. THEIR PIl ZURET D &, 17t
Identity Proofing (CRIFASRUMERRPMINEZN TODDONEVWDIREZE U S ESD. CNIFRECAREINEZZ S5 X, Applicant DISfEZIENRD
ECDRNBAHEMEN S D. T5(Z, Pll 212159 B &, Unauthorized Access YWAIEFI A (C3xt U THESS (C/IXDRIAEEEHD. T —F&IMEICLD PII
DEZRBPSEBZDLSRY AT T DT &, Identity Proofing 7O RICHIFDEEERBET D EERBD.

8.1.1 Social Security Numbers

Section 4.2 requirement 13 T (&, Identity Resolution 72Dt Attribute 12 Attribute DIEHFENDE (C KD TEMATIEETIH D, SSN /¥ Identity
Resolution [CIHETRVED, CSP ¥ SSN ZUNET B EHZE L TLD. SSN ADIBEMEHE(Z, iRAEIRSE, DI LR EICLD Applicant (C
BEZSI MR, UL, C EEFBBUTFHERID RP (L&D T, SSN (CKD Subscriber ZEFFDL 11— RICEHEDIFD 2 ENTE, Identity
Resolution BNEMRENDT —XEHD. U > T, ARF 1A MME SSN Zi#AIF & U TR R, TDOFAIICE L CELIIREEZITD.

Note: &= IAL DI EF > XBA(CHLTIZE, SSN 12 Social Security Card % Identity Evidence & U TR ITAND CEEZEIELT
Wnwa.

Identity Proofing ZHE# & LT SSN ZUNE T DHIIC, Zifk(E SSN ZUINE T DRDENETR, E=BDTOTR I R T AEDHEEER DD
([C SSN ZFIA I 2HEN, F(HERBMHEERT INENDD. EREMHE, S AT APTOLEX, XA, IR MOHFSRAIEERU X TER(IC
KOBEHRIAARETH D I ECKDRESNDINE LAVR. 28, BA LOBEHE(F, EOBFPEELZ<RVEVSERICL > TEHEN
BEDTIFIRLN.

EFPEFTHERS(C3 975 [Executive Order (EQ) 9397] (#9397) MFNFADEMN T D, st T@ <{EA, EEIBMRICH BB A, 720\ U (FERSIBSR(IC
DB ICE T DEADHMAIDEEFEEE LT SSN ZFAIANL EWDSEH RSN, LIeh > T, EO 9397 (FEFPENEAFEZED T
SSN INENWMETH D EWDIERME U TBRI DI EF TSR,

EFBBUFHEEE (&, Office of Management and Budget Policy (C#> T SSN DURES KURKERFBZHIRK T IEHZEERICAN, H5%PSD SSN
INEICREIIRBRELZL E1—I2NENGS.

8.2 Notice and Consent

Section 4.2 requirement 3 (4.2-r3) T(, Identity Proofing (C#4ZE 12 Attribute (DUNEE & SLEREIRMBERN %, 5% Attribute ' Identity Proofing
Transaction Z58 T B D12 (CWENEH, Attribute Z1R{E U D IZIBEDFEZ S8, CSP MMUXERF(C Applicant (CREZRIVICIBR T DL SK
HTWVD.

MREVRBINEITDC(E, I—F—TOARV IV RTH A URE LT, BIOREICEIDRET DEREMEDH DT 51/ — U RO D EE
BB ENEETHSS. Applicant 1%, 12X Attribute DUNEZN DOV, IRESNTZIBIRAMEDT -5V — R EBHEDESNBINESHR
ECAUTRERMMEREITS C LR EZRED, SESFREBERZERINES THD. HRWQBA(E, RUTEM TECER LTS/ —R
U= —%>, Applicant H¥55A 12 DIBRT D Z EWEIF T RV K SREMIVRFIFAIRFINDBEIRDRA >4 —T(FR0\.

8.3 Use Limitation

Section 4.2 requirement 4 (&, CSP /¥ Identity Proofing (C&U\TUNEE - BIE T D 2 & &7k D Jz Attribute %, CSP AVBRFEIREAN%Z 4T\ ) Subscriber 7
SORBEEEBE%ZMRRE, Identity Proofing, Authentication, Authorization, Attribute Assertion, BiE 9 2 ARIEXER, SEEEN T OIS S
DENTHATZIZEEZELTWNS.

EEITDHAENNFTEHENNEDSNCDWVWTEBN D DIHE (L, SAOP (CHEH T D 2 &. ZDi@AllE Section 8.2 Notice and Consent &R U/
AlCEDIARETH D, RUTEM TECERLIZT S0/ —RU S — PN RFIRRNCEDHSNBIRETIHERV. BUB, BRESNIZENO
EEIN TOFIBEIT DR, Subscriber (CBHIFREE ZDHE - EEDENBBETEDILS(C, BRDSHDBEMEITOINETTHD.CSP (&, 25
WD TZBINA&EADEFEEZ Subscriber (CXf L T Identity Proofing H— E IR & U TSR0,

8.4. Redress

Section 4.2 requirement 5 (&, CSP (CX3 U C, Identity Proofing (C&k> T4 Uz Applicant DFE°RIREICR I RN ZBIEFERZIRMEL, TDF
%% Applicant NBRICEKER, Access TEBLDICTBTEERDHTUS.


https://openid-foundation-japan.github.io/800-63-3-final/4.2-r3
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Privacy Act (&, 3EFBEUFD CSP (33 L T, Applicant 7' Access U, IEU K TRVMBE (ISR ETIECED LD, STIEZAIRE(C T DFIBICHE D =iz

AT LEEIBIT D EZERHTUND. FATD Privacy Act Statement (C (S, BFRIEEIR SORN ANDEBZESHINETTH D, ENICKD Applicant
' Access, (TIES DIz DFIBEZIRHEINRE TH D, IBEHBBAFD CSP (&, [BRFE L IRDE=EDERSTESDH, L EAFEOFIEZHARIAN
ETH3.

CSP (&, Applicant " EB® Identity ZHEY L CERTOTCREA S S > TRETETRVNEAIC, I—Y—([CHZTOTCRZERTT I DH0RE
FES (e.g., AIEETHNLE, HREIV—H—ER L H—TOMEFHRE) R I INETHS.

Note: Identity Proofing 'Ot AWK L T=3BE, CSP (& Applicant (CRIREZ AR T DFIBZ BN I RS THIN, BEENKKL
TEIBRZDHEDZ Applicant [CIBEIFTRETIERL) (e.g., Applicant (C “G7R1zMD SSN INEAENBRIZDEDE U TERIFL TLY

D SSN EXYFURM D12 IR E LS ETIFIRSIRVY). TDKDIRIBEIRIESALIERR Applicant SN IELLY Pl (BT B1BHRESD
FIUTERDDSS.

8.5 Privacy Risk Assessment

Section 4.2 requirement 7 S & 10 (&, CSP (C Privacy Risk Assessment (DEE%Z K& TL1B. Privacy Risk Assessment EfilCds/z> T, CSP (&
UTZEEINRETTHD.

1. CSP AERZ 77> 3> (e.g., BIIDIREER T v TOREREE) 1Y, EEIBEIRAD Unauthorized /& Access 7k &, Applicant ([C &> TORIEE
DS BAEEMH.

2. BREUZRIBED > /)T . CSP (&, URIDER, 8BR, HERE, BHELETSANS—URINDHSPB L AR AZEEHETEDX
SICIRETEHS. Applicant DEIRIE, URIZHE T IHED—PIEHRINRETHD, UIeH > T Applicant "B ENZY X% L
SR TEDEEENCHFTEIBEDH, Applicant DRIBZFERINETHS.

8.6 Agency Specific Privacy Compliance

Section 4.2 requirement 12 (&, EBHBBAFD CSP (CW T RHFRNROA> T S54 7 > A LDOEFECDVNTRAR TS, #B3dD SAOP # Digital
Authentication = X7 ADBREMNEAERHNSES BT EE, TS5/ —U X 0% 58l - 8 U, Identity Proofing (=& Pl YREH, Privacy
Impact Assessment DJ=&H®D Privacy Act of 1974 [Privacy Act] ¥° E-Government Act of 2002 [E-Gov] DEMZSIERIIH, Lo TS50
TORBHICDWTDERITD LT, IFECEETHD. HlXI(L, Identity Proofing (CEAL TIZ, Privacy Act Z4HYNE =1, Identity Proofing (Cw
FIR Pl Yo7 DA Attribute DUREE - IRIFDI=H(C, FRETZIIBEFD Privacy Act SRR AT AICKD /Ly SHRkDENS.

SAOP (FEHR(C PIA DHEMDREICH T, HEEIETED. CNSDERFEIAL, Identity Proofing /217 M7z&H(C Privacy Act SORN 1> PIA Z
FFT 3 ENBHERD EVVDAICEDRETER. Z < DIBE, Digital Authentication 'Lt X 2A% 78T B PIA H LU SORN ZEFL
=D, Digital Authentication O A ZH#EBINA > S > Access B T2 TS APA U W MMIDWTER I DK DILEHE TEHEINI D /= PIA
D—EETRDZEN, Eo EBEICHIRDTULDTHSD.

Digital Authentication (C(3% < DB ERN'H D Z EMS, SAOP [CEERIERZRH LIRS E DI ENEETHD. HIX (S, #EI (S Data Use
Agreements 1> Computer Matching Agreements 7 &M Proofing B — E X7 E R4 - FIANEIEENE LR, SAOP (FHEEIC ED K S7iEh
BHNERSND TR T IR ZEBEITAD Z ENTES. =5(C Digital Authentication DEl 4 DEZR%E L (CIBEY D& T, SAOP (20>
SATURATOCRCZOMOFEZBE L TT A\ —URIEARICFHEL, B3 ENTES.
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9 Usability Considerations

This section is informative.

Atz 3> T4, Enroliment & Identity Proofing (CBSE T 2 1—HEUFT ¢ — LOEBEBEZEZEREFICAMIT I EZ2ENET S (HEHNR
Authenticator DFIF i1 R MBI 31— EUFT o — EOEESEIE(C DU TI(L SP 800-63B, Section 10 (sp800-63b.htmi#sec10) =&
BDZ &)

ISO/IEC 9241-11 (FA—HFEVUF 1 —%& “BEDI—F—MFEDFAI>TFI MIHWT, B, BEMH DB T IEE(CIFEDENZE
BT BHICTOF0 NEFRATEIRE EEELTWND. COEREL, B, 2R, BEERERT DEHICHBREER LT, I—Y—
B FAICTFRANMIBELTWS. I—HEUFT 1 —%ER T BI(C(E, INSOF—BEREEZERUE2ANT7TO-FHUETHS.

Enrollment 3 & T Identity Proofing (CH 132 1—FEUF 1 —DEIENT—)L(E, I—F—0DE&IE (e.g., MBERIC TSI ML —23>)
Enroliment (CHIFDEIE (e.9., ETEF CDRATVIHE FSVITNIIERE) ZR/IMEU, RA—XTRSZF« T2 Enrollment O R & {EE
ITRIETHD. COT-IVEERT DIz, BilidFET 11— - (CEEZL<A>TESDINENDHD.

Enrollment 3 & TF Identity Proofing Ot X Tld, 1—H —(& CSP BRUBEN Access 3 DAL SAH—EREDA2EFSISI2EITDI
ECRD. T7—AA 2T w2 ahxihi7z+« T THENE, BNUBEDA 24550232 (TR I —DHRICEHEL DD, BiliE
TOCREBHZB L TURST 4 TIRA—F-—TOARUI D A EEET INENSD.

I—HEUT 1 —(FEtEMR < IR B ITER TE B EDTIERL. Enrollment 3 KT Identity Proofing JOT X (CH I3 1—HEUF v —5HHii%E
T3C&F ERBICERTHD. RRNQRL——, MENRT —I)LESRY, @URFIAI>FTFIA RDOEETI—F-EUFT 1 iHiizTD &N
EE T3 3. Enrollment LT, Identity Proofing 7Ot R (E, I—H—HELWC ERTIDEREIC, BE>/eZ a2 3DEFEH U<, hhDES
THEHECOEHETEDLDICHTUEREITDINETHD.

11— —8HETIZ, Enroliment &S KT, Identity Proofing ([, Enroliment E81#E4#, Enroliment 3 KT Proofing Session, Enrollment 58 T 70> 3
>, DIDDEBRRATY ITHFET D. CNSDRT Y F(FE—D Session TR D Z EEHNUE, TNENADRD BRI (CBENTULS (e.g., X
BMSE#ER) CEtHD.

2N, BIUOERTYIZTEDI-HEUF« — LOEBBSIEICDOVTE, UTOEFEIZ 3> THAS.
ASSUMPTIONS

At 3> T, 11— —" (F “Applicant” 72U\ U “Subscriber” ZELKY9 3.

HA RSA B LVEBRBEFII— Y -HIACTHRRTD.

PO EUT 43— EUT 1 —EFERD, KRFIAXAD FDIRD EZBTILIRL). Section 508 (IBEHRILMIODIEEEZHEPR T D=8 (CHITE
=N, EFPBUTHR (CX LT, EFMH DIESHRNMTEEHA UBSEN NI T OVICTFOTIEEEICRDIDIROTWND. 7o EUST—H
- RS+ > [CDULVT I Section 508 ik CIZEESBOC &.

9.1 General User Experience Considerations Duuring Enrollment and Identity Proofing

AHT 023> T, Enrollment FTOTCRDERTY FITE> CGEATIEERI—HEUS 1« — EOZEBSIA(CDVWTIRND. KRV I EICE
BD1-YEUF v — EDEREEIAL Sections 9.2 N5 9.4 BEBD T &.

o - —-DISA L —3>%ET B8, Enrolment (CHERTOTCRZEBILL, FRXFT vV T ZAREIIR O AENDESR(CTD.
o ECTEDLSICRAMNZIEZRITDZENTEDINEPECERD. HIRIEL, &

o ECTEDLSICUTEIMMNIRSIEZFDZENTEDINEREICIZZD. HIRE, I—T—(CAZSA2ILTH—EXEADY > TP,
NIVIFZAOYR— hDeshDF v v MOBFEESZIRET D, BN, SIS DNT AR UICI—F—HEH T Enrolliment ZE{HDEER]
ERERTED LD, T DIRBRERHITINETHS.

o HENMADENTHESDT —FZUNET DDONERIECHIAT D. Fz, WESDT—FIH 2 ED/ R, FICEZ LT —INBMENBINERT.

o BRSNIEIRTDBERMEATE D Z EZRFET 3.

o INTDI—H—ICIRRTBER (e.g., T —FWEBIN AR T A —A) ([CDWT, BUIRBERT Y 1> TS5057 1 ACHED.

o BN, HAW(C(FHREFENSESFEDUT S —LANILOEZRERE TR U, Bl BPIAE RIS & BRI EFER Y
LT, ERIRA > b2 mIBH (CIEFFII T, RELE BT D TeOEERE TR <E—HEEZ—B U TERL, Aghitm LofzsalggTthrnd
BREBEVPEAMEXEREZIATI L.

o TAZKRRGAI, (X, &, AEOEREDIY FSRAMIEDTF I MDFEAHPITZ2EERTD. REI> FSIA MMEPEVD(E,
BACETHD. I—TF—DRALNIVEAZNENTH DD, TFX MOUFGERFEETHSD. HFHFATERTFA ML, I—5—-D
BREBPANTIS —(CDRHD (6.9, BAR T A —AZIEHDERLE).

o BFHRERHIEITEUITIAZ b ROBRCEEUTIA > hEFERTS.

o FIRETHNL, TTRBIUNERXTF (XF ‘0" &E8F 0" 0 &) ZHREICXBI TS /RWIT # > MMI#EFD. ZNIFHFIC Enroliment J—
RICBWTEETHD.
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o THEAMT A RTLACNEBRD, BNTA > MEAX(F12RA 2 b ETD.

o RRMBXI—YF—-CHULTERTYIDOI-—HFEY T —fHliZiTD. I-FEVUFT v —FHlElICH VT, RENT —ILEIRXDZESD, i#Et])
RAMAIZTHFINERET 3.

9.2 Pre-Enrollment Preparation

At 32T, +5373 Enroliment OBRIFEREIBE T DIzHDHMRINIRT7 TO—F(CDVWTHRRD. CNICKDI—TF—FRHETIS A ML
—= 3 >H%8FE S Enroliment Session Z##H T2 Z N TED. 1—H—N Enroliment Session (CTEBEITEMBIR THND L DRI T D &I,
Enrollment 3 KT Identity Proofing O2AKIRRINEI—FEUF ¢ —(CED> CERICEE THD.

ZTDOLORE RS, I—F— D UERIEIR (e.9., ERDMEIRELEIC D) ZERFEZRACHI AT RN TRITEN B HE (COHRIHE SR
3. CNUCIFED Identity Evidence WIHE EIRBDNZEIEHIC I - — (XD T EBEFEND. 1—H —I(F IAL 1°245% Identity Evidence 73 “fair”,
“strong”, “superior” D ENUCHTIEEDINREICDNWTIE—IADRE(FIR. — A THEHIBISHFEDS X T AIC Access TREHICED IAL HIE
&R > TLNDHENDD.

d1—Y—h Enroliment 7O T EEDDIMNEDH, BEIUZD Session (CAINNBE(CIRDMNMCDNWT, [BRICEDWVWEHE TEB3LDICTBIC
(&, - —(CUTFoEEZRHEIT I E.

o EXATVITEANBEFENDHRE, TOTIXREKCDVTOIEER.
o 1Y —NMZNCIHC TEHEZIITEND LS, FRSNDEMRC DV TR,

o 1—H—(CilifESERIBREEB/ZHD, Identity Proofing DAEMEE XU w NCBIT B5HEA.

« Enroliment BENRET DHA(E, TORRERITANBEERTIAVWTECDWTDRER. LDSBEREIANGEZHFETI LT, 1Y
—(HFHOTINNFEERRNENTES.

o J1—H— Enroliment Session DI ERDN Remote F+7 %)L L DOMERDN, LU L—H — ([SRIREEN DM DL TDIEHR. FIFER]
HE/R Session DIFIREZICDVNTDHEHREIRBIT D&

o 1—H—MEARICEE T D& ZEIF > TLDHMD, WE/SL YU Remote F+ %)Lt LD Session (CRATRIMEBROZ T 1 v IIE
|2 E, BFEAICET BIBER. HEDBHADHENER /28, 1 —H —(4 Identity Evidence ZIFEDAHZEM] (e.g., $R1T v.s. X—/(—
N—=TY ) [>TV DOZED DA REEN S D CEICFRI D L.

o Remote Session (CX1 T DEAMTEM (e.g., Internet Access EF) (CBIT DIEIR.

o FEHERSMEZE /IR ICHIX B 7=8D(C, MET® Remote F+ %)Lk LMDXIE TD Identity Proofing Session DFHIZEAJEEICT D. FHIIRLT
DORGHEIRERIGE (E, FHINRWGES(CHEERREIN KD R RDAREEN D L21—Y — (CHECIERD.

= Enroliment Session DF#), U 245 —DRE L, FHDEESEICRETIPHRAFIEZEI D&,
» FDUIA A —ZRHL, - —FHFDUIA 2SR (e.g., BME, RAAA—)L, Email, TFZX bR wZ—=) ZIEE
TEBRLDICTDCE 1T —I(2(F, B1T, B4, 1BPR, HELS Identity Evidence (CRT IR ENBRETHB.

o FIFTIRENM DWAETR Identity Evidence 35 KT Attribute (CEAL T, TNENAMERHWZENY, TR Identity Evidence —TNEIRMH URVMEED
LDV TODIER. 1—H —(FE4A7 Identity Evidence MIEHENDTE, B KUZENEND Identity Evidence (CBIT 2EM (e.g., Hi4EERA
ZC(HEEHRE) [CDVTOBEBRNMUNETHD. HEL Identity Evidence ZEMS T 3 Z EHSEEMN (CRELR TS EH D28, TNIIS(C
EECTHD.

o AJEETHNIL, HESR Identity Evidence DEEEBR(CT DYV —ILZKET 3.

o A—H—I(C, REEFEPIIFRZ — X EF DAL ICH T DFRNRBHEMSED. HIZE, DA, EEBREAN, TOMDERADKIBIESE
B (CEEFA CTE B ANR ED Trusted Referee ZFIAT DIHE (CHEIRIBIR (FHH#ll(E Section 5.3.4 ZZ18).

o JA—LPRETHNUE

» Enrollment Session FIARITH KU Session RICEEAR T A —AZIRBRI DS E. I—HF—(CTU>HF—AD Access ZER LR
&

v I—H—DTA = ALADURINERSRWEREZR/IMET D L. TA—LPRLRDE, - —FHEEC TS A KL —
23> aEBU, I5—2RESENETHD. Al THNEERIC T A —LAZIBDTHLZ L.

9.3 Enrollment and Proofing Session
Enroliment Session (CHHE U I—HEUF ¢ — LOEEBIEEL UTE, U TOLSREBNEITSND.

e 11—t —(Z Enroliment Session FIAEF(C Enroliment Session DFIBICDWVWTURA > RID & I—F—NBRIERRETENSZEX
TL BT EZFFUIRVLKSIC. Enroliment Session WSBaT#EMRDER (CRIES MRV MBS, Proofing S KU Enroliment 7 T — X5 T (THh'h
ZHBNFERZARNICURYA S RIDTENMFCEETHD.

o MHE/RLU(E Remote Fv RILBLDME CURTZ1—U2JTERIRDICTDE.

o TJEEIMG G, FIFERIEEN DILETR Identity Evidence DF T w4 U R hE$RME L, Enroliment 11— RES &, 1—H —H Enroliment
Session Z D DD(THETR Identity Evidence ZHEE(CIF> TWBDLDICTD L.

o CDBERMNEEIN, EDBIHRMFRD T A O—77w T Session DIEHITRE TN, ED Identity Evidence HYF3ED Session 5T
HREHICHEERDNEI - —(CBAT D & BEBMIC(E, 11— —(F Identity Proofing Session Zi& TR TS IMBIRTE
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BDTENEFELL.
BRI ldentity Verification DIRERIC KD 1 —H — (X TITASHDEIFEIRF > TLBaIEEMEN S D = EhS, 1—H5 —(Z Enroliment
Session DIERICEATIEEZLZ D& (e.9., BERIFINWE TTFEIND, /CUR— M EHXTESN D).
1 —H—7H" Authenticator % Enroliment Session FIN{&ENEF (RSN D DMED, Authenticator 2 TED TzDDFEZIL TIRFNE
IRBIRLDMY, Authenticator Z EBiX T IFEUUEL DAY, F/=L\D Authenticator H"Z(FTEIN D EEIF I NIERVLWOVREZBAEICT S
&

« Enroliment Session (&, CSP N EDT—HZ5LERT DNV E, Identity Proofing BF(C 11— — (CBARMCBAIZIT DONRETW DL DEH
HEBEINDZ E(T2D BIAIEHFOEMICDUNTIE Section 4.2. & Section 8. £588). 4.2 DB (5) (CHED T, CSP 1 —HY —(TBHD
Attribute (CBE T DEEEIRSIZD, Attribute % Identity Proofing, Authentication, Authorization, Attribute Assertion ISADOBR THIFT 3 &
[CABZEKRDHIEDTDE, EOVOIETAN I —DFHHULRNC ETH O IEDARARBZERU SEINE LRV, I—F—nRZNnsicxd
LTAUY MR TET, RETRUROZRUDBE, - F—FRRLTCTOCRZEHD I ERFENDIZDHS >0 TINELN

2NN

EMOBHCELT, - — (CRHBMNBRZITD L.

o« 1—HEUF 1 —RRTIF KBV (FFERICRIEN L\ 28, KBV OFIFREFEE TS Z & AMDEIRAICEBRAND D28, KBV (FLS5—%5|E
BIUEDI-TF—-(CITISA KL —23>2BHENETHS. KBV 2FAHTIHEE, UTOI-—TFEUFT —LOERESBIAICRS L.

o

o

o

A—H-NELKEETEDLD, KBV DEBBICFEEEE I TFIANERTEEIRETHD.
KBV OB (FBABREVEILICT R & SVFEVWRKRRE IS —DIS—(C DN D AN G . fIX(E, 1—H — [CHRREE
BICDWTEMT 355, taREBROLEH =EE USRI ZHECIEET S L.
KBV OEBMZETIEXIC, I—H—(CUTFTZEHSED L.
» FRENDRITEIEN E K D OFEITEIRS.
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» KBV Session B, 51 AT D NRICA > 707+« TIRETHA LTI SNEWC EZEETD L.

e Enrollment J— RARITEINDIBE.

o

ZEFI(C Enrollment J— RAMESND Z &%, ZORE TR, J— ROBEZEME, X475 (e.g., BX, SMS, BEIFEE:E, Email) &6
[CA—T—-(SBMITD L.

Enrollment J— R&EI—H—(TXH T DB, TOFBAFIEEBMEARERX D2 &. $¥(C Section 4.4.1.6 (CdpD LD (CEMEARANYE

WEE, COFRIIFICEETHD.

QR J— RIQEDHRAIFHEE SRIVEFITI DIHE (Section 4.6. BI8), ES5INIE QR I— REXF v > TEINTDVNTDIERS
RABDZE (e.g., FATIEER QR I—RF7TFUT—232).

Enroliment 11— RAEABREIN Lz DEARTICHERULIZND TS &, Enrollment JOTCREBUEDIRIBRENH D EEI—H— (TS
THT L.

2TOI—HF-—NCOLNLOEMEENCREDIDIFTIFIRNZD, RBAT> 3>z -5 —(CRHII & fIXE, 1—F—&
COT7TO—F(CRERFEMZIFEENDE TLRLNE LR,

« Enroliment Session #& TR C(EUTDRDICTDI&.

o

o

Enroliment H'akIh UTziHE (&, 1 —HF—I(CAINUTE Enroliment (CRAT MR ERDRATY FICHET B 1BEHREXD & (6.9, WDETT
Authenticator ZZ(FEXDAZHMD, (VD Authenticator NERXR ENDHVRE).
Enroliment &R TR T (1—H — N2/ Identity Evidence 7w hERF > TULVMo fz, 1—H -7 O hlE&R U,
Session MNF 1 A7 D RUERE) UIEBEE, 1P —(CUTFEEZxd &

» CDERIEESNDH.

» 5LBNIE, EDBRMFRD T A O—77 v 7 Session DIz CRIFENDN

» ENLKSVORBEDOBEHERMRF SN H.

» fI3RD Session TlEED Identity Evidence Z3> T IEN G DN

o Enrollment WkBI LT E(E, 11— —(CARED Enroliment Session &1 7 [C DWW T ORISR ZIRM TS &. FlX (&, Remote

Proofing Z58 7 T &RV —H —(CHED Proofing ZiRMH I DR E.

o 11—t —#h" Enroliment Session H1(C Authenticator 232 7ERDHE (&, 1T —H —I(C Authenticator DFIF SR B (CRET I IBEREIRMBE T D&
BIZ (X, FIFEFENE HF(CHIEF) BRI LR (CIFRIRE 4N H B155), Authenticator DBZIHAIR, Authenticator (RFEF5 2, Authenticator %
MERUEDERFENITIHBEDORIGHERE.

o XD Proofing, 3 KU Remote d Enroliment Session i U (C{THN 33D Proofing DEES(CHVWTE, BIMODI-—YEUF 4 —EDE
BEENERIND.
o Enroliment Session BIREF(C, AL —~ —PFRE(FBEEDEEZ 1Y —(CHIAIT D& (e.g., ARL—F—RWLURE(,

Enroliment Session & &EH U TI1—HF—(CAFEZR OO, BN CRRUBERSZITA>F5 023> % {TDDNY).

o Enroliment Session BAIARF(C, 1 —H —(C Session FCEERE U TIFZIRSANT &, Session ZEH LTRSS D7 3 > aIB TRIFN

FRERNCEZIERD L.

o Enrollment Session H(C Biometrics HXESNDIHEL, TOWNETOCTRA%TTIEBIFIEICDWNTI—H —(CEAREICEAT B &.

COEREITOCRERCIRHEESND ZENREBEF L. TOHCWDARL —F—HSDIEE T+ — Ry IHValaEROgE TOH
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AN, REMRNTH S (e.g., Biometrics T H—HECICH DN, LWDBIRSNDD, EDKDS (T P—EA>2F50S3>IARE
7, LD Biometrics DUXENTE T I DMY).

« Remote Identity Proofing (4> 51 > TiThon 31z, —H%ME Web EDI—FEUF 4 —RBEICRD T &. UTICHIEZRTFS.
o 1—H—H Enrollment JOCRZ @A TCERLDCI—HT—(2F-T1—AZF/TIDT L.
o I—H—MEEULRITNFZRSBNC EERST &,
o A2AH—TJI—RE—BUIZEDICTDI L.

JIEFDIFBNIERTY FICIFBAEICSRILEDITR T &
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o BT SV R IA—LPFTNARBA X ZHPR—- hTBRDCHE T L.

FES—-2 3> %, —BENSDRERLPIT UDDPTVEDICTDI L.

o

o

o

9.4 Post-Enrollment

Post-Enroliment & (&, Enrollment B0 D Authenticator iBEFIRRID AT v FZ159 (Authenticator IBEFIF & Wit > MBI 1—HE
T+ — EDEBERIAE(CDUTIEL, SP800-63B (sp800-63b.html) Section 10.1-10.3 &£88). bifkd K S (C, 1 —H — (3 Enrollment Session #& T B
[C Authenticator DEEX (B U < (FZRIFED) FERICEAL TS TN TLS.

Post-Enroliment (CBI 21— EUF 4 — EOZEEFIACEIUTOLISREDN G S.

e 1—H— Authenticator BIEE TOFERHEERIMET D & FERBEINMEWVEE, I—H—(EF 9 <ICBEHRS AT LA EH—EXIC Access
T=3.
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« Authenticator &$(C, Authenticator OFIFA S BIR(CEI T DIBIRBIRMH I D2 & NS, FIAFIE HF(CHIEF BRORIEAMEE (SRR B4
N BIBE), Authenticator DEZIEARR, Authenticator DIREE T, Authenticator ZH#3 5k LIz D BENTLBEDMISSERENSTEND.
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