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Federation Assurance Level (FAL)

¢ Federation ZF|FE 9 255 D A% L T % Assurance Level
% Federation |[C & 7% Assertion / Artifact DF B EEICEE I 2 EH%#RT
o Lv]
% Assertion NDEZHWNE
o Lv.2
% Lv1ICI1ZA T RP DHDEGRIRER L T Assertion DRES{EHYIAZE
% Lv.3

% Lv.2 [CI0Z T Holder-of-Key Assertion D%l

I HVAZE (Proof-of-Posession)
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Terms

** Approved Cryptography

% FIPS 7%Z% or NIST Recommendation 5 iE /1% FF

% Assertion DEZ | BS1{bIC

% Assertion

LN 7L

[ X LZIBE

% 1dP £ T Authentication Event & & U Subscriber Attribute D&
MEZHLOENEDODT—4

%* e.g., OIDC ID Token / SAML Assertion

** Assertion Reference (Artifact)

% e.g., Authorization Code / SAML Artifact
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Terms

o Attribute Value
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o Attribute Reference (Attribute Claim)
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% Pairwise Pseudonymous Identifier (PPID)

% [dP-RP R & & ICEB M DHERIR A RE /R R & B+

OpenlD

ref.) 800-63-3 Appendix A



Are you federating? What are the risks (to the organizaticn or the

‘ subject) of providing the digital service?

for personal safety?

?4 | PW Did you assess at moderate

-

~E)—

9 Are you using front channel

(2} Will personal data be in the assertion? 4—'—»@—*
|

Did you assess at moderate for any
of the remaining categories?

assertion presentation? _m<_|_>@

Inconvenience, distress, or damage to standing or reputation Low  Moderate  High
Financial loss or agency liability Low  Maoderate  High
Harm to agency programs or public interests Low  Moderate  High
Unauthorized release of sensitive information Low  Moderate  High
Personal safety Low  Moderate  High
Civil or criminal viclations Low  Moderale  High
Did you assess al low for harm to agency *
programs or public interests, unauthorized Did you assess at high for any of the above?
" cefety. o ciil or riminal violations? ?4 D
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Requirements for FAL 1-3

- Bearer Required Not Required

Bearer Required Required

Holder-of-Key Required Required
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4. FAL

¢ FAL1-3 X TOER

% Key Management

0 IdP DFERF (EERP [T ICEBETH LI

< RP & IdP OIt@iE (L RP & & (AR I F1T

¢ Runtime Decisions
¢ White List / Black List / Gray List
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5. Federation

** Manual Registration

+* Dynamic Registration

¢ Federation Authority

N

1H

% Trust Framework Provider 73 & @ Authority [C & 5

B NISSINATRER -

** Proxied Federation
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Manual Reg. v.s. Dynamic Reg.

** Manual Registration

% White List %z 1E 0] gE

«* White Listed RP I [ 1—H—RE%Z XF v 7 Al

+»* Dynamic Registration

% White List [F:EHA 1
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Federation Authority
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Proxied Federation
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% PPID D4R EE L LY

3 Proxy [Cld IdP & RP TP
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0. Assertion

** Common Metadata

» Subiject, Issuer, Audience, 1T H K, B X1HAER, & % etc.

AL E AALDBHEHD I &z

h

¢ Assertion Bindings
% Bearer
+** Holder-of-Key (Proof-of-Possession)

+* Assertion Protection

» ZZ IES1t, Audience Restriction, PPID etc.
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Bearer v.s. Holder-of-Key

Assertion
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Bearer v.s. Holder-of-Key
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Holder-of-Key

+** [RFC 7800] Proof-of-Possession Key Semantics for JWTs
** https://tools.ietf.org/html/rfc7800
+* [draft] OpenID Connect Token Bound Authentication 1.0

** http://openid.net/specs/openid-connect-token-bound-
authentication-1_0.html

** SAML V2.0 Holder-of-Key Web Browser SSO Profile

** http://docs.oasis-open.org/security/saml/Post2.0/sstc-
saml-holder-of-key-browser-sso.html
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/. Assertion Presentation

% Back-Channel Presentation

% 7 T |C & Assertion Reference (Artifact) HY))

% Back-Channel TC Artifact & Assertion & 38
% e.g.,) OpenID Connect @ Code Flow

% Front-Channel Presentation

% 75 —|[CIE$E Assertion hVJE S

** e.g.,) OpenID Connect @ Implicit Flow
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Back-Channel Presentation

Assertion
Reference
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Back-Channel Presentation

+* Assertion Reference

% FED RP UM IZF AR 2L B AWNE

S T A LNEE
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% RP Authentication M EHE % H#E
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** Channel

 Authenticated Protected Channel #A7E (e.g., TLS)
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Front-Channel Presentation
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Front-Channel Presentation

% Assertion

% BES{bAZE (= FAL2 BI_EA AZE)

% "R D" OpenlD Connect Implicit Flow (& F| -~ A]

¢ Channel

% Authenticated Protected Channel %378 (e.g., TLS)
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Protecting Information

% Authenticated Protected Channel (e.g., TLS) #7282

** |[dP <->RP
% |dP <-> End-User
** RP <-> End-User

% AP| [T & 2 Attribute ND 77 X DHFR

% Userlnfo APIfE> TH LWLV K

% TJEEZRFR D Attribute Reference =59 5 2 &
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% @ OpenID Connect / SAML
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%% OpenlD Connect & SAML
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