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11 ISMS

ISMS
QMS(Quality Management System)
EMS(Environment Management System)
ISMS(Information Security Management System)

1993 Code of Best Practice, Information
Security Management 1995 ISMS
BS7799:1995 A Code of Practice for Information Security
Management BS7799:1995 BS7799-1
BS7799-2
BS7799-1 ISO/IEC17799

ISMS
BS7799-2 ISO/IEC17799(BS7799-1) ISMS
BS7799-2
BS7799-2 1999 2002
2002 ISMS
2002 Ver.1.0 2002 BS7799-2
2003 Ver.2.0
ISO/IEC 17799
ISO/IEC 17799 2000 ISO/IEC

17799 2002 JIS X 5080

BS7799-2
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ISO/IEC 17799 BS 7799-2
ISO/IEC
ISO/IEC 17799
2005

ISO/IEC 17799 BS 7799-2
ISMS

ISO/IEC17799  BS7799-2

ISO/IEC17799 BS7799-2

2004

ISMS
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1.2 ISO/IEC17799 BS7799-2

ISO/IEC17799 BS7799-2

2005 3

ISO/IEC17799 BS7799-2
ISO/IEC17799 BS7799-2
o (JISX5080) X
X X
X X
o (BS7799-1) o BS2299-2

X

X

o (SPE 20003)

o (SPE 20003)

o (ASINZS ISO/IEC
17799:2001)
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BM TRADA CERTIFICATION LIMITED

BSI

BVQI (Bureau Veritas Quality International)

Certification Europe

CIS (Austria)

DNV (Det Norske Veritas)

DQS GmbH (Germany)

DS Certification

JACO-IS (Japanese Audit and Certification Organisation)

JICQA

JMAQA

JQA (Japanese Quality Assurance)

JSA

JUSE-ISO Center

KEMA Quality BV

KPMG Audit plc

KPMG Certification

KPMG RJ

KPMG SA

LRQA

National Quality Assurance

Nemko (Norway)

PSB Certification (Singapore)

RINA S.p.A. (Italy)

RWTUEV Systems GmbH (Germany)

SAI Global Limited (Australia)

(

3)



SEMKO-DEKRA Certification AB

SFS-Inspecta Certification (Finland)

SGS ICS Limited

SQS (Swiss Quality System)

STQC IT Certification Services (India)

Teknologisk institutt Sertifisering AS (Norway)

TUV Rheinland Group (Germany)

TUV SUD Gruppe (TUV Management Service GmbH) (Germany)

UIMCert (Germany)

United Registrar of Systems Limited

http://www.xisec.com/
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UG
UG

ISO/IEC17799  BS7799-2

ISMS
IUG
IUG
ISMS ISMS
ISMS
UG BS7799-2
UG 2002
BS7799-2 ISO
BS7799-2
ISO
UG http://www.xisec.co.uk/
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ISMS J-ISMS UG

2004 7 IUG ISMS
JIPDEC
ISMS
J-ISMS UG
ISMS
I1ISO
ISMS

http:/Mmww.j-isms.jp/pdf/release040729.pdf

ISO/IEC JTC1/SC27 ISO/IEC17799

ISO
JTC1/SC27
BS7799-1 2000
10 JTC1/sC27 3 2
ISO/IEC17799 JTC1/SC27
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2004

JTC1/sC27 TC

ISO/IEC FCD 9796-3

Information technology -- Security techniques -- Digital
signature schemes giving message recovery -- Part 3:
Discrete logarithm based mechanisms

ISO/IEC FDIS 9798-6

Information technology -- Security techniques -- Entity
authentication -- Part 6: Mechanisms using manual data
transfer

ISO/IEC FCD 10116

Information technology -- Security techniques -- Modes of
operation for an n-bit block cipher

ISO/IEC FCD 11770-4

Information technology -- Security techniques -- Key
management -- Part 4: Key establishment mechanisms
based on weak secrets

ISO/IEC WD 13335-2

IT security techniques -- Management of information and
communications technology security -- Part 2: Techniques
for information and communications technology security risk
management

ISO/IEC FCD 15408-1

IT Security techniques -- Evaluation criteria for IT security --
Part 1: Introduction and general model

ISO/IEC FCD 15408-2

IT Security techniques -- Evaluation criteria for IT security -
Part 2: Security functional requirements

ISO/IEC FCD 15408-3

Information technology -- Security techniques -- Evaluation
criteria for IT security -- Part 3: Security assurance
requirements

ISO/IEC DTR 15443-2

Information technology -- Security techniques -- A framework
for IT security assurance -- Part 2: Assurance methods

ISO/IEC WD TR 15443-3

Information technology -- Security techniques -- A framework
for IT security assurance -- Part 3: Analysis of assurance
methods

ISO/IEC FDIS 17799

Information technology -- Security techniques -- Code of
practice for information security management

ISO/IEC WD 18028-1

Information technology -- Security techniques -- IT network
security

ISO/IEC FCD 18028-2

Information technology -- Security techniques -- IT network
security -- Part 2: Network security architecture

ISO/IEC FCD 18028-3

IT security techniqgues -- IT network security -- Part 3:
Securing communications between networks using security
gateways

ISO/IEC 18028-4

Information technology -- Security techniques -- IT network
security -- Part 4. Securing remote access

ISO/IEC CD 18028-5

Information technology -- Security techniques -- IT network
security - Part 5: Securing communications across
networks using Virtual Private Networks

ISO/IEC FCD 18031

Information technology -- Random number generation

ISO/IEC FCD 18033-2.2

Information technology -- Security techniques -- Encryption
algorithms -- Part 2: Asymmetric ciphers

ISO/IECFDIS 18033-3

Information technology -- Security techniques -- Encryption

10
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algorithms -- Part 3: Block ciphers

ISO/IEC FDIS 18033-4

Information technology -- Security techniques -- Encryption
algorithms -- Part 4: Stream ciphers

ISO/IEC NP 18043

Information technology -- Deployment and operation of
Intrusion Detection Systems

ISO/IEC FCD 18045

Information  technology -- Security techniques --
Methodology for IT Security Evaluation

ISO/IEC FCD 19790

Information technology -- Security techniques -- Security
requirements for cryptographic modules

ISO/IEC CD TR 19791

Information technology -- Security techniques -- Security
assessment of operational systems

ISO/IEC WD 19792

Information technology -- Security techniques -- Framework
for Security Evaluation and Testing of Biometric Technology

ISO/IEC NP 24742

Information technology -- Information security management
metrics and measurements

ISO/IEC FCD 24743

Information technology -- Security techniques -- Information
security management systems requirements specification

ISO/IEC NP 24745

Information technology -- Biometric template protection

(http://www.iso.org/iso/en/CatalogueListPage.CatalogueList?COMMID=143&scopelist=PROGR

AMME)

FCD  Final Committee Draft( )

FDIS Final Draft International Standards

WD  Working Draft

DTR
TR
cD

JTC1/SC27

Draft Technical Report

Technical Report

Committee Draft

http://mww.jtcl.org/FTP/Public/JTC1/DOCREG/BerlinPresentations/SC2

7BerlinPresentation.ppt

Japan (JISC)

Address:
JISC

c/o Standards Division
Industrial Science & Technology Policy and Environment Bureau -

11
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METI

ISO/IEC JTC 1/SC 27 "P-Member"
1-3-1, Kasumigaseki, Chiyoda-ku
Tokyo 100-8901

Japan

Telephone: + 81 3 35/01 92 87
Telefax: + 81 3 35/80 86 25
E-Mail: 27japan@itscj.ipsj.or.jp

12
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1.7 Metrics Measurement M&M

ISO/IEC17799 BS7799-2 ISO
JTC1 SC27 NP
JTC1/sCc?27 TC
2004 10 NP NP24742 Information
Security Management Metrics and Measurement(Oct 2004) ( M&M
) ISMS
M&M SC27
M&M
M&M ISMS
.
.
.
.
M&M
.
.
.
.
M&M
.
.
.
.
.

13



2004

* * * ¢ @

NIST
SSE-CMM(Systems Security Engineer-Capability Maturity Model)
ISO/IEC15939 Software Measurement Process [1S014030 Environmental
Performance Evaluation

14
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2004
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IUG

2004

= SWEDAC Swedish Board for Accreditation and

Conformity Assessment
= SWEDAC 2005 3

DNV Certification SEMKO-DEKRA

SFS-Inspecta Certification 3

SAI Global

ABB Facilities Management | 0001-2000-AlS-SKM-SWE | DNV
AB DAC
C2 Management AB 0002-2000-AlS-SKM-SWE | DNV
DAC
GESAB Engineering AB publ. | 0003-2001-AIS-SKM-SWE | DNV
DAC
Posten Sverige AB Corporate | 32638 BVQI
Security Group
Primarvarden Falkenberg, | 120004 SEMKO-DEKRA
Falkenberg, Sldinge, Ullared Certification AB
and Vessigebro
TietoEnator Oyj, Processing | 1930-06 SFS-Inspecta

and Networks

Certification

http://www.xisec.com/sweden.htm

®* SEMKO-DEKRA 2006 1 19

1

. BS7799-2

16

SS 62 77 99.2:2003




2004

ISO/IEC17799  SS ISO/IEC 17799:2001

EN45012 EA-7/03

M SWEDAC ISMS URL
http://www.swedac.se/sdd/System.nsf/(GUIlview)/index_eng.html

17
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. BS7799:-2:2002

2004

. Polish Accreditation Centre (Polskie Centrum

Akredytacji - PCA)

PCA

DNV KEMA 2

Doradztwo Gospodarcze DGA | 07507-2003-Al-LDN-UKAS | DNV
S.A
LUMENA Sp. z o.0. 07541-2004-AlS-LDN-UKAS | DNV

Pern Przyjazn, Plock

KEMA Quality
BV

The Office of the Polish
Securities & Exchange
Commission

07532-2004-A1S-LDN-UKAS

DNV

http://www.xisec.com/poland.htm

® ISO/IEC17799 2003
PN-1-17799
. BS7799-2
PN-1-07799-2

® |ISO/IEC13335 partl 3

PN-1-13335-1 3

18




EU

ISO/IEC17799 BS7799-2

ISMS

ISMS

ISMS

ISMS

PCA

URL www.pca.gov.pl

19

2004

ISO/IEC17799

QMS

BS7799-2:2002

ISMS
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2004

17
7

Cascade Ltd Netvigator Internet| IS 79908 BSI
Service Operation Center (i-Center)

Cascade Ltd. (e.Center) IS 77647 BSI
CLP Power Hong Kong Ltd, | IS 77670 BSI
Information Technology Business Group

Doctor A Security Systems (HK) Ltd IS 75486 BSI
e-Cop.net Ltd ISMS-2002-0005 PSB

Certification

Fugro Technical Services Limited

07509-2003-AlS-LDN-U
KAS

DNV

GIPSLTD 07510-2004-Al-ROT-UK | DNV
AS

Hong Kong Cyberport Management | IS 79189 BSI

Company Ltd

Hutchison GlobalCenter Ltd 31927 BVQI

NEC Hong Kong Ltd, Business| IS 77654 BSI

Solutions and Service

PCCW Unihub Ltd HK IS 67432 BSI

PCCW Powerbase Data Center Services | IS 66182 BSI

Singapore Telecom Hong Kong Limited | ISMS-2003-0009 PSB

Certification

Technic Employment Service Centre
Ltd.

07575-2004-Al-LDN-UK
AS

DNV

TQM Consultants Ltd IS 57846 BSI
Tseung Kwan O Hospital, Department | IS 80265 BSI
of Radiology

Vhsoft Technologies Co. Ltd 02015-2001-AlS-LDN-U | DNV

KAS

http://www.xisec.com/hong%20kong.htm

BVQI 4

BSI PSB Certification DNV

20




ISO/IEC17799

BS7799-2

ISO/IEC17799

Center

ISMS

ISMS

ISMS

BSI 10
PSB Certification
DNV
BVQI 1
15
BS7799-2
ISO/IEC17799 BS7799-2

ISP

21

2004

Data
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Australia and New Zealand
®E 2005 3

JAS ANZ

2004

JAS ANZ Joint Accreditation System of

SAI Global

SAI Global Certification services Pty Ltd.Trading as SAI Global

- SAIl Global 13
9 SAI Global

(ICAC) ISM20003 | AS/NZS 7799.2:2000
ANZ Banking Group Ltd t/a ISM00001 | AS/NZS 7799.2:2000
Bridge Point Communications Pty Ltd ISM20009 | AS/NZS 7799.2:2000
Central Corporate Services Unit ISM20017 | AS/NZS 7799.2:2003
CITEC ISM20011 | AS/NZS 7799.2:2003
Fujitsu Aust Ltd & Fujitsu N.Z. Ltd ISM00002 | AS/NZS 7799.2:2003
Independent Pricing & Regulatory Tribuna | ISM20002 | AS/NZS 7799.2:2000
Justice Technology Services ISM20018 | AS/NZS 7799.2:2003
NEC Business Solutions Ltd ISM20029 | AS/NZS 7799.2:2003
Office of the Ombudsman ISM20007 | AS/NZS 7799.2:2000
Request Broadband Pty Ltd ISM20008 | AS/NZS 7799.2:2003
Telstra Corporation Limited ISM20016 | AS/NZS 7799.2:2003
Yarra Valley Water Limited ISM20014 | AS/NZS 7799.2:2003

http://www.xisec.com/australia.htm

. EA/7-03

= |SO/IEC17799

AS/NZS ISO/IEC 17799:2001 (ISO/IEC Edition 2000)

® BS7799-2

23




2004

AS/NZS 7799.2:2003 (BS 7799.2:2002)
®= |ISO/IEC17799 BS7799-2

Handbook 231 (HB 231)

. AS/NZS
4360:2004 Handbook 436 (HB
436)
ISMS New South Wales

= 5

» JASANZ URL
http://www.jas-anz.com.au/showpage .php

M SAI Global ISMS URL
http://www.saiglobal.com.au/assuranceservices/certification/InfoSecuri
tyManagement

b SAI Global URL.:
http://register.sai-global.com/SuppliersSearch.asp?firsttime=True

24



2.5
m Quality Council of India (QCI)
= RvA Raad voor Accreditatie

Standardization Testing Quality Certification

10

80 (

2004

STQC

Accenture Services Private Limited IS 87690 BSI
Accurum India Private Limited IS 85437 BSI
AFL Pvt. Ltd. Logistics Division 07542-2004-A1S-LD DNV

N-UKAS

Arsin Systems Pvt. Ltd, Hyderabad ISMS/04/1019 STQC IT Certification
Services
BAeHAL Software Ltd ISMS/03/1015 STQC IT Certification

Services

Business Process Outsourcing (India) | 01 153 10001 TOV Rheinland
Private Limited, Bangalore Group
Cable & Wireless (India) 07550-2004-AlS-LD DNV
N-UKAS
CAPGEMINI Consulting India PVT. | IS 86507 BSI
Ltd.
Capita Mastek BPO Private Limited IS 92564 BSI
Churchill India (P) Ltd, New Delhi ISMS/01/1002 STQC IT Certification
Services
Churchill India (P) Limited, Gurgaon | IS 87556 BSlI
Cognizant  Technology  Solutions, | ISMS/01/1006 STQC IT Certification
Chennai, Kolkata, Services
Hyderabad, Bangalore and Pune
Computer  Sciences  Corporation, | ISMS/04/1020 STQC IT Certification
Noida Services
Datamatic Technologies Ltd ISMS/03/1014 STQC IT Certification

Services

DSL Software Ltd., BPO Division 07504-2003-AlS-LD DNV
N-UKAS
eMR Technology Ventures Private| IS 85013 BSI

Limited

25
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Epicenter Technologies Pvt. Ltd. 1S 90090 BSI

exl Service.com (India) Private | ISMS/04/1018 STQC IT Certification
Limited, Noida Services

Fortune Infotech Ltd 45 KPMG Audit plc
GAVS Information Services Private | IS 83211 BSI

Limited

GE Capital International Services 07504-2004-AlS-LD DNV

N-UKAS

HCL Comnet Ltd ISMS/01/1011 STQC IT Certification
Services

HCL Technologies BPO Services| IS 83208 BSI

Limited

HCL Technologies BPO Services| IS 88970 BSI

Limited

HCL Techologies Limited - NTD 47 KPMG Audit plc

HCL Technologies Limited - BSC 48 KPMG Audit plc

HCL Technologies Limited - CTD 49 KPMG Audit plc

Hexaware Technologies Ltd

07503-2004-AlS-LD
N-UKAS

DNV

HTMT 40 KPMG Audit plc
Hughes Software System, Gurgaon| ISMS/01/1004 STQC IT Certification
(Haryana) Services
ICICI Bank Limited-Global Trade | IS 89521 BSI
Services Unit(GTSU)
ICICI OneSource Limited ISMS/03/1008 STQC IT Certification
Services
iGate Global Solutions 8 KPMG Audit plc
Immaculate Interactions  (India) | IS 81026 BSI
Limited
Infosys Technologies Ltd. 07516-2004-AlS-LD | DNV
N-UKAS
Infotech Enterprises Ltd, Hyderabad | 141669 BVQI
and Bangalore
Integral Media Services India Private | IS 89519 BSI
Limited
ITC Infotech India Limited IS 85445 BSI
IVY Comptech Pvt. Ltd., Technology | IS 91899 BSI
Division
IVY Computech Private Limited IS 87796 BSI
Larsen & Toubro Ltd, Engneering and | ISMS/01/1001 STQC IT Certification
construction division, Mumbai and Services
Vadodara
L & T Infotech 43 KPMG Audit plc
Mphasis BFL Ltd ISMS/03/1012 STQC IT Certification

Services

M/s Bechtel India Pvt. Ltd

07551-2004-AlS-LD
N-UKAS

DNV

MsourcE India Pvt Ltd

ISMS/03/1010

STQC IT Certification
Services

26
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Mumbai Police Call Centre IS 87715 BSI

Network Solutions Pvt Limited 1S 84018 BSI

Patni Computer Systems Limited 46 KPMG Audit plc

P & O Ports India Pvt Limited IS 82277 BSI

Polaris Software Lab Ltd, Chennai ISMS/04/1022 STQC IT Certification

Services

PricewaterhouseCoopers Pvt Ltd 07506-2003-AlS-LD DNV
N-UKAS

Progeon Ltd 07517-2004-AlS-LD DNV
N-UKAS

Rapidigm (India) Ltd. 07527-2004-AlS-LD DNV

N-UKAS

RelQ Software Pvt. Ltd. 2004/137 Certification Europe

Rolta India Ltd. 1S 91193 BSI

Sasken Communication Technologies | IS 90155 BSI

Limited

Sasken Network Systems Limited 1S 90134 BSI

Satyam Computer Systems, | ISMS/01/1005 STQC IT Certification

Secundrabad Services

SecureSynergy Private Limited IS 88604 BSI

Shipara Technologies Ltd ISMS/02/1007 STQC IT Certification
Services

Siemens Shared Services, Bangalore | ISMS/02/1021 STQC IT Certification
Services

SIFY Ltd IS 81027 BSI

Sobha Renaissance IT  Private | IS 84145 BSI

Limited

Software Technology Parks of India, | 145477 BVQI

Noida

ST Microelectronics Ltd, Noida ISMS/01/1003 STQC IT Certification
Services

Syntel Ltd, Mumbai, Pune and| 151503 BVQI

Chennai

Tata Consultancy Services 07508-2003-AlS-LD DNV

N-UKAS

Tata Iron and Steel Company Ltd

ISMS/03/1009

STQC IT Certification
Services

Tata Technologies Ltd 07552-2004-AlS-LD DNV
N-UKAS

Technovate eSolutions Private Ltd, | 4.47 BVQI

New Delhi

Telesource Management Consulting| IS 86879 BSI

Pvt Ltd.

Tricom Information & Technology Lim | IS 89652 BSI

Vanguard Info-Solution Ltd. 1S 91590 BSI

Vinciti Networks Private Limited 1S 84140 BSI

vMoksha Technologies Private Ltd IS 79064 BSI

Wipro Ltd — 01 Markets ISMS/03/1016 STQC IT Certification

Services

27
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Wipro Technologies 02186-2002-AlS-ROT | DNV
-UKAS

WNS Global Services Private Limited | IS 87746 BSI

Xansa India Ltd 02072-2002-AlS-LN DNV

D-UKAS

Xerox  Modicorp Ltd, Software| ISMS/03/1013 STQC IT Certification
Services Division Services
http://www.xisec.com/india.htm
® DNV, BSI, KPMG
50

= |SO/IEC17799 IS 15150

= BS7799-2

= |SO/IEC17799 BS7799-2

Indian IT Act 2000

BS7799-2

ISMS

BS7799-2

IPR Cyber Security digital signatures

ISO/IEC17799

M QCI URL http://iwww.qcin.org/

M STQC URL http://www.stqc.nic.in/

28

BS7799-2




2.6

G BS7799-2
NIST
B |SMS BS7799-2
= NIST
® NIST

2004

NIST Special Publication 800-37; Guide for the

Security Certification and Accreditation of Federal Information

Systems, May 2004

® BS7799-2 12
11
Bechtel Corporation IS 89133 BSI
Bechtel Corporation IS 89134 BSI
Concur Technologies, Inc. IS 84383 BSI
EDS-US Government Solutions IS 77016 BSI
Elan Corporation plc, San Diego 2004/188 Certification Europe
Equifax Secure Ltd 17 KPMG Audit plc
Federal Reserve Bank of New York | IS 78808 BSI
Hart InterCivic IS 80061 BSI
IM Systems Group Inc IS 74534 BSI
Jazz Semiconductor, Inc. 07553-2004-AlS-LD | DNV
N-UKAS
NCC Business Services, Inc IS 86969 BSI
Symantec Security Services 5 KPMG Audit plc

. 1SO9001

http://www.xisec.com/USA.htm

ANAB

29

ANSI-ASQ




2004

National Accreditation Board?
B |SO/IEC17799

. NIST SP
800-53
=
Recommended Security Controls for Federal Information Systems, February 2005
Annex 1: Consolidated Security Controls-Low Baseline
Annex 2: Consolidated Security Controls-Moderate Baseline

Annex 3: Consolidated Security Controls-High Baseline

= BS7799-2
BS7799-2
= |ISMS ISMS
= ISO/IEC17799 BS7799-2
2 3
= BS7799-2 “ K
1ANAB RAB( ANSI-RAB National Accreditation Program) 2005 1 1

30
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IT

* * * ¢ @

HIPAA, Privacy Act of 1974, Computer Security Act of
1987, National Infrastructure Act of 1996, Gramm-Leach-Bliley
Act of 1999 , Government Information Security Reform Act of
2001

HIPAA, Sarbanes-Oxley Act, Safe Harbor, California
privacy Law, or the Common Criteria

ISMS

31



BS7799-2

BS7799-2

ISO 9000

BS7799-2

1SO15408(Common Criteria)

32

ISMS

ANAB

ISMS

2004

ISMS

BS7799-2
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= BS7799-2

Safe-Harbor  Sarbanes Oxley

ISO

= BS7799-2

ISO/IEC17799 BS7799-2

# |SF Standard of Good Practice

¢ COBIT Control Objectives for Information and Related
Technology
¢ NIST
( )
ISO/IEC17799
75
= 10 4
IP
3 2
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2005
15

1995

ISO/IE C17799
BS7799-2

1990
0.5%
23%

CIO2  CISOs
Metrics & Measurement

1950 IT

1999

2 CIO (chief information officer) IT
3 CISO: Chief Information Security Officer
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SOX SOX
HIPPA
Healthcare Insurance Portability and Accountability Act
HIPPA
20056 4 25
GLBA (Gramme-Leach-Bliley Act
) GLBA
1999 11

12
2004 11 2 A Comparison of Cyber Security Standards

developed by the Oil and Gas Segment
ISO/IEC17799 API1164 AGA Report No. 12 Draft 3 August
14, 2004 3
2004 11 2 A Comparison of
Electrical Sector Cyber Security Standards and Guidelines

ISO/IEC17799 IEEE1402 NERC
Security Guideline for the Electricity Sector NERC 1200
NERC1300 Draft 1.0 September 15, 2004 5

IEEE1402
NERC

#NIST URL http://www.nist.gov/
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2004

MANAB URL http://www.anab.org/

MISF  Standard of Good Practice
http://www.isfsecuritystandard.com/index _ie.htm

M A Comparison of Cyber Security Standards developed by the Oil and

Gas Segment  URL

http://csstc.inel.gov/pressroom/reports/comparing oil and gas sector ¢
yber security standards.pdf

M A Comparison of Electrical Sector Cyber Security Standards and

Guidelines

http://csstc.inel.gov/pressroom/reports/comparing electric utility cybe
r security standards.pdf
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ISMS 1,000

14
ISMS
CISO

ISMS
ISO/IEC17799
BS7799-2

SOX
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CISO

ISMS

2004



2004

3 ISMS

3.1 ITIL
ITIL IT Infrastructure Library IT
1980 1989
IT 1
IT
4 ITIL
IBM IT
5
ITIL
ITIL OoGC
Office of Government Commerce 6
itSMF 1T IT
ITIL
itSMF 2003 5
M itSMF URL: http://www.itsmf-japan.org/index.html
ITIL
IT ITIL
ITIL
4T itSMF 2003 3 pp. 43
51T ITIL itSMF 2004 7 pp. 11
6 pp. 31
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ITIL T
ITIL
1.
2.
3.
4. ICT
5.
6.
7.
ITIL
2
-
* |T
-
* |T
-
-
-
-
-
-
-
T ITIL

itSMF 2004
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pp. 33

2004



2004

ITIL ISMS

ITIL
SLA
ITIL ISMS IT ITIL
Im
BS7799
8
ITIL
ISMS ITIL
SLA
SLA
ITIL
IT ITIL
ITIL
8IT ITIL itSMF 2004 7 pp. 175
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2004

10

*+ * + %

* *+ * + »

ITIL IT

ISMS

SLA

ITIL SLA

KPI 1

ITIL IT BS7799-2
ITIL

°oIT ITIL itSMF 2004 7 pp. 178
10 pp.178-181
e pp.183

42



BS15000-1

BS15000-1

3.2

CISO

SOX

30
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BS15000-1

CIo

SEC

404

2004

ISO/IEC17799

BS7799-2
BS7799-2
SOX
2002 7
SOX )
SOX
SEC 2003
302
906
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404
12

302 -

404 -

906 - 10 100

- 20 500

404

COSO 2. COSO 1992
2004 ERM
COSO

12C0OSsO Committee of Sponsoring Organizations
of Treadway Commission AICPA 1A
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13 COSO ERM

2004

SO 404

Strategy
Operation
Reporting
Compliance(

rrrr

Internal Environment(
Objective Setting

Event Identification

Risk Assessment

Risk Response

Control Activity
Information Communication
Monitoring

rrrrrrrr

Entity-Level
Division
Business Unite
Subsidiary

rrrr

COSsO
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2 SOX

ISMS

SOX

SOX

46



SOX

SOX

ISMS

2004

ISMS
ISMS 3
ISMS SOX
COSsO
ISMS
COSO
CISO
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