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11 ISMS

ISMS
QMS(Quality Management System)
EMS(Environment Management System)
ISMS(Information Security Management System)

1993 Code of Best Practice,
Information Security Management 1995
ISMS BS7799:1995 A Code of Practice for Information
Security Management BS7799:1995 BS7799-1
BS7799-2
BS7799-1 ISO/IEC17799 -

ISMS
BS7799-2 ISO/IEC17799(BS7799-1) ISMS
BS7799-2
(shall)
ISO/IEC17799(BS7799-1)
(should)
BS7799-2
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BS7799-2
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ISO/IEC17799

BS7799-2
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14 ( )
( 2
http://www.xisec.com/Reqgister.htm
2 ( )

No. ( )

1 ABB Facilities Management AB Sweden DNV

2 Accordis Acetate Chemicals Ltd, Derby UK BSI

3 Alenia Marconi Systems Ltd, Dorchester UK BSI

4 American Society of Quality USA BSI

5 AMOUN Pharmaceutical Co, Cario Eqgypt BSI

6 Attenda Ltd, Staines and Heathrow UK BSI

7 Baltimore Technologies, Dublin Ireland LRQA

8 Bank SinoPac, Information Technology Division Taiwan, DNV

ROC

9 Britannic Money plc UK KPMG
Certification
Services

10 | Brite Voice Systems Group UK SGS ICS
Limited

11 [ BSC Consulting UK DNV

12 | BT Exact Technologies, Ipswich UK LRQA

13 | BT Group Security, Milton Keynes UK LRQA

14 [ Business Coach IT Management, Swansea UK BSI

15 | C2 Management AB Sweden DNV

16 | CADWEB Ltd, London UK BSI

17 | CAMELOT Group plc, Watford and Aintree UK BSI

18 | Chatham Archive Ltd UK SGS ICS
Limited

19 | Churchill India (P) Ltd, New Delhi India STQC
Certification
Services

20 | Citibank N.A, Asia Pacific Processing Center Singapore PSB
Certification

21 | Consignia plc UK DNV

22 | DAI-ICHI KANGYO BANK Ltd, London UK BSI

23 | DBI Consulting, Kenilworth UK BSI

24 | DeTeCSM GmbH Deutsche Telekom Computer | Germany DQS

Service Management GmbH, Krefeld, Bielefeld,
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Darmstadt, Regensburg, Kronshagen, Minster,
Bonn, Hamburg, Frankfurt am Main, Selb,
Magdeburg, Griesheim, Bonn/Bad Godesberg,

Berlin, Bad Kreuznach, Norden/Norddeich

25 | ABB Facilities Management AB Sweden DNV

26 | Detica Limited UK DNV

27 | DNP Facility Services Co Ltd Japan BSI

28 | Eastlands Benefits Administration, Basingstoke UK BSI

29 | e-Cop.net Singapore PSB
Certification

30 | Energis UK, Reading UK LRQA

31 | Ericsson ESPA A S.A Spain BSI

32 | Foreign and Colonial Management Ltd UK DNV

33 | GESAB Engineering AB publ. Sweden DNV

34 | GLAXO WELLCOME Manufacturing Singapore BSI

35 | GLAXOSMITHKLINE, Montrose and Speke UK BSI

36 | GTECH Ireland Corporation Ireland DNV

37 | HackersLab Taiwan Co Ltd Taiwan, BSI

ROC

38 | Hanvit Bank Info Tech Unit Korea BSI

39 | Hays Commercial Services UK BVQI

40 | HM Government Communications Centre UK LRQA

41 | Huangdao Power Plant of Shandong China DNV

42 | Hughes Software System, Gurgaon (Haryana) India STQC
Certification
Services

43 | IMServe Europe, Milton Keynes UK LRQA

44 | Insight Consulting Limited UK DNV

45 | Insurance Technology Solutions plc, Leeds UK LRQA

46 | International Integrated Systems Inc Taiwan, BSI

ROC

47 | Intermail plc, Newbury UK LROA

48 | Kensington Mortgage Co, London UK BSI

49 | KPMG UK BVQI

50 | Larsen & Toubro Ltd, Engneering and construction | India STQC

division, Mumbai and Vadodara Certification

Services

51 | LEDU UK SGS ICS
Limited

52 | Link Interchange Network Itd UK KPMG
Certification
Services

53 | Logic Systems Management UK BSI

54 | Logica UK Limited UK DNV

55 | Luton Borough Council, .M. Div UK National
Quality
Assurance

56 | Marconi Secure Systems UK DNV

57 | McCarthy & Associates UK SGS ICS
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Limited

58 | Mcquarie Corporation Australia BSI
59 | MIDAS-KAPITI International, London UK BSI
60 | Mitsue Links Co Ltd Japan BSI
61 | NDS Corporation, Seoul Korea DQS
62 | Netstore plc, Berkshire UK DQS
63 | Netstore plc, Berkshire UK BSI
64 | Nihon Unisys Ltd Japan KPMG
Certification
Services
65 | Norsk Informasjonssikkerhet AS Norway DNV
66 | Novotrust Oy Finland SFS
Certification
67 | NTT DATA ITSC Group Japan BSI
68 | One20ne plc,Hatfield, Herts UK LROA
69 | Panacea Services Ltd, London UK LRQA
70 | Panafon S.A. Greece National
Quality
Assurance
71 | Panafon Vodafone Greece National
Quality
Assurance
72 | Paramount Computer Systems, Dubai Internet City UAE BSI
73 | PICC, Xiamen Branch China DNV
74 | Property Search Agency Ltd, London UK BSI
75 | S-Cube Inc, Seoul Korea BSI
76 | Satyam Computer Systems, Secundrabad India STQC
Certification
Services
77 | Serco Consultancy, Malvern UK BSI
78 | Siemens Aktiengesellschaft Osterreich A-1211 Wien | Austria DQS
79 | Siemens Business Services GmbH & Co. OHG | Germany DQS
Siemens IT Service Region Deutschland D-81739
Minchen
80 | Siemens Business Services Trust Center, Munich Germany BSI
81 | S.LA Spa Italy DNV
82 | Sony Information System Solutions (Asia Pacific) Singapore PSB
(A divisional company of Sony Electronics (S) Pte. Certification
Ltd.)
83 | ST Microelectronics Ltd, Noida India STQC
Certification
Services
84 | Stonewood Electronics UK BVQI
85 | Syan Ltd, High Wycombe UK BVQI
86 | Synstar International UK DNV
87 | Terrington Systems Limited UK SGS ICS
Limited
88 | The Co-operative Bank plc, Lancashire and Salford | UK BSI
89 | The University of Texas USA BSI
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90 | TietoEnator Oyj Finland SFS
Certification

91 | Total Network Solutions Ltd, Oswertry UK BSI

92 | TOM Consultants Ltd Hong Kong | BSI

93 | Trustis Limited, London UK LRQA

94 | Unilever GIO Asia Singapore PSB
Certification

95 | Unisys Ltd, Milton Keynes UK BSI

96 | Vhsoft Technologies Co. Ltd Hong Kong | DNV

97 | Vodafone Telecommerce GMBH, Ratingen Germany BSI

98 | Volex Group plc, Warrington UK BSI

99 | Wellance, Amsterdam Netherlands | LRQA

100 | Whyte & Company UK National
Quality
Assurance
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1.5

UG
UG

ISO/IEC17799  BS7799-2

ISMS
UG
UG
ISMS ISMS
ISMS
IUG BS7799-2
IUG BS7799-2
BS7799-2 BS7799-2
ISO
UG
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ISO/IEC JTC1/SC27 ISO/IEC17799

ISO
JTC1/SC27
BS7799-1 2000
10 JTC1/SC27 3 2
ISO/IEC17799 JTC1/SC27 ISO/IEC17799
2002 4
JTC1/sC27 URL

http://www.din.de/ni/sc27/

Japan (JISC)

Address:

JISC

c/o Standards Division

Industrial Science & Technology Policy and Environment Bureau -
METI

ISO/IEC JTC 1/SC 27 "P-Member"
1-3-1, Kasumigaseki, Chiyoda-ku
Tokyo 100-8901

Japan

Telephone: + 81 3 35/01 92 87
Telefax: + 81 3 35/80 86 25

E-Mail: 27japan@itscj.ipsj.or.jp

JTC1/SC27( )

http://web.sfc.keio.ac.jp/~naemura/sc27.html

10
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1.6

2002 8 ( ) 140
ISMS
ISMS
BS7799 70
DTI(Department of Trade and Industry)
DTI 1999
450
DTI
ISMS ISMS
ISMS
(Ministry of

Information Technology) BS7799

2002 8 BS7799-2
BSI
40

11
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BS7799
BS7799

DTI(Department of Trade and Industry)

DTI DTI
1990 91 DTI
”Code of Best Practice, Information Security Management”
1993 BSI BS7799
BSI
BDD Business Development Group BDD/2
BDD/2 BSI BSI/DISC Committee
DISC
BSI/DISC Committee
( ) BS7799 DISC
BS7799 DISC
PD
DTI ISMS
1999 450
DTI
ISMS

15



DTI
http://www.dti.gov.uk/

ISM

ISM
ISM

ISM

(ISMS)

BS7799

1T

WATCH OUT
THERE’S A
HACKER

ABOUT

O,

16

ISMS

3)


http://www.dti.gov.uk/

ISMS

(ISMS)

TOO LATE!
WA S®

H
OuT
Wokes

INFORMATION SECURITY
YOUR RESPOMSIBILITIES

15 YOUR COMPUTER SECUREL

ISMS
ISMS
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ISMS
ISMS

ISMS

ISM
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2.2

ISMS 2
ISMS 2
BS7799-2 BSI
BS7799-2
2002 3 4 2

Siemens DQS

Deutsche Gesellschaft zur Zertifizierung von
Managementsystemen mbH 2 BSI 2 DQS 1985

German Institute for Standardization (DIN) German Society for Quality
(DGQ) DQS 1998 ISMS
2000 12 TGA!

1 TGA(Tragergemeinschaft fur Akkreditierung GmbH) ISMS
1SO9000 1S0O14000 2002 3 BS7799 2
DQS UIMCert GmbH

19
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ISO/IEC TR
13335

ISO/IEC
15408

*CoBit ISACA?2  Governance, Control and Audit for Information and Related Technology;
Information Systems Audit and Control Association

4 DQS BS7799
4 DQS BS7799
DQS HP
http://www.dgs.de/
IT
IT e-Government

2 CoBit ISACA http://www.isaca.org/cobit.htm
http://www.isaca.gr.jp/homepage_j.htm
CoBit ISACA http://www.isaca.org/cobit.htm

20
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1991 BSI BSI (Bundesamt fur Sicherheit

in der Informationstechnik BSI Ministry of Interim
3
BSI IT
IT
ISO/IEC17799 BSI
IT 3

3 IT
°
°
°
°
°
°
°
°
° IT
°
°

IT

http://www.bsi.bund.de/gshb/english/menue.htm

1T
5
3 BSI BSI
BSI
http://www.ipa.go.jp/security/cci/ninshou/german.htm
BSI

http://www.bsi.bund.de/index.htm

21
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http://www.ipa.go.jp/security/ccj/ninshou/german.htm
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(ISMS)

Site-Map 4

IT Baseline Protection
Modelling

Modelling a Set of
IT Assets

Modelling of an
Individual IT Sy=stem

http://www.bsi.bund.de/gshb/english/menue.htm

22
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ISM

ISO TR13335-34 RA Software Tool5 BSI PD3005

v
8
v
4 1SO TR13335-3 3
1SO
5 BSI BS7799
http://www.c-cure.org c.cure@bsi-global.com

23
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Augen auf

umd Augen dranf,

Sind Sie da

sicher?

Angen auf!

Adlerauge.

http://www.xisec.com/BS7799Certification.pps

ISO/IEC 17799 Risk Assessment

25
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2.3

iDA:the Info-communication Authority of

Singapore® iSec: the Infocom Security
2001 11 30
(annual Infocomm Security Day/

Campaign)
iSec
(PSB:Singapore Productivity Standards
Board) ISM:Information Security
Mangement
PSB Certification Pte Itd
PSB (the PSB
Information Security Management System(ISMS) Certification Scheme)
2001 11 20

BS7799:1999(Part2)

Unilever Global Infrastructure Organization Asia

Sony Electronics (S) Pte Ltd Information Systems and Solutions Asia
Pacific

e-Cop.net (S) Pte Ltd

Citibank, N.A.  Asia Pacific Processing Center

BS7799:1999(Part 2)

6 http://www.ida.gov.sa/Website/IDAhome.nsf/Home?OpenForm

26


http://www.ida.gov.sg/Website/IDAhome.nsf/Home?OpenForm

(1SMS)

(2002 3 18 ) ISMS

2) 3

ISO/IEC17799 BS7799-2

BS7799-2
PSB Certification Pte Ltd ISMS
PSB IDA SS 493 (Partl)

(Information Technology Standards Committee”)

SS 493 (Partl) 4

7 http://www.itsc.org.sg

27
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Partl (An Overview)

Part2 (Security Services)
Part3 (Architecture and Mechanisms)
Part4 (Processes and Methods)
2002 3 18 Partl

SS 493
SS 493(Partl)

1. SS493(Partl)
IT

o g kM W

http://www.itsc.org.sq

SS493
http://www.itsc.org.sq/sg_it_stds/abstract_ss493 1.html

ISM

ISMS

82002 3 18 PSB

28


http://www.itsc.org.sg
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ISMS
ISMS

Maturity Model for Software)

CMM-SW

ISMS
ISMS

(ISMS)

CMM-SW(Capability
CMM-SW

CMM-SW

*KPI

Key Performance Indicator©

9 11 1993, pp.3

10 KPI (http://www.tokyo-biso.co.jp/n_ifm02/n_ifm02.html

29
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CMM( )

http://www.iijnet.or.jp/sea/CMM/publish/CMM-J99.html

http://www.sei.cmu.edu/cmm/cmm.html

30
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24

1995 BSI BS7799
AS/NZS4444( AS/NZS ISO/IEC17799:2000)
2000 BS7799-Part2
AS/NZS4444:2( AS/NZS 7799.2:2000)
HB
231:2000 Information security management quidelines 2000
AS/NZS
4360:1999 Risk management ISMS
( 10
: * ESTAELISH THE CONTEXT +
3 L
§ & . IDENTIFY RISKS g
= ]
E L MONITOR
E L AMALYSE RISKS 4
o * AND
= REVIEW
? ot » EVALUATE RISKS i n
8 {
> TREAT RISKS
I
AS/NZS 4360 Risk Managemernt Model
10 AS/NZS 4360

http://www.standards.com.au/catalogue/Script/search.asp

31
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(Standards
Australia) (QAS:Quality

Assurance Services)
AS/NZS7799 Part 2:2001 BS7799.2:1999

QAS
Accreditation System of Australia and New Zealand(JASANZ))

ISO/IEC17799

ISO/IEC17799

JASANZ
QAS JASANZ ISMS

ISO/IEC17799
eGovernment unit

32

QAS

(Joint
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QAS ISMS
http://www.gas.com.au/SECTIONS/InfoSecurityManagement/

JASANZ ISMS
http://www.jas-anz.com.au/homeframe.htm

33


http://www.qas.com.au/SECTIONS/InfoSecurityManagement/
http://www.jas-anz.com.au/homeframe.htm
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25

NIST
(NIST:National Institute of Standards and
Technology)!t
NIST ISO/IEC17799:2000 International
standard ISO/IEC 17799:2000 Information Security Management, Code of
Practice for Information Security Management Frequently Asked Questions,
December 2001 NIST FAQ

12

ISO/IEC17799:2000
NIST FAQ ISO/IEC17799

ISO/IEC17799:2000

(
)
ISO/IEC17799
( )
u 1901 The National Bureau of Standards
1988 NIST
8 3,330
NIST
NIST

*Measurements and Standards Laboratories
*Advanced Technology Program
*Manufacturing Extension Partnership
*Baldrige National Quality Award

12 http://csrec.nist.gov/publications/secpubs/otherpubs/reviso-faq.pdf

34


http://csrc.nist.gov/publications/secpubs/otherpubs/reviso-faq.pdf
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NIST ISO/IEC17799

ISO/IEC17799
NIST NIST Special
Publication(SP)800-21

13

ISO/IEC17799:2000 BS7799
BS7799 BS7799 Partl BS7799 Part2
ISO/IEC17799 BS7799-1

BS7799-2 ISMS

BS7799-2 ISO/IEC17799

ISO/IEC17799:2000  ISO/IEC15408:1999(Common Criteria)

2
“Common Criteria” IT
ISO/IEC17799:2000 IT
“Common Criteria” IT

13 http://csrc.nist.gov/publications/nistpubs/index.html
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“NIST Special Publication 800-23, Guide to Federal

Organizations on Security Assurance and Acquisition/Use of

Tested/Evaluated Products4”

ISO/IEC17799 BS7799-2
ISO/IEC17799

ISO/IEC17799:2000 ISO/IEC JTC 1 SC 27(IT Security

Techniques)

2000 6
"ISO/IEC JTC I
"ISO/IEC JTC 1 SC27” "Technical Advisory Group(TAGSs)”

"Commerce
Department(via NIST)” "Department of Defense(via
DISA)” Us TAG
(2001 12 ) 2000
15
NIST

NIST US NB
"ISO/IEC JTC 1" "ISO/IEC JTC 1 SC27” “Technical
Advisory Group(TAGs)”

14 http://csre.nist.gov/publications/nistpubs/index.html

15 2000 International standard 1SO/IEC 17799:2000
Information Security Management, Code of Practice for Information Security Management
Frequently Asked Questions, December 2001

36
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ISO/IEC17799:2000 NIST

NIST ISO/IEC17799

NIST

® SP 800-12, Computer Security Handbook
SP 800-14, Generally Accepted [Security] Principles &
Practices

® SP 800-18, Guide for Developing Security Plans

® SP 800-23, Guide to Federal Organizations on Security
Assurance and Acquisition/Use of Tested/Evaluated
Products

® SP 800-26, Security Self-Assessment Guide for

Information Technology Systems

ISO/IEC17799
ISO/IEC17799 2000

JTC1/sC27
Oliver Weissman Angelika Plate
ISO/IEC JTC 1 SC 27 TAGs "National

Committee for Information Technology Standards(NCITS),
Technical Committee T4, Security Techniques”

"Technical Committee T4, Security Techniques”

37
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ISO/IEC JTC 1 SC27 US TAG T4
JTC 1 TAG

NCITS
(1 ) 800
NCITS T4 Rowena Chester,

University of Tennessee(roc2@cornell.edu)

NCITS T4

http://www.ncits.org/tc_home/t4.htm

NCITS JTC1TAG

http://www.ncits.org/

JTC 1 (JTC 1 TAG)

http://www.jtcltag.ora/

NIST FAQ ISMS

ISO/IEC17799

NIST 1996 9

Generally

Accepted Principles and Practices for Securing Information Technology

Systemst!é BS7799

16 http://csrc.nist.gov/publications/nistpubs/800-14/800-14.pdf

38


http://www.ncits.org/tc_home/t4.htm
http://www.ncits.org/
http://www.jtc1tag.org/
http://csrc.nist.gov/publications/nistpubs/800-14/800-14.pdf

(1SMS)

ISO/IEC17799

ISO/IEC17799

ANSI ISO/IEC17799
ISO/IEC17799

ISMS
BS7799-2
BS7799-2
ISO/IEC17799
IT Software Productivity
Consortium ISO/IEC17799
ISO/IEC17799 BS7799-2
BSI 2002 10 I1ISO
17799 Information Security Management Systems Implementation 5

17

ISO/IEC17799

17 http://www.software.org/pub/training/course.asp?id=800

39
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2.6

("Canadian National Standards Body”)
ISO/IEC17799
ISO
ISO/IEC17799

ISO/IEC17799

ISO/IEC17799
GOOD

PRACTICES FOR COMPUTERISED SYSTEMS IN REGULATED "GXP"
ENVIRONMENTS? ( )
ISO/IEC17799

ISO/IEC17799

ISO/IEC17799
ISO/IEC17799

ISO/IEC17799

ISO/IEC17799

18nttp://www.hc-sc.qc.ca/hpfb-dgpsal/inspectorate/goodprac_comp_syst_pics_entire_e.html#20

40
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Treasury Board of Canada-Secretariat  Policies
and Publication 19 Security Policy?°
ISMS

CAN/CSA-Q850-97
Risk Management: Guideline for Decision Makers

http://www.csa.ca/lanquage/default.asp?thisUrl=%2FDefault%2Easp

19 http://www.tbs-sct.gc.ca/pubpol_e.html
20 http://www.tbs-sct.gc.ca/pubs_pol/gospubs/TBM_12A/siglist_e.html
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