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NIST Special Publication 800-53

@‘;ﬁ\m@? e ron’ Catalog of security and privacy controls
Q\'-" Q*‘ to protect organizational operations and
o assets from risk
Security and Privacy Controls for
Information Systems and Organizations
Controls are outcomes that can be
selected and implemented as part of an
R organization-wide process to manage
risk

Controls are applicable to any type of
system, including laT, industrial control
systems, communications & enterprise T

SP 800-53 is part of a suite E—_I. E

of guidelines to manage 2
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Summary of Updates in SP 800-53, Rev 5

Separation of controls from the process
Controls are more outcome-focused

New controls and control enhancements

Privacy and Supply Chain Risk Management controls added to the
Program Management (PM) Family & incorporated throughout
New Control Families: Personally Identifiable Information
Processing and Transparency (PT) and Supply Chain Risk
Management (SR)

Control baselines, overlay & tailoring guidance moved to SP 800-53B

Mappings to the Cybersecurity Framewaork, Privacy Framework and
ISO 27001 posted as supplemental materials
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New Controls and

Privac Supply Chain
¥ PPlY Control Enhancements
* (Rev 4) Appendix J controls * New SR control family * New, state-of-the-practices
reorganized L controls
* Supply chain risk . .
* New PT control family management integrated * Systems security engineering
throughout * Cyber resiliency

* Privacy integrated throughout  Strengthen governance &

* New controls in PM family accountability

* New controls in PM family

Alignment & integration Informed by threat

Privacy integration into J k d
of supply chain intelligence
risk management & cyber-attack data

suite of RMF publications
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NIST SP 800-53B, Control Baselines for

anizations

New in SP 800-53B

3 security control baselines Privacy Control Baseline

* Low, Moderate, High Impact Levels * Initial privacy control baseline to

* Minor updates between SP 800-53 Revision 4 and — BINacY, r.equ"eme"ts g
800-538 manage privacy risks from the

processing of Pll based on privacy

Guidance on Tailoring Control Baselines program responsibilities under OMB
and Developing Control Overlays Circular A-130
* Control candidates for downgrading * Independent of the security control
» Selecting compensating controls and baselines

supplementing baselines g || seounrr contmor

. CONTROL NAME 82 'BASELINE
* Reference to Security Control Overlay Tl comoummmcemnT e 1
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