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cIDASEE| D P EM o

REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 23 July 2014

on electronic identification and trust services for electronic transactions in the internal market and

E U -t‘:fd: _u:? l\ax '\"j‘— t\\ Z ‘:;ﬁ E(] % —J- (-}— repealing Directive 1999)93/EC
NILETZDF=-DH - - -

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114 thereof,

Having regard to the proposal from the European Commission,

T ORIV B — 5 E
PSRN —ERICKDI-LBA MY —ER,
%% 5% % E @ 1E ﬁ Having regard to the opinion of the European Economic and Social Committee ('),

Acting in accordance with the ordinary legislative procedure (3),

After transmission of the draft legislative act to the national parliaments,

Building trust in the online environment is key to

economic and social development. Lack of trust in

part/tu/ar because Of a pe/‘ce/’ved /ack Of /ega/ Ce/‘l‘a/ht‘)// Building trust in ll_le online environmenl_ is key to economic and s(_)cial deve]opmer_n, Lack of trust, Ain particular
. . L. because of a percelveq la.ck of legal certainty, makes consumers, businesses and public authorities hesitate to carry

makes Consume/-.s/ bUS/nesseS and pub//c- author/tles out transactions electronically and to adopt new services.

/7 eS / -t a Z‘ e t 0 Ca r r y OUt tr an S aCZ‘ / .0/7 S E/ eCtr On / .C.a/ /y an d to This Regulation seeks to enhance trust in electronic transactions in the internal market by providing a common

foundation for secure electronic interaction between citizens, businesses and public authorities, thereby increasing

a d Op Z‘ n e W S er V/’C‘es. the effectiveness of public and private online services, electronic business and electronic commerce in the Union.

= ., = ~ 70 el = A
(*D ER) TJ74J£§rﬁ " k (-j-é 15 *E 0) *ﬁ ﬁ 'iﬁiﬁ t*i Duecnve 1999/93/EC of the European Parliament and of the Council (°), dealt with electronic signatures without
= d li 1 -bord d - fi k f 1 d ~to-
BROBTHDH EEORN, FITEHREEDRINA ‘ié] % &, ons waachons. T Reinion s nd spads the s of ot D
3. ARIKEICE #i=x. - ADRAERES
JL > B Eq '\ %%Hy g | ‘b T‘ d.-H- t XOD E% The Commission communication of 26 August 2010 entitled ‘A Digital Agenda for Europe’ identified the frag-

'u' —C l' \ é ° mentation of the digital market, the lack of interoperability and the rise in cybercrime as major obstacles to the

virtuous cycle of the digital economy. In its EU Citizenship Report 2010, entitled Dlsmantlmg the obstacles to EU
I

citizens’ nghl the Commission furthex lnghhglned the need to solve th pmb]ems that prevent Union
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‘electronic seal’ means data in electromc form Whlch IS attached to or Ioglca

lly associatedy *" -
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‘qualified electronic seal’ means an advanced electronic seal, which is create
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S$e#e> —)L (Advanced Electronic Seal)

Article 36 Reqmrements for advanced electronlc seals
An advanced el- -
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S$e#es —JL (Advanced Electronic Seal)
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woRES NG 50

BFERERICHERShABTFEEERT — 23, EROFEHF LY, it = ISO/' EC 1 5408

PR SRR, - Protection Profile (EN 419 21121)—X)
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(a) HWHIhZF-REvbOEF2UF+R FISFULOF -2y M ER

LRLTHEBI L

(b) MMENBF—3ty b RN, Vo RO B LB 2 Cosmos QES = AES + QC + QSCD
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‘qualified certificate for electronic seal’ means a certifi lel —)LDEAEEEBAE | &(E. B FS RN —ERT
Org ets the requiremer ANAFIZKYFETEIN, HEE I ITRESNIE
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ETSI EN 319 42131)—X

COMMISSION IMPLEMENTING DECISIONI[E? ? ?

Cosmos QES = AES + QC + QSCD
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BN AN—EXFO/8(45 (QTSP)

‘qualified trust service provider’ means a trust service provider who provides one or more aualified tru

st services and is granted the qualified status by the « TFE&rFSRFH—ERXTONAHF 1&IE. 1DFEF-ITF
N EQOBEEFSRN—EREIREL., BEEHELY
BREBEZONIZFS AN —ERTOANATENS;
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QES = AES + QC + QSCD
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<t 8 : European standardisation framework for trust services. 2019 ETSI workshopdY >
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FMSRATYRYRE

elDAS Section 3 Article 22

Each EU Member State has an obligation to establish, maintain and publish trusted lists,
including information related to the qualified trust service providers for which they are
responsible, together with information related to the qualified trust services provided
by them. The lists are to be published in a secured manner, electronically signed or
sealed in a form suitable for automated processing.

elDAS 3E 5225

LEUNMBEIZ. BoNEFEZESITEE NS AN —ERTONALZIZEAT SH1EHRE.
FNONRBET HEENSAN—ERIZEAET B EREST I SRATYR) RNEE
. LUV LRI IERFEES, YRME. EFEL. £=Fo—ILhftent=
BEbtSN-T7O0rRIEL-ERXDZELFETARINS,

ec.europa.eu/digital-single—market/en/eu—trusted-lists—trust—service—providers
%% ETSITS 119 612: kS ATYRY Xk
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POFESSIONALS OF SAFETY ENGINEERING



EU “URFDY AR’

LEUMBEIZ&LY.,
{ERK. #EB LU
NS RX TR X
X, FeEHLN, &K%
BEITLIENTES,
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Trusted List Browser

Tool to browse the national Trusted Lists and the European List of Trusted Lists (LOTL)

Menu v

European Commission > CEF Digital > eSignature > T

Search a trust service by

Type of service Name of trust service signed file
Search by type of tustsevice e, time:stamping, certifeat fore- Search based on therame ofa trustsevice Findthetustsevicetht isued the signing cetcate() contained n

signature) and country. afile H
Trusted List Browser IE

Tool to browse the national Trusted Lists and the European List of Trusted Lists (LOTL).

European Commission > CEF Digital > eSignature > Trusted List Browser > Germany

B Trusted List Germany

Austria Belgium Bulgaria
Issue date 2019-01-23 Issue date 2019-03-08 B ssocdote2019-00-01

—

—
Croatia Cyprus Czech Republic
Issue date 2019-02-08 E Issue date 2019-02-08 Issue date 2019-04-10

Trust service providers

Denmark Estonia Finland

Issue date 2019-02-06 Issue date 2019-03-11 Issue date 20108
Currently active trust service providers

Germany = ore.

France ece ; .
Issue date 2019-04-03 Issue date 2019-02-26 2= issuedate 2019-02-28 As10e-MailGmbH I Bundesagentur fuer Arbeit I EENEENN

Hungary Iceland Ireland Bundesnetzagentur wonsegustory Bundesnotarkammer [qcartioresig| erimestamp

Issue date 2019-01-25 Issue date 2019-01-21 Issue date 2019-01-25

. . . D-Trust GmbH |qeartforksip. |Qeertlorisenl | QWAC | Qrimestamp. DGN Deutsches Gesundheitsnetz Service GmbH |aceniorse. |Qrimestams
Italy Latvia Liechtenstein

Issue date 2019-04-03 Issue date 2018-12-06 Issue date 2019-02-13

Deutsche Post AG |qcentforksis |qeRds Deutsche Telekom AG |qcertforsig

Lithuania Luxembourg Malta

T-Systems International GmbH |qwac exceet Secure Solutions GmbH gtimestamp.

medisign GmbH [geenioresig

Trust service providers without currently active trust services

Detailed information

<H{Bi: European standardisation framework for trust services, 2019458 ETSI Workshopdl>


https://webgate.ec.europa.eu/tl-browser/#/

Eigel—ILDEY FEH

QES = AES + QC + QSCD

Qualified eSeal= AdES format + QC + QSCD Remote Signature

EN 419211 Protection Profile for QSCD
\ EN 419 241-1 Server Signing —General Security Requirements
EN 419 241-2 Server Signing-PP for QSCD

EN 419 221-5 PP for TSP Cryptographic Modules

ETSI TS 119 431-1 Policy for remote QSCD / SCDev

AdES Format Qc profile ETSI TS 119 431-2 Policy for TSP supporting AdES creation

ETSI TS 103171 v.2.1.1. ETSI EN 319 412-1 (CP Overview) 1 Certified by
(XAdES Baseline Profile) ETSI EN 319 412-2 (CP for natural perspns) elDAS(52)

ETSITS103173v.2.2.1. ETSI EN 319 412-3 (CP for legal persons) the sole control of the signatory and a remote SCDev.
(CAES Baseline Profile) ETSI EN 319 412-5 (QCstatements) Article 30 Certification of QSCD
ETSI TS 103172 v.2.2.2.

Issued b
(PAdES Baseline Profile) i —-

QTSP:

ETSI EN 319 401(General Policy Requirements)
ETSI EN 319 411-1(Policy forCA)

ETSI EN 319 411-2 (Policy for CAissueing QC)

essedbyl -ap Accredited by
ISO/IEC 17065 \ National
ETSI EN 319 403 accreditation

supervised by | National supervisory body body
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EUTIXEFELIZFBRANICEBITATHHEED
LBNTWVS, — A TEAICHLELBLDTAD
Z—ZXhHBED. Fif-llel—ILANERSINIT-,
EA EEIN BIZIE:AVRAR, BALRBVT  A—FELE
?&;Z‘;gd)%é'ritﬁﬁ’ﬂ% EZENBLLLTITILD
s

Bt IEel —ILEBEFELXRCAEHEA
HWi&el—IL HREFER

T—ADEER (origin)& T FESELLRFD AT A
(Integrity) DHETE

ZTDMDEFES
ZDDe—IL BEFHATHD. BEEFERTH
BFHERTHL. #Egel—ILT WELNSEHTEMMANEESNEG
BOWEWSERATENDANLE W
ESNngL

BREFIHAZE+EEe—IL &
EREE+ el —IL %

HETENE B ETELEN
E+EEBTES

I—FEBRA.EFAVHRAR, BFEZH. EFHEE. eTax, S/MIME
Y—/\/LTROT—3RBEF F el — L BIBAE AR TS AR/ 1034 (20204108

)
Y —X:https://www.eid.as/fileadmin/eidas-tsp-map/
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192 Active QTSP in 29 countries

E A FGIAEZ 179 HTSP: 150
el — )LAGIBAZEZH#1T9 HTSP: 101
QWACZEH179 HTSP:50
BALRZTEFEITSHTSP: 109

(2020F10AKF =
https://webgate.ec.europa.eu/

tl-browser/#/dashboard)
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IRANZT 42050 K, FILXREZTH

RS T\ E RIEHREEEBEX-Road T —
(X, FHROEEMLTELHEERICe—IL
7

AFIAIN TS,

: TFIUFAH—N B :
Bt X FH—N\—IZlE, e —ILEEEA T I TFUTI9 N
EHEMENTHY, £X YT H—\— A
Mo DIEREERCel—ILEFITTLNS, BLREYTENS
2018F M) I T RN _—
985,878,107 Syt - i
e—4Jl

e—Health, e—Police, e-Tax Board, 2R
E?;:Hi g %ﬁ;ﬁf LN S HE ~— Tt
JNHOHES o5 g (XD [rrry—crenmranaon ]
N BAR RS - 25844 B b,
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X-Road D F|HE D HEFE

FIRMOHETT —2(F20164
R THRISIES T A4, 20185
[FOfE8FAHLAR LMY

B Databases
I |nstitutions

[ Services

=== |nquiries (in millions)

aERY
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X-Road TCERINTWSEFUNSFZE

X-RoadlZHI1T+5:EE

X-Road L DE RIFHI AT LEHE
[ZIE. EWMEETES AT LTH
B ENRREHELS,

ZOEFEMEOHLEL TEEAYE—
DlteV—IHF RSN TS,

e—ILIFTED AvtE—TK, ZEH
TREMEL TRALRBUTERITT
RELTLS,

Fro el —LIXBFERLEGYE
HEDRBEZBLEELGW O, B
B LIRA VAT HE,

X-Road L DEED ST 1y D9I5%
(EADHTEL TV,

99% Digital

DEEEZIH=EIC, EFOHE N eHealth
H—EXDDBIZ& kSN S, EiETEFa)Ta
H—NREEEAvE—TZel—IDIFBHIET
REEF—ADIEEMERT

T H—\

: ‘&Tﬂ
Al

eHealth H—E X

eHealth @BIET—AMe s —LERIITAIET. R
RADELNTE LT —2DEEUERT
F—AR—R(CEBEDBEFUFEFTEH
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REBEY—E X$ES (PSD2)

i 11 E’K*I:J’SH%EHE@%%&

O pPsD2lE. L FTOEIZDWT, Fif-ITR KO R4 1H,
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VAT$54 (COUNCIL DIRECTIVE 2006/112/EC)

The auhenticity of the origin and the integrity of the content of the invoices stored,

as well as their legibility, must be guaranteed throughout the storage period.
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