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Definition of Electronic Signature in eIDAS Regulation

Advanced electronic signature（Article 26）

it is uniquely linked to the signatory；

it is capable of identifying the signatory；

It is created using electronic signature creation 
data that the signatory can, with a high level of 
confidence, use under his sole control;

it is linked to the data signed therewith in such 
a way that any subsequent change in the data i
s detectable.

➡ PKI-based electronic signature

eIDAS Regulation and e-Signature Act
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eIDAS Regulation

Article３(10)(11)(12)

‘electronic signature’ means data in electronic 

form which is attached to or logically 

associated with other data in electronic form 

and which is used by the signatory to sign;

‘advanced electronic signature’ means an 

electronic signature which meets the 

requirements set out in Article 26;

‘qualified electronic signature’ means an 

advanced electronic signature that is created 

by a qualified electronic signature creation 

device, and which is based on a qualified 

certificate for electronic signatures;



eIDAS Regulation and e-Signature Act

Qualified Electronic Certificate

eIDAS Regulation Article 3（15）

‘qualified certificate for electronic signature’ means a certificate for electronic signatures, 

that is issued by a qualified trust service provider and meets the requirements laid down in 

Annex I;

Qualified trust service provider

➡Trust service provider who is granted the qualified status by supervisory body 

(government) for their facilities, identification methods and operations meeting the eIDAS 

regulations.
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Definition of Electronic Signature in eIDAS Regulation

eIDAS Regulation and e-Signature Act
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eIDAS Regulation

Article ３(10)(11)(12)

‘electronic signature’

➡Signature in electronic form

‘advanced electronic signature’

➡PKI-based electronic signature (digital signature) which meets the requirements (ETSI 

standards)

‘qualified electronic signature’

➡Advanced electronic signature created by a secure device such as qualified electronic 

certificate or a IC card.



Definition of Electronic Signature in Japan

Act on Electronic Signatures and Certification Business

Article 2

The term ‘electronic signature’ as used in this Act means a measure taken with respect to information that

can be recorded in an electromagnetic record (a record that is prepared by an electronic form, a magnetic

form or any other form not perceivable by human senses and that is used for information processing by 

computers; hereinafter the same shall apply in this Act), and which falls under both of the following 

requirements:

(ⅰ) A measure to indicate that such information was created by the person who has taken such 

measure

(ⅱ) A measure to confirm whether such information has been altered.

eIDAS Regulation and e-Signature Act
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Definition of Specified Certification Business in the e-Signature Act

eIDAS Regulation and e-Signature Act
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Article 2

２ The term “Certification Business” as used in this Act means a service that, in response to either the 

request of any person who uses the business (hereinafter referred to as the “User”) with respect to the 

Electronic Signature that he/she himself/herself performs or the request of another person, certifies that 

an item used to confirm that such User performed the Electronic Signature pertains to such User.

３ The term “Specified Certification Business” as used in this Act means a Certification Business that, 

among Electronic Signatures, is performed with respect to an Electronic Signature that confirms to the 

criteria prescribed by ordinance of the competent minister as an Electronic Signature that can be performed by 

that person in response to the method thereof. ＊PKI-based



Accredited Certification Business in the e-Signature Act

eIDAS Regulation and e-Signature Act
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Article 4

Any person who intends to perform the Specified Certification Business may obtain accreditation from 

competent minister.

（Criteria for Accreditation）

(ⅰ) The facilities provided for use of the business pertaining to the application conform to the criteria, 

as provided by ordinance of the competent minister;

(ⅱ) The confirmation of identity of the user in the business pertaining to the application is implemented

by a method, as provided by ordinance of the competent minister;

(ⅲ) In addition to what is listed in the preceding item, business pertaining to the application is 

performed by a method that conforms to the criteria, as provided by ordinance of the competent minister.

Certification Business

➡A service proves that the electronic signature was made by the signer

Specified Certification Business

➡certification business which is PKI-based service and conforms to the criteria (related guidelines)

Accredited Certification Business

➡Specified certification business that has obtained the accreditation from the competent minister



Legal Effects of Electronic Signatures

Act on Electronic Signatures and 

Certification Business

Article 3

Any electromagnetic record that is made in order 

to express information (except for that prepared 

by a public official in the course of duties) shall 

be presumed to be established authentically if the 

Electronic Signature (limited to that which can be 

performed by the principal through appropriate 

management of codes and properties necessary to 

perform this) is performed by the principal with 

respect to information recorded in such 

electromagnetic record.

eIDAS Regulation and e-Signature Act
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eIDAS Regulation

Article 25

An electronic signature shall not be denied lega
l

effect and admissibility as evidence in legal 

proceedings solely on the grounds that it is in 

an electronic form or that it does not meet the 

requirements for qualified electronic signature.

A qualified electronic signature shall have the 

equivalent legal effect of a handwritten 

signature.



Comparison of Definitions of Electronic Signatures  
in Japan and Europe
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法適合

技術適合

その他の方式

EU Japan

Qualified Electronic Signature
➡Qualified certificate
＋Qualified Signature Creation Device
＋Advanced Electronic Signature

Electronic signature based on electronic 
certificates issued by accredited 
certification business

Electronic signature based on electronic 
Certification issued by specified 
certification business

Advanced Electronic Signature
➡PKI-based Electronic Signature
（digital signature）that conform to 
The criteria (ETSI standards)

Electronic Signature
➡Signature in electronic form

Electronic Signature

➡Signature in electronic form

Legislative 

conformity

Technical 

conformity

Others



Product Evaluation Scheme

Product Evaluation for Compliance with the eIDAS Regulation

HSM and Qualified Electronic Signature Creation Device

➡CC EAL4+ and Protection Profile

＊FIPS 140-2?

Issues on Common Criteria Evaluation/Certification 

➡Mutual recognition of CCRA is up to EAL2
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Comparison of Accreditation Scheme

Qualified Trust Service Provider

➡Accreditation and renewal of accreditation every 24 months

➡Accreditation criteria：ETSI EN Standards and eIDAS Regulation

➡Accreditation results are published in the Trust List

Accredited Certification Service Provider

➡renewal of Accreditation every year

➡Accreditation criteria: Implementing Regulations/Guidelines

➡Accreditation results are published in the Official Journal
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Supervisory Scheme

Supervision of Trust Service Provider

Qualified Trust Service Provider ≒ Accredited Certification Service Provider

In EU, non-qualified trust service providers are also subject to the supervision
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EU 日本

Comparison of Accreditation Schemes
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Conformity assessment

Conformity 

assessment report

Trust List

National 

accreditation 

body

Conformity 

assessment 

body

Supervisory 

body

Add to Trust List

Notification of 

accreditation

Notification of 

evaluation report

Accreditation of 

conformity 

assessment body

Evaluation

Harmonization of 

accreditation schemes 

between member states

Designation of Investigative  

Organization

Competent 

minister

Designated 

Investigative 

Organization

JAPAN



Comparison of Accreditation Criteria

Comparison of Requirements of EN 319 401, 411-1,-2 and 

Implementing Regulations/Guidelines



Comparison of Accreditation Criteria

Characteristics of ETSI EN Standards

 Management system base（27002）

 Risk assessment

 Demonstration of process

 Financial requirements

 Personnel background checks

 Penalties

 Requirements upon termination

 Requirements of CA/B Forum
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Comparison of Accreditation Criteria

Characteristics of Implementing Regulations/Guidelines
 Specification of Examples of Conformance

 Detailed requirements for cryptographic modules

 Sample check
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Conclusion
Gap of Legislative Systems for Electronic Signature 

between Japan and EU

1．Qualified electronic signature creation device
In EU, it is required to use a qualified electronic signature creation device to create a qualified electronic 
signature. 
In Japan, key management is signer’s own responsibility.
➡Possibilities of remote signature

Not just convenient, but also more secure

2. Product evaluation of HSM and signature creation device

3．Trust List
Trust list or bridge certification authority for interoperability/mutual recognition between multiple schemes.

4．Gap of accreditation criteria 
Cultural differences, harmonization with IETF RFC3647

5．Other trust services such as time stamping
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Thank you very much for your attention

If you have any questions, Please contact

Cosmos Corporation 

IT Security Department

Soshi Hamaguchi

s.hamaguchi@cosmos-corp.com
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