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Ked

VKO')-‘/*R: imap://motonori@mtn.sinet.

Jp:143

1

a7

UE) BEE TRy AIH)

Return-Path: <motonori®nii.ac.ip>
Received: from mail.wide.ad.jp (mail.wide.ad.jp [IPvB:2001:200:0:1::7])
by mtn.sinet.ad.jp [(B.14.7/8.14.7) with ESHTP id uhAF4EUew0R1270
for <matanaritwide@ntn.sinet .ad.jp>; Tue, 15 Hov 2016 13:14:30 +0800 (JST)
{enwelope-from motaonorifnii.ac.jp)
Received: from nl.nii.ac.jp (nl.nii.ac.ip [136.187.7.410 by mail.wide.ad.jp (8.14.1+43.50heta/8.14.
Received: from [136.187.46.34] (136.187.46.34 [136.187.46.34]1)
by ml.nii.ac.ip [deepsntpd.so 3.7.0)
with ESHTP id <aB747324-8d7a-2237-ddad-elab8011 17adinii.ac.in>
for <motonori@wide.ad.ip>; Tue, 15 Wow 2016 13:26:27 +0900
Ta: motonorifwide.ad.jp
From: NAKAMURA Motonori <motonori@nii.ac.jp>
Subject: =PUTF-B7B7UINSUTF I0e95uM0j e0B rulDhuluell i A==7=
Wessage-10: <aB747324-8d7a-2237-ddad-e1ab301f 1 Tedinii.ac.jp>
Date: Tue, 15 How 2006 13:26:17 +D30D
User-hgant s Mozilla/5.0 (Windows NT B.1; WOWG4; rv:45.0) Gecko/2010010
Thunderhird/45.4.0
MIME-Yersion: 1.0

m

Content-Type: multipart/signed; protocol="application/pkee-signature”™; nicalg=sha-256; boundary=""||

H-1P: 136.187.46.24
H-FROM-0OMAIN: nii.ac.jp
K-FROM-EMAIL: motonori®nii.ac.jp

This is a cryptographically signed message in MIME format.

-------------- ms030808080503090402080202
Content-Typa: text/plain; charset=iso-2022-jp
Cantent-Transfer-Encoding: quoted-printahle

Internetieek

- motonori

-------------- nsl30808080903090402080202

Content-Type: applicalion/pkcsT-signature; name="smima.p7s”
Content-Transfer-Encoding: hasefid

Content-Disposition: attachment; filename="smime.pVs™
Content-Description: S/MIME Cryeptozraphic Siesnature

MIAGCEoGEThADOEHACCANT ACAGE xD2ANB 2 | ghk 2BZOMEAEF ADCAR gkahk | GAwDBBWEAAKCT
CifBwgzB THITDeBADA 2ECh 201 ubDHNADGES 0 G5 ThADGERCHUAMF DxCz A 0B 2HVBAYT Akp OHS Ly
Tw¥DYQGKExx TRUNPTSBUchYzd CBTeXNOZW T 2 IENPL i »MYEQUMScw QY DY QALE xS TZWNTen D

eSE0k2 1t dWopY2F0al9uTF JvhIRDATTwHhoNMT Qi TTMDUyOT Gy WheHMj Collj TTHDUOT Gy 2

I »

IES{EE=N/=X—)b

_
Se3EUID%3E /INBOX%3E301973 - Mozilla Thu,.. (o]l e S
i — — I

5?;2039—x: imap://matonori@mtn.sinet.

Jp:143

I7AILE) WEE) FFV) ~LI(H)

7 39, 51 54

16

4

Return-Path: <motonori@nii.ac.in>
Received: from mail.wide.ad.jp (nail.wide.ad.ip [IPvB:2001:200:0:1::7])
by mtn.sinet.ad.jp (B.14.7/8.14.7) with ESHTP id ubFdsruwjOB1615
for <motanori+wide@ntn.sinet.ad.ip>; Tue, 15 Nov 2016 13:54:53 +0800 (JST)
{envelope—from notonori@nii.ac.ip)
Received: from ml.nii.ac.ip (nl.nii.ac.ip [136.187.7.41) by nail.vide.ad.ip (B.14.1+3.5Wbeta/B.14.
Received: from [136.187.46.34] (136.187.46.34 [136.187.46.34])
by nl.nii.ac.ip (deepsmtpd.so 3.7.0)
with ESHTP id <a7534622-0075-d7fc-9487-4937c80f dbZelnii.ac.jp>
for <motonori®wide.ad.ip>; Tue, 15 Nov 2016 14:06:35 +0800
To: motonori@wide.ad.ip
From: NAKAMURA Motonori <motonori@nii.ac.ip>
Subject: =7UTF-B7B?UyINSUTFI0aal+ WPt +UM 1 u0B ru0DhuOCua0D | A=="7=
Message-10: <a¥b346aZ-0075-d7fc-0497-4937c90f db2cBnii.ac. jp>
Date: Tue, 15 Mow 2016 14:08:18 +0900
User-hzent: Mozilla/5.0 (Windows NT B.1; WONG45 rv:45.0) Gecko /20100101
Thunderbird/45.4.0
WIME-Yersion: 1.0
Content-Tyre: apelication/pkesT-nine; name="snime.pTn™; snine-tvpe-enveloped-data
Cantent-Transfer-Encoding: baseb4
Content-Disposition: attachment; filename="snime.p7n"

_
2% 3EUID%3E/ INBOX3E301985 - Mozila Thu... (o]t
i — — e

Content-Descrintion: S/MIME Encrypted Message
¥-IP: 136.187.46.34

K-FROM-DOMAIMN: nii.ac.ip

K-FROM-EMAIL: motonori@nii.ac.ip

MIAGCSqGE Th3ADOEHARCANTACADM  ceM TH T TBKOIBADBEMGT xCzABeNYBAY T Ak CMRAND VD
WORHEwdBY 2Rk IMEouwkA YDV OOKE v F OV XRrhZ5hh CBbnKD=RR 1 dGU gh2Y 25W5mb3 Jt YXRe
YaMx [ DAeB NYBAMTF OG5 SBPeGY Ul ERvEWF b i BDOSAL TECDAzeuBuP vNrnBOCTANB ghahk i G
AulBAGEF AASCACHER zak2oSERIAZ v 2w 3 /eIt HOWEY | 32Mi aBwBod /K225 d/ Taev i d3AUCE
A0k ZtPaBAxb00pTudTzBMr20i kM /1 310Xk IEBUTZCaT+rk2nBLI1 A¥uoghOt 3Gy znBR 1t al
TE4UaldZHJoxMBIPITS 1Y /SUNC3400F 5073cy D5 | nbdp2HYK 10840 30dddam5Pnbeo ] GHK
t8C0Jdd rp9PpenjDdt zDDDcBRMUESe i Rvh /GxRAAI0SIPAzxz2ct ABeF sBnhpZiul TEYQOR1S
Tulzhe+ITy T8 1w A0 £ TEVOT Jen TdELZnB IMnn X IMP 0L +USDH3Z+ | DFMGZH:Y i LUnHRCHT 1B
oglBADCE i TH 1Mz w COY DY OOGEw JTDENNBOGA TUECKMNU3RhenRDBE0 £ THREL EpMCeGRTUE
CeMel3RhenRDbZ20202Y v dGl malfbhdGl vb iBEdERob 3 pdHkx TzAhBNYBAMTGINOY £ 0029t
TENs YNz IDE 202xnZ WBO TENBARARKROTOC+PbBLUCskpS TNy MADGCEaGS Th3DOEBAQUABT 1B
AICY05zyRBUZ/DKT ] BALKIRi02C3dt Svb 1iRZYEvm+zxBgJBJkMcGl 1 cZpTLEdk+y30+Fd 10
kf&PEsTTOF of senlrtxYanOkBecozr TH1 17Dad4loZoaH0s iNY 7dY 2DF yDE F CT¥EAO/ Tnf <E
takCOINEzCKTewdvBI0uSA ] adzpyyHT03pY 2+f i rht PNanCZfhBFpal+L I neB4YsZ0ZCxgF
nLsjtGALLKNYFJIs 6 vnllZC2E+05d30/ullpPFafkQCTDUBDBHE sk dDAs20RR T K dhul rehbin
+U912734 InsbH2Uk? lur TCKFKGT 4CA06KZet ApuMOPyNBODh,MI ghBWw 24 Y JKoZ ThvcHAGCB
MBQGCCaGS Ih3DOMHBAR | 5nS/25/0+qCABH i DwhbZBGRIJAZTPOXONPKT MILEZN k2 THL aRK
9C0KSe 1NbhehknwiI0a i DFnr2l ezt iRJRvhoYceE3alt 18YneJwl 45F 0aZ i 41PAYEMN; OFD.
5HA 3w SOEGD i WhMTEdeDakVhellsJE GAP aVlcGrpBBGa0h ri WPFXOAECLONBTLLTGTAARAALAAL

1 2

1

T41, 573
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U?I—(I [G Suite Enterprise] MGmailht
T S/MIMEICKR (F'—hDITABT)

Google Apps Message Encryption
GAME &

Google Apps Message Encryption

Google DLP

GAME is a natural fit for Google DLP. The Google DLP content filtering policy engine can trigger and route sensitive
outbound content to GAME, for a seamless and automated encryption experience. Combined, DLP and GAME
provide an outstanding corporate safety-net. to ensure email security and compliance.

DLP Policy
Framework With GAME

External
Recipient

Admin Sets Rules

External emails from Group A

hould not conltain cred

2. External emails from Group B
Fmten

http://go.zixcorp.com/GAME.html
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Ilpgl = E%@?Wj@))ﬁ_ i{\ ?_5

https://support.google.com/a/answer/6374496

€ Enable hosted 5/MIME for enhanced message security - G Suite Administrator Help - Google Chrome
' {3 Enable nosted S/MIM: X

i

2. Reload Gmail

& > C Y | & EE=NEBE | https://support.google.com/a/answe B ¥ | @ oo 0 ® O

After you enable hosted S/MIME, users need to reload Gmail to see the change. After reloading, a Lock f§ appears

[= (&[]

-

Iy

on the Subject line of email messages. The color of the lock indicates the message’s encryption
message is encrypted with hosted S/MIME, the lock is green.

3. Upload certificates

To use hosted S/MIME encryption, certificates must be uploaded and added to Gmail. The S/MIN
meet current cryptographic standards and use the Public-Key Cryptography Standards (PKCS) #
format. See this Internet Engineering Task Force document for information about PKCS #12.

We recommend that you upload certificates programmatically using the Gmail S/MIME API. Use
certificates from the Gmail settings.

Note: You can also use the Gmail 5/MIME APl to manage things like viewing, deleting, and settin
keys.

¢ Email encryption in transit - Gmail Help - Google Chrome E@
A

< C ) | & FE=NBE | hitps://support.google.com/mail/an: B ¥ | ® oo 0 @ O

What the encryption icons mean

When you're sending or receiving messages, you can see the level of encryption a message has. The color of the
icon will change based on the level of encryption.

* Green (S/MIME enhanced encryption) & . Suitable for your most sensitive information. Gmail uses S/MIME to
encrypt all outgoing messages if we have the recipient’s public key. Only the recipient with the corresponding
private key can decrypt this message.

Gray (TLS - standard encryption) @& . Suitable for most messages. TLS (Transport Layer Security) is used for
messages exchanged with other email services who don't support 5/MIME.

* Red (no encryption) 4 . Unencrypted mail which is not secure. Gmail uses past messages sent to the recipient's
domain to predict whether the message you're sending won't be reliably encrypted.

| see the red lock icon

If you're writing a message and see the red lock icon, consider removing these addresses or deleting the
confidential information. To see which address is unencrypted, click View Details.

If you received a message with the red lock icon and the message contained particularly sensitive content, let the
sender know and they can contact their email service provider.

https://support.google.com/mail/answer/6330403
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[= (=[]
_/ = Google Apps Messa 41 X
https://zixcorp.wistia.com/medias/jmz4yrssqa B @ o [« JCONN + )
m e — T ——— m—
€ Google Apps Message = = © SecuredbyZuCon Passwor.. X 3
G

= © hps game-message-portalcom - ¢
S Coogle Apps tessa « X N (ot e o ook Hes

B ZiXCOrp

C (| & ®Ezn

mz4yrssqa

. J— e
’ ™ Mps /mad google.com ma * D« 8 C 7 M Lean Approved - Walker - b. & %
Edt  View Favortes Took Help toithe o Contey
Email Address:
GO gIe “ bobiam2015@gmail.com
Password: Sign In
Gmail - - o ] L] ] L More 1005 > = - a -
El Loan Approved - Walker o « LR Peogle (2 ¥ ) Rememoer me
S’;“" dfortier securedbyZixcorp.com « sec Loy 2ot orpe om natfc abon@@game me 238 PM (1 mnute ago) - - dfortier securedbyzixcorp
red
:m( Masl g New to secure email? Need more assistance?
rafs
Notes New ZixCorp secure email message from SecuredbyZixCorp now deram Help
Lessa
Important

dbauckman@zixcorp.com

Bob Q _— .
& ¢ Google Apps Message Encryption - Zix - Google Chrome [a][@][=
o s ——
To view the secure message, click Open Message £

The secure message expwes on Feb 11. 2016 @ 08 38 PM (GMT) C 0 | & RESAITEE | hitps://zixcorp.wistia.com/medias/jmz4yrssqa WO = Qo0

Do not reply to this notification message. this message was auto-generated by the sender's i

secunity system To reply to the sender, click Open Message

A t chat . © M game-message portalcom - e
. If chicking Open Message does not work, copy and paste the link below into your Internet browser ’
address bar £t View Favontes Tooks Help

hitps //game-message-portal com/s/e?b=securedbyzxcorpcomé

s @ Want to send and receive your secure messages transparently?
ik here

Address Compose Sent Mail Drafts 7]

DED B -

Received: Jan 28 2016 2 38 PM
Expires: Feb 11,2016 2 38 PM B
diorber@securedbyzixcorp com

bobiam2015@gmail com, khoward@zixcorp com

Loan Approved - Walker

This message was sent securely using ZixCorp.

Larry Waker (465-11-0877) has been approved for 2 ioan n the amount of $50,000

Thank you

¥ o BSOS RSN W SR EESERSOR | roe e R SR [ SRS o

https://zixcorp.wistia.com/medias/j rﬁi4yrssqa
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