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ETSI Member on Global Scale m’\()
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EU Regulation for trust Services & ETSI Standards

» EU Regulation 910/2014 on elD and Trust services (elDAS)

" Governmental supervision scheme for
providers of trust services

= Similar legislation being applied around the world
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> elDAS Best Practice
= Commonly demonstrated by conformance to ETSI standards
= Standards being adopted around the world
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ETSI Standards Framework .
119 6xx List of approved QTSPs &
Trust service status lists < services supervised by
- National Bodies
Trust services for: )
i e — £ x19 4xx x19 5xx
© Issuing certificates i : . = Trust services for:
© Time Stamping - -I:SI.)S su.pportmg Trus_t appllcaftlon © Registered eDelivery /
© Signature creation services digital signatures service providers |- eMail
© Signature validation services © Long term preservation
B x19 1xx -
- Formats:
© XAdES (XML)
© AdES creation & validation . . 4 © CAdES (CMS)
© Part 1: procedures = Slgnature Creation © PAdES (PDF)
© Part 2: signature validatio & Validation © ASIC (containers)
report
CC Protection Profiles N — 419 2xx 1193xx ——— [ o Signature suites
©® QSCD - Smart Cards - Hash
© HSM used as QSCD - Signing Devices Cryptographic suites - - Asymmetric crypto
© HSM used by TSPs g - Key generation
©® Remote QSCD L L - Lifetime
119 Oxx © Standards framework
General Framework © Common definitions

® Guides



ETSI Standards EU vs Global Requirements

Trust services for:
© Issuing certificates
© Time Stamping
© Signature creation services
@ Validation services

© Procedures for AJES
creation & validation

CC Protection Profiles ]
© QSCD -Smart Cards
© HSM used as QSCD
© HSM used by TSPs

Trust service status lis

119 6xx
ts H

x19 4xx

signatures & websites

x19 Sxx
ﬂ SPs supporting digital

service providers

Trust application

- Si

ignature Creation
& Validation

419 2xx

© Remote QSCD

119 3xx
Signing Devices —‘ Cryptographic suites

x19 1xx <|:

119 Oxx

General Framework _[

List of approved QTSPs &
services supervised by
National Bodies

Trust services for:

© Registered eDelivery /
eMail

© Long term preservation

Formats:

XAdES (XML)
CAdES (CMS)
PAGES (PDF)
ASIiC (containers)

eee
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Signature suites
-Hash
- Asymmetric

crypto
- Key generation
© stifdimes framework
© Common definitions
© Guides

EU Qualified

Normalised
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Examples of Adoption of ETSI Trust Service Standards Worldwide

» CA/Browser Forum
» Japan
» Several South American countries

» Some African and Middle Eastern countries

> Switzerland
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ETSI Study on Globalisation of Trust Services -

Aim

* To facilitate cross recognition
between EU trust services, based on
ETSI standards supporting the elIDAS
Regulation (EU) No 910/2014, and
trust services from other schemes
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ETSI Study on Globalisation of Trust Services: Approach

Questionnaire Desktop study Workshops

Technical Report f;;:‘_—_ﬂ:~ = \
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Study Workshop Presentations — Next on

Arno Fiedler:

European standardisation framework for trust services

Olivier Delos:

ETSI Study on Globalisation of Trust
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