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JT2A Task Force JT2A

® Authenticity Guarantee Task Force
« Support for creating guidelines

- Leader:Tadakazu Yamanaka
« Mitsubishi Electric Corporation.,
« JNSA Electronic signature WG member

®Remote Signhature Task Force
« Create Remote Signature Guidelines

« Leader: Shinichi Murao
Seiko Solutions Inc.,
JNSA Electronic signature WG member
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Authenticity Guarantee TF activities  JT2A
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Participated in the technology study of digital government
Copyright (¢) Japan Trust Technology Association httPS://CiO-go -j p/nOd e/2361



BEIERSETFDEE JT2A

HﬁCIO’-ﬁ—g)b = RER{ZORE B B

Language: E=4Y ¢

B

™ | BIESAL-AM )

| B8
7 RS A B anisrn

BATE 1 TRERESAL. FEAONEY. Rt BMNomItRRTITIITR MAY-EATen
L FEOANSIHTUAT SV + 1) (XS FEBBLTL ST, SO0 A IAPARBLTLC LS
. BC I OBBOEAFEC 1 O U—F—Sot2Ral. MSMt—4] 0T, KFERURGSEDTTH FA AN I/~

FOALBREIT LW ROLY,

SOR. RO - LA - MRS B RES AT AOSARUNRI ST, SRS RNDRES ) TRFRIZEIT A LI VILIFARBOFE
Ylftéizvl??’dﬂﬂze‘t—-'fxi : ; y ‘/'7“1 ‘_’7" A MERERN A FS4 ) 123'351525;'6”‘-“ I:Eﬂ?éﬁ{ K34y
ERENCI0)] EESRME, UT (ERACETC2] £03, ) BRELSULE. S0 @RA 310
VATERUANCEETRARS TRRN FSS 8 LELET,

B WA EIALNTERANTSHE. NALNE SLOMNReNRaTS ISR B0ET.

I i 5 II

s BRSNS SSUBUALD
1 00 (TR E) ZABE

TBRFRICBTDIASAVICEDIARANREBOFECHIDINA ENEMBERERESR (C10) BNRMWRE
S 2 7

IBBSAFI27-B1 0D}

I
e
W EIRISE ($=7=F)

" i O ’

BEREFTOLLTSRILELLS. AL TSI MEOERETLARRS A KT . TRTRIZHO DD LosAmE. WFEE

(aE

N e 2 { ©

LR ;' nas AzS

BEHA RS0 28 BFCIOR—2IL
https://cio.go.jp/guides
THRFHRICEIB3F 2 FAVICEBIEANERDOFEICBEITSIATER

> he %

Copyright (¢) Japan Trust Technology Association
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Guidelines for methods of online identification and

authentication in administrative procedures.
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1. Players and roles of Remote SignatjjNi§/]
Status Of Remote Signatu re * Assumed remote signature pattern (Including concrete examples)

* Asingle company carries out the part surrounded by red

Ad 0 pti O n a n d * By implementing It In a single company, efficiency of user registration can be expected. But
governance |s necessary.
Implementation in Japan
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Status of Remote Signature

* Assumed remote signature pattern (Including concrete examples)

* Asingle company carries out the part surrounded by red

1. Players and roles of Remote SignatjjNi§/]

Adoption and
Implementation in Japan

Japan Network Security Association
Remote Signature Task Force Leader
Mizuho Information & Research Institute, Inc.
Management & IT Consulting Div Manager
Hirohisa OGAWA

. 7.Installation of Signing key of user  JNIS/]

* Itis about importing and generatm% ﬁeing kers The user registers the
signatu

user in the remote signature and sets re key to be used.

Key Import Key Import >
. ANOri R
(Key Generated by user) (Key Generated by CA)
7N P =S
o g N d
) we( Cp ) Cea)
Use\‘ User Key Imjport User
— —~ v,
Key import \__“_S_) (\ RS ) ;'-.\.RS_)
Key Generation

Copyright (¢) Japan Trust Technology Association

* By implementing It In a single company, efficiency of user registration can be expected. But

governance |s necessary.
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Japan-Europe Internet Trust Symposium 2017
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EN 419 241-2 (Qualifiedonly) €0

Scope of remote s_i_g_nin}gstandards

K EN 419 241-1 ==

Signer Server

Interaction Signing Signature Crypto.
Component Application Activation Module

Module
EN4192215 =

Certificate Revocation
Issuance Managem't

Ta\»per Protected Environment

TS 119432 TSP Service Component
(protocol) operatmg remote QSCD / SCD

15119431

Registration

(policy requirements)

© EVSI 2017 &1 rights reserved

https://docbox.etsi.org/workshop/2018/201806_ETSISECURITYWEEK/REMOTE_SIGNATURE_CREATION/ETSI%20_TC_ESI_POPE.pdf
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EU Remote Signhature configuration JT2A
">

EN 419 241-2 (Qualifiedonly) €0

Scope of remote signing standards

K EN 419 241-1 ==

Signer Server
Interaction Signing Signature Crypto.
Component Application Activation Module
Module

Ta\»per Protected Environment

TS 119432 TSP Service Component
(protocol) operating remote QSCD / SCD

)
il 2 Registration
il

EN4192215 =

Certificate Revocation

15119431
Issuance Managem’t

(policy requirements)

© EVSI 2017 &1 rights reserved

https://docbox.etsi.org/workshop/2018/201806_ETSISECURITYWEEK/REMOTE_SIGNATURE_CREATION/ETSI%20_TC_ESI_POPE.pdf

Copyright (c) Japan Trust Technology Association 12



EUD Y E— FERAICEHT 318

EN 419 241-1

EN 419 241-2

EN 419 221-5

TS 119431-1

TS 119431-2

TS 119432

Security Requirements for Trustworthy
Systems Supporting Server Signing

Trustworthy Systems Supporting Server
Signing - Part 2: Protection profile for

QSCD for Server Signing

Protection profiles for Trust Service
Providers (TSP) Cryptographic modules -
Part 5: Cryptographic Module for Trust

Services

Policy and security requirements for trust

service providers;

Part 1: TSP service components operating

aremote QSCD / SCDev

Policy and security requirements for trust

service providers;

Part 2: TSP service components
supporting AdES digital signature

creation

Protocols for remote digital signature

creation
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EU Remote Signature Standard JT2A

EN 419 241-1

EN 419 241-2

EN 419 221-5

TS 119431-1

TS 119431-2

TS 119432

Security Requirements for Trustworthy Systems
Supporting Server Signhing

Trustworthy Systems Supporting Server Signing - Part 2:
Protection profile for QSCD for Server Signing

Protection profiles for Trust Service Providers (TSP)
Cryptographic modules - Part 5: Cryptographic Module for
Trust Services

Policy and security requirements for trust service
providers;

Part 1: TSP service components operating a remote QSCD /
SCDev

Policy and security requirements for trust service
providers;

Part 2: TSP service components supporting AdES digital
signature creation

Protocols for remote digital signature creation
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(DSignature requesty
With |
thentication datal
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Signature application Signature application server

Signer
Interaction
Component

Signer
Signing Application
®Signed data

Remote signature system

QCertificates @Certificate request
®Signature value @Signature request

Registration

Signature
Certificate Activation
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SCAL1/SCAL2 JT2A

REMOTE SIGNING OVERVIEW

Sole control Assurance Level 2 419 241-1
Level 2

Signer Env. TSP protected Env.

Tamper protected Env.

Interaction

PP-QSCD
419 241-2

s (C BRASE—RIMSAM RO L BIQO"

TN EBERRXP Z@E¥v/(R.2017F7R48

CEN Standards on remote signing , Franck Leroy
Copyright (c) Japan Trust Technology Association https://itc.jipdec.or.jp/common/images/kouensiryou_6.pdf
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SCAL1/SCAL2 JT2A

REMOTE SIGNING OVERVIEW

Sole control Assurance Level 2 419 241-1
Level 2

Signer Env. TSP protected Env.

Tamper protected Env.

Interaction

PP-QSCD
419 241-2

s (C BRASE—RIMSAM RO L BIQO"

TN EBERRXP Z@E¥v/(R.2017F7R48

CEN Standards on remote signing , Franck Leroy
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Create Remote Signhature Guidelines ..Under review JT2A

Describe remote signature technical standards (security
requirement specifications), operation and management,
general security, etc.

Minimum security requirements
« Overview and commentary of remote signature

« General security including organizational measures,
environment, operation

Recommended criteria
 Criteria to add to the Minimum security requirements
« Multi-Factor Authentication
 Verified cryptographic module

Recommended criteria + additional rules
- Add additional clauses to recommended criteria
« Assume QES level in Europe (SAM, SCDev etc)



SEDIRE JT2A

Unprotected local
environment

Remote TSP protected environment \

QSCD - Tamper protected environment

Legend

- - - e Aw"ance

Figure 1

Date:2018-05-11,419 241-2, CEN/TC 224, Secretariat: AFNOR, Trustworthy Systems
Supporting Server Signing Part 2: Protection Profile for QSCD for Server Signing
https://www.ssi.gouv.fr/uploads/2018/09/anssi-cc-pp-2018_02fr_pp.pdf
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Future issues and examinations JT2A

Unprotected local o
/ ot s Remote TSP protected environment

QSCD - Tamper protected environment

Date:2018-05-11,419 241-2, CEN/TC 224, Secretariat: AFNOR, Trustworthy Systems
Supporting Server Signing Part 2: Protection Profile for QSCD for Server Signing
https://www.ssi.gouv.fr/uploads/2018/09/anssi-cc-pp-2018_02fr_pp.pdf
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‘ Industrie 4.0 and Society 5.0
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JT2A activities JT2A

‘ Industrie 4.0 and Society 5.0.

People and things connect. Business and

services are connected, making it more efficient
. and advanced. For this purpose, we consider

technologies supporting the service platform.

Cooperation with related organizations

® Remote signature guidelines

» Security functional requirements
« operation guideline
* service policy etc.

Japan Trust Technology Association
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