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Overview
1. Organization Outline of JIPDEC

2. Trends of Business Process and Demands
of Digitalization

3. Internet Trust and its Assessment

4. Outline of JCAN Trusted Service
Registration

5. Towards the Realization of Trust
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1. Organization Outline of JIPDEC

® Name JIPDEC [Corporate Number 1010 4050 09403)

® Establishment December 20th, 1967

® Capital 3,999 million yen T s
® Budget 2,424.5 million yen (FY2019) TV (o [ o
._/-‘SJ';'KE# ke,
® Number of Employees 93 ea 2727 AN
(as of April 2019) , ' N
] *\_ﬁpnec

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Introduction of Internet Trust Center

m JIPDEC promotes the technique and framework to ensure
the trust of the information on the Internet.

Assessment of trustworthiness Trustworthy Company Data
of Trust Services Cyber Business Register
ROBINS

Assessment of trustworthiness
of Trust Services ) a

JCAN Trusted Service Registration (25224 mrmm |

“Spam-Free Mark” framework
using S/MIME and DKIM

Prevent e-mail spoofing

Electronic Certificate of
Corporate Individual

B Research to ensure the
JCAN Certificate /@ trustworthiness of Internet
Research Report for Internet Trust f\(Q

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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B 5,000 LOXERTRHERE - REZ—XADEL.
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SRBERE. XA L arsul | a20u8 [ aa0nll | a7l | 42.4n
B TR HE R R R
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2. Changes in Companies’ work flow and Demands of Digitalization

B Demands to conclude and archive contracts are high in large companies with

more than 5,000 employees.

More than | 1,000~ 300 50~ .

5,000 4.999 ~999 299 Htiralts

(N=139) | (N=156) | (N=168) | (N=223) | (N=686)
Expenses (Travel/Transportation expenses) 47.5% I_ 42.9% I_ 44.0% 37.7% I_ 42.4%
Expenses (Social expenses) 37.4% 35.3% 33.3% 25.1% I: 31.9%
Billing Process 37.4% 37.8% 39.3% 29.1% 35.3%
Order Process 39.6% 35.9% 36.3% 30.5% 35.0%
Conclusion and Archiving of Contracts 31.4% 31.0% 25.6% I: 31.3%
Internal Decision Process 36.5% 38.7% 32.3% I: 35.1%
Internal Request/Report Documents 23.1% 23.8% 22.9% E 23.3%
Documents management (Board meeting minutes, etc.ﬂ 18.7% 14.1% 14.3% 14.8% [| 15.3%
Attendance Management [ 24.5% 21.2% 27.4% 26.5% I: 25.1%
Documents management in paper(others) 12.2% 16.0% 12.5% 14.8% 14.0%

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Deciding Factor of Cloud based Application Service

Service provider (Brand)

Use of competitors
Accredited

Support system

Security measures

BCP

Early start to use

Failure handling is clearly explained
Review

Degree of recognition
Referrals from acquaintances
Usability

Specifications/functions

10% 20% 30%

I 20 6%
I 0

I 27
. 2

I 17 6%
[
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I G
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B 35%
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® Cost

® Security measures
® Support system
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2015 HEE (N=69
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100 (%)

7
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Rapid Spreading of e-Contracting Services

B More and more companies adopting/considering
e-Contracting services. . : 0 ”

[
7

2015 fEHEE (N=69§) 15.0 21.6 29.1 16.9

2016 FEE (N=679) 15.8 22.6 29.5 14.0
(
2017 FEil# (N=65) 18.4 24.0 19.6 14.9
Comparison
with the \L
Demand previous year
2015 53 9% EHEOHM EE A EORTETENEREL TS (N NE)
—EROERE | ALOBTEFENEERALTLS (I NE)
2016 565% 10480/0 SEROEBETHHNOEREZEMLTVS ( EHEAROETEN AT LEFR)
SEBROBTHNOERERE LTVS (ABOBETIENT—EAERE)
2017 65 6% 116 1% BEFENEERTIFEEEL hbshn

(L4882 : JIPDEC IT-Report )
Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Use of e-Contracting Services

B More than 40% companies are using e-Contracts, and jabout 70%]of companies
are using/considering it.

Implement e-Contacts among
Don’t know multiple departments and
11.8% customers (N to N)

22.0%

No plan to use
e-Contracts

20.8%

Implement e-Contacts
with some customers

Plan to implement ~ — (1to N)
e-Contracts in future Plan to implement 22 204
(Use external :

e-Contracting services) e-Contracts in future

(Use e-Contracting
10.2% services system
developed in house) (N=686)
13.0% (Source : JIPDEC IT-Report )

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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3. Internet Trust and its Assessment

B Traditional method to
ensure the trustworthiness
such as F2F verification
does not work for
application services on the
Internet.

It seems
| can rely

B To solve this problem, the
services need to be
assessed neutrally by a
third party.

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Trustworthiness Assessment for Certification
Authorities and e-Contracting Services, etc.

B The trustworthiness assessment framework can be divided
Into 3 levels according to the severity of risk.

In the EU, the member state government grant the
. Larger Risk accreditation. (Listed in the Trusted List)
In Japan, only for electronic signature, the
competent authorities grant accreditation based on

AcCrcditation the e-Signature Act.
Certification based on the criteria of certified

public accountants association, etc.
(WebTrust for CA)

In Japan, accreditation for Time-Stamping

Service by Japan Data Communications

Association (JADAC)

JCAN Trusted Service Registration

Other Trust services
(NOT assessed by third parties)

required.
e.g. corporate system, etc.

_I:Third party’s authorization is not

Source : Drawing based on the concept of eIDAS Regulation
Copyright (c) 2019 JIPDEC. All Rights Reserved.
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4. Outline of JCAN Trusted Service Registration

10

B Target of Trust Service Assessment at present

[ Certification Authority ]

v Issuing Authority, Registration Authority
v'  Local Registration Authority (LRA) (Identity verification, Deliver of
electronic certificate, etc.)

[ e-Contracting Service ]

v User management including identity verification
v"  Management of signhing key

v"  Management of electronic contract

v'Electronic signature function for remote signature

[ Website, e-Mail * - ]

v Under consideration

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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11 |

JCAN Trusted Service Registration (JTS Registration)

B Assessment Requirements for Certification Authority

JIPDEC prepared the requirements based on ETSI TS 102 042 and
WebTrust for CA.

= Plan to use EN 319 401 v2.2.1 and EN 319 411-1, etc. for assessment
as appropriate in future.

= Contribute to provision of more trustworthy electronic certificate in
private industry.

B Assessment Requirements for e-Contracting Services-Remote Signature

JIPDEC prepared the requirements with experts’ opinions about system
operations and management criteria of Certification Authorities and e-

Contracting, and based on the technical requirements of ETSI TS 119 431
(Remote Signature).

= Contribute to provision of more trustworthy e-Contracting services in
private sector.

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Used Area of JTS Registration (CA and LRA)

B Used Areas |

Housing
Industry_ _

Defense

'ndustry
Product TRUSTED j
Safety test || B ﬁ
— o...
Environmental e -
Inspection / 9 IT Software Electricity
JCAN Trusted Service Registration: Transportation Industry Industry

JTS Registration

12 ‘ Copyright (cl E]Oq}ljll%EEyAll Rights Reserved.



JTSEE (BFE2%)

Bil) i bagiig

CZD)

B —EXgNT
A BHEEPESH

1 Copyright (c) 2019 JIPDEC. All Rights Reserved.



JTS Registration (e-Contracting)

7T X\
[ 1))

B Used Areas

Construction
Inspection

Construction
Industry

Financial
Industry

High demand in e-Contracting

services.
Multiple companies are under

assessment now.

13

Housing
Industry

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Registered Organizations of JTS Registration (LRA)

28 organizations are registered.

As of 2019.5.10

Will be released sequentially.
= https://itc.jipdec.or.jp/trustedlist.html

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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15

Registered Organizations and Service Names of
JTS Registration

BJTS Registration (Certification Authority)

 Mizuho Bank, Ltd.
[ Mizuho Bank Certification Authority ]

BJTS Registration (Remote Signhature(e-
Contract))

* Cybertrust Japan Co., Ltd.
[iTrust Remote Signature Servicel

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Remote Signature (e-Contracting)

§”|Trust Remote Signature Service” of Cybertrust Japan Co.,
: Ltd. is registered on April 1stas the first JCAN Trusted
: Service Registration (Remote Signature (e-Contract)).

Provision of o L lopve Q

e-Contracting 5 ' o w
; cybertrust J— — suse ~F
Services, etc. :

Ei
’ TLAYU—2
se of e-Contracting
Services, etc.
# HOME > JL-ZUU—ZR > 2019 §F > B/)(— 3532k iTrust UE— HREY— 22 JIPDEC OWEICESREL. UE— FEESILRS RS2

Application for
JCAN Trusted

Release of  Service ITrust Remote Signature Service of

Browse egistered Registration ~ Cybertrust Japan Co., Ltd. has passed the
Registered Py Assegsment and Registration - 555e5sment of JIPDEC, and first registered
Information offJCAN Trusted Service

Registration as trust services related to remote signature.

~ ERSNCUE— SR —EXLLTERIRE T ~

2019 4H 38
) - SR RS

Hr)— SR MRS (Rl FRGEE, AFRDEEHE  BESA. UT U/ F52M & FB. £
FATOVPADTZH)ALERET S FSA M —EA  TiTrust (P ~SAR) ) 2U—Z@ lTrust UE— B
H-EZ] EBWT. “EHEEADERRERTSEERs (25 L F=. W JIPDEC) HFEETI SN

JcAN H—EZBRERTHS [ICAN FSAFTw B - H—E2BHR (UT—hEE (EFEN) ) | M ~ABEIRETLEZE
TRUSTED SerVICE ERASHLET.

JIPDEC FR—fw8—37 1 ICAN MSAFw - H—EBR] (BFEN)
https://itc.jipdec.or jp/tl/cybertrust_econ.htm| &'

s, EFENTOMOEECEFECEVT. H—/ (—RlOFOISLTEFELATTIVE- MELR. =O0REE
DESHSERCERLTVET. UL, EES0REssY —/ (—RICE. 3—/(—Y RTETEERTOU
T-HELETR. EEEOETI LI TEFELESSN TV B I EMERCEEM R MERDET. 2ok,
UE— FEEFRHT Y- P ATRSEEEE S0 TN CEORECESVTERALTVS VWS TENES L
hET.
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Selection of e-Contracting Services

B Criteriato select e-Contracting services are necessary.

B Especially for SMEs, trustworthy e-Contracting services should be

clearly identified.

Service
A

Service
B

Service
C

\

Assessment Criteria of Trus

/

How on earth can
we choose the
one?

Trusted

/.
®
Service Q

17 Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Cloud based e-Contracting Services

18

B Simple operation with cloud based certificates management.

lectronic
Certificate

NG

==~ (i, EI‘!

lectroni
Certificate

T
fimimmimm

TTITATITm

ﬁ|||||T|||ﬂ
fnmmmmn
AT

ﬂmleﬂ

Signin Bmmmmi
Ke ‘y HImmmm

Com pany A e-contracting Service I Visible Com padny B

company
stamps on
the screen.

Sign electronically after
the confirmation of

COFDanv A’s contract

Upload the contract
| to the e-Contracting
Service.

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Assessment Items of Certification Authority /o

JCAN Trusted Service Registration
(Certification Authority)

User Key
Management Management
B Method of B User Key
issuance application management
B Verification of B Certification
Existence Authority Key
B Account management
Management B Authentication
...etc. B Authorization

verification

B Cryptographic
Module

Technical
Monitoring

B PACS

® Monitoring

B Unauthorized access
H Interception and
Falsification prevention
measure

B Misrecognition
prevention measures

m FW, IDS

...etc.

...etc.
19 ‘ Copyright (c) 2019 JIPDEC. All Rights Reserved.

Others

M Training

B Certification Practice
Statement (CP/CPS)

B Business continuity
plan

B Internal audit

B Risk assessment

...etc.

A,

W/

JCAN

TRUSTED SERVICE
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Registration of e-Contracting Services

B Assessing e-Contracting Services with cloud based

e-Signature.
Certification
Authority(CA)

e-Contracting Service

Signing Key management

User
Management

(Registration,
Authentication)

Document Management Signing key function

------ Remote Signature part
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Assessment Items of e-Contracting Services

JCAN Trusted Service
Registration(e-Contracting) —

Remote Signature mu;lrg:@e':luce

User
Management

W User verification

B User’s information
management

B Account
management

...etc.

Signing Key
Management

B Generation of
Signing Key

Bm Signing Key and
User identification
management

B Protection of
Signing Key

...etc.

Electronic Electronic
Contract Signature
Management Function

Others

B Signature verification ® Electronic signature ™ Training

mechanism environment B Business continuity

B Access control B Set of Long-term plan

to electronic contract | signature B Internal audit

...etc. ...etc. B Risk assessment
...etc.

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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5. Toward the Realization of Trust

B Complete digitization of business documents

JCAN

TRUSTED SERVICE

B Prevention of falsification of data and spoofing
B Adoption as procurement criteria, etc.
B Cooperation with International standardization activities

B Cooperation with assessments for other cloud based services

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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JTS Adopted as Bidding Requirements of
Acquisition, Technology & Logistics Agency

B Electronic Certificate fulfilling the registration
criteria is regarded as it is equivalent to the

- - . gm JCAN
Public Electronic Certificate.

» Public Notice No. 163 dated September 14", 2018

(Excerpt from the Specification)

Issued Electronic Certificate shall be the electronic certificate issued
by the Certification Authorities fulfilling “Web Trust for CA Criteria”,
“ETSI Standards” or “JCAN Trusted Service Registration Criteria”.

23 ‘ Copyright (c) 2019 JIPDEC. All Rights Reserved.
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BEXDTM Standard Association xDTM

7 A )VERGI BB (CRET S RUBDIEMS LU EBDIZHICEHII,
KEIZ iDL C300 7 EX DRSS LU BUTFHEDIFEFIEED A .
JIPDECE2017FE LD SN,

Toru Yamauchi

f\‘fanaging Director and Head ofz‘he
Internet Trust Center, [IPDEC

Board Members& UT. SHEDHDINE
DEFE. JOADEB{LEHEE
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International Cooperation of Electronic Business Environment
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BEXDTM Standard Association xDTM

Established in order to develop and manage the standards related to digitai

transaction management.
Consists of more than 300 companies and governmental non-profit

organizations mainly from the US.

JIPDEC became a member in 2017
Toru Yamauchi

Chairman of the Board

f\fanag’ng Director and Head of the
Internet Trust Center, [IPDEC

Promote digitization of trustworthy documents
and process automation as one of the Board

Members.

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Promotion together with Other Organizations

B Japan Data Communications Associations
Japan Trust Service Forum

@)15F

=»Cooperate in research and study, provide and share the
Information about trust services, and promote public awareness

B Japan Trust Technology Association JTZA

=»Discuss and develop technical guidelines about trust services,
and promote public awareness

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Use Case of JTS Registration | Strict Operation

BJTS Registration (Remote Signature(e-Contract))

v Cybertrust Japan Co., Ltd.

®Protect User’s Information
® Management of User Identification Information
¥ Management of User’s Signing Key
®Security Management
@ Signature Creation Environment
®Stable Operation of Business
®Risk Assessment
®Business Continuity Plan, etc.

IT Industry

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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Use Case of JTS Registration | Strict Operation

BJTS Regqistration (LRA) !
®ldentity Verification
®|ssuance and Operation Management of

Electronic Certificates Critical Infrastructure
®Lifecycle Management of Electronic Certificates, etc. Industry

| & €

v'Docusign, Inc.
Use Case of JTS Registration in Japan

v'NS Solutions Corporation T
Spread of e-Contracting Use ﬁlll”ﬁ

Copyright (c) 2019 JIPDEC. All Rights Reserved.
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JIPDEC for realizing the Internet
Trust together with you.

BT —
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