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*¥E FPKIOEE

E Governance Act of 2002
EHBFOEFIEICHIF=&1E

FISMA(Federal Information Security Management—Modernization Act)
ERFEBREX 1) TAIRDAVNE
ERBAREO X1 T8 E R NISTIZEXR U TAIREOHTIRS1 DK EEHEE,

ICAM (Identity, Credential and Access Management)
YA A B EH CEYGERISED GV ERATESESIZTS

FICAM (Federal Identity, Credential and Access Management)
KEERBAFDICAMDOEETHY . BFFHEHK— DICAMBE RRNT SV T4 R REH R H

OMB M-04-04
NIST SP 800-63
BREEDREEL N IL(LoAVEFITE (1AL, FAL, AAL)

Cosmos
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Back ground of US Federal PKI

E Governance Act of 2002
Law for digitalization of federal government

FISMA(Federal Information Security Management—Modernization Act)

Mandating security enforcement to federal agencies. NIST to develop FIPS(Federal Information Processing Standards) to s
upport FISMA risk- management framework.

ICAM (Identity, Credential and Access Management)
Right person is accessing the right information at the right time for the right reason.

FICAM (Federal Identity, Credential and Access Management)

ICAM implementation of US federal government and provides ICAM standards, best practices and implementation guida
nce.

OMB M-04-04
NIST SP 800-63
Defines Level of Assurance (LoA )for electronic authentication (IAL, FAL, AAL)

Cosmos
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FICAM E Identity Management

.allows an organization to construct a trusted digital
identity based on an individual's defining attributes.

Identity Proofing * Creation * Maintenance
Identity Resolution * Deactivation J

The functions that enabie
arganizations to make
programmatic decisions,
manage enterprise policies,
and promote program
efficiency.

Governance

Enterprise Governance
Auditing & Reporting
Redress
Recovery

01101001010
101 111
100 1101
L0 010
0 1

2

Y

Access Management

..allows an organization to leverage trusted identities
and authoritative credentials to ensure only permitted
individuals are granted access to protected resources.

Palicy Administration = Entitlement Management ® Provisicning
Authentication = Authorization

Cosmos

POFESSIONALS OF SAFETY ENGINEERING

Credential Management

..allows an organization to associate a digital identity
with authoritative proof of that claimed identity.

Sponsorship * Regisiration » Issuance
Maintenance = Revocation

The functions that allow an
organization to accept ICAM
information and decisions
across organizational
boundaries based on an
established trust

Federation
M
Atiribute Exchange
Credential Translation
Credential Bridging
Folicy Alignment

H{# : ldmanagement.gov
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Credential Management

..allows an organization to associate a digital identity
with authoritative proof of that claimed identity.

Sponsorship * Regisiration » Issuance
Maintenance = Revocation

The functions that allow an
organization to accept ICAM
information and decisions
across organizational
boundaries based on an
established trust

Federation
M
Atiribute Exchange
Credential Translation
Credential Bridging
Folicy Alignment
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Provide PIV)

FPH Trust
Infrastrocture .
Federal

Common
Policy

Symantec

Vet Affairs @
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FPKI Topoloo

Provide PIV)

FPH Trust
Infrastrocture .
Federal

Common
Policy

Symantec

Vet Affairs @
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FPKIFROS—@Oa7

« FCPCA, Federal Common Policy CA
* FPKIORS ATV H—
« SHAT1 FRCA
« LAL—
« FBCA, Federal Bridge CA
o FSRMNT Ty
« EGCA, e-Gov CA
» ICAM Application
« SSA, Shared Service Provider
- BUFERZRELE (REBAFHE)

Cosmos ti #8: [dmanagement.gov
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Core Components of FPKI Topology

FCPCA, Federal Common Policy CA
 Trust anchor of FPKI
SHA1 FRCA
* Legacy system
FBCA, Federal Bridge CA
 Trust Hub, Bridge.
EGCA, e-Gov CA
» ICAM Applications
SSA, Shared Service Provider
« CA dedicated for Federal Agency

Cosmos i #2: [ dmanagement.gov
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FPKI X LoA (NIST SP 800-63)

Token and
Certificate Policy ID Proofing Token Credential

Overall LOA
Equivalence

Common-Auth
PIV-I Auth

SHA1 Auth
Common —-SW
Common-HW

PIV-I1 HW
SHA1-HW
Common-High
FBCA-High

FBCA Basic

FBCA Medium
FBCA Medium CBP
FBCA MediumHW
FBCA MediumHW-CBP
Common-cardAuth
PIVI-cardAuth
SHA1-cardAuth

H# : [dmanagement.gov
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RS —TvEL S

OB E 2L (Cross-certificate) DRMHREHELTDRY L —IvE LS

OB E A9 ARB/AELDFEBAERY) L —ZHEREL
LLERAIRETHY . RIF THAH_ELZEEDD

FCPCA Policy FCPCA OID FBCA OID FBCA Policy

common-policy 2.16.840.1.101.3.2.1.3.6  2.16.840.1.101.3.2.1.3.3 = FBCA-medium

common-High 2.16.840.1.101.3.2.1.3.16 | 2.16.840.1.101.3.2.1.3.4 | FBCA-High
2.16:840.1.10132.1.3.7 2.16.840.1.101.3.2.1.3.12 | FBCA-mediumHW

common-devices 2.16.840.1.101.3.2.1.3.8 2.16.840.1.101.3.2.1.3.37 | FBCA-mediumDevice
common-devicesHW  2.16.840.1.101.3.2.1.3.36 = 2.16.840.1.101.3.2.1.3.38 = FBCA-mediumDevice-HW

H# : [dmanagement.gov



Policy Mapping

®Policy mapping as precondition of Cross-certificate with Bridge CA

®CAs need to check the each other’s certificate policy and recognize them as comparable and eq
uivalent.

FCPCA Policy FCPCA OID FBCA OID FBCA Policy

common-policy 2.16.840.1.101.3.2.1.3.6  2.16.840.1.101.3.2.1.3.3 = FBCA-medium

common-High 2.16.840.1.101.3.2.1.3.16 | 2.16.840.1.101.3.2.1.3.4 | FBCA-High
2.16:840.1.10132.1.3.7 2.16.840.1.101.3.2.1.3.12 | FBCA-mediumHW

common-devices 2.16.840.1.101.3.2.1.3.8 2.16.840.1.101.3.2.1.3.37 | FBCA-mediumDevice
common-devicesHW  2.16.840.1.101.3.2.1.3.36 = 2.16.840.1.101.3.2.1.3.38 = FBCA-mediumDevice-HW

Hi{# :[dmanagement.gov



RS —3vE T GEBRE D LR FHIR)

a Certificate : | i 2 Certificate
General | Detals | Certfication Path ] | | General | Details | Certiication Path |

Certification path

| 7 LR Certificate Information

This certificate is intended for the following purpose(s): L

+Ensures the identity of a remote computer A IdenTrust Global Common Roo...

*Proves your identity to a remote computer 8 RSA (4096 Bits)

*Protects e-mal messages i) [lxmucPoty Policy Ide...

*Ensures software :hune fvom soitv:‘e publisher

*Protects software from alteration after publication

* Allows data to be signed with the current time 2 [1]authorkty Info Access: Acc...

Authority Information Access  [1]Authority Info Access: Acc...

& | Authority Key Identifier KeylD=bb ce 74 71 83 34 4¢ 5...

Tesueti b TonTnit B bl Emsion ok GA J1c) Nistribebion Boinke 110D Nichribu bion Brink: Distr

Issued by: Federal Bridge CA 2013

valid from 4/13/2015 to 4/13/2018

St bomanaz 16,640.1.11369.0.100.3.2
S)issuer Domain=2.16,840.1.101.3.2.1.3.37

Issuer tatement Edk Properties...

FPKI Partner OID Federal Bridge OID Common Policy OID Common Policy Equivalent

2.16.840.1.113839.0.100.2.1  2.16.840.1.101.3.2.1.3.2 N/A No Mapping
2.16.840.1.113839.0.100.37.1 2.16.840.1.101.3.2.1.3.37 2.16.840.1.101.3.2.1.3.8 Medium Device Certificate

2.16.840.1.113839.0.100.38.1 2.16.840.1.101.3.2.1.3.38 2.16.840.1.101.3.2.1.3.36 Medium Device HW Certificate

H{ 8 : [dmanagement.gov



Policy Mapping (in Certificate extension)

A Certificate ol | i BE Certificate
General | Detals | Certfication Path ] | | General | Details | Certiication Path |

Certification path

| 7 LR Certificate Information

This certificate is intended for the following purpose(s): L

+Ensures the identity of a remote computer A IdenTrust Global Common Roo...

*Proves your identity to a remote computer 8 RSA (4096 Bits)

*Protects e-mal messages i) [lxmucPoty Policy Ide...

*Ensures software :hune fvom soitv:‘e publisher

*Protects software from alteration after publication

* Allows data to be signed with the current time 2 [1]authorkty Info Access: Acc...

Authority Information Access  [1]Authority Info Access: Acc...

& | Authority Key Identifier KeylD=bb ce 74 71 83 34 4¢ 5...

Tesueti b TonTnit B bl Emsion ok GA J1c) Nistribebion Boinke 110D Nichribu bion Brink: Distr

Issued by: Federal Bridge CA 2013

valid from 4/13/2015 to 4/13/2018

St bomanaz 16,640.1.11369.0.100.3.2
S)issuer Domain=2.16,840.1.101.3.2.1.3.37

Issuer tatement Edk Properties...

FPKI Partner OID Federal Bridge OID Common Policy OID Common Policy Equivalent

2.16.840.1.113839.0.100.2.1  2.16.840.1.101.3.2.1.3.2 N/A No Mapping
2.16.840.1.113839.0.100.37.1 2.16.840.1.101.3.2.1.3.37 2.16.840.1.101.3.2.1.3.8 Medium Device Certificate

2.16.840.1.113839.0.100.38.1 2.16.840.1.101.3.2.1.3.38 2.16.840.1.101.3.2.1.3.36 Medium Device HW Certificate

H{ 88 : [dmanagement.gov



PIV (Personal Identity Verification)

BB A (R UVERHE) [ (FIDA—F
HSPD12 (Homeland Security Presidential Directive) 0CT2010 —[Eowr
NIST FIPS 201

AEEAE
PIV Authentication
Card Authentication
Digital Signature
Encryption

FAiE:
PACS. LACS
Z4

E=1t

Cosmos
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PIV (Personal Identity Verification)

ID card for employees of Federal Agency (and Contractor)
« HSPD12 (Homeland Security Presidential Directive) 0CT2010 —[Eowr
« NIST FIPS 201

oc‘o —E)rganizzﬁon
o[ Cm —[Aﬂiaﬁon
Certificates et i
* PIV Authentication .

Expres ,_"‘4 .
« Card Authentication 20100CT27  —{ Expiraion Ome

« Digital Signature
* Encryption

Usage:

+ PACS. LACS
« Signature

* Encryption

Cosmos

POFESSIONALS OF SAFETY ENGINEERING H:II ﬁ . Wlklpedla



Derived PIV

PIVA—FDFEFEM., PVIL T v ILERARITIEIANT DL A

LoA3orLoA4

i &

3 An individual requests a derived PIV
from an approval authority

3 The credential is securely issued to
the individual's mobile device.

2. Request Approved

Kl
w

Q The approval authority reviews the
request. If valid, it is approved.

6. Token Activated

oS A
P B

QO The individual is prompted to activate
the token by establishing a shared
secret.

3. Authentication
B &
w
A 4
Q The individual contacts a CSP that
provides derived PIVs and is
authenticated using their PIV card.

Authentication may occur virtually (LOA3) or
in person (LOA3 & LOA4).

7. Functionality Verified

i~ @

Q The individual verifies token
functionality through a test system.

4. Token Generated

2 .
v a
Netm

QO The CSP generates the credential toke
and securely issues it to the individual.
The issuer could be s person or s system.

{88 : [dmanagement.gov




Derived PIV

PIV credential (Certificate) for mobile device(e.g. smartphone)
LoA3orLoA4

1. Request Issued 2. Request Approved 3. Authentication

@ @ e o © .
—
v
3 An individual requests a derived PIV Q The approval authority reviews the Q The individual contacts a CSP that
from an approval authority request. If valid, it is approved. provides derived PIVs and is
authenticated using their PIV card.

Authentication may occur virtually (LOA3) or
in person (LOA3 & LOA4).

5. Token Issued 6. Token Activated 7. Functionality Verified

a—8 F—B §—@

Q The credential is securely issued to Q The individual is prompted to activate Q The individual verifies token
the individual's mobile device. the token by establishing a shared functionality through a test system.
secret.

4. Token Generated

2 .
v a
Netm

Q The CSP generates the credential toke:
and securely issues it to the individual.
The issuer could be s person or s system.

{88 : [dmanagement.gov



FICAM Test Program

* Validation System
® PACS Infrastructure
® PIV Reader

* Access Controls Products
* Mobile

* PKI Validation Engine

® Caching Status Proxy

* PIV Middleware

* SCVP Service

Physical
Access
Control
System (PACS)
Topology

Logical Access
Control
System (LACS)

Credentialing
System

* Application Clients

* Badge Holder

 Card reader

¢ PIV Middleware

* PKI Validation Engine

 Certification Authority

* Card Management System (CMS)

¢ Identity Management System
(IDMS)

* Enrollment Station

¢ Issuance Station

H# : I[dmanagement.gov



FICAM Test Program

* Validation System
® PACS Infrastructure
® PIV Reader
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i 88 : Idmanagement.gov



And PIV-I (Interoperable)...

PVODRF—LZEERBIZHEK
PIVOE iTiZE£ @& L= RS m 171DA—K +PIV-IZEERE

PIVRNTIRIE (DFYBUAF S AT L BUF % SF) CIREEFI A (TR AERTE)
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And PIV-I (Interoperable)...

Extension of PIV scheme to private sector

PIV technical conformant ID card and certificate (PIV-I certificate) for
public sector

Interoperable with PIV environment (Federal system and facilities)

Cosmos

POFESSIONALS OF SAFETY ENGIN



finZE X R M (TPKI

« MEFH BEXRITI)YICA

« CertiPath Bridge CA

« XRMOHETERIL
e CBCA&@*EEDIL\_EIMIJ:\
PMAo)ﬁmuh\’ ‘g

Cosmos

POFESSIONALS OF SAFETY ENGIN

CertiPath
Root CA

Air Canada

Lockheed Martin

Raytheon

CertiPath Bridge
(CBCA)

Northrop Grumman

Boeing
NextgenlD

Carillon

Netherlands Ministry of Defense

Hi 8 - www.certipath.com



FPKI for Private sector (A&D

CertiPath Bridge CA

Bridge CA for Aerospace and Defense CertiPath
Industry oot e

« Founded by stakeholders; et
Lockheed Martin, Raytheon, Lockheed Martin
Northrop Grumman Boeing and etc. Rayiheon

CertiPath Bridge
(CBCA)

Northrop Grumman

Boeing

« Cross certificate with CBCA requires
Policy Mapping and PMA approval.

NextgenlD

Carillon

Netherlands Ministry of Defense

Cosmos

Hi B - www.certipath.com
POFESSIONALS OF SAFETY ENGIN



FPKI for Private sector (A&D)

DO178C&EARINC827

DO178C

FAA (7 AU FEFBHZE D) . EASA (BRI ZE T £ 1#B8H) & U Transport Canada (h74% E#g&) N EEALT-
VIR IT7HELUVHIEINSGEEEZ ST AT LD FEHHE R

ﬂﬁg*%@‘/jl‘rbITEBun(iuwfﬁ*ﬁ' ctén:l:ﬁﬁ/nl..nIEh\Z"E
IR IDIT AT H A IVEH/\— (BHET =G F =5 ER (1RELE) )

ARINC827
Airline Electronic Engineering CommitteeSMERLL 1=
VIO I 7D EFHIGEMICET SR8

(13) DOWNLOADING & INSTALLING

yjl‘#l?“ﬁnnéCBCAt*EEnb nIEL/T_m_, nIEFJO) 0 CRATING
AEBAE CTE A

Hi 8 : https://www.carillon.ca/



FPKI for Private sector (A&D)

DO178C and ARINC827

DO178C

primary document by which the certification authorities such as FAA, EASA and Transport Canada
approve all commercial software-based aerospace

-whole software lifecycle from planning, development to test/review is covered.

ARINC827
Standard created by Airline Electronic Engineering

Committee for electronic distribution of
software parts

(3) DOWNLOADING & INSTALLING

oD _

Software parts are signed with Certificate issued
by CAs cross certified with CBCA.

Hi 8 : https://www.carillon.ca/



WebTrust for CA

AICPACKE A REHITHE)RUCICAOFT FMHF LT THE) ICLH TEE
SNTWAERI/FDEETOT S A

WebTrust Principles and Criteria for Certification Authority

WebTrust Principles and Criteria for Certification Authority — Extended Validation

WebTrust Principles and Criteria for Certification Authority — Extended Validation Code Signing
WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security

AR EEMN?

-

WebTrust for CADEEE (BUWLMIETSIDEE) MEBELITSOHF DS AN AMADEEFED—DIZ%HE-T
AV

Cosmos
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WebTrust for CA

Audit Program for organized by AICPA CICA for CAs

WebTrust Principles and Criteria for Certification Authority

WebTrust Principles and Criteria for Certification Authority — Extended Validation

WebTrust Principles and Criteria for Certification Authority — Extended Validation Code Signing
WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security

Why WebTrust for CA so important?
-)

Because WebTrust for CA Audit is a part of trusted root CA program of major browser benders.

Cosmos

POFESSIONALS OF SAFETY ENGINEERING



PTCES Z Hi| B L 8%

WebTrust for CA ETSI

AICPA/CIC

Licensed P
ractitioners

Cosmos

POFESSIONALS OF SAFETY ENGINEERING

A

National A
ccreditatio
n Body

Conformit
y Assessm
ent Body

CA

EEREZRETETD
w2 € B B

EE#HE

WEENR (EEEH)



PTC audit scheme

WebTrust for CA

AICPA/CIC

Licensed P
ractitioners

ETSI

Cosmos

POFESSIONALS OF SAFETY ENGINEERING

National A
ccreditatio
n Body

Conformit
y Assessm
ent Body

Authorities to accre
dit the assessment
bodies

assessment bodies

CA to be assessed



IMRT-WG (International Mutual Recognition T
echnical WG)

BEXRZOFUMNMFICEYPKIZER—RELIFSADHE AR ERME R M ORET T 5 8DWGE20185F 108 12583L

R FE B B EER (BEXE)
A IN—:
US:

Judith Spencer(CertiPath), David Simonetti (SafeBioPharma), Matt King (SafeBioPharma), Patrick Patterson
(A4A, Carillon),

EU:

Nick Pope (Thales), Arno Fiedler (Nimbus), Olivier Delos (Sealed), Daniel Kinlock (Entrust Datacard), Viky
Manaila (Trans Sped srl),

JP:
Soshi Hamaguchi (Keio University), Kazuo Noguchi (Keio University), Atsushi Inaba (GMO Global Sign),

Others:
Kirk Hall (CA/B Forum, Entrust Datacard)

F2FE—F >4 2[@ (2018108 @R L) > 2019F58 @< hD.C)
oS543 —F42% 5E



IMRT-WG (International Mutual Recognition T
echnical WG)

IMRT-WG will explore the technical foundations of international mutual recognition of trust services giving full support
to the implementation of legal recognition agreements.

Chair: Prof. Tezuka Satoru (Keio Univ.)
Member:
US:

Judith Spencer(CertiPath), David Simonetti (SafeBioPharma), Matt King (SafeBioPharma), Patrick Patterson
(A4A, Carillon),

EU:

Nick Pope (Thales), Arno Fiedler (Nimbus), Olivier Delos (Sealed), Daniel Kinlock (Entrust Datacard), Viky
Manaila (Trans Sped srl),

JP:
Soshi Hamaguchi (Keio University), Kazuo Noguchi (Keio University), Atsushi Inaba (GMO Global Sign),

Others:
Kirk Hall (CA/B Forum, Entrust Datacard)

2 times F2F meetings (2018410 @berlin, 201945 H @Washington D.C)
5 times online meetings



IMRT-WG® R R B

TSIA E#ET H41EE _ TSI for P ebTrust for PTC [ETSI for eIDAS _ panese electronic Signature Act

CA/Application agreement grﬁ/ei;:pllcatlon 39 &IDAS Regulation E-Government Act of 2002 BETFERRVUBDIXEBICETDEE

Acceptance by application roo Acceptance by appliLegal recognition of tru dentity management and trust across organizati s .5 ¢y s P FE BRI L BB FEIEIZILLHET S

t store cation root store st services, ggal operational, physical and network boundari 3.\ &5+ sy m| 13t £ @FEBDHLE

Authentication (Personal ID and Device ID)
Signature
Encryption

X Signature, ERDS, Timest
77U —3¥  Web Servers Web Servers amp, e-Seal, Website (s
erver) authentication

(Content signing, FIPS201 e.g. PIV) B2
(Card Authentication, FIPS201 e.g. PIV used for P
ACS)

Web Servers (aligned with CAB Forum Requirem
ents, separated root CA)

EU public, business and

=74 Global Public Global Public
government

US Public, Business and Government JP Public, business and government

BEEEE
ClO Council WBE
EBE
FAFNHEES CA/Browser forum CA/Browser forum EU Commission N/A N/A
None
= National Accreditation Bodies jatiopallacsieditations EXERL
ERTEHEES ) h AICPA/CIPA odies (coordinated via E (Cross-Cert with FBCA requires Third Party Audit) @z:ﬁ
A) EHAE

National supervisory bo

Governor Application provider Application providerdy

(coordinated via EA)
Audit letter has to be sent FPKI PA.

= Conformity Assessment Body (Licensed Practitione A o
LR Accredited by NAB) - N/A FPKI Policy Authority Same as above
[y Conformity Assessment Body ( Conformity Assessment
B ERERE Accredited by NAB) Body

RFC5280 RFC5280

X.509 RFC5280 X.509

RFC3647 X.509 RFC3647

FIPS140-2 RFC3647 FIPS 140-2 R

CC EAL4 CC EAL4

RiTEH NIST SPs,
HATRE ETSI Standards WebTrust Criteria  ETSI Standards FIPS 201, REREE
FPKIPA Documents

Technical CompliancLegal admissibility + Te Technical Compliance,
e chnical Compliance Interoperability with Federal PKI system

Same as above FPKI Certification Policy Working Grou EEREME

RFC5280
X.509

FREEL ~IL Technical Compliance Legal admissibility + Technical Compliance

BERREUE DI A+
F 27X FOREBE FSRAMDABAZE  Browsers/OSs Browsers/OSs Trusted List Federal Bridge CA




';ﬁlla _ TSI for P ebTrust for PTC [ETSI for eIDAS _ panese electronic Signature Act

CA/Application agre

E-Government Act of 2002
ement

CA/Application agreement elDAS Regulation Act on Electronic Signatures and Certification Business

Identity management and trust across organizati
onal, operational, physical and network boundari
es.

To promote the distribution of e-document through ensu
ring the smooth use of e-Signatures.

Acceptance by application roo Acceptance by appliLegal recognition of tru

Objective t store cation root store st services,

Authentication (Personal ID and Device ID)

Legal context

Signature, ERDS, Timest
amp, e-Seal, Website (s
erver) authentication

Application Web Servers Web Servers

EU public, business and

Global Public
government

Community Global Public

National supervisory bo

Governor Application provider Application Providerdy

Harmonization Body CA/Browser forum CA/Browser forum EU Commission

National Accreditation Bodies iaropallaceieditations

(coordinated via EA) (YR

supervision & 2 Accreditaiton Body

uditing

Conformity Assessment Body (Licensed Practitione

Accredited by NAB) rs A

Certification Body

Conformity Assessm Conformity Assessment Body (Same as above Conformity Assessment
ent Body Accredited by NAB) Body

RFC5280 RFC5280
Harmonized standarx'509 RFC5280 X.509
ds RFC3647 X.509 RFC3647
FIPS140-2 RFC3647 FIPS 140-2

Technical requir CCEAL4 CCEAL4

ements Supporting Technica

| Documents ETSI Standards

WebTrust Criteria  ETSI Standards

Assurance to be ach
ieved

Technical CompliancLegal admissibility + Te

Technical Compliance ; !
e chnical Compliance

=t z?g;esenta.rrust representation Browsers/OSs Browsers/OSs Trusted List

Signature
Encryption

(Content signing, FIPS201 e.g. PIV)

(Card Authentication, FIPS201 e.g. PIV used for P

ACS)

Web Servers (aligned with CAB Forum Requirem

ents, separated root CA)

US Public, Business and Government

CIO Council

N/A
None

Audit letter has to be sent FPKI PA.

FPKI Policy Authority

FPKI Certification Policy Working Grou

RFC5280
X.509
RFC3647
FIPS 140-2

NIST SPs,
FIPS 201,
FPKIPA Documents

Technical Compliance,
Interoperability with Federal PKI system

Federal Bridge CA

Signature

JP Public, business and government

Ministry of Economy, Trade and Industry.
Ministry of Internal Affairs and Communications.
Ministry of Justice.

N/A

Ministry of Economy, Trade and Industry.

odies (coordinated via E (Cross-Cert with FBCA requires Third Party Audit) Ministry of Internal Affairs and Communications.
A)

Ministry of Justice.

Same as above

Designated Investigation Organization

Accreditation Criteria

Legal admissibility + Technical Compliance
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Thank you for your attention
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