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March 19 (Asia Today) - A suspected deepfake job applicant infiltrated an online hiring
interview at a Japanese IT company, raising concerns about possible links to North Korean
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Mapping Al Risk Mitigations

Evidence Scan and Draft Mitigation Taxonomy

July 2025

Alexander K. Saeri, Sophia Loy ge, Jess Graham,
Clelia Lacarriere, Peter Slattery, Neil Thompson

1. Governance & Oversight Controls

Formal organizational structures and policy
frameworks that establish human oversight
mechanisms and decision protocols to ensure
human accountability, ethical conduct, and
risk management throughout Al development
and deployment.

1.1 Board Structure & Oversight

1.2 Risk Management

1.3 Conflict of Interest Protections

1.4 Whistleblower Reporting & Protection

1.5 Safety Decision Frameworks

1.6 Environmental Impact Management

1.7 Societal Impact Assessment

2. Technical & Security Controls

Technical, physical, and engineering
safeguards that secure Al systems and
constrain model behaviors to ensure security,
safety, alignment with human values, and
content integrity.

2.1 Model & Infrastructure Security

2.2 Model Alignment

2.3 Model Safety Engineering

2.4 Content Safety Controls

3. Operational Process Controls

Processes and management frameworks
governing Al system deployment, usage,
monitoring, incident handling, and validation,
which promote safety, security, and
accountability throughout the system
lifecycle.

3.1 Testing & Auditing

3.2 Data Governance

3.3 Access Management

3.4 Staged Deployment

3.5 Post-Deployment Monitoring

3.6 Incident Response & Recovery

4. Transparency & Accountability Controls

Formal disclosure practices and verification
mechanisms that communicate Al system
information and enable external scrutiny to
build trust, facilitate oversight, and ensure
accountability to users, regulators, and the
public.

4.1 System Documentation

4.2 Risk Disclosure

4.3 Incident Reporting

4.4 Governance Disclosure

4.5 Third-Party System Access

4.6 User Rights & Recourse
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