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e P.9-11: Facilities in Buildings
e closed circuit camera systems
e access control systems
e fire annunciation and suppression systems
e heating, ventilation, and air conditioning systems
e power and lighting control systems

e elevator control systems



e P.9-11: Facilities in Buildings
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* P.18 : Cyber Security Risk

allowing people to gain unauthorized access to facilities;

damaging temperature-sensitive equipment, such as in
data centers

causing life-safety systems such as fire alarms or sprinklers
to give false alarms or fail to alarm in the event of an
emergency, malfunctions that could result in injury or a
loss of life;

disabling facilities due to lack of power or other
environmental needs;

providing access to information systems;
having to temporarily evacuate facilities; -

damaging the government’s credibility if it was unable to
protect its employees.
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DCEM(Data Center Energy Management)

1. Cyber Security for Facility e
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