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Modernization Act (FISMA) of 2014, 44 U.S.C. § 3551 et seq., Public Law (P.L.) 113-283. NIST is responsible for developing
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and guidelines shall not apply to national security systems without the express approval of appropriate federal officials exercising
policy authority over such systems. This guideline is consistent with the requirements of the Office of Management and Budget
(OMB) Circular A-130.
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agencies by the Secretary of Commerce under statutory authority. Nor should these guidelines be interpreted as altering or
superseding the existing authorities of the Secretary of Commerce, Director of the OMB, or any other federal official. This publication
may be used by nongovernmental organizations on a voluntary basis and is not subject to copyright in the United States. Attribution
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endorsement by NIST, nor is it intended to imply that the entities, materials, or equipment are necessarily the best
available for the purpose.

There may be references in this publication to other publications currently under development by NIST in
accordance with its assigned statutory responsibilities. The information in this publication, including concepts and
methodologies, may be used by federal agencies even before the completion of such companion publications.
Thus, until each publication is completed, current requirements, guidelines, and procedures, where they exist,
remain operative. For planning and transition purposes, federal agencies may wish to closely follow the
development of these new publications by NIST.

Organizations are encouraged to review all draft publications during public comment periods and provide feedback
to NIST. Many NIST cybersecurity publications, other than the ones noted above, are available at
http://csrc.nist.gov/publications/ (http://csrc.nist.gov/publications/).

Comments on this publication may be submitted to:

National Institute of Standards and Technology
Attn: Applied Cybersecurity Division, Information Technology Laboratory
100 Bureau Drive (Mail Stop 2000) Gaithersburg, MD 20899-2000

Email: dig-comments@nist.gov (mailto:dig-comments@nist.gov)

All comments are subject to release under the Freedom of Information Act (FOIA).

Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology (NIST) promotes the U.S.
economy and public welfare by providing technical leadership for the Nation’s measurement and standards infrastructure. ITL
develops tests, test methods, reference data, proof of concept implementations, and technical analyses to advance the development
and productive use of information technology. ITL's responsibilities include the development of management, administrative,
technical, and physical standards and guidelines for the cost-effective security and privacy of other than national security-related
information in federal information systems. The Special Publication 800-series reports on ITL’s research, guidelines, and outreach

efforts in information system security, and its collaborative activities with industry, government, and academic organizations.

Abstract
This document and its companion documents, SP 800-63, SP 800-63A, and SP 800-63B, provide technical and procedural

guidelines to agencies for the implementation of federated identity systems and for assertions used by federations. This publication

supersedes corresponding sections of SP 800-63-2.


http://csrc.nist.gov/publications/
mailto:dig-comments@nist.gov

2017.10.270IDF-J&JIPDEC OpenlDBizDay#11
These guidelines provide technical requirements for federal agencies implementing digital identity services and are not intended to

constrain the development or use of standards outside of this purpose. This guideline focuses on the use of federated identity and
the use of assertions to implement identity federations. Federation allows a given credential service provider to provide
authentication and (optionally) subscriber attributes to a number of separately-administered relying parties. Similarly, relying parties

may use more than one credential service provider.

Keywords

assertions; authentication; credential service provider; digital authentication; electronic authentication; electronic credentials;

federations.
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Requirements Notation and Conventions

The terms “SHALL” and “SHALL NOT” indicate requirements to be followed strictly in order to conform to the publication and from

which no deviation is permitted.

The terms “SHOULD” and “SHOULD NOT” indicate that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the

negative form) a certain possibility or course of action is discouraged but not prohibited.
The terms “MAY” and “NEED NOT” indicate a course of action permissible within the limits of the publication.

The terms “CAN” and “CANNOT” indicate a possibility and capability, whether material, physical or causal or, in the negative, the

absence of that possibility or capability.
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1 Purpose

This section is informative.
AKUDAFT—2 3> EfFRERF 1 A I~ SP 800-63 (sp800-63-3.html), SP 800-63A (sp800-63a.html), SP 800-63B (sp800-
63b.html) T, Credential Service Provider (CSP) 7' Digital Authentication & 339 DROIEMIINAA RS > &R

ARF1A> b~ SP 800-63C Tld, Federated Identity = XA ICF 13 Identity Provider (IdP) & Relying Party (RP) (CH 9 &4
%9 . Federation ZHE I D&, HD—DD IdP 1Y, 37 U TEBIBIE SN/ZHEED RP (CX3 LT, Assertion Zi&@U T,
Authentication & (723 > T) Subscriber @ Attribute ZiRMt 9 2T ENNTE S, AKIC RP WMEHD IdP ZFIR I &ETE

3.


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63-3.html
https://openid-foundation-japan.github.io/800-63-3-final/sp800-63a.html
https://openid-foundation-japan.github.io/800-63-3-final/sp800-63b.html
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2 Introduction

This section is informative.

Federation (& Network &t = /=> X5 /AR T Authentication 3K TF Subscriber Attribute DIBIREAGZERIEE(C I D TOTXTY.
Federation =7 'J AT Verifier 72U\ CSP (& Identity Provider / IdP &IF(EH, RP (& I1dP MR T B IBHRZZITEDFIA T 2 EHK
E1RB.

Federated Identity = X5 A&, LEEIRIZFTET DI=sI(C Assertion ZF|FH T B. Assertion (&, IdP 75 RP (CHT/z Subscriber
[CRIT DB ESATERAT— b XA > N TS, Federation $4fild, —A%HIC RP & IdP BEIRDERTH D, BERDEERT(CHDIHE
(CHIFAEMNS. RP (& Assertion (CEFENDIE#HR%ZFIF L T Subscriber Z3#5I L, RP BB T (CE <KUY —XIC Subscriber A
Access 3 BDBRD Authorization SREZ1TS. Assertion [F385F Subscriber DRI FZESH, BED RP D1 >F50>23> &
Subscriber Z#R DD C & & AJREIC T BD. Assertion (d=5(C Attribute Value Y2 Attribute Reference &=+, RP T Authorization
REDBR(C Subscriber (CDWTHDRDFUWMFHZEILRZ D2 E6HD. KD ARUERR Federation 7’00 K )LICH LTI, Attribute
7Y Assertion DAV TR DERD ENB T EEHD. TS\ fE Attribute Value 12 Attribute Reference (&, Attribute Based Access
Control (ABAC) (Cd5|+2 Access HERDIRTE (CFEONTZD, S H 0 3 2% {BE (e.g., BEOXRAERT) LIZDT 3.

Federated Identity =7~ A C(d, Subscriber (& RP (CX} U CTIE#% Authenticate 3 20(F Tl ZDARID D, Federation 1 h
IEEEL, BEERP NSDOUITIMIGEUREL AR R EUT, IdP B Subscriber [CHDUZ38B F (C3x1 9D Assertion &4
K9 BDFEEES(FTS. IdP (I (SP 800-63B, Section 7 (sp800-63b.html#sec?) (Jili/ RNz Session BIE&ESHE LNIRLAY)
Subscriber Z &% 1F> T Authenticate 33. COTOERAICLD, Subscriber ($E 4 D RP (CxF L TIHIZ LTz Credential A -
BT ERL, BHDRP WS —EXZZ(FDENTES. £z Single Sign On BRIEEETRD, Subscriber (VD ETZT 1P
(C3xF LT Authenticate 31U, ZHUUBFEED RP 5 —EXZRITREETES.

Federation (CI&, TF 1 UT« —&ETS5A/S—(CEAT IMBHREBHND D, FRRVWERZMHE LT D, EERNEHRTILF/(—F
« —JORILIRETHD. FFED Federation &% 5Tl I DR, BRERBD>FS 03 2 (CHRT D EBREME LN
L. —fi%H(C, Subscriber & IdP MREID Authentication (3 SP 800-63B Tii/N\Jz Authentication ATLICE DL TITHN, IdP & RP @

RID-1 >S5 3 > SP 800-63A TIRATZFIEIC K DHEYL SN Attribute B KT DD Self-asserted Attribute Z{RiET 56
DERD. UIEH > T, RRFAAD FTIRRENDLE < DEMHE, INS2DD RF 1A MOZETIEHEAISHDEGEZERT.

TRIE, KRFIAAS DEDTETZ 3 2H Normative (3RE&E) TH D, EDTEIZ 3> H Informative (%) THDINZRL TS,

Section Name Normative/Informative
1. Purpose Informative
2. Introduction Informative
3. Definitions and Abbreviations Informative
4. Federation Assurance Level (FAL) Normative
5. Federation Normative
6. Assertion Normative
7. Assertion Presentation Normative
8. Security Informative
9. Privacy Considerations Informative
10. Usability Considerations Informative
11. Examples Informative

12. References Informative


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63b.html#sec7
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3 Definitions and Abbreviations
FEBEED KUEEEIC DU TIE, £7T SP 800-63 (sp800-63-3.html) Appendix A ZZ8RDZ &.

4 Federation Assurance Level (FAL)

This section is normative.

K>3> T, BFADIHES Federation Assurance Level, FAL ZE# 9 3. FAL (£33 Transaction (CHUL\T Assertion Zi&RE
FMRET BEDDBHICDVNWTIRRZEDTHD. CNBDLANIUIE, 35D Transaction (CHULT RP BRI B EEHNIE, RP
& IdP EDBDRETHEESNDCEEHB.

IR TD Assertion (& Section 4 (JiliRNB K S (T Federation 7’0 ML EH(CRAVWVRIFNUIER SR (SHALL). I/XTD Assertion
(& Section 6 (CEEET I DEMHICRENDRITNIEIRSIRUY (SHALL). TRTD Assertion (& Section 7 (SIRRBWTNHDAETIRRS
NRRFNUEIRS ALY (SHALL). Z4#£72 Federation BE/ (59— h DS 3, FAL (AKX DF 1 7REBEAT S 3> % I BRI
BERZRMITDIEEBRUTUVD. FAL OXRICENWETESFRAENH D DK, TNSIEA Vol. DIRD EZB TR, F=E
12 FAL 2 UL BRI (CDUNT (3 SP 800-63 Section 6.3 (sp800-63-3.htmi#FAL_CYOA) ZBED T &.

AKEE FAL CEICERDEHZRT. —EDELANILE, KDEVLNILDIRTOEHZEH, mIzLTWD. TOFSZNUE
Federation (&, 0% &N 3 Transaction DR TREBEWLARILERDEDET S (SHALL).

Table 4-1 Federation Assertion Levels

FAL Requirement

1 Bearer assertion, signed by IdP.
2 Bearer assertion, signed by IdP and encrypted to RP.
3 Holder of key assertion, signed by IdP and encrypted to RP.

BIZ (&, FAL1 (355 (CHEEEBHIIOEEL ) OpenlD Connect Basic Client [0 77 -1 JLX° Security Assertion Markup Language (SAML)
Web SSO Artifact Binding Z’I1 7 7 -1 JLICHEZ T 5. FAL2 (&, FMNITHIX Assertion (e.g., the OpenlD Connect ID Token &L\ U (&
SAML Assertion) (319 D RP DNHHEC K BESIEEERT B. FAL3 T, FAL2 DI R TDEHICHNX, Subscriber HEES A0
Assertion (CH#i D < B2DFRBESIBAZITD (e.g., Cryptographic Authenticator ZFIF) MWEMN$HD. FAL3 THIZICEHZ UIc#iE
Subscriber ¥ 1dP (CXf LT Authenticate 3 SFBRICFIAT D EE—TRTEHLN.

RP MU X MO MIILOBEHICEN ST, RP (& Federation 0O R JLICHWTIRRS NS Assertion DEBEERI B
3T, BRICHALTNS FAL £ ENTES. LIEH D T RP (&, $5ED Authentication Transaction ([CHUTZIFAND FAL
ZRE U, H5% Transaction ' FAL B4EHBZ9 C =R FI T DIEEINDS.

RP ' Section 7.2 (453 Front-channel $27~3F3% (e.g., OpenlID Connect Implicit Client 07 7 -1 JLX> SAML Web SSO 007 71
JL) ZREWTUWBIEA, Assertion ([CEENDERNAERI LTz RP ZDT < Transaction DT S IHOZDMDERICHR T D&
Zp <z, FAL2 BLENSE & 78D (SHALL).

=5(C IdP (&, SP 800-53 (CTE&E 1L TLYD Moderate 7L\ U (& High BE2#DtTH1 U ¢ —HIH>ZHUCHEE I D EBBUTERE
(e.g., FEDRAMP) DEFZENS, (FiEHEbZ2EL) BU(CES Ui+ 1 US +« —HliElE A Ui nEIas 20 (SHALL).

4.1 Key Management

ED FAL [CHBULTE, IdP (& Assertion % Approved Cryptography (CKDBEZHB LU THRE L, RP 2D RP (CX LT IdP (C
RODITEITENTETRNEDRE URTNIEIR SR (SHALL). Assertion h' Asymmetric Key % {# > /= Digital Signature (C& D
RESNTULBIHEE, IdP (ZE U Public Key & Private Key M/R7Z#E#I1D RP (CX I DBRA(ICFHIAIT DI ENTES (MAY). IdP
(&, BEB®D Public Key %, HTTPS TRESNZEXID URL ZiE U TR E, HEERIEERFE TR T 2 EBTESD (MAY). Assertion
¥ Shared Key ZFL\/z MAC ([CKD TIRE SN TULDIHE, IdP (£ RP & & (CRE723 Shared Key Z{FENDHILIR SR (SHALL).

BUTFHHEE 9 3 AAL2 T Authentication 217> IdP & AAL3 T® Authentication 175 I ART®D IdP (&, FIPS 140 Level 1 LA LD
FEY T Assertion DEZH JUIES(LICESHRERE UL SR (SHALL).

4.2 Runtime Decisions


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63-3.html
https://openid-foundation-japan.github.io/800-63-3-final/sp800-63-3.html#FAL_CYOA
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Federate 9 &WVWDEEZE D CEREZIRM T IHFAZEIC EARU TFIRS/RUL (SHALL NOT). Authentication T3 E D H

 Attribute ZIEH T 2N ESHE, IRTA MU MMPTSwOU R K, Authorized RERIC LD S > A ATORUIRE(CKD TR
EesNnNsdZLEH3.

IdP (& RP D/RT-1 RUXR MZEERR L, ZZ(CEFEND RP (T3 LTS Subscriber (CKD ST 1 ATHRIIIRUIC IdP (LK D
Authentication f&5R1> Attribute ZZITEINDKD(CTDZEETED (MAY). IdP DIRDTA FUXAMIEFNDI IR TDRP (4, SP
800-63 X — hDMRTE E B (CHREDIRIFNULIR SR (SHALL). IdP (&, Section 9.2 (C3D KD, Subscriber h'7RDJ-+ KU X~

SREJRE(CTDBEDET D (SHALL). IdP (F RP DTS WO U X hERL L, BZICEFND RP (CXF L TIE Subscriber M5 DEK
N> TH IdP (C KD Authentication FERA® Attribute ZZ (FTENIRNELD(CT B EETED (MAY). /RDA RUX MMIHBEWNWTE
TSvIURNIBNWTE, FIFT B Federation O RIILT EI(C, RP [ RAA A+ (C A= —IREBIFERNTHEIESNSD
ZEERD.RITA MIANIEITSYVIUIBMIEEFNINRP (FTL—Y—-2(CEREL, TSWLWDZ RP ICH LT
Authorized "@ERICEKD ST A LATORICEDVWAIEZITD 2 EETF D (SHALL). ZZTULVD Authorized 7RERE (S, BE
Subscriber #3159, IdP (353 RP (Cx} 9 3 Subscriber @ Authorization DRTEZIEL THLLY (MAY). IZlZUZDIHE IdP (X
Subscriber KV 5218 Access ZIPERENETE DL D(CFT DT & (SHALL).

RP (& IdP D/RD A hUXX hZEERR L, TZICEFENSD IdP ([CBJ LTI Subscriber (CK DS 251 LATODRETIR U (C Authentication
FESR® Attribute ZZIFTAND KD (CLTHXL (MAY). RP DIRTAA RUZXRMIEFEFNDIARTD IdP (&, SP 800-63 X1 — hD#F
TEEBHICRDIRTNEIR SR (SHALL). RP (L 1dP DT S5w U X NEVERR L, € ZICEENS IdP (CBEL T Subscriber h'5
DERNEG D TH Authentication FEER® Attribute ZZ T ANBRNKDICT R EBTES (MAY). RO MU NIHWTETS
WU NIHBWNWTE, FIFT B Federation O S IILT EIZ, 1AP (ERAA 2A+DBC I -—OR#BIFZRAWTHERIEND &
ERB.RITA MIZANIEIT SV IV NIEEFNRWN AP (FTL—Y -2 (CEEL, TS5\ o7z IdP (Z3 LTI Authorized 72
FERICKDS A LATORICEDNZAURZTS T & ETF B (SHALL). I TULYD Authorized 72 E{K & (&, IBE Subscriber =
89 . RP (£ IdP (CX19 D Subscriber M Authorization MIRFEZ LB L TH KL (MAY). 7212 UZDIBE IdP (& Subscriber %58
&% Access ZIFREAME TEDLDICT D& (SHALL).

JEEZRMBEICRTDA MU MIEENTULZE LTS, Section 5.2 (CEEE I DEBILIFNTIZ, Subscriber (CBIT B15#k% IdP & RP
DOEBITYD ED U TIZIRS/RLY (SHALL NOT).

Authorize RUTOE >S5 1 JEHRDTRI R (e.g., 23N —H—T 4 >0) ZERT DD, IdP (T TAIL K TlIE2F
« J'BE#RE X2 LT Subscriber [CIBR9 DT & (SHALL). IdP (E—BSMIICZNS DY R U5 3 FE&% Subscriber (CIRHEL,
Subscriber " EDEZFHE TEZT B KS(CT DT & (SHALL). IdP (& Subscriber (DEETMIEE (e.g., Subscriber (C &> T Attribute
Value B AIEFETH D ENFEREND) DRIEDTLODEMNRFEZIRMIT DI & (SHALL). YRAF2 T ERIEICDWLWTOFHHEIC
DUL\TIE, Section 10 DI1—HEUF 4 —DERZSHBODC &.

Subscriber H'S > 51 ATOREIZEIT DS, Subscriber (FBATRIVRBAIZZZITELD, Subscriber O Attribute ¥ RP (SRS SN DA
[CEHENRERZITZRITNUERSIRA (SHALL). RIEFR Section 9.2 (L2 T, BEMRNABMEITZIIHICHD, HREED
CEITIRDEERN, BAIEITDONETEHSD (SHOULD). EUFIETZTO ML TATS 33U Attribute D FIFRBIEETHN (L,

Subscriber (ZE1 5D Attribute & RP (IR T IHENDBIREZE 5 X SNRTNIEIRSIRUY (SHALL). IdP (FRASHDIEIEA S

“XALEFEAL, B— RP (X UTRE— Attribute ZBIX I3 KD CLTHELL) (MAY).

5 Federation

This section is normative.

Federation Z’00 kJL T, Figure 5-1 (C7R9 & S(C Subscriber, |dP, RP M3BEDEMEHEHRIND. KTORILICK>TEDYA
LT TEDEERDET EARIBIRNDD & D ENBIHNEERB. Subscriber (FBE I SO —%ENUTIP ERPOmAEI=T
——23>%&EB.RP EIP ORIODIAZT2 =40 —>3>HkF28BDHS.

e Front Channel, Subscriber Z/TUTzUS A LU h@ 21" —>3>
e Back Channel, Subscriber Z/t=9 RP & IdP OEEO RIS a>xB U EIZTa =" —>3>
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Authentication 5% IdP
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Subscribers
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L1 I Redirects Identlty
\ Information
2 \
~
Subscriber
Y

Session
Management

Additional
RPs

Figure 5-1 Federation

Subscriber (& IdP (C3f L T Authenticate L, Authentication -1 /\> hDFEERD RP (C3xF L T Network #ZBHATIRREND. D
Transaction (C35U\T, IdP (& SP 800-63B (sp800-63b.html) (Cd52 &S I(C Credential M Verifier & UTIRDED. IdP (DOt R
[CFHUNT Subject (CRET B Attribute X7 — b A> NEVERR T D EERIEETHD. Attribute & Authentication -1 /R> hDIBERIL,
Section 6 (CdpD KD I(C Assertion Zi# U T RP (CIGIXEND. 5723 Attribute 1Y Authorized Credential TRESNZtzH> 5
—JORILEBEC TN EDEND ZEEHD (MAY).

5.1 Federation Models

Authentication —EXZiR#HtT S IdP & ZNEFIAT S RP (& Federation DENIE & LTSN TS, IdP DFEANSENE,
Federation (B &N Y — EXIRH%E I3 RP ISR ENS. RP DRANSENILE, Federation (EEEHFIE T S IdP iS58k
N3. R o> 3> 7TE, SEENON TS % Identity Federation E5)LICH I 3EM4%=ER I D. FEFTILICHWT,
Federation ZNNEBDOREFRENHEIIEND.

5.1.1 Manual Registration

FE)D Registration EF)L T, IdP & RP A FEI CTHEER I 2EFICEATIRTEBHRERET B. IdP (FBRM/RD 1 MU M
KD TRPZKEL, TZICEENS RP (CEAL TIE Authentication Transaction HC Authentication ¥ Attribute (CBI 9 1Bk ==
ITENB LS CUTHEXL (MAY). RP H7RD A MU MMIEFNRAVEER, IdP (1 —Y —1BIRZRMH I SHI(C Authorized 73FE
HKICKDS 1 LTORET (Section 4.2 BIR) ZEREFT BT & ET S (SHALL).


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63b.html
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- \ Out of Band - \

Share Configuration

System

System
Administrator

Administrator

Figure 5-2 Manual Registration
Figure 5-2 (CRYIED, FEID Registration (FLIFD3ZTY IH5723.
1. RP DX LEHBEN RP @ Attribute Z [dP DS XFAEBE(CHEL, IdP DX LAEEE(FZED Attribute Z RP (CB
EDIF3.

2. 1dP DR FLAEIBEN IdP D Attribute 7 RP DX FABBE(CHEB UL, RP DS A5 AEIEE(XZD Attribute Z 1P (ZR8
EI(T3.

3. TD% IdP & RP (FAZ#H Federation O ML EE>TCIOZT2 =5 —23>9 3.

IdP & RP (&, BEEBEBDA—YUFT 1 —&LTELNL (MAY), Section 5.1.3 D& S (CA—Y UF 1 —1EREINDDOEKICIEE
LTHLL (MAY).

HRIFEROCEZMHE LT D0 LTIV TIE, Rigistration TOT A (CHWNTEF 177727575 T Federated 7RBRIEDIER (CHEREE
1BHRAEIZMT B & (SHALL). CHUZ (L Shared Secret & Public Key E5FEN 3. COBMRMEERRI TzH(ICFIBETIN 38N
Symmetric Key THDIEE(, Federation EIIE RS (C L= — I TRIFNUSIRSIROY (SHALL).

Federation MBMHRIE(CHT U T, BIFFESNEFES NS IAL BEKU AAL [CDWTDINS A4S —=MEIL T D & (SHALL).

5.1.2 Dynamic Registration

Federation MEIMR Registration £5-JL T (<, Transaction 2178 (C Federation SHNE M TZDEMRIEEEDRH D T D T &N ATHE
Thd. COTOTXRICHBNT IdP & RP (&, F&) Registration (Section 5.1.1 B88) (CKDFETOARIS I EHIIT D ERRL,
HEERIT D ENTES. BN Registration ZH7R— 93 IdP (&, BB DERTEIBER (B0 Registration DT> KRR > hE) &£E
BEREIC L, S RTLEEEOHSZER/IMET DT & (SHALL).

p
m Register RP Attributes @
; )

@ Federation Protocol

Figure 5-3 Dynamic Registration
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Figure 5-3 (CRIIE D, EHI/R Registration (FLITF D4R Ty TH5723.

1. #EB. RP (3 |dP ORI/MEFRCTITE, IdP DXSYT—F%=FKE T S.

2. T2 RP & RP (IBBEV\DIEHMEERT D. CNIC(FHRIBEHR>A S5 —4, Software Statement, TDMD5ERENFIAT
=3.

3. RP Attribute D&%, RP (BB Attribute % IdP (JiX D, IdP (EZ D Attribute Z25% RP (CEEDI(F3.
4. Federastion 0 bJL. IdP & RP (B D Federation O ML EFE>TCIZT2 =5 —33>9 3.

BBEROGEEVE ST B0 ML TIE, Rigistration 7O X (CHWNTEF 21 7727555 T Federated 72XBRIEDER (C B8
1BHREIZIMT D & (SHALL). THUZ (S Shared Secret & Public Key 5% N 3. COBRMERRI TeH(CRIBETN 38N
Symmetric Key ToHhDimE(d, Federation ZIIE R B (CLZ— I T/RIFNUSIRSIROY (SHALL).

IdP (F1—H — 1B ZEIRM T Ba1(C Authorized 724K (Subscriber &) (C KD S > L TORET (Section 4.2 BiR) ZERET D
C & &9 (SHALL). iR Registration 2175 RP 2527 ANS IdP (&, €50\ 7= RP W FIFTE 3 Attribute Y22 DMMDIEIRD S
+ T =HIR LU TELL (MAY). EIF) Registration ZFIARIEER RP (<, Identity [HRZEZ(FAND IdP ZHIFE L THELLY (MAY).

g8 Registration €5 )LDOEME(E, UIFUIEBEVDI EEBRICA SRV ENVGD. TIRETHNILE, Federation SHNE BRI (C
FEi#RUTZ RP O Attribute DL DOVZEEESiHI (CARFECTE D KD, Software Statement (C K D58 I NETdpD (SHOULD).
Software Statement (& RP YV J NI 1 77(CRE9 B Attribute ZF|ZEUTZEDTHD, A—V US>+ — (IdP BE, Section 5.1.3 (C&HD
Federation Authority, ZDAEDIEFETEDEMR) (CKDESH N CBRLEINTUD. COBSiHI(CIRFER IR AT — b XA MK
D, Self-asserted Attribute DA (CFEDMHEN IR IRD, Federation SINERIO RIS 3> HEEIRVWUE LESERSENTES.
(RFC 7591 Section 2.3 [C3 30O MJLIZHFS Software Statement DL (CRI T B5E LULVIFHRN S D)

5.1.3 Federation Authorities

—HBMD Federation ZH0EK(, Federation DIRTE S KU FARDRAFRIEREEE(CBI L T, Federation Authority EIF(ENDA—V U
« —IZfES. CDEFILTIE, Federation Authority (& Federation ([CENT 3ZERICH U T—ELNILDEBRZEEL, FTEDTF
AT —BLUREHEEZET U TVINZERIET DO —MENTHD. EUEBEITOHS, BELNILIZ Federation DI1—
AT —APEFILS (LA -2 &£133. Figure 5-4 [C[XTDBEBEICDVLWTDENHB.

Federation Authority (&, IdP DFTED IAL, AAL, FAL TEE T D ERER T D. CDIEHR(L, Figure 5-4 AICHD L DI, Relying
Party (CRD THIFIEN, ED Identity Provider H'245% RP OEMHCE DD DHIMAR &7 3.

Federation Authority (&, BB G311t 95 Federated 7XERMEICEA LT, BAF SN ATIEER IAL, AAL, FAL (CRIT /NS A—4—
EIITET D & (SHALL). Federation Authority (&, Federation SIIEZERI (CEEL, BifFSNdtF1 U1 —, Identity B KU
SN —EHE(CHERLL TS HEHINT ST & (SHALL).

IAL 1 m Relfl_"‘:s;
-—
AAL 1 AAL 1

FALT . RPy  FAL1
ALY
AALT |
FAL1 |
AL12 e [ m RGICKJL‘“:S:‘
AAL12 |e————
: AAL 2
i idP,, FAL12 RP FAL 2
i - c J \. y y
: (" N<_ r - -v\
oeeees T IAL123 | Relil\ul_'rg&
AAL123 |[4— AAL 3
FAL123
1Py ) | RP,  FAL3 |
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Figure 5-4 Federation Authority

IdP S KT RP OFEFAIC(E, RIBBUT DRI SRIEEZMHERT DT & (SHALL).

o IdP D4Rk Uz Assertion H' Section 6 DEAF(CHEHLL TULNBDH.
o RP A, Attribute T — DR, 7O US—2 3>, BE=EADBRLE(CDWNT, IdP WSRO DEMF(TERLL TLIBH.
e RP & IdP @S X5 M, Federation 700 R JJLDEESN TSR TOT 7 ILEFBELTWLBH.

Federation Authority (&, IdP DFXET—4 &2 L7=D RP [EF(C Software Statement ZF1T9 B/ E, X >/ \—EDFAMIHIIERS
KRETOTLRZEZIEL TELL (MAY).

F—=YVUF o —(CBIBENIZ Federation (&, (FEAEDBES D TIRAIN—2YVTETIVEKR T D. COETILCTIE, HDE
A1 Federation (CEHIIL TLBRHENDHZERD. K DFEHEINIZ Federation ([CHUWTIE, EBEDA /-2 v TREENEIT SN,
DDIEGRMEDERCLERT LD ARCEREINENEDHZHD ZENTEDLDCRDTND I EEHD (MAY). IdP (FHD
Subscriber DIEHRZE —TELL EDREED RP ([COHFZIFET KDICLTELLU (MAY), RP (25 21EHRE —TEU LDOREEBD IdP Hi'5
DHZIFAND LSICLTELL (MAY).

5.1.4 Proxied Federation

Proxied Federation T(&, I[dP & RP D@E(I2EBDEIFBEZIHIF D THNEIND. CNZEKIRT B 5ESERS D, HEEIE
EUTUTOLSRIEBEMNETFSND.

o ZE=EN Federation Proxy (E7=(& Broker) & U CTEMET .
o BIEEIRDDITSD /) — RD Network "FET B.

Proxy ZFIF3 23%5, H5% Proxy (E—ATIdP EUTIRBEL, E3—ATIERP EUTRDES. LIEA> T, IdP & RP (C3K&
5N23E£7TD Normative Z/Y, 3% Proxy ([CHBERTE 5N S (SHALL).

0 i
IdP RP IdP RP

Figure 5-5 Federation Proxy

Proxied Federation EF)L(C (LK DH\DFIaH3B. Federation Proxy [CHWTA>FIL—>3a>nledb0HRBEA 25 —T 11—
REEMITDET, RP & IdP O > 7L —> a3 >ZBflih 332 ENTESD. 5(, Proxy A RP & IdP ZHUWNCEIR
HICT S+ > RS ET, Subscriber DU X hEMEE(CREZE U2 VR TOES R LOMEMZRIRTZCEETED. FL,
Proxy (& Section 5.2 [CIRRB LS (CLK BMDTSA/NS—URIZER T D EETES.

TS54>F+ 2O EZ0OFA, BRFR(CEI LTI, Section 9.5 (CEELLN.

5.2 Privacy Requirements

Federation (C(d, NS T Transaction [CBES URVWE=ETEH D IdP h'5D, B AD Attribute DERIEN DEEDTHD. =5
(C Federation T, JB7EMI(C IdP H' Subscriber OEE) (CBI T DILVMEEF&EIED. LI o T, Federation (C(HFRIR TSI —&
Hh'd 3.

RP & IdP DEIMDiE{E(, Subscriber ¥ Transaction ZXE4TL TUL\D IdP (CEASMIIRAN S3. D RP &EEITDET, IdP (&
Subscriber Transaction DO 7 A L&V T D T EWTES. TN Federation 72 U TR ULR RV, TOFTULS— 3> (C
& D, Subscriber M S wF>2J%°, Subscriber DTS4/ — EDFIRICHT UH—EULIRWTOT 7 1) VIEROF)AH T EE &7
n>53.

IdP (&, 3 RP (C3H(FD Subscriber OSEEEIRE L \HVRD ERICHERIR L TIZ/RS5T, Federated Authentication & ZNICEET B
ARIERLE, FFRENFREANOHE, 1—F - S OHUKIERDIXEZ RO DHEDERNDLELUIDBER T, Subscriber D15
ZFA U TERS (SHALL NOT). IdP (Z, Section 6.3 [Cifi/XZ5 Pairwise Pseudonymous Identifier 2 51 /\Z — %58t I D05

B0 hJLEWD 2l FER = FIF U T, Unlinkability Z324t U7z Subscriber (CX 32178 hSwvF>IW0TO0T 71U
D=5 BRETEHS (SHOULD).
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IdP (&, #I% (X8%38 U= Subscriber 777> bDIE#RE E DSubscriber DEENEIRZ, w1 U5 — BT Federation EEFEIAIDA

@ RP ([CBRLTHLL (MAY).
T OB, $FICBUFHRE (CEREINS.

1. #B8(d, BB Senior Agency Official for Privacy (SAOP) & 1:% U, Privacy Act DZMM, IdP & U THERE T DHEBIN RP & L
THLEE S DHEE, =Tz (F7omAERRE E U TRIESNDINZHIM IR B EITD 2 EET D (SHALL).

2. BEEA (S, BRI RIS S, System of Records Notice (SORN) M7/ L w & NAFRIRVVUEI D T/RFULIR SR (SHALL).

3. #BA(E, BE D SAOP &1 U, E-Government Act DM, 1dP & U THERE T SHEBIN RP & U THERE I SHERT, FTz(3EdD
WAZERE L THZESNDINEHIBT IR DIZEITD T EET D (SHALL).

4. #4BE (X, BRITIEEIRIB A, Privacy Impact Assessment (PIA) D7/ L w SHENARRVUE D H SRUFNIER SRV (SHALL).

5.3 Reauthentication and Session Requirements in Federated Environments

Federated IRIRIE T, RP (BB D Session % I1dP D Session &(FHICEIE T S. RP D Session (& RP /3% IdP H5 M Federation
JOMIVENIBY Z5 A =D THIEEMNS. Federated 04 2B5(C, Subscriber 1Y IdP (C9'TIC Session 2> TS EE
D (MAY), ZD Session H' RP (CXf 9 3 Authentication TOTXHRTHREETND ZEEH D (MAY). IdP (Z IdP TOEFHD
Authentication -1 N> OISR (CBI T BIBIRZEREEIUFZIRS T (SHALL), RP (FBEED 7 OLARUS —RE(CCOBRZFAL
THERU (MAY). FIF 9 3 Federation 700 M IJLODMEEE(C KD T, I1dP (& RP £ IdP (&3 Subscriber (D Re-authenticate %
Federation JOT X FHTERTEDRLDICINRETH D (SHALL).

Federated = X5 Al D4FEE UTHEL TLVDTz8, Subscriber (E 1dP & RP M Session ZEWIMY U TR TSEB3ZENT
Z3.RP (&, Federated O+ > TE/2h 5 &LVD T, Subscriber 1Y IdP (CEHWTT7 5 J72 Session Z#> TWBD EREL T
[F7R5720) (SHALL NOT). IdP (& IdP (C351F3 Subscriber Session D& THSF > X U — /s RP DAERD Subscriber Session (C
L9 2 EARTE U TIE/R5R0) (SHALL NOT).

Session Management Z44 (B89 25l (% SP 800-63B Section 7 (sp800-63b.htmli#sec?) EEBDZ &.
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6 Assertions

This section is normative.

Authentication BRI THIFI &3 Assertion (&, Federated Identity = X7 /AT IdP 55 RP (C{GikE13S, Authenticated
Subscriber (CET 3% U < (4 Authenticated Subscriber ([CEEDUV/E, Attribute Value 12 Attribute Reference M) \w Ao —{banfztz
w T3 3. Assertion (& Assertion Metadata, Subscriber (CB§ 93 Attribute Value 1> Attribute Reference, RP W FIFA TZ 3 2 DAhdD
53R (FIFIVBRHARIR E) 1R &, ZARRIBHRESD. Assertion DE—DHEBE(E RP [CX U T —H —% Authenticate $ 2 & T
271, Assertion R TSN DIEIRIE RP (CKD BRI —RT—XATHRAENDS. fl&E LTI, Web B MMIHBITD
Authorization Y2/ \—=VFSAE -3 2R EMNBEFEND. KA RS L, BRENZV U1 -3 2N ZTEENDIIAN
TORABMZEBIZIRD, RP D1 —X 4 —XX° Identity % Federate 9 3/zH>D T 0O LA A T0F—4 45+ T (CEI L TIFHIR
L72L.

Assertion (FE—® Authentication -1 /X2 hDHFEFKIRT D EBdrUE (MAY), Subscriber (CET D Attribute Value Y2 Attribute
Reference ZF&RIRI D2 &EEHD (MAY).

FARTD Assertion (&, LT (CdplF B Assertion Metadata #5383 & &S (SHALL).

. Subject: Z45% Assertion D8 Urr 9 EARDH#EIF. (i.e., Subscrier)

. Issuer: Assertion ZF1T U7z 1dP DFHAIF.

. Audience: Assertion ZFIF 9 2 Z ENEBTE SN D EERDEBITF (i.e., RP)

. Issuance: Assertion ¥ IdP (CRITESNIZBRZRI F1LRT>T.

. Expiration: Assertion DEREARZRY T -1 LA RS > . RP (FEXIEARA I Assertion ZE%712 Assertion & U TZIFAN

TR & (SHALL). (i.e., Assertion DBZIEARYINTH D, RP (CHIFD Session DBEZIEARLINTI(EIRLY)

6. Identifier: 245% Assertion BEZ B9 2545 A TILZ—U7ME. Attacker [C KD LLFID Assertion DEFIBZRS <TzsbICF]
AEns.

7. Signature: 1dP (CHRDUN\ZEEODBIFOoNMEEZE S ATZ, Assertion 24K(CX1 9 S Digital Signature U < (& Message
Authentication Code (MAC).

8. Authentication Time: (A]JBE Tdp11(d) IdP 7' Primary Authentication Event %38 U T Subscriber Z525E U HE 2RI F 1 LR

s

a B~ WO DN =

Assertion (&5 ([CUATDEREZZ A THLL (MAY).

1. Key binding: Subscriber HYR$:F 3 2#ED Public Key 72U\ U IEE#BIF T3 D, Section 6.1.2 (CdpD KD (CHi% Assertion &
Subscriber HMRIF T B8 & D Binding ZEBA T D1z (CFEHNB.

2. Attribute Value 3 KT Attribute Reference: Subscriber (CB 9 215%R.

3. Attribute Metadata: — DL D Subscriber Attribute (CBI T DENDIEFR. NIST Internal Report 8112 [NISTIR 8112] (CiiR51
TLWREDRENFIELTEITFEND.

Assertion (& Authentication - /N> ¥ Assert HTZERD AAL & Identity Proofed Attribute (70U (&Z®D Reference) 7 Assert &
NIZBRD 1AL ZBASE T RE TH D (SHOULD). & UBAEEN RV MEE, RP (5% Assertion (C3F L TULVAVRS IAL, AAL BEIDHTT
(F72 5720\ (SHALL NOT).

RP (& Subject #5172 O0—/ULICI=—ITHDEDE U TRNDIRNT & (SHALL). 10D (Z, Assertion 1D Subject 8517 (<,
1BE Assertion Issuer BIE TDR—ARZAR—X(CAIB LTS, CHICKD RP (FR/RD IdP I SHEZRENIZ Subject ZEFRD THE
OTUESCTERL, BHDIdP EMWEEITBDENTES.

Assertion (F3BAND Attribute 50 & H8H D (MAY). Section 7 (& Assertion (C Attribute £S5 TIRRI DEDOT S 1)\ —E4F
ZEATULB. RP (4, Assertion &—#&(CF{T=H1/= Authorization Credential ZFIF L T, Bl Transaction T IdP hSiBH0MD Identity
Attribute ZES L TEXL (MAY). Z S0\ 2 THEND Attribute BRISEES (&, Assertion ZUIET D Z & EFAZF (TR D TIFRSEL
(SHALL NOT).

SRR Y B Federation ZFI0 M JLIC K> THR4 Tdp DM, Assertion (& RP ([CHIFTBRE—DOTA AR hDIHERT LDIC
FFENBNRETHD (SHOULD). RP 1¥ Assertion ZFIFE L7z 5[, RP (& Session Management (SP 800-63B Section 7 (sp800-
63b.htmi#sec?)) S88) ZFIA U, Assertion (FZ ZICEFENDEMHRZBX THRASNTIFRSRAL (SHALL NOT). UM URIHYS
RP ([C$H1FD Session BEIHAR(Z, Assertion BADBZIEAR K D BIEICHIND Z &EEHD (MAY). 3E#ll(X Section 5.3 #SBOD &.
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Assertion DS -1 54 AIREITENSBEYHIRETCOE THD. CDSA TH 1L, RP H Assertion Z4UIE L TH'S Subscriber

[CLTO—-AILDT I I —23> Session ZIAWETETICHRRESTHDINEN GBI, BB LIRS IINETIEHR
L. REAIBRNAR Assertion [FFFERY° U T LA DU R INREL, 51 T LDFEL Assertion DT DU\ Tz R IADEZ 1+
D. Assertion -1 7451 IAld RP LD Session ZHIR I D1z (CHFIF L TIFRSR0Y (SHALL NOT). 5¥#ll(Z Section 5.3 ZZHRD
&

6.1 Assertion Binding

Assertion Binding (&, Assertion & Subscriber D#R{TF&E1TS DI, Assertion D Claimant ' Assertion 720\ U [ Assertion
Reference I&7r I 1UE+9H, Assertion H¥ Subscriber (CHEDWTUWB C EZERTIEBINDEERE RP BRI D, EWLWSHAICEDTN
THEIBDCENTES.

6.1.1 Bearer Assertions

Bearer Assertion (&, LHVRDFEARTE, Bearer D Identity DFEBRE U TIRRI D ENTES. B U Attacker 7Y, Subscriber ZR9
1E 272 Assertion 720\ U Assertion Reference ZFFER - A& T, Hi% Assertion 720U Assertion Reference %z RP ([CIR R D&
MNTENIL, Attacker (& RP ([C3BU\T Subscriber (LD T EIT ENTED.

Bearer Assertion Y° Bearer Assertion Reference ZPE L CUL\BZIFTIE, Subscriber [C/RD T HET(CIFET LEBETDTIFRW &
(FRI D E. HIZIE Assertion H¥ Back-channel Federation E5-JL (Section 7.1 88) (CBUWTIR-RESNBIHA, Transaction T
51D HE (RP D#BIT® Assertion 1 > 1023 > 3KAE) MTHONTED, RP BRIERTFIFT« EF v —HhSERESNT
WBTZEEHSD (MAY).

6.1.2 Holder-of-Key Assertions

Holder-of-Key Assertion (& Subscriber (CFT#F 11 Subscriber ZFRIR I DHADEIRZSP. Holder-of-Key Assertion FRODIRDEER
(& Subscriber Z7R T EDTH D, TS5IH —, IdP, RP IR EHHKS AT ARDVNWRBMDERZ ERT ED TR, BADSE(E
Assertion D Issuer [C&KD T Assert (IRLUIEBR) SNTWBC EITEER.

RP 1Y Holder-of-Key Assertion &5 F7E13 &, Subscriber (& Assertion WSERENZHEZIME L TS C EZEIE RP (CEEEAT 3.
Subscriber (& IdP & DRI THAR—RD Authentication 5EEFIFEIT D EHETEDM, IdP D Primary Authentication & RP D
Federated Authentication (I8 Uiz ED EHREN, B USMOEEL = Session AAFIFEEN S E(FBESN0N.

Subscriber H' RP (C3F U CEEATEEAZT S (CBRL T, Claimant (EE5(C Assertion MDIEHTE Subject Tér D C &= HDIEEDEN
SUSETEAY BT & (72 B. Subscriber [V CFITEHIZ Holder-of-Key Assertion (CHIX, @ TH'SSBENEETOEDZIFER
I IUNEN GBI, Attacker H'FFEX L 7= Holder-of-Key Assertion ZFIA 3 3 DI3L DREH TEB.

Holder-of-Key Assertion (C(ZIA T DI N TOEHFMNERHEIND.

1. Subscriber (&, Assertion B{ADIERICIZ T, RP (C3x U CEEPTAEBZ TS ENH D (SHALL).

2. Subscriber HMERF I DIROSIRESF, SBFTEIIANRSIRZE, RP (253X Assertion % Bearer Assertion &FHRSRS
NUFIR SR (SHALL).

3. IS OMADSIRIZ, Assertion ADZDMDETDIFIREBLNILTEFR T D & (SHALL).

4. Assertion (C (&, Holder-of-Key (C K DIRRTHIF T B Private Key 12 Symmetric Key Z, IBES{EE T (CEHTIFRSRRL
(SHALL NOT).

5. Z45%H2(Z Subscriber 7 IdP (C Authentication 3 3R (CHIA T DR EFERDZEEHD (MAY).

6. H%8(E Symmetric Key THEULWU Private Key (CHEDUVZ Public Key THLLY (MAY).

7. RP (& Claimant N8B =B L TS T E%& IdP SEE) U THEEEL TE LU (MAY). CNUC(E, BBSHmNAF v L >
LT Claimant B3TE UZER° MAC Z IdP (CARFEL TES 3, IE LWL efIntEIT 5N 3.

6.2 Assertion Protection

Biding X=X /s (Section 6.1 £88) ¥> Federation £F)L (Section 5.1 £88) & (337 L T, Assertion (&, Attacker H"BEXH7R
Assertion ZE L7z D, FFERUTE Assertion 2 < 723 RP (CH U TEHIAT D LW 2 ERERH STehD—EDRER TSR
FNUEIR SR (SHALL). MEBIMRERIFEB IND L—RXT—ADFMICKF LTV, CCTEHHERINDRERETNZET S.

6.2.1 Assertion ldentifier
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Assertion (&, k&7 D RP H—E(THBITE3IEEI(C, +9 1= — U TRIFNIER S/ (SHALL). Assertion (3 Nonce, FITHHES,

Assertion Identifier Y2 ZNSDEFEDEZSHIED, ZOMDT IOV IICK D TCEDIZ—DOMZEERT D ENTESD (MAY).

6.2.2 Signed Assertion

Assertion (& IdP (C&> TIESHMNICER SN & (SHALL). RP (4, Issuer MFE(CE DUV T Assertion O Digital Signature 12
MAC =29 B2 C & (SHALL). %I, Assertion Identifier, Issuer, Audience, Subject 3 KUBEZIHARZ S8, Assertion £4&k% 73/
—F BT & (SHALL).

Assertion ME % (E, Asymmetric Key ZFJF U7z Digital Signature /7%, RP & Issuer MEITHB TN D Symmetric Key ZFL\/Z MAC
&I BT E (SHALL). KBMIDTZ8(C IdP (CFIFAE115 Shared Symmetric Key (2, Assertion ZiX{E9 2 RP & (T &L
(SHALL), @85 (& RP E#X0F(CHEII &SNS, Digital Signature MFEEE(CFILYD Public Key (CDUWTIE, 1dP A7RX 9% HTTPS URL
ZBCTRE, CFa1TIRBETS A AICBIBLTERL (MAY).

6.2.3 Encrypted Assertion

Assertion ZEES{t 9 D1HE, IdP (& RP O Public Key 7 Shared Symmetric Key Z{#£> T Assertion D17 WZES{ETD I &
(SHALL). ABBIDT=&(C IdP (CFIFAE1D Shared Symmetric Key (&, Assertion EiX{E9 3 RP & (7 & U (SHALL), @& (&
RP ERbF (CHEYI SN D. BBESLICALS Public Key (CDUWTIE, IdP AR RT3 HTTPS URL Z@E U CTRE, BF 1 FPRBETS
21 LCEELTELL (MAY).

I ARTD Assertion DEES{L(C(d Approved Cryptography ZFIF 9D & (SHALL).

Assertion " I SOH —RREDE=FBEZNLTYOD EDENBIHE(L, Assertion DEFS{E%EITD T & (SHALL). #IX(E SAML
Assertion (& XML-Encryption [CK DEES{ET D ENTE, OpenlD Connect ID Token (& JSON Web Encryption (JWE) (CXKDEES
ETBDTENTES. IdP HMSIEE RP [CEE1ND Assertion (CRAL T, BESELTELL (MAY). BESEZITHRVEE(ZE
Authenticated Protected Channel Z7T L TiX% Z & (SHALL).

NOTE: Assertion Encryption (& FAL2 & FAL3 TERENS.

6.2.4 Audience Restriction

Assertion (Z (& Audience Restriction 27w 2% U\, RP ' BEE N Assertion FITHRERD TLBINENEHIBITEBRLDICT
BT & (SHALL). 9XTD RP (&, Assertion @ Audience [CEBBDHBIFIEENTVBIHNFIVIL, BB RP [CHUTEMEN
= Assertion MMM RP (L LT > hSNEDUT LA ETNRNKDICT BT E (SHALL).

6.3 Pairwise Pseudonymous Identifiers

RFRICKDTIE, IdP _ED Subscriber 7773772 ST 2B DRI F 28 U T, #5210 RP B TH5% Subscriber NMEE(CU >0
NIBNWKDICT BT ENEFELLN.

6.3.1 General Requirements

IdP % RP (C3F L TR T D Assertion (CdU\T Pairwise Pseudonymous Subject Identifier ZF|f 9 %154, IdP (& Section 6.3.2 (C
RNRD KD (CE RP (CEIRDMANFELEM T D & (SHALL).

RP (3 LT Attribute &% T Pairwise Pseudonymous ldentifier ZFIF 3 35 &(, #8340 RP H¥$55E L, Identity Attribute 76 &
(LS AT ARITHBEDITS 2 & T, Subscriber & Re-identify (Bi#Al) 32 2 EMAIEEME LRV, BIX(E2DDMII LTz RP A2
723 Pairwise Pseudonymous Identifier (C k> Ti#BIEMNBE—D Subscriber ZEAR L TS ETD E, X RP 25, 2NEN
A2 (FERD Assertion H(C Pairwise Pseudonymous Identifier &3 (CEFEND, &Rl X—IL7 RLUX, ¥R RL X, ZOMDFHA(C
RSN Attribute ZEEBR I D Z & (C KD, 253% Subscriber BE— A TH 2 Z EZ2HBINE LIVRW. DWW BEDIFETS
AIN—RIS—(CL>TEUBNBRNETH D (SHOULD), Pairwise Pseudonymous Identifier (& Attribute AR DI F ICHERE
BERAHZERIEDETITOIVO RIS —DBEMINZRHDZENTES.
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Proxied Federation )L C(&, I1dP (& Proxy (CkD T Subscriber 1¥ Access Uk D & LTS RP ZA1D Z EMNTERUVVEIREMED

&0, BYID IdP H'Ex&D RP (3 L T Pairwise Pseudonymous ldentifier Z4 CERNC EEHDIDTEFEITDCE. TDLORR
IR TIZ, Pairwise Pseudonymous Identifier (Z3@5 |dP & Federation Proxy (DR CHEYZ SN 3. Proxy (3 1dP & U THEBEL, >
A RYU—LD RP (C3F LT Pairwise Pseudonymous Identifier Zigfftd 2 &N TE 3. 0O RMIILICKD TIZ, Identity 00~ L
HHEES T B /28, Federation Proxy (& Pairwise Pseudonymous Identifier 77w 2 hU — /A IdP ISiX 5N T < ZBE T B35
FEMDTFDRENDD. TDKLDRT— XTI, Proxy (EE—0®D Subscriber Zr 9% RP Z &M Pairwise Pseudonymous Identifier
HHEL, NSV ITBTENTES. Proxy (3, Pairwise Pseudonymous Identifier & ZDDiBIFREIDO< Y E> I % E=&(CH
RUIED, 2O v B> JIE#R% Federated Authentication & NICEHET BARIERSLE, IKENENFHREADHE, 11— —H50
HXBIMDIXEZ RO DHHFEDERNDISELUSNDERN THIA L TIFRS7E0Y (SHALL NOT).

6.3.2 Pairwise Pseudonymous Identifier Generation

Pairwise Pseudonymous Identifier (C(d, Subscriber (CRET D UL\NVRBDHAIIBEIREZHIRNKD(CFT DT & (SHALL). ZFJz Subscriber
Z 5B 9 DIBIAD Access ZIRFDFRICK D THERIENIRNWKDICT DT & (SHALL). Pairwise Pseudonymous Identifier (&, 5>
A INTERU 1P DY Subscriber (CHBD1F 3 LS (CLTELL (MAY), Subscriber (CRET 3 ZDAMDIEIRN S A0l THERIARBIRE!R
ik (e.g., >—UL v MEZFIRUZRBMAE/\v S 1 BEZFIA) (CLDEHLUTELL (MAY). BECOHBIF(E, WERDITR
RA> N (e.g., [dP-RP) DFHHEIS TH D, HFKT > KR+ > MEDHTHREENS & ETS (SHALL). 722U IdP (FU T ois
&, RP DERICUEN DT, 3D RP (CRA— DRI FEEM L THELL (MAY).

o HEZRPEN, CFaUT 1 — RAADENEEZHE T D E, ER LHEEGRZIF DIEHRMIEANH D Z & & EE]EE
TRBHRECHD.
o BMAIFEHBEITDZIINTDRP N, TOISRFETHEEDITSNBCEICABRLTWLS.
RP (&, Privacy Risk Assessment ZZEME L, HHBDHAI FEERT DHEDT S/ S —URXICDNWTEREIT D E (SHALL).
SIS — EDEERICDVTOMIE Section 9.2 #BHRDZ &.

IdP (FERI LTz RP DA M EBERRICH D T EZRIET DT & (SHALL). SERVEERDD RP BAIE(C—EDIERERERICH D
RP ([C712D T FE L, Hi% RP B U THRITEINIZ Pseudonymous Identifier 413 ERNTETUEDIHE LN

7 Assertion Presentation

This section is normative.

Assertion (& IdP 755 RP (Z3%f U T Back-Channel 1&U\U (& Front-Channel TIRZREN S (MAY). TNEZNDETILICIE ML — RA
IhHDN, EBS(CHULTH Assertion Z1FE U < IREET DNEN G D. Section 5.1.4 (CHDEDIT, DM T Tld Federation &
fHE(C I D78 IdP & RP D% Proxy UIZRRET Assertion ZW°2D &N T B2 EE6HD.

IdP (& RP MBATREVICE R LTz Attribute (DHEIXIET D T & & T B (SHALL). FJ= RP (& Privacy Risk Assesment Z1TL), ED
Attribute ZER I DMNRET D& ET D (SHALL).

7.1 Back-Channel Presentation

Back-Channel £7°)L T, Subscriber (& Assertion Reference ZiE &1, —f%#I(C(Z Front-Channel Zi8 U CZN%Z RP ([CIERT D
C &I(272 3. Assertion Reference (FZ 1 EE Tl Subscriber (CBT 1B (FIF/IZT, Attacker [C K BBEHS AICTHZRIEIRS IR
L) (SHALL). RP /%(& Assertion ZHUS 9 B/ Assertion Reference % IdP (L3RR T D. TDFE RP (3@FE RP B{E% IdP (L LT
Authenticate 97 3.
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Assertion
Reference

Assertion

R Reference and O Assertion

Subscriber RP Credentials

Assertion
Reference

Figure 7-1 Back Channel Presentation
Figure 7-1 M &80, Back-Channel Presentation E5JLIZATDIRFTw I 5123.

1. IdP /¥ Assertion Reference % Front Channel #2EHT Subscriber [CIXET 3.

2. Subscriber (& Assertion Reference % Front Channel #2HT RP ([CIX(E9 3.

3. RP (& Assertion Reference & RP B &M Credential %z Back Channel #2ET IdP (C327Rr9 3. IdP (& Credential Zi#5R
Assertion iR Y.

Assertion Rference (&

1. 457 RP (COHFIFAEIRERR SR EFTS = & (SHALL)

2. DA I (single-use) THDZ & (SHALL)

3. B~ BDEE SBMHARAELZ & (SHOULD)

4. RP O Authentication &[EIRFICIEREND & (SHOULD)

CDETILTIE, RP (FEE = (Subscriber BBZSD) [CLDEF - RS ADESER/IME L DD Assertion % |dP ([CEIZEEKT .

CDETIE, T|#D Authentication Transaction #2746, 1—H—% IdP (03X DiRT & &/ < Back-Channel BE&XEDEULITX
D7z, RP (Z IdP (C Assertion BAKIC (IS EN/RLVENND Subscriber (CRT B Attribute ZRIVWVENE B CEETE 3. COMULE
D3 Section 6 (CHD KT Assertion E[RIEF(CHFITH1/Z Authorization Credential UL\ TITS.

Network Transaction 'K DZ <K MEBERD—, 12D EDETNBIBERIIZNEMLEE U TVDEERBIMNTIEETND Z EFRV. RP
A IdP M 51E#E Assertion 22 FELD Izs, WEEFTIIEESIND. T5I(C Assertion Z RP [CEEM > 210 T DDIELDEE(C
3.
RP (&, Cross-Site Scripting M EX>ZDMDFT U —w O%FIA U, BiE20 UF v T F 7 — =1z Assertion Reference D1 > 1
S I HhSHERRET ST & (SHALL).
RP (& Assertion (CEFENDERICDVTC, UMTOLSRAZSH THERI D L.

o Issuer Verification: Assertion 3* RP MEAF I D IdP SRITSNTLWBREERIEIT D L.

e Signature Validation: Assertion DEBZ’, 5% Assertion ZXE LT 1P (CRIET DL ST DIERMRILIT D L.

o Time Validation: B3hEAR & FITREBHIRERR (S U CHFBEERN THhIEXIRILIIT D L.
« Audience Restriction: 25 RP N'C D Assertion DFEE L U CERSNTULWRIBEZRILIT B L.
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IdP 75 Subscriber, Subscriber 75 RP A\ & Assertion Reference ZiX{E9 BFRIC(Z, Authenticated Protected Channel ZFIF9 3

Z & (SHALL). RP V5 IdP (C Assertion Reference Zix{59 DR, IdP 5'5 RP (C Assertion Z1%{59 DFRE, Authenticated
Protected Channel ZFIFA9 3 Z & (SHALL).

Assertion Reference =127~ 9 B, IdP (& Assertion Reference Z 127~ U CTULYBEERD' Authentication ZER Uz R EE—THD
T ERIREET DT E (SHALL). IdP (&, RP (C3%F LT Assertion Reference 32 rEF (CE 5% Authenticate 93 KSRz D, 7AthdD
Bz L DRIFEICEKD, CNEFRRITDZENTES. (RPH#BIFEELRZTO SIILDO—FIE U TIE RFC 7636 i'EE (C1RD)

Section 5.1.4 (Cik/XZ Federation Proxy TI, IdP (& Proxy (Cxf L T Assertion Reference & Assertion 0 Audience Restriction %
17U, Proxy (FF D2 A MU — /A RP (23X U THIZ(CER UTE Assertion Reference 12 Assertion @ Audience Restriction {75 &

(OER.

7.2 Front-Channel Presentation

Front-Channel ©5)L CIZ, IdP (& Authentication FkIh%% Assertion Z 48X L Subscriber (CiE 9. Subscriber (& =1/ Assertion %
FIA L, KiK(d Subscriber DT SOHRADA DX L%E L T, RP (CES% Authenticate 3.

4 )

=0
A=

IdP
Assertion \ J
4 D
[ 1 ]
Subscriber
e J
Assertion - ~
RP
. J

Figure 7-2 Front Channel Presentation

Front-Channel £5JL CIZ, Assertion (& Subscriber (C&KD THEZNDSB. T Assertion ([CEFEN DS ATLIERREDIRHAIIC
DN BEEEEEHD. =BICTHEFTILTIE, RP A IdP (T Assertion 12774 (CIENID Attribute ZRIWLWVENDTE D Z EHNK D HEE (C
123.

Assertion (& Subscriber D> fO—JLTF(CEHN S Z EHS, Subscriber (27 55 % UL~ LT Assertion 82D RP (Ji%
DDIFDREDFEICEKD T, Assertion ZARRERSNIRNERITED DIFD 2 EETES. Assertion /¥ Audience Restriction (C &k
DERIURV RP ([CIEGENZE UL TH, ERIURRLY RP AD Assertion MDiEr(d Subscriber ([CEA T 21ERT® Subscriber DA > =
AT OT+4 EFT« DFRICDINAD 53, BRIU TEHD RP ([CIRRTE DL DTSN Assertion Z4ERK I D Z EERIEETEH,
TDLDIRTFEIFEX Assertion (Cx3 9D Audience Restriction Z 486, H5% RP B(Cd51FD Subscriber DT S /\S—H LU+
AVUFT o —BECDRND DD, K> TEDXLS/REL RP (LT DFIMIFHELE LRV, RP (FZNENERID Assertion ZEMS T D
KORE=ND.

RP (&, Cross-Site Scripting XZRY°>ZDMDFT I w OZFIAB U, BERV\UF v TF v —NJz Assertion D1 >33 >h5
BE%RE I DT & (SHALL).
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RP (& Assertion [CEENDBRICDOVT, UTOXSRPAZEHTHR T D L.
o Issuer Verification: Assertion ' RP MDA 9 D IdP WSRITESN TV I EZRIII D L.
« Signature Validation: Assertion DB, 245% Assertion Z4R U7 IdP (CRIIET DL A I DIERRILIT D L.
« Time Validation: BZNHAR & FTHEFAIRERRFCH U CHRERNTHIERRIIT D L.
« Audience Restriction: 25% RP I’ D Assertion DZ{EEH L U TCERENTVWIERRIIT D&

IdP H'5 Subscriber, Subscriber 5'5 RP A\ & Assertion Z3iX{E 9 DFRIC(E, Authenticated Protected Channel ZF|F 32 &
(SHALL).

Section 5.1.4 [Cik/X3 Federation Proxy T(&, IdP (& Proxy (CXf LT Assertion @ Audience Restriction Z1T\), Proxy (5> X
J—/\ RP ([CX3 U CHrTz(CERL LTz Assertion O Audience Restriction 2175 Z & ICFER.

7.3 Protecting Information

IdP & RP DEMiE S (4, Authenticated Protected Channel Z#|FB U CT/RE 9 2D Z & (SHALL). Subscriber & 1dP SKU RP Z1E
NEDBDEBIE (BEETTOY—%N L TITHNS) £ Authenticated Protected Channel Channel 71U T1T5 Z & (SHALL).

IdP (Z, RP iz a2 UFa/RUS —&EA I IRICERRRIBIRIC Access TEBRIREMEEHD. TS\ o 2Bk E LTI, Device
Identity, iIEEIR, AT LANLAF TV IER, SSEBRIBERENHITSND. IdP DV EIEHRZEUS TZ BS54, Subscriber
DTSAIN—HBEURWERAT, 25U\ /tlEiR%E RP (BT T EBOHETH S S, 55#ll(d Section 9.2 #EBDOT &,

I—H5—(CBT BBHND Attribute (&, Assertion & (3BT, RP K5 1dP A®D Authorized iU T X RMEEL TYWRDEDENTEX
LY (MAY). T30\ 2 Attribute D Access (CXf 93 Authorization (2, Assertion &E—#&(CRITIT D EHETES (MAY). 1—H—I(C
K 2EHRECDEICHBET D ET, - —DT S5/ —{RE(CIKIIS, Authentication Assertion BIRICHZARRIBIRICHRZ
DHBITIEERR Attribute ZIRTE T D Z & BRIEECTRD.

RP (&, Section 9.3 (LD KD, AIRE/RIR D 5T2/4 Attribute Value T3/ < Attribute Reference ZE3K L (SHALL), IdP (& Attribute
Reference ZH7/R— 92 & (SHALL).

8 Security

This section is informative.

Federated Authentication 7O X(C(&, IdP & LTRSS CSP ZE6, BHDIBRERMODEEN DEEDIRDT, Attacker 1Y
Federated Identity Transaction Z289 2 F v > X (JEINT D. A2 3 > Tl Federation (Cx19 D Attack &EZDIERICDLNT
FLHD.

8.1 Federation Threats

JE Federated 73 Authentication [CHUT I, Attacker DFEFAR—2 32 (FIETUTRP BT DU Y — X PHY—E IAD Access
(XK DEE(L Access) ZEME I D & TdrD. FJz, Attacker (I Subscriber [CIRDTEZSETBRCEBHD. BEHD, BU
<FEEZEENL P, RP, 1—H—T—1 > b (e.g., 7 5H—), —A&IIC Federation Transactin AMEIC WD EANY, BTERIR
Attacker &733. IWEZINEF D78, Attacker (& Assertion 2 Assertion Reference ZEZ UL DS AT D EEEZISNS.
ETBIC, 2B EDFEHENEE Assertion T—4 D Integrity (FE21) ¥° Confidentiality (#2514) Z£48 U, Federation O ML= E
BUICLED ETINEBLNR. DV ZHATOBRZERT DL, BEDIEREZBI ICHERZEELXLD EITDH50D
Authorized 724K, Attacker &EHRENB.

BEICKDTIE, RP DM TE DL SIC, Subscriber (CHHERIRERITI D EEHD. CDBEHRZIH D> TLBDINESHT,
Subscriber & Subscriber (CIXD I EED & T B Attacker =R 53T 5N B. Holder-of-Key Assertion D — XTI, CDE—TL v
(& Federation 0 b ) LBASARETIC IdP DI THII NS 3.

Table 8-1 Federation Threats

Federation
Threats/Attacks Description Examples

Assertion {41 / Attacker HMAD Assertion Z4ER T B. BEEZ(T1Z IdP HYEL](C Authenticate A1 TULVRLY Claimant
MEA @ ldentity Z Assert 3 3.



Federation
Threats/Attacks

Assertion i

IdP (CKD
Assertion &2

Subscriber [CXD
Assertion &2

Assertion U4&
Lok

Assertion BFIF

Assertion &ifa

Description

At

3.

Assertion W55 =% (CHIER]

IdP H¥&(Z72> T Transaction ([CE& L

2017.10.270IDF-J&JIPDEC

Examples

tacker H'BEED Assertion ZS AT

B=E
B.
BEICID.
ESNE (CREEENS.

TWRWEEFERT 3. IdP (FE5Z=0OT 41 > TR EFIRT B.
Subscriber /¥ Transaction ZE{TLTLY I1—H—@EE (e.g., 22)) OARELT.
RBRWEFIRTS.

Assertion "ER LAV F

#

Assertion H'E RP (CH#EZEIF BN
B.

Attacker "B TL VALY

FRRT
pan3.

IBDEHICFHIAENS.

IdP & RP MR T® Session Hijacking Attack.

Subscriber D& (C Assertion ZFIFH 9
D.

8.2 Federation Threat Mitigation Strategies
FEDBRZEINT DDC/IIDANZX L% Table 8-2 (LRT.

Federation
Threat/Attack

Assertion 1815 / t)
Zh

Assertion

IdP (CJ:%
Assertion 538

Subscriber (ché
Assertion 538

Assertion U451 L
AN

Assertion BF!H

Assertion Bifa

Table 8-2 Mitigating Federation Threats

Threat Mitigation Mechanisms

IdP 7' Assertion (CIESGIN(CEZZEL, RP BN ENZIRIL T B.

Assertion % Authenticated Protected Channel #2E1T IdP % Authenticate U/ZIARETiX

E93.
HEBIARBE TS >4 LIREAIF % Assertion (CE8HD.

Assertion % Authenticated Protected Channel $2B T RP % Authenticate UTZIREETiX
£93.

Assertion Z4FE RP (Cxf U TS/ 3. (F5ED Authenticated Protected Channel
TEIRAIHEE)

IdP N'&ER2B5LE (non-repudiation) AJEE/RBE T Assertion (CHESiHRIVICERAZHEL, RP A

TNEIRELT D.

Holder-of-Key Assertion ZF479 3. R S U/ZBEFRAEERR (Proof of Posession) ht
Subscriber DS ZEIIFET .

BEBIROI> T YAIZ, Assertion FEITFED RP (“audience”) D Identity 583, RP
FEENBRENCREETHD I EZRITITD.

Assertion DBZNEAREE < U, BRAMROI> T VRHICEKITHIFZS85HS. RP (EED
P =REET B.

RP (MEEDETERIEE/RFEIAICH UV THE UTz Assertion Z hSw oL, SNz
Assertion HMEI EFIHESNTULVRWC EZREET 3.

Assertion [C Assertion U2 T X hDESIE® RP DU TR MCBBSHNICHID TSNz
Z DD nonce NEFNDZ EHRILT B.

OpenID BizDay#11

%32\ F7= Proxy ' Authentication Assertion M AAL ZZEE 9§

Network E=4Y > (C LD Subscriber @ Address of Record H*

I—H—H RP TARIERIL>w b3— R Transaction ([CRES U,

BEZZ(FIEI1—Y—-IT—>1> M Assertino %& Attacker (T
U, Attacker ' E CH BRIDBFICZENEFIAT B.

B2 =NJ= Assertion 1Y, Attacker BE& @ Session % Authenticate

Normative
Reference(s)
41,6

71,72

6.2.1

71,72

6.2.3

6.2.2

6,71,7.2

6,71,7.2

6.2.1
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Federation Normative
Threat/Attack Threat Mitigation Mechanisms Reference(s)
Assertion %, Back-Channel E5)LIRED LS (T, YOI TR ~ER U Authenticated 71

Protected Channel TiX{59 3.

9 Privacy Considerations

This section is informative.

9.1 Minimizing Tracking and Profiling

Federation (& RP & Subscriber ([CZ < DA U cEHTZ59HY, Subscriber 1Y IdP #{E889 3 LS EKRT D. =5(C Federated EF
JUIC@ T Subscriber OEFEETEII S D (C(d, Subscriber DF—FHNEH] (CUNER OB (CHIBRS KURE L THAZENTVWS S
ENBEETHD. RESNITARN NSOl SNIEARDEHEENICA DN EDSMNCDWVWTEENHDIHE(E, SAOP (CHEHKT D
Z &. Sections 5, 5.1.4, XU 6.3 (&, Subscriber (CXF D S wF>IWITOT7 AU TOMRMEKRICELDTSAINE—URYD
ZER/IMET BIe D% < DEATIEMHZ 1) \— LTS, FIZ(FHEED RP (Z3 LT Authenticate I737z6HICE U IdP ZFIA L TLY
% Subscriber H'\3 &9 B &, HEX% Subscriber (& 1dP (C3xF LT Federation L7 > FZIB& (CIEFAE LI D /= Subscriber
Transaction DTOT 7 1 )LEEERT D EZTIEEICTD. DK DIRT—4 (S, Subscriber DFHARNUBE UIRWOAIRICH UTHE
§5T& D, Subscriber 1 Federated H—EXEFIE T 20Z T2 AI8EHEHD.

Z 7z Section 5.2 (& Unlinkability Z324t L Subscriber DiT8)Z RS wF> I UIEDTOT 71U >0 3 & &INGH 3 it
ROFIAZHEEL TS, IdP D/RY S —B KUTFH 2 (HEY) 25 ABIR> BN EDR R OEFRIE (CEE TH DN, Section 5.1.4
TRz Proxied Federation %2 Section 6.3 Tii/X/z Pairwise Pseudonymous Identifier (D& S ISR, BRABMZEBX T
Subscriber & N Sw O ULEDTOT 71 U032 EEEBCL, IdP RUS —DOEMMEZRE LT S.

9.2 Notice and Consent

Federation (C3\\T Subscriber DIEFEZ ML I B(C(X, Subscriber NBEDIBERN ED LS (CHIBETNBINCDWTEBRTE SR
EZ M THONIUNENGD. fIZE, EQOBRIEETNDDN, €D Transaction (BT ED Attribute "B TEH D ENHAT
232 THDINEEBETE, RP [CATS 320 Attribute ZIXET DNENDREEN DD Z EMY, Subscriber (CED> THERATHS
S. Uz > T Section 7 T, Subscriber (BT S Attribute 7' RP (SIXE SN BHI(C Subscriber (CEENKRZED L DRHTLY
3. Section 6.3.2 ([CKDIZ, —ED RP EEH'H73 U Pairwise Pseudonymous Identifier ZHH I NEHNEDSHERE T DRI, IdP
(& Subscriber N ED KSR RP DIIL—E I ZBRTED &, BLUTDOXSIMIBH T DB 2T OI®BCDNTEEY
DL PRIRERC(E, I—T—TORRU I RADT T A ANRES SUHAF, BIVBERLIRCKDRET DOREREDH DTS
AN —URODFHMZZER T D E(CIRDD. Subscriber HMEHROUIE(C DLV TRIDIREDSFEMEN®, Federation (CRS5 33D
MDERDEERE, BEINSZTERFHZL. UNURHS, M CERICERUIZT 51/ —RU S —10, HE24D Subscriber
NPFAZDIBRRUIZD UIRWK DRFIRHADY > T, SR U THRI/BEITRIELN.

Section 7 (FEDFEARNEINZIT D MIFETE L TLVRLY. IBE(C KD TIE Federation (LB D FE4AM Subscriber (@A URRZSS
TZbDBEFNIEFRRICIANC £ 65D, BRZITONGEREIN D DERIIEEEIE I D1, Subscriber MBAISEFRZIALVE
RCEDVWZBIRN TERZEEFLCBVWEBRICEDWTCRESNTWRRD, BRICEZFN RS A R IL—LADT—DODRUS
—(EKD EQEHEMNBA EABEEZITONEREL THL ZLEFHFFTEND.

IdP /¥ Section 4.2 (CIRARfz K S(C RP D/RD-1 hU X MEFIAAL TULDIBE, 252U X hD RP (FULVF'NE Authentication
Transaction H°C Subscriber (CIRZRSHURUN. AP (5> IAICHUNT Subscriber (SBEIEITHORVLZS, RO MU X MNIBE
ENJZ RP % Subscriber NN SHEERAIEE(C L, £D RP 1Y ED Subscriber Attribute (C Access TERMNHER TETDRDICTS. IdP (&
Subscriber 7'8859 3 Authentication Transaction #+ Tl Subscriber D Authentication &> Attribute Z/RJ-1 U X ~_E®D RP
EHBTERZS (Section 5.2 2H8), RP WU X M EICTFET BT ENBDEFE Subscriber DIBEHRNMNHBENDCEZEBRT D
DIFTE>IRL. UNULRAYS Subscriber 7Y 1dP ZfE> T/RD hUX M EDFERD RP (COJ >IN, REAS NI Attribute (&
Authentication Transaction F CHBEENDI I L LB D.

Subscriber DS >4 4 I\TORENIFRD Transaction Z{BET B/2H(C 1P (TRFESNTULBIBE(E, IdP (& Subscriber (CS5 >4
A LDREICKID I TICHFTSNIZ RP ZHEEB LD ZEMETEBRRSICTINENDD. COYU R MIIFED Attribute 1Y
RSN TV EWVWDBHRESD.



2017.10.270IDF-J&JIPDEC  OpeniD BizDay#11
9.3 Data Minimization
Federation (& RP (CHiEND T —FDE/IMEZBIEE(C U, #5858 & U T Subscriber DT S5/ —(Fa@{bENS. IdP (FBEEDI1—X
T—ADTZHIC RP DERZHIBZ TIEND Attribute ZINRE T DNE ULIRWY, RP HBAZREY (CER U Attribute DAY 1dP (CK
D TRESND. HFEICK D TIE, RP (L7 Attribute Value ZZER LIRLME LUV, BIZ(E, RP (& Subscriber H413iA_ £
ESNEMDENG DN, RRREFABZMDREIRVNC EEHD. BENICE> S5+ TR PI OREEF/IMET D 2D,
RP (& Attribute Reference (e.g., Subscriber HM13mMNEME LD, YIN A2 Pass/Fail TEXSNDER) ZBRIDZENTES.
SFBTETRP ICKDBIENCTEL ST TDDARER Pl DIREZE/IMETE S, 5(C Section 7.3 (& RP (CRJEETHNIETE
273 Attribute Value TIF/3& < Attribute Reference ZE3KF DK DRDHTULVD. ZD RP B ZIERT D28, IdP (C(F Attribute
Reference ZH/R— 92 EMkDESND.

9.4 Agency-Specific Privacy Compliance

Section 5.2 (&, #BI(CX LT SAOP [CHHA LTI SANS -2 T SA VO RBHERET DI OIBHZEDTND. TS5/ —
) 2O Ol & SERZE L, #E(C245% Federation 7' Privacy Act of 1974 Y2 E-Government Act of 2002 MD3K&b D PIA DEE%E )
BEIINEWD O TSA T RETFICAT DT RINARZETD /28, #EAD SAOP #' Digital Authentication = X7 ADFHF
VEAERETRAND C L FER(CEETHD. HIX I, He%HBIN Federation (Cd51FD IdP ZiZH L TL\DIHE, Credential (& 1dP &
Federate 92 RP (L1 T IdP (CEIREND Z &E(CIRBIzs, Privacy Act BN SRE SN & ERD, FiRE UK IZBIFD
Privacy Act DR AT ACKD /Iy EHRREERD. UH LIS, #ENE=ED IdP ZFIFH 9 D RP D&, RP 'SiEE
NEEDT—FM RP & UTHBEIICBIEEINDIMNCKD T (BDHBE, MEFTDXRDSRT—572H/\—-93, KDLENDTOYT
S /B SORN ZHF DI &IC/RBME LNJRWY), Digital Authentication ([ Privacy Act B4F(EERENRLVNE LR,

SAOP (FEAR(C PIA BB E DNDDRE (CHWTHEEEIBIN TE D. CDERRIE, Federated Credential DFIFDIZSHTZIF (T,
Privacy Act SORN 12 PIA B"EH 12D EWVNDAD [CROANE T(ERAL. Z2< DIHA, Digital Authentication O A2 A% ET D,
72U U (X Digital Authentication T A E RN A S1> Access ZHENI T2 TOT S APHRICEUTERIT DLDAETRTO
IS LM PIA O—EBICED, PIA BLU SORN #EIigT 3 EHREBIB(CHRD TULS.

Digital Authentication DR EZR(IZIK (CED /28, SAOP MME4Z DEBRICTIVWTHDIEEU TR EEFERTHD. HIX (L,
Data Use Agreement, Computer Matching Agreement /& &, Federated 1dP 72L\U RP B — EX Z 720\ UF B 9 SR (CE A E]
BEIREDMDT SIS — LOBWERND D 5. SAOP (MBS IC ED K DRMEBMBEMNERAINDINEREIS DFMTIETDE
W TZES. T5IC Digital Authentication DIE 42 DEREMERICIEBR T D EICEKD, SAOP (FO> TS 7> XTI O 2DAD
FERZEBCOTCTISA/N\S—UROZMENCEHEL, BT ENTES.

9.5 Blinding in Proxied Federation

BRI (Z(EA 2T I —2 3> xBfi{b T EREBMT D Proxy 72 &, Proxy #&i& (C K> TIXIENND Subscriber D51/
—REZIRBELULBVWEDESD B, Blinding HitiZ ALV TEZRIZALRILD TS/ —% Subscriber (CIRIET BDEDEHD. TS5
J\S—RU= —(ZHU\T, Subscriber Attribute & Authentication Transaction 5 —%4 (e.g., KD IdP S XKU RP Di#BIF) D IdP,
RP, KU Federation Proxy (C K DEENRFIRBICDWLTEIR L TE LKL, Bliding 73 E DI FER (T —FEEEFREEICL, €S0
SIERUS —DOBFMMEZRHD ZENTES. Blindng LAV EADIFE, TS KUNER L DEFEEMIEE LR T 3. Proxy (&
Transaction %z W\ MO DRIDELNIREARICT W E> 2 U, Transaction AD I RN TOREREDHRZ BRI IHNENGS.

Bliding #ffi%z{£ > TH, Blind SNz, IR &7z Attribute F—HIPOAIFT—HREMNS, F+1 NS> X2 Attribute Bundle
DY X, Attribute NDEZEIBRDERFENT T D2E U T, MARZE =1z Subscriber [BIREHEN T B ENTES. IdP (FEN
DT SIS —#@{t 7 TO—FZ1&5F U, Federation (CEHNL TUL\DEARDHBITIEEIBEIRDOFR U X OZKK L THLL.

BUFdDZ=(% Proxied Federation THIFAE113 Bliding ERDEEZRUICEDTHD. I, COXRGHMAEBEN ELIZEDTHD,
BN THIRMICFHE UIcBDTERL.

Table 9-1 Federation Proxies

RP IdP
knows knows Proxy can track subscriptions Proxy can see attributes of
Proxy Type IdP RP between RP and IdP Subscriber
Non-Blinding Proxy with Yes Yes Yes Yes

Attributes
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RP IdP
knows knows Proxy can track subscriptions Proxy can see attributes of

Proxy Type IdP RP between RP and IdP Subscriber
Non-Blinding Proxy Yes Yes Yes N/A

Double Blind Proxy with No No Yes Yes

Attributes

Double Blind Proxy No No Yes N/A

Triple Blind Proxy with or No No No No

without Attributes
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10 Usability Considerations

This section is informative.

ISO/IEC 9241-11 (F1—HEUF v —%& “[FEDI—F—IUFEDFAI>FTF I MMTHBWNT, B3, $IRANDFERE TS DIRE(CH
EDOENEIER T DH(CTOF T hEFIFTEIREE EEELTCWD. COER, B, R, MEEEIER T DzHC
BRFERELT, I—T—-EBE MBI FTFIAMNIBEBUTWS. I—HEUFT 1 —ZEK T DICIE, INSDF—EBEREER
LN 7 7O0—-FHnEBETHS.

I—HEUS 1 —DEEN SIS, Federated Identity = X ADRADBEN AU W fD—DE U T, 82D Authentictor ZEIRT S
CECEET R —DEH EVWSHEEAORDEANGITF5ND. BENCCNEI—H —R—AE/\RDT— ROMETHD -
Y, 1—5 =1 Authenticator ZEIE 3 2HEMAE LT B (CDN, ENAYIBHNREDTET SHILREDTSE, 1-HEUF 1 —

8 S VANVESIE O s P o a2 ol el

% < DA Authentication ANDF7FTO—FH, [KEE (AT SN, MO SNIZI—FEUT v —HA RSA2EF O TV,
Federated Identity (F&LDFTU <, > THTFTFERDES EARAEENFTRE LU TVWD. EITHDI1-—BEUF 1 —HATRMNEHAT D (CDN,
Federated Identity > XFACRTDIA—HEUT o —HA RSADIELDBHRZIBET —FZEF DI L ERBD. FIX (S, 14T
Attribute DERTEBZ 1—H—TL > RU—IRSEBICHIRI DHAI U RA 2/ RIDICE, c5RDIT—INRETHD.

800-63A & 800-63B D1—HEUF 4 —tT2 3> TRARTELDIT, LVHRSB Authentication FECSWTCHERAROI—F -T2
ARU I RAIFIARAIRTIHB. Federation (3Z < DI1—H—(CEDTEIEZBNIRWA2EFSTS 32 IINSHTALLTHDIEH, ThlE
Federated Identity > XA ACBNWTIIHFICHTIEES. 1—H—DiBED Authentication fRER (L, 1—H —DHAFICRHEERIFLD
3.

Federated Identity AT ACHITDEHRDI—HF—TOIARUIT R, AR D A A—INDBEB THIRNETTHD. CNIFU
TOI1-HEUF 1 —1Z# (IS0 25060 =) —XDIBHERE) P11 - -1 255023 > FT A2 DedDEIISNIERIANTS
D7 A ACEKD>TERTED.

ASSUMPTIONS

A2 3> T, “User” E(F “Claimant” 72U\ “Subscriber” ZREK U, “Entity” & (& Federated S XFT AICEHAS I 3FERZEIKT
B.

HARSA 2B IOEBRFHEGI T —HATILRSN TS,

7Ot EUT4—(3A-HEUFT 4 —EFERD, K Vol. DIRS & B TIERL). Section 508 (HIEHRITMIDIEEEZHEFR T DTz
[CHIESN, EFPEATHLBE (T3 U T, BFH DIBEREMIEER UBEEN NI TOVICTFOTITEEICRDLDIRDTND. 7
DT EUFT o —HA RSA > ICDUTIZ Section 508 ik S IEEESBOD T &.

10.1 General Usability Considerations
Federated Identity = XA AFU T EB/ICINETTHD.

o 1—H—m&aH (e.g, IZRAL—23>, 28 H-D) Z&/IMLT 3.

o WERI—Y—-7o> a3 iirmIMEds.

o I—H—NRELBEBICE— IdP LOEHDTH I hMEBIRTEDLD(CFB. HIZ(E Account Chooser
(http://openid.net/wg/ac/) DL DR TO—FTlE, I—F—H IdP UR MHSEGHFIA LWV IdP B&IRT B3
HM5 Federation 7O RZBIAT DD TIFRL, I—F—H'&fE Access U7 D> MU SIS T7HD > NEIR%ZT]
BEICLTULS.

o I—H—0&iBD&s/IMtED—T -+ (38R Uz L TORMZTIRE(CT DT RIBEHRIBEOMNESED/INS > X ZE
BD.

o HUVBENTUVVRWEITASEEMOERZ &/ RICINX . (e.g., AN O T SMIBBHECHBTENE, 1 —H—(F IdP
2 RP &V D TEREZEMDE(FIRL))

o IdP & RP T—EBHDOHBIMESNIEI— T -—TIORRUI > X =BT .

o JST4VIR, ASAN FAQ, Fa— NUFIL, BliREDIY - =ML, I—HF—H Identity ZIBfES 20%MTD. T5
WoTzUY—XTlE, - —DIEHRN EDKS (CERD IO, Transaction (CHENDDEEK (e.g., RP, IdP, KU Broker) 1 &
DL CHERS I INEHIAIRNETTHD.


http://openid.net/wg/ac/
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- BBt EEN DBRERI—Y—-EDIZ21 5 —232%175. (e, 221U —> 3> (FHATERLPITLWRETHD)

o BTN ARCEAFRRL AT —(CAZSA Y- ERZRHTS.

o TRCIBRUIZ LTOEEDRAEZSR(CT DI, 1—H— (i U TEBERFEERAICT S, SEARELELIEFMFZY
OTACTFIAMKEFTHD. 1—F—(&, FED Attribute Z 5> TLVZ DFFED Transaction [CHWT, 33 IdP SKU RP
ZMMEDEFTETINE LN BIX (L, ZEER Personal Information (ERUBIRTERIBHRLE) TEATE Web B b TIE, 1
—1H —(d Federated Identity = XFADFIEZTZHS DSHE LRV, 1—H —HH1E 9 S Personal Data D> 37+ J=(C
FOT, AT -RBY—2vILRy hDO—0T0O0/A5—% IdP ELTEWEASRNT EEHD. CNEALDUELEFY —
Sy )Ry NIJ—F 2 OREOTO— RFT I MIBEZRICTINSTHSED.

o 1—H—HEINDINTDIBEIRICDULT, SP 800-63A, Section 9 (sp800-63a.htmli#sec9) (LRI 1—H—EUF o —EDERE
MRS,

o ECTEDIDICLUTHMMRZIEZE/DENTETINZIHEICEZD. HIZE, I——([CAZSA 2L TY— Bk
AD X2, NILTFROBR— bDIebDF v MoBEESZIRM T S. Transaction (CBINDEAEM (e.g., RP, IdP, B&K
U Broker) C1—H —ZZ50\EIUICT DR DSRIMIIZIBISE TR &.

o EUIRIDFTFANT, RJNRL—H — EIRENRY U (CH LT, HENMDIRENR I - EUS 1+ —5HEiZziTL),
Federated Identity > X7 A% 1—H —HETHRIILTWD Z ERRIET S.

10.2 Specific Usability Considerations

At 3> TI& Federated Identity = AT ALK T D4R LI —HEU T — EDEBERBRZRD. Atz 3 2(F, Federated
Identity > AT AICEETIETHDI—HE T —BRZEENCH/IN—F B ELZBRITIEDTIFRN. CCTlE, 1—HEY
T —ICEATBAINMCHBIFDLIDARETLLDERUZT—XTH D, 1—H—0D Identity (T DIEX A, 1—H —Di#ER, {535,
Federated Identity ZZEDER (CEREHTD. BEICKD TETERFMBHENDIZEEHIMN, FEOV Y1 -3 & RETD
CEIFRN. ERESNBEEL, FEDQI—FEUFT 1 — LD —X(CHIET DEFMRMEMN 7 T O—F =2 #HRZ T D/2HDEITEH
3. ESRBPUCDNTIE, S AT AR ET—FT+ >0, 1, APl BEFTDOARI N TS5« X (OpenlD ¥° OAuth 12 &) DIZ#EAE S
B & BREEEFZ<DEBRICHUTHRETHD, JoBA X T4y hA—=TIRV U1 -3 DIFFELRL.

10.2.1 User Perspectives on Online Identity

11— —h Federated Identity = X AICIBNHUATWZE LTS, FICT S/ — SIERIEB DR T) Federated Identity (3
IBRERRZTVIO—FEFIEL, TTTEIL—Y—DF7 —FUWBSEICH T DEREOE VIR T 20ENDD. 1-H—&
EEE(IELRD Identity DEEEZEIEFD. 1—HF— (30041 > U TEEBDT S A R— NIZERIAD Access Z18DED E LT Identity
ZIRR DN, BEE (S Authenticator & Assertion, Assurance Level, H— E XIZME(ICHEIR—IND Identity Attribute EWVSHRMT
Identity Z3EXD. COKDIC, I—H— EEEREFH TS Identity DIEX A NRR D2, 1—H —7' Federated Identity = 27/ (JiEA
ENB ldentity ODEEZ IEFEICIBRE CEDLSFIMIT TR ENARARTHD. BN Identity €F)LIE, 1—H—1 Federated =
AT LAOFREVROZIBIREL, 2DV 2 RTLATERBLMEFET DL DRI LHDERE LB,

Identity (D¥FIEDZ < [, Federation A, KU Federation DA T, I—HF—WEDKSIC Identity ZEIR T I CHEEK(EFT.
HAIN—ZAR=AON T FTFX MIEDNTEZD Ildentity ZEIRIT D ERUKLDIC, I—F—(EEBHD Identity %=
Federated RIRIBCEIB I DI INZEIMMENDD. ULIZH DT, Identity EI>FFIA M EDKL S (CIRIODNDDOMNE, 1—H—(C
XU THETRITNIERSIRN. 2D, UTFTORMERININETHS.

o BB Y -DEREZXRT DD, - —(CERIFTFIANEIATD-TZ2EH9 3. fIXE, I—F-HFEEORIE
ELTITERIL TV D0, BEDEREREMBDORIEE UTITBIL TLZDNRE.
« Entity ZX5) 9 B/csd, I—F —(CAZ— I TRHKDH D LR FZ iRt 9 3.

o 1—Y—(CT—YFiaEET —IEEHERDH B Authorized /21— — (LRI T DI1EIRE IR T 3. Identity B LU ZN(CEHE
BT AL, EROERICKL S TEH - TEORELIBEEEHD. HIZIE NLVAT T -5 3RBEBDEDTHDIN, —8DT—
SR DCEEIDIZEICDD TOHEFENS.

o I—H—HEEEL(C Attribute ZAREE, LS, EHITEBLDICT B. Identity & 1—HF—DIREN IR IFT 4 wITEFRLLAAF=
W IREDTHD, BREEE (e.g., Filfs, BRBLUERT —4) £ EBICEND S 3. Attribute ZEFT L7z D Attribute 124D


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63a.html#sec9
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REZITOWER, A CIRHENBZEEHNETS TRV EEHD. 1—H -1 Attribute ZZE I 2TOTIN K <A

BNTEHED, RFAAD MEEN, BRICEITTETRICEEZFIATR L.
o BHEY B Entity NI TICRIELRVEETSE, - — (LT —9%27vIT— I 3FHREREBTBI L.

o 1—H—h', BB® Identity £ RITEEULIZD, Transaction BREZSTVBEE(CAIT 3 INRTOBEREHELIEDTED LS
[CTBDIE. DV A =BT DEIREEDSD D, WRATIRERER, 8, /RUS — LORINEZER T D& BEICK
DT, BELDEREREMEOANERC EEHD.

o 1—H—(C, BENDHDIIPITWN, 1 N 7TUS—2 3> D7 —FREFRUS —IEREIREIT B &

o #E#EDT—4 Access IRUS—(CUTzH > T, I —H —(ZHEHNR Anonymity (B4 %) 1> Pseudonymity (&%) A>3 > %
BHU, BRSO TZ DUV ldentity AT 3 >%#IDBEXSNBLDCTIL.

o 1—H—(C&IdP BEIURP BRI 3> ZEBIRIIFEREZIRMIT B E. CNICE, TRIRDWR, $FED RP D1DB ED
Attribute D Access 1ERDHIBFEZSD.

10.2.2 User Perspectives of Trust and Benefits

11— —I(C KB Federation Identity X7 ADIRIRC(E, Z<DERNFEER(EFUDD. EOLDIREMICHNTSE, 1—H—(EH
DEREMIDERUDD. HIRMEIBIRT DRMDFINC, I—HF—(FURUFREETNDI AU Y hEURTZEEMDICMNTD. 1
— P EKEBRUZLETRMTED LD, 1P & RP BA+D7REHRZRMH I DD, IFE(CEE THD. S5 SSHEREE (Tiers of
Trust) EW\D > M, Federated Identity S X7 ADOEARFIETH D, 1—H —(CLDBIRZ(RET D0IEEEN D D. |/EIC, 1
—H-—TOIRRUITZANE LTS E, Federation (TR I—H —DFTEMMENIL, RP (CKD Federation DEIREGIZNNT D AIEE

D D.

ABTEo2 3> AT -DEEEI-T-(CEDAVY FEURDDHB(CERZHTD.

IA—Y—(CXBEAERET DD, IdP & RP (IO —H - EDEBEEBIS COBEL, I —H—(CHRBICKBZIAVY hEURD
BRI INENGDD. EEREUTEUTOLDIREOREITSNS.

o« 1—H-HWBEEDOBEROREZI> SO—-)LU, BURBAICKDARNEEREEITZ DL D(CT S (SP 800-63C, Section 9.2,
Notice and Consent £88). BADOASR, X, SBED/\S X (E, I—HF—-MHAEZX T (COUVIRIL-LTLEDS &%
BB IZDICWBETHD.

« Attribute HEDEHICFUTORZERIT D L.

o I—H—(CHBEETINIEEO Attribute KT Attribute Value ZI&EE T DFEREIRMHI D& LLKTEZEF2UT
— TS5 07« RIS Z & (Section 7 ZR).

o A—IATFYIIITTO-F TR, - —NEDHIR Attribute VX MMM U TABTESZLS(CTDTE O
—H I EROHBICARLURVNEETE, HIBEDA> S > Access ZHRE(CT DI &.

o A—H—HHEF Attribute VX MDEBZEFHFTEDLDICTDIL.

o I—H—([URRESNDFAREREREZR/IMET D &. FIX (S, Authentication L AR ZAD—EELTHEEINDELT
B, S RAFAICKDERENIE Attribute (Pairwise Pseudonymous Identifier 72 &) &R E71R0VRE.

o Y —-DRAFYITHBLIUVFES—>a>ze/IMET B L. FIX(E, Attribute HEDREZT O hIJLICHAAH,
Federated Transaction F+DHEEE & L7RU VR E. OAuth Y2 OpenID Connect EW\D TEAREEC S S UL\ IR 5N 3.

o I—H—MI1dP (CKDAIER Attribute B3R Z TS SNSRI SEHETE D LD, RN DMZENIRZIEFERZ IR M
I D& (Section 7 BHR).

o 1—H—(C Attribute REDRIBZERI OB ZR/IMEI D L. ARERDIBEZREI LT, AETRAL
Attribute DHBEREZ (TR ECELDI—PF-DISA M —23>Z#IF2ENTES.

o HIFIRDFIABNDZDICDHIERZIE L, [BRFARZRIMET D T & (Section 9.3 288). 1 —H —DIRNRERRUIC
THENDBRRIEROINEDTRR, FLlEF1—F-DhovF 20775 E, - —DEFHEIFEONS. fIXE, 11— —(C
3t U CIRIED Transaction (CBIET B Attribute DAHZER L, RP TIL—H =1 Access TN EDIMDONSIRNI R TDH D
53 Transaction DJ=H(C Attribute ZER UIRW\KDICTDRAE.

o Federated Identity ZFIF 93 Z & ICKDBENFIRE VR DU%Z, 1—F—(CHHENDIEBEICRX D2 & 1—H —HMlifE%zE
UFR & UTIE, RS, B d s, B9 3/ (R D — REOREL, FIEER LR ENDS.
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U3 B1— — DR, Federated Identity > X ADBREMR(CESERZS5X5%. 1—Y—(&, 88 IS5/ —

F1 ' )5« —, Single-point-of-failure &L\ R (CHNT, 2B <OgEMEND B, HIX (L, OEDD IdP N —BFRIFE 1= (FK R (C
FRAARR &R0 T2IBE, 1—F—(FBED 7 N> D Access ZRDBTNNHD. 52, 1—HF—(FH L L) Authentication —F
OTCRAZZRC EICESZEIRBUVEDREL T B0l EH D. Federated Identity & X5 ADBIRE(RET B (T, MESINDI AU Y K
MERIEEND U RT%Z EEISRIFRSRRN.

10.2.3 User Models and Beliefs

I—YF—FAIZEECED EMET D EICEOT, HEDERZHFL, HEDSETITET SMEMCHD. TDLS(TECIZDA
BUEDASHDMERZRLIED TDZ L, HERIZCENWTAZFILEFTILEFENS. HIRIE, T7—A T —RLRXS24AH
JIFUD, KDTA=RIVIBLARSUIRE, AR SHEER(CE D TITBIHIFER(CT DL D, BECHI DA HILETILER
DTWLD. UIZH o T, ZNENDMERICHEBL TLWVRKTH, TNTNTEDL S (CIRDEBES DIEUNZIEFE T D ENTED.

Federation (CHITD L TELTRERASHIVETINEZL T -—MEBETEDILOIXIEITZIET, - —EHDIHEDOREZB
XA T—IEZEITDS T EMNTEB. Federated Identity S X AN 1 —HF—R\E T > sncuRibng, 21— —(FiE>esl
EARFZRRBAZGIVETIVEER U, BSICELDIRTLADBRBRICHEZREFITNELNRN. ZEEREUTIEUATOLSKR
EOLEITFEND.

o I —H—ERfR%Z BT B /=8, Transaction B%E (e.g., RP, IdP, 35 KT Broker) FDREFRM4E & IBHRORN &R (CEHEAT D
& —MHEHIREETH S IdP & RP &WSEEFERAT 3D TR <, SRERD Entity D&BIZEFEAL THIATDIZ &,

o ABEZUKHAENSRERZIRMHL, —REEFRIR Entity MEE(CEFRUTCWIIERZEFETETIRSICTDIE. A
Z (&, 1—Y— (& Federated Identity = X5 ACH 1T DIERDOFBNDOEBNARELTHED, A2 S > TORANRITENE
BIFH—EXDREENENTUEDIDOTIFROAELE T I0E LN

o ABEUOLKHRENSRAIERZIRMEL, RP HHEEBBDY A S5 IdP (CUSF 1L T DIRENGDIRIC, U1
LOMNCELTA—Y -5 E3 & FIXE 1dP D1—HF—1>25—-TJ1—AWICRP DTS RERRL, B E
I B RP (C Access TDEHICHZIAP (COTA> LEDELTVWR T ERI—H—(CHSEDRE.

« Transaction B§%& (e.g., RP, 1dP, 3 KU Broker) DS (Authenticity) ¥l B2 /zsb, 1—H —(CERRETHIA LI LVFER
(e.g., REMIRL) ZIRMET D& CNUE, FIDIL— B RAAZHENDS (e.g., .gov 15 .com) BERE, D RAAHSHI
DRAA 2 CBDBEDIL—T — D ZEM T DCHRIIDTHSS. HIRIE, IdP D URL Z2RRUT, I—F—DEBEH DY
ANITAYS 2 TENTUWVRNWS EZRIRFETED L DICTDIRE.

o BEWROT 1> EBRRNROT 7D NMCBEULT, - —(CRENGRZSORBRBERERMHEIT D& BERICK> TS,
IdP 7HJ> KT RP (COJA>93E, I—HF—(EI1dP & RP WAICH U T Authenticate N3 EEHD. TDHBE, 1—
H'—(d& RP T®D Session Z#T UIcELTH, b3 LB IdP D Session MR T ENDNDIFTFRL, IdP MSBERNIC “O00 7
RN TIRIRENDD, EVVDTECTIHRLME LN, IdP 3D Session #8779 DTzs(CBARIIROD 70 MW ER:
7a, 1—H—(FZNZzRkL s 3PERXBREZVE ST D.
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11 Examples

This section is informative.

PUFT(E3FEFED Assertion 77/ 0> —, SAML Assertion, Kerberos Ticket, OpenlD Connect Token, (CDUWTIiRSD. CDYU X MMC
(&, IRTDEH N SB Assertion T/ O —(FEFENRY, Federated Identity S X T AT—RM(CFIASN TV EDZREL
TuLa.

11.1 Security Assertion Markup Language (SAML)

SAML (&, Authentication 3 & TF Attribute 1BHRZ 4R U, EF8RA5%0DE B Entity BT Internet #L(IC¥®°D EN T B XML R—XDT L
—AT—DTHD. RERFL TRITD SAML {14k, 2005/03/15 F1TD SAML v2.0 THB.

SAML DIERERZLUTICRTY.

« Assertion DiEIEZFEE I D Assertion XML Schema.

o Assertion KLU, Artifact (Section 7.1 TRz 2451 LT NE— RTHFEIDON S Assertion Reference) #'J T A NI BRR(C
FIF9 3 SAML Protocol.

o IREERDEETONIIL (HTTP 12 SOAP 12 &) ZTERE L, SAML Assertion DExix (CFIFAT S Binding.

FEEDIEZR(CKD, “Web Browser SSO” UL\ JEAFED I — AT —RICHIE U SAML O 7 A IILAERSNS.
SAML Assertion (3 XML Schema (CL>0— R&1, 3DDP1 TDRAFT— M XA NEGikT S.

« Authentication Statement[1: Assertion Issuer, Authenticated Subscriber, BZIEARIE LTUZ DA Authentication (CBE 9 3153k
=5, PIX (L, 33 Authentication Assertion (& Subscriber “John” H' 2004/06/06 10:32pm (C/\XDJ— R&EE>T
Authenticate SNz EERT THDD.

e Attribute Statement. Subscriber (CB T DHFEDEBIIFEZST. FIX (L, “John” &L1S Subject (CH LT, “Role” EULVD
Attribute (CXF U T “Manager’” EWSEMISESNTULD, I L.

e Authorization Statement: Subscriber H' Access H#EEIFDUY —A%RYT. TV UV - EUTIE FEDTINAR, T7
1)L, FFED Web B —/)\— EDIBEHRRENZEIFSNS. FIX (L, “John” &ULVS Subject Y, “Role” EHLDPTE LT,
“Webserver1002” £ T “Read” WD 77U 3> %ITRD, IRE.

Authorization Statement (IR RF 2 A > FDIRD ECBTIFRAL, STTIEEERURLN.

11.2 Kerberos Tickets

Kerberos Network Authentication Service [RFC 4120] (&, O—HJILDOHEFRY NDO—DOLDISA T2 b - B—/)\—FTU4Hs -3
2T LT, Symmetric-Key BES % FIF U/=58E/3: Authentication Z 12t 9 3R FH 1 > =z, Kerberos DILER T, O~
JLDRFTEDR ST W T (CHUT Public Key S ZFIET 2 EHBETES. Kerberos (& Subscriber & RP MDD Session 7 —4 D
Confidentiality (#£Z51%) B KT Integrity (o2 M) REHHYR— N9 3. Kerberos (& Assertion ZFHT 3E0D0, HERY hDJO—0 L
TOFMADEZDICTTA > ENEEDRDT, BIC Federation 7O hJLEIFERTRLN.

Kerberos (&, S TSRV HEEO—-HILRY ND—0 LETOEDL LD IdP ZFIF U7z Subscriber 3 Authentication ZH7R— kU
TULVB. IdP H' Subscriber (T3 U TIES{L LIz S >4 /a7 Session F—HES TR EHRI T E(CKD T, Subscriber (HFFEARY
(C 1dP (CX3 LT Authenticate 3. (Kerboros REDEDDIRNMI (L, Subscriber MBAZREYIC I1dP (CXF L T Authenticate 332 &%
RDHDEDEH DN, ZER TIFRW) BS{EENTz Session F—(CHIX, IdP (& Kerberos Ticket EIF(ENDEDVEDDIES{EA
JZx 0 haERYD. T Ticket (CIZE L Session &=—, Session F—H"FFT=1/= Subscriber M Identity, Session =—DEXNEA
BAEFENTND. COFTvY MM, RN EY b7y T I —XH(C 1dP & RP O THESNZFRICHEIISNZR(CKO T,
Confidentiality (#254%) B KU Integrity (FE2M) MMRESNTULS.

Session F+—%{#> T Authenticate 3 37=&, Subscriber (&, Subscriber 13 Kerberos Ticket ([CIEsIAFEN = Session F—Z=1FE L
TWBC EZEIAT BIES{ET —4 & EEIC, Ticket & RP (J3%3. Session +—(d, #rLL Ticket Z4/ L= D, Subscriber & RP
DOEDBIEZEES{E ULTZD Authenticate 337z (CfENDNS.

CHOTOTRERIET B /=8, Subscriber (& Authentication Server (AS) (C Authentication U7 T X h%i% 3. AS (&, Subscriber D
BAERNR Credential ZFAL\ T, Subscriber (CXt U T Session F—%ZEES5{L9 5. COREAEARNE Credential (&, AS & Subscriber
RIOHEBEWZER THELUU, Kerberos k4D PKINIT D& S (C Public Key Certificate TH KU\, Subscriber & 1dP DEDHBILESE
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([CE DUz Kerberos IREDIFEAE L, COHEZEI—T —DEKRLIZ/ (AT — RMNSEH TS, > TENSIE, Flexible

Authentication Secure Tunneling (FAST) [RFC 6113] YoUfe L DR M RU I B KUBEAD I LEFIB U TULRVRD, &)
MREREECLDA TS > EHE Attack (CXW UTHEIE TH B.

Session F=—7% Subscriber [C{RIX T DDICTHNX T, AS (& Ticket Granting Server (TGS) EHB U= ED /= Ticket ZRIT9D.
@ Ticket (&, Ticket Granting Ticket (TGT) EMEEND. ZhUE Verifier iY TGT KD Session F—ZFIFA U T, BAZREVIC Verifier %z
Authenticate 3 3hD D (C Ticket ZFKITI DT E(CHRT B. TGS (& TGT D Session F+—%FIF L T Subscriber (C319 2577
Session F—ZES{LL, RP EHB UL TWLDHEZEED THIR Session F— (XI5 B Ticket ZAAL T D. Subscriber (& Session F
— =185 U, Ticket &E¥#8 Session F+—%#REIEFIC{fE> T RP (C3f L T Authenticate 9°3.

Keriberos Authentication H'/\X D — RICEDNWTWBHE, COTO M IUERHIDI—H —& KDC ED0D EDEF v TFv—
IIRIBREBICLDA TS 2 HEF Attack [ U THESI TH D EAHMSNTLD. +HRREESD/\IXT—-REXTLTI—T—I(C
EDTUFNTBHLULVWEDTH DN, KDESEHN/ (XD — REFHAIT NI DOMSEEFEINIEIND. 22 U/I\RDT— RR—XD
Kerberos Authentication /¥ FAST (7 (3EEUD) b RILFTHRAESN TUL\DIBE, FE Attack £E1T9 D IC(FBIT Man-in-the-
Middle Attack "AETdHD.

11.3 OpenlID Connect

OpenID Connect [OIDC] (&, OAuth 2.0 Authorizatino Framework 35 KT JSON Object Signing and Encryption (JOSE) BES> X5 /s
[CEDWE, 7245 —Fw RNRIRED Federated Identity 35 & T Authentication 700 /L Td 3.

OpenlD Connect (& OAuth 2.0 Authorizatino Framework M _E (C#EE SN, RP (C KD Subscriber M Identity 35 KT Authentication &
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