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Authority

This publication has been developed by NIST in accordance with its statutory responsibilities under the Federal Information Security
Modernization Act (FISMA) of 2014, 44 U.S.C. § 3551 et seq., Public Law (P.L.) 113-283. NIST is responsible for developing information
security standards and guidelines, including minimum requirements for federal systems, but such standards and guidelines shall not apply
to national security systems without the express approval of appropriate federal officials exercising policy authority over such systems. This

guideline is consistent with the requirements of the Office of Management and Budget (OMB) Circular A-130.

Nothing in this publication should be taken to contradict the standards and guidelines made mandatory and binding on federal agencies by
the Secretary of Commerce under statutory authority. Nor should these guidelines be interpreted as altering or superseding the existing
authorities of the Secretary of Commerce, Director of the OMB, or any other federal official. This publication may be used by
nongovernmental organizations on a voluntary basis and is not subject to copyright in the United States. Attribution would, however, be

appreciated by NIST.

National Institute of Standards and Technology Special Publication 800-63-3
Natl. Inst. Stand. Technol. Spec. Publ. 800-63-3, 73 pages (June 2017)
CODEN: NSPUE2

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-63-3

Certain commercial entities, equipment, or materials may be identified in this document in order to describe an
experimental procedure or concept adequately. Such identification is not intended to imply recommendation or
endorsement by NIST, nor is it intended to imply that the entities, materials, or equipment are necessarily the best
available for the purpose.

There may be references in this publication to other publications currently under development by NIST in accordance
with its assigned statutory responsibilities. The information in this publication, including concepts and methodologies,
may be used by federal agencies even before the completion of such companion publications. Thus, until each
publication is completed, current requirements, guidelines, and procedures, where they exist, remain operative. For
planning and transition purposes, federal agencies may wish to closely follow the development of these new publications
by NIST.

Organizations are encouraged to review all draft publications during public comment periods and provide feedback to
NIST. Many NIST cybersecurity publications, other than the ones noted above, are available at
http://csrc.nist.gov/publications/ (http://csrc.nist.gov/publications/).

Comments on this publication may be submitted to:

National Institute of Standards and Technology
Attn: Applied Cybersecurity Division, Information Technology Laboratory
100 Bureau Drive (Mail Stop 2000) Gaithersburg, MD 20899-2000

Email: dig-comments@nist.gov (mailto:dig-comments@nist.gov)

All comments are subject to release under the Freedom of Information Act (FOIA).

Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology (NIST) promotes the U.S. economy and
public welfare by providing technical leadership for the nation’s measurement and standards infrastructure. ITL develops tests, test
methods, reference data, proof of concept implementations, and technical analyses to advance the development and productive use of
information technology. ITL’s responsibilities include the development of management, administrative, technical, and physical standards
and guidelines for the cost-effective security and privacy of other than national security-related information in federal systems. The Special
Publication 800-series reports on ITL's research, guidelines, and outreach efforts in system security, and its collaborative activities with

industry, government, and academic organizations.

Abstract
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These guidelines provide technical requirements for federal agencies implementing digital identity services and are not intended to

constrain the development or use of standards outside of this purpose. The guidelines cover identity proofing and authentication of users
(such as employees, contractors, or private individuals) interacting with government IT systems over open networks. They define technical
requirements in each of the areas of identity proofing, registration, authenticators, management processes, authentication protocols,

federation, and related assertions. This publication supersedes NIST Special Publication 800-63-2.
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authentication; authentication assurance; authenticator; assertions; credential service provider; digital authentication; digital credentials;

identity proofing; federation; passwords; PKI.
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Requirements Notation and Conventions

The terms “SHALL” and “SHALL NOT” indicate requirements to be followed strictly in order to conform to the publication and from which no

deviation is permitted.

The terms “SHOULD” and “SHOULD NOT” indicate that among several possibilities one is recommended as particularly suitable, without
mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a

certain possibility or course of action is discouraged but not prohibited.
The terms “MAY” and “NEED NOT” indicate a course of action permissible within the limits of the publication.

The terms “CAN” and “CANNOT” indicate a possibility and capability, whether material, physical or causal or, in the negative, the absence
of that possibility or capability.
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Executive Summary

This section is informative.

Digital Identity & (3353 Subject DA~ 51> LD Persona Tdp D, TOE—HRAER(CE U TIFERIICER SN TULD. Persona &0
S3E(d, Subject ’"A> S > L TEHEESIHKICRIRTERIEWVWDSZEARITBULLHAE THSD. HDEAZ, Email ZFIFE T 3BD
Digital Identity =35 DD, J/\—VFILT 71 F > ZBICBID Digital Identity Z3F552. HDBADS YT by I, sENDEEI KU —
SO I)\—THDDD, BHREGTFHEET O E1—4F -3y NDO—TJRD1D—H—Rv hTEHNDSD. I>FTFR b~
ZEBURWE, 2 TCERIETE-—DOERICRET DI EERHETHD.

SR LD Identity & LT Digital Identity (F&S(CTEZEZEHM(C U, Digital Identity &Y —> 7))L LTI SO ADIL—AT —RAICEZN
STILLFAT B EBHECT B. Digital Identity & (FBELWVEDTHD. BDAN, BEDOFTRI DA THDIENWDSTEE -EFICUE
— hNTTFHIIH—EXEZBU T - T BT E(FEH U <, Attacker DEENNTIR D T E ITHES(TH B TLVB. Peter Steiner in The New
Yorker ([CEHMNTWDED, o> F—3w hTE, #HEHRTZNRTHD EIFFHDEHEEIRL (On the internet, nobody knows you're a
dog.) DTHD. AHA RSAEA> S EBOMIEMECH T DR ERET D, FEMROIRRCBL TR, RURIDFTZHILG—
EXI(C Access I BBRIC(E “being a dog” T > CTERIRERW—7, &J XU DY—E X TIEZiE Digital Identity 7VEFRD Subject OIE 274
RETHDZEZ—EDLANILTHRIETERINFRSIRN, EVWDS T EEZFEICES.

AHA RS > BFTIE, Digital Identity & (&, A> 51> LD Transaction (CB85 9 233 Subject &—RICKIRIT DEDTHS. Digital
Identity (&, BICHDTZHIHT—EXDDFTFAMMIBNWT—RERDIN, IRNTHDICFTFR MEEIZLT Subject Z—E(CHBI TS
CERFBHE>IRSIAV. EWVMRINIE, T29)LP—EXIC Access ULTzh'5 &LV T, Subject DIREMAD T A F > 5« T« HEASH
(CT2D E(FRSTRUN.

Identity Proofing (&, &2 Subject "EB TERI DFARTH D E&EIAT D174 TS, Digital Authentication (&, 77 )L —EXIC
Access L&D &L TLD Subject Y, H5% Subject D Digital Identity ([CHRTFSMNIZIEHR Authenticator ZEIE T (CEULN TS Z E&EE
B9 31TATHD. BOERUBEETNDI T —EXICHUT, Authentication (CAINT D EWD C &, LWEH—EX(T Access LTS
Subject MLAFT(C Access L TULV/Z Subject ERI—TdD I &%, BRIV X DICEDWTRIEENZEWLWD Z & THS. Digital Identity (&,
UIEUIEA—TF > 72 Network Z N UTEAEA D Proofing Z 44U\, BUFDT 4 )L H — E (T Access I BBRIC I DrAICA—TF > 7% Network
Z 1T L7z Subject M Authentication Z 5 Z &h5, FifiIiREZ /257 . Digital Identity ZHx UFIAT D 2sbD—EOTOLAB LU
Fiti(a, 72D 3 E LOZ DM Attack DS EBEDEHDETH 3.

ARITH - RS-0 > 8#E NIST Special Publication SP 800-63-2 (CHY D TN, HEBAFHEIZCNS DI RS >ZBEDTZ4HILY
—E XD Risk Assessment BLUEED—EE U THBIT DI EERD. KA RS BT, Identity Assurance Z{EBIERT &(CH
Z| U, Authentication MERDAEBIZSTRAT« T 2 J/\T bADRIRZIRMT D. Non-federated 12 AT AT, BUFHEREEENSDS
5 Identity Assurance Level (IAL) & Authenticator Assurance Level (AAL) EWVND2DDERZAND THSD. Federated IR AT AT,
ENICHNZ T3IDEDESR & 72D Federation Assurance Level (FAL) EBRAWRZ EERBS.

KA RSA 2 EHE, EEEBBODEHZIEBLVRIE—DFEE LT Level of Assurance (LOA) EWS >t e, @t EDHR
ABLUVT 51/ —ICET B Risk Assessment DE &, ZHERENY IAL, AAL, FAL Z{ERISBIRT B LDICTD. Z<DIRXFTAT IAL,
AAL, FAL N ZNTZNREULANIVMEERD ELTH, ZOEBREEH TIERL, FEEEVWNRBZ SR FTATEZOENENTSHD EH
RTINS THBRRN.

Identity Assurance DIEREZRIFATDHA RS BETFFLL.

« IAL (&, Identity Proofing O IC DL THARB.

e AAL (&, Authentication Ot X (CDWTIHEARS.

o FAL (&, Federated /2RI (Cd5 U\ T Authentication 15 (B KXUMGE (C K D Tl Attribute 15%R) % Relying Party (RP) (CIRET D
Assertion DFRE (CDWTIRNRS.

CNBOHTIT)—=NEITBET, ZHEB(S Identity VU 21— 3 2&ROBHEIER L, LWHVRS Assurance Level (CHBWTH
Identity AT LADEAEBRRE LTI S/t FEZHRAT RN ESDD. fIXE, XA RS BT, BEIRSER
Authenticator ZF\3IHETEH, Pseudonymous -1 2550232 ZAaEE U TWD. RIEARH A RS 28, Federated Identity
Provider (IdP) (CT—FRIWVWEH T (CER T DMREL EIROARZRSD, HAlEHRILEOR/IMEEHERE L TS, COLSIRERROMIE L
T EFABZFEDITEBUSITDDOTIFRL, BRIFMEID LN ESHEBVEDESNDZLS(CT DLV ENBITFEND. B
BME D < DI—RT - T, BANZERICHBI SN TR ENRDESNDITHI SN, A1 RS D EHIAIEERR D BFDT
)L —EZAD Pseudonymous Access ZH#EIR T D, EIZTRIRHMBINBEIRIZGETH, INET D Personal Information Z&/IMET D
ENEREIND.
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SHTIE, BfCHITS Identity VU 21— 3 D ([FHE—SXFLAPEA—R2EG —D2HEETIREIT D EVNDIEE|/ US Y IREDEFRS
12U\, Identity H—EXDY—4rw SIS b, $EREOHEE (FAZEERN DT S TILIR Identity VU 21— 3 > BRICEDE THRA
FTRZENTEBLDICRDOTND. BDRDRTENS, SP 800-63 (—HD RF2 A MIHBNETNEDTHS. UMBEZDO—ED RE
X =% KA RS > (the guidelines)’ EIFTH, fll &4 D R 4> MM “Vol. (volumes)” &MUR. RP (& SP 800-63 2RI
CERBREND. FXZDD Vol. (&, FEEN KD DIERH—EX(TIEUT, ERIICAVWTERVLWU—FBICAWLWTERL.

& Vol. (3#k 2 IMZHEL A TIRERV U (FBA A R I ERNI(CROSNIEAEEBWD. A1 RSA DB TREMNKRIREAND E=(C
(&, ENSIFBERIICKZFERE (CAPITALIZED) 932 & ET 3. XS, SHALL (I BEHZRL, SHOULD (FHHER N3N ETI(E
BNWEWS CEZRY. CNSDREDMIZE, & RFE1 A> FEFED Requirements Notation and Conventions ZZ&88MDC &.

AKRF1 A NEEI E-Commerce 18 EDEFHBIFUND T TULS —2 3 D (CHITDIZERMOBFE - FIRCEULTERITDIZEEHD
M RUTENSDTTUS—2 32 (3 UL TRASH DRI ZIR T EDTIER.

AAA RSABHIUT ORISR EI2D TS,
SP 800-63 Digital Identity Guidelines (This document)

SP 800-63 T (&, —#%#Y7R Identity Framework &S KUFT =)L X7 AICH 1+, Authenticator, Credential, Assertion DFFE(IC DN THAER
LU, URIOR—=ZATFOTRICE T <& Assurance Level ODEIRFE(CDULNTIARS. SP 800-63 contains both normative and informative

material.
SP 800-63A Enrollment and Identity Proofing (sp800-63a.ja.html)

NIST SP 800-63-A T (&, Applicant B"B&® Identity Z12~ U, IE272 Subscriber & U T Identity X7 ACEREINDETO—EDRN
[CDWTEIRT S. ZD Vol. Tld, Remote EXEDMSFJ A (CIHUNT, Applicant 1Y Identity Z 5B UEER T DERD U X L)L 7% 3B
[CF, TNZNDLARILICBITDEHZFE EHD. SP 800-63A contains both normative and informative material.

SP 800-63A (FFFS5®D IAL ZiETz 3 BiFZiRebD. 3DD IAL (&, Attacker ([CKDARIELR Identity DERNMKINL CLUE > EHZEZEELR
BHECLDUROTOT7 AU T EWERECEDNT, BHEMNMBRTE2EREETRYT. & IAL FUTOESDTHS.

IAL1: Applicant Z4FEDIREHFRD Identity ST DHE(LRU). Authentication TOTRICHBWNWTIRHE SN B L\HV2E S Attribute ©
Self-asserted TédHD &9 B. (Credential Service Provider (CSP) ' RP (CXF L T Assert 93 Attribute 55T)

IAL2: Claimed Ildentity D RSEHF(CTFTE L, Applicant MIREHRF DX Identity (CEF](THDOWTWD I EZIREEL, TNZIAT D
&. IAL2 T(& Remote © U < (X TETTD Identity Proofing M E & 7D, CSP (&, #&REEH Attribute =3 Pseudonymous Identity Z5F& U
DD, RP (C¥ LT Attribute Z Assert 973.

IAL3: 3T CTD ldentity Proofing H &R 3. #kBI(CALSN S Attribute (&, SREISN ML —Z=> &N Jz CSP OIBHE(C K> THRIES
N23HENSDS. IAL2 [EFR, CSP (&, BEEF Attribute =54 Pseudonymous Identity ZEFZ L DD, RP (CXF L T Attribute % Assert 9 3.

SP 800-63B Authentication and Lifecycle Management (sp800-63b.ja.html)

BORUSEBEN 3P —EXICHUTIE, Authentication (CAINT D2 & T, SHEZY —EX(T Access U TL\D Subscriber AAMATICH
—BEXRIC Access UTEEAMER—TH D EN, BUIRUXIDE ETHENDSND. COEBEOBEEMEE AAL 7 TYU—(CEL>TE
REMNB. NIST SP 800-63B T, T4 J)LH—E RIC Access I BB AN CSP (CxF L TtF177(C Authenticate =NB3 7O &ERD.

SP 800-63B contains both normative and informative material.

3D AAL (Z, Attacker 1% Authenticator ZFH (CUXSHIFTHEBI DS X5/ C Access TECUFE > EBEEETEUEZMEIC LD IRYD
JOJ7A )0 EWERTEICEDNT, SEEANMBRTEDIEREOY Tty FMEETS. & AAL JUTOEHSDTHS.

AAL1: AAL1 TlZ, Claimant /¥ Subscriber D771~ MMIHD < Authenticator ZBIE T ICBLVTWLWD EWD ZEN, HIDIEEDEE TR
SEEND. AAL1 Tl Single-facgtor 70\ U (& Multi-factor Authenticator Eksb 5131, Z15D Authenticator TIFHEZ L \EFED
Authentication 7727/ O=— W FIFR]EE T D. Authentication ZBINE 3 (C(E, 77 1 777 Authentication Protocol (Cd&D T Claimant
¥ Authenticator ZREFUEIE T (CEVLVTWD Z E&AAT 2 EN G D.

AAL2: AAL2 TIZ, Claimant ¥ Subscriber 771> MMIHD < Authenticator EEIE T ICBLN TS EWDS T EN, BUVVEE TIRIESN
3. 7417773 Authentication Protocol (C&D T, 2DME /D Authentication Factor ZFiE UBIE FICBL\TUWB C & &SR T INEN D
3. AAL2 DI _ET(&, Approved Cryptographic 77/ O —EME SRS,

AAL3: AAL3 TI(Z, Claimant H' Subscriber 777370 > MMIHED < Authenticator ZEBIE T (CBVLWVTWWD EWD ZEN, IEEICEVVERE THF
SEEND. AAL3 D Authentication (&, B850 h)LIC K DEEFAHESERR (Proof of Possession) [CE DU TLS. AAL3 O Authentication T
(&) \— R 1 77 X— D Cryptographic Authenticator &5 KT Verifier Inpersonation fifl4dds 3 Authenticator DFIFEMNNE ETRD
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(SHALL). B—F /A W TN SDESEREF(CHETZ U TELL (MAY). AAL3 T Authenticate 9B I(C(&, T2 777% Authentication

Protocol ([CkD T, Claimant I¥ 2DM%723 Authentication Factor ZFiE UBIE T (CBL\TWLWD Z & & T INENHD D (SHALL).
Approved Cryptographic =7/ O —EHE ERD.

SP 800-63C Federation and Assertions (sp800-63c.ja.html)

NIST SP 800-63C T4, Federated Identity 77—+ F v —&A L= D, Authentication Ot X DIER S BHET S Identity [HikZ 1#RE
DF TV —2 3 I RiX T BRRIC Assertion ZFIAT B (CdIc> TOEHICDNTIRARD. T5(CTD Vol. Tld, IEHH D Authenticated
1 Subject [CDWTDIBIREHB I BEDT S/ —58{EFEXD, Subject H' Pseudonymous 733 ZK3&E7R Multi-factor Authentication
(MFA) Z1TDFEICDWLTEIRNRSD. SP 800-63C contains both normative and informative material.

3D FAL (2, Attacker /¥ Federated Transaction 1> FO—)L CTERRRICH O EHEEEEULEZHEICKZURoOTOTI71J>
JEWERTEICEDNT, BHEENMBIRTE &R ZRYT. & FAL U TDOESDTHS.

FAL1: Subscriber (& RP /' Bearer Assertion Z2|TERD C EZHA T D EMNTES. Assertion (& Approved Cryptography Z U\ T IdP
[CRD>TEBERAETND.

FAL2: t52(CHOX., Assertion (& Approved Cryptography (C KD THEE{E 1, RP IAIMES TERWK D (TR D TULRIFNIER SR,

FAL3: Subscriber (& Assertion Artifact (C/IX., Assertion 7" &889 5 Cryptographic Key MFIEEIERR (Proof of Possession) ZHeR 9 DWE
$ 3. Assertion (& Approved Cryptography ZFWT 1dP (Ck D TER SN, RP (CEIFTTEB{EESN TV IRENGD.

AHA RSA BT, SHENBER UFECTREIMEL L) Identity B—EXD7 —FFIF v —(CDVTRH L TLDDIF TR, #
BN EDESRTIO-—F 2 EoEEUTEBATERCEZENELTND. UM UIAHS, BHEREANEIEEIRIBE (C(E Federation ZFAL)
DT EEMEREL, Federated 7—F 5O F v —EIFAT BERIC 1AL, AAL, FAL ZSFE<HHFEDESNDESER U TULVS. Federation (2,
BIBHTDO A2 HBHFDT 4 )L —E R(C Access T BFR(C Privacy Z58{b 9 BIcsbDiEE T2 D.


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63c.ja.html
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1 Purpose

This section is informative.

AUTOASF—2 3> B KU Special Publication (SP) 800-63A (sp800-63a.ja.html), SP 800-63B (sp800-63b.ja.html), SP 800-63C (sp800-
63c.ja.html) (&, BUFHEEE (3T L C Digital Authentication (DERICER UMM RSA > &=IRRT D.

2 Introduction

This section is informative.

Digital Identity (&> -1 > Transaction (CB85 9 3 Subject Z—RICEKIZ T DED T S. Digital Identity (FEICTZHILH—EIDI>
THFEIAMATIZ—UTHDN, b LEHSPD I FTFR MEFEZWLWT—RIC Subject ZAI T DEDTHDHEFRL). SLMRZIN
(£, BT >H)ILH—EXIT Access 3 BHRI(C, Subject DIREHFR T Identity A1 D HE(F/RNDTES. Identity Proofing (&, Subject H*
ENCEEBNERITDIEDTHDEND &AM T B. Digital Authentication (&, Digital Identity & £3589 D7z (1D ED
Authenticator DBEEZ HIK ST O X THB. Authentication [CLD, D74 JLH—E XIC Access UL D ELTUVB Subject B
Authenticate DfzsbDF 0 /) O —ZEBE T ICBLVTWD Z EMNBASHITIRS. Authentication (CAINT D &, B —EX(T Access LTULVD
Subject HVUETC KT — EX(C Access Uz R EB—TH BT EH, BERU X IR—IDENS LEH1E5N 3. Digital Identity (23
FTRTHDNETOCRICTENTIE, BAICT L TAH—F 21 Network # U (C Proofing 24T\, 2B (C (3B 4 0D Subject T =4 JLIET
H—ERCT ORI BBRCA—T 72 Network #% L (C Authentication Z1T3 & & (C/2B /28, Digital Identity (C(EFEHMNRF v L > 2H
DEEDTHD. T TIE, D TELDBDMOD Attack 72 &, RIE(CAhD Subject THD EERT DN ELHD.

AKUIADFT—2 32l BT U T, BIFFS XFTAICHUT Subject Z Network # U (C Digital Authentication 3 3 BRDITAMN A1 R
S > &EEMHT B, KU DA FT—2 3> (3 Credential Service Provider (CSP), Verifier, Relying Party (RP) BIFDH -1 RS- > Hiiftd
3.

I RS BT, E7R Digital Identity B — £ XDEIR(CER T B Risk Management 01221, Identity Assurance Level,
Authenticator Assurance Level, Federation Assurance Level & U XD (CEDWTEE T IFEOFMC DV TIRARD. K1 RS54 > BEHME
#£9 3 Risk Assessment 1315 > X (&, NIST Risk Management Framework [NIST RMF] 3 XU Z DB ESR & 7323 Special Publication %
WRIBDEDERD. KHA RSA (IR EBH(CE 5723 Risk Management 7O A%E I EDTIZRL, ETDREET S RMF S TJH
1)L T T —XFH4T7(CET B Digital Identity (D' XD (CBEL THEMRNIRH AT > X &R T D EDTHS.

Digital Authentication (&, A& \D Unauthorized Access DU X TZEK T D ECRDTSAINE—RE(CHF ST S. UhhURH

S[E#¥(C, Identity Proofing, Authentication, Authorization, Federation &\ T2{El4 DT T —XICHBWTEADIBHRER D 128D, TS51/(>
—UROEERB T ECERD. U > TERAA RS0 2B, BENICEET 3 TS/ —URTZEBRT DD TS/ —
E0RSNSEESD.

I RS 8%, Identity Assurance ZEBIERC & (CHEIT DT & T, Authentication DERDNEIESTRITT+ T 2/ SOER
(CE559 B. Non-federated 7> X AT, ZHEEIZENSDSE Identity Assurance Level (IAL) & Authenticator Assurance Level (AAL)
EWVWD2DDERZHAND THSD. Federated IS X7 ATIE, BNICHIZ TIDBEDESR & 72D Federation Assurance Level (FAL) ©F
WBCZ & ERRBS. Section 5, Digital Identity Risk Management Tl Risk Assesment 't X D% (C DU TN 3. Section 6, Selecting
Assurance Levels (&, Risk Assessment DFER SIBIMOI > 7F R b SAEX, #EIC KD U R I(CIE U@ IAL, AAL, FAL DERD
—BhERs.

AHA RSA T, REEBDEMZTIESITE—DFEE L TD Level of Assurance (LOA) ZiERk T D2BD TR, EDRX, £+
AT o —, TSI —DizbmiEtl/d Risk Management £ = w > 3> = —X EMAHFEDE, SHBINAMERIC IAL, AAL, FAL Z#&iR9 3
EHDEDTHD. FICARF I A MM, SBUFHBEHLFTFIE L OMB M-04-04 TERNRSNTLVB4DD LOA EFI)LERH T, ik
BEANYEME L TLBBHAES & (CERIICE L ANILEBEIRT DR SKDTND. <D RXFT AT IAL, AAL, FAL B ENZENRE U LA VB SR
2EUTE, TOEBREESFTEHRLS, SHEEEVIERDI S AT ATECDENEY THD EHRIANETTERL.

AP RSA DEHIHBWNTEEL <D Identity Assurance DIBREZR(EIUTOED THB.

« IAL (&, Identity Proofing O A ICDWTIRARS.

o AAL (&, Authentication O TR (CDWTIRAS.

e FAL (&, Federated 7RI (Cd5 U\ T Authentication 153 (B XUMBE (C K D Tl Attribute 15¥R) % Relying Party (RP) (C{RET D
Assertion Protocol ([C DUV TIRARS.

SP 800-63 (FLA T DK S/—ED Vol. IS8R D.


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63a.ja.html
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SP 800-63 Digital Identity Guidelines: SP 800-63 T, Risk Assesment DJ53%R, T>4)LS X5 ACHFS Authenticator, Credential,

Assertion ZFIF Uz —A%#I7S Identity Framework OIER, B KU R OR—X T O RICE D <& Assurance Level DiEIRFEICDLNT

R B. SP 800-63 contains both normative and informative material.

SP 800-63A Enrollment and Identity Proofing: NIST SP 800-63-A T &, Applicant N"E&® Identity Z5EBA L, IEZ7% Subscriber & LT
Identity = A5 ACERESNBDETHO—EDRNICDLWTEIRT SD. ZD Vol. TlE, Remote EEDMES T A(ZHBUT, Applicant A
Identity Z3EBA UEER T DBRD U XD L)L ZIERBECHT, TENENDLANIVICHITDEMZFE E8B. SP 800-63A contains both

normative and informative material.

SP 800-63B Authentication and Lifecycle Management: NIST SP 800-63B T, =4)LH—EX(C Access 3 BEAN CSP (CX LT
F177(C Authenticate N3O ERS. A& Vol. Tld Authenticator Z Identity [CHEDIFB O RAICDWTHEIR T S. SP 800-638

contains both normative and informative material.

SP 800-63C Federation and Assertions: NIST SP 800-63C T, Federated Identity 77 —F+F 2 F ¥ — =R Lz D, Authentication 0Otz
ROFER EREET B Identity [BIREMEED T T VS —= 3 > (T{GXE T BFRIC Assertion ZFIH T BICHE2> TOBHICDVWTIRNDS. =5
[CZD Vol. TlE, IEHH D Authenticated 73 Subject ([C DWW T DIBERZEHE T IBEDT 1/ (S —58{tFiEX2, Subject ' Pseudonymous
TRFE F5RE/R Multi-factor Authentication (MFA) Z4T D FE(C DUV THIRARSB. SP 800-63C contains both normative and informative

material.

NIST TI&, KA A RS 2 BERDIE L D Vol. MIERERICEETESND ZEZBEL TLD. LWHRDIHETH, & Vol. DED LEFHDY
EZ3>zBAN3I & (e.g., HBFRICHBUNT SP 800-63A-1 B KU SP 800-63B-2 N ENTNDRIVESI > THNE, ELWDOUED
IDESHAITN TV ZELTEENSZERICHATINETH D). BT S —2&5/IME I Dz, R—XRFa 4> b (ie., SP 800-
63-3 T3/ < SP 800-63) (FHICARF 1A bOBRH/N-3>2%2BRBIBDILLETD.

T&E(E, K Vol. DEDTIZ 3 >0 Normative (JREE) T D, EDtU> 3 M Informative (B%E) THDIWERLTLD.

Section Name Normative/Informative
1. Purpose Informative
2. Introduction Informative
3. Definitions and Abbreviations Informative
4. Digital Identity Model Informative
5. Digital Identity Risk Management Normative
6. Selecting Assurance Levels Normative
7. Federation Considerations Informative
8. References Informative

2.1 Applicability

RTOTSHILH—E XM Authentication 12 Identity Proofing ZWE &9 30T TIFRWD, KGRI —EXWR (e.g. TR, ES
RRI\— b —, BUEFHERE) (CK 59 Digital Identity Y2 Authentication DA EIRETD Transaction (CEREEINS.

44 U.S.C. § 3542(b)(2) TEZEINBEREZELS AT LABED Transaction (&, KF 15 > X TIEROIRN. TSAR— MMzo5 — 58D,
Hhls, ERARIBTE, BB DT 4)L Ot AN %R Assurance Level ZER I B3EDTHNE, BULREBEFI TAREELRAIT DI E XK
S UTEBRL.

A RSA 2B, MREMMSBUY - ER(CTFORALED, T75AR—- 2o -0/ \— b F—DNBERJAEEISRL—2 3 2 AR—
RCTOEATDRE, EICEDBRFUNDOEAREEZITOMEBY —ER(CTA—HRL TS, UN U5, DRSS 2%

BN OCAITDRES AT AICBERAEND. 2DV e1—H—I(4, & U T Personal Identity Verification (PIV) 51— Ri2LL(EEN
HSiRE LT PIV WD Tz, IESRBATFRAST Credential 2R3 L TL\BED EHIEENS. LIzh'> T SP 800-63A (sp800-63a.html) &S
U SP 800-63B (sp800-63b.html) (& FIPS 201 3 KUEDEFE Special Publication DE4H KUMEMEBEB DIER(IOX S ZFNEFEE RS,

LM ULIAHYS SP 800-63C (sp800-63c.html) H KU X IR—XR (T L BEN/R FAL iR, AER 11— —dDFD Credential 51 (B8

FIR<BAHAIND. BHEE FAL ZBIRIBDCET, K77TVT—23>DI AT LAY R0 PIVEERAEICDWT, 152 &
ERMEERBDENTED.

2.2 Considerations, Other Requirements, and Flexibilities


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63a.html
https://openid-foundation-japan.github.io/800-63-3-final/sp800-63b.html
https://openid-foundation-japan.github.io/800-63-3-final/sp800-63c.html
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BHBIZ CTHRESNTUVRWMED U XA TERRE FOMZTRFRHEIZRA U TE L. T URRAT BULINVRSHRE KU

B, BEMEIRUIZ Assurance Level DTZF1UT 1 — - TSA/I\S—RELNILVZRTFSEBRENRVNKDRIMT D & ZERIEET
SHINH—ERDMEEEFEIL, T2 2T 0 TTRUEBEZ, K DKL) Authentication Assurance Level 33K Tf Identity Assurance Level D
EETREIT DI ERRFLTELL.

ZHEE(E, BB D Risk Analysis Z7T(C, FED I TF R M CHBIMDEBEBZEITD LSEDRDTERW. 1, TS/ —EHEEN
UKD, BIND Authentication IHEBE P ZDMOTOTCRRENLEELWNET BT EEH B THSS. Digital Authentication O
> Digital Authentication = X F AZIBE S BRI (L, ZHERIL OMB Guidance for Implementing the Privacy Provisions of the E-
Government Act of 2002 [M-03-22] ZEBR I NRNETHD. FJz, 15 1) Proofing DEHIEENDEHL, 2) BERBHLEE WD e —X(CFEE
I BEMNYROCET BIBNNIEHR(L Use of Electronic Signatures in Federal Organization Transactions [ESIG] ZZ BN &.

E5IC, AHA RS B RFEL I DBATHRE (L, Federal Information Security Modernization Act (FISMA) of 2014, 44 U.S.C. § 3551 et
seq., Public Law (P.L.) 113-283 [FISMA], B KUEET D NIST BRES LU RSA U ICEDEEEEICENINRETHS. FISMA (&
EFPIATAHEEE (T U C, #EBAD RIS C BEZ X X DEHRB LU RT LD EF 1 UFT v —ZIBR T B, MBESK(CHIZ3 700 5 LR,
NEL, BRI DLDIBRUTLD. NI Digital Authentication 232X 3 IT = X7 M Security Authorization and Accreditation
(SA&A) ZED. NIST (&, A1 RS DB ZER I IFEEABFERCHUT, TSI AT LOTF 1 VRNEREEEREDICTD
K<, LR EEFMMEECRD KDHERLTLD.

2.3 A Few Limitations

Authenticator (kD TIEF 4 I Access DHIRS TR Access KD Authentication DA (ICEFIAATEEREDES DN, AL R
S > BEHIWPIRER Access (e.g., EJLASE) (CBRY D Subject M Authentication (CEA UL TR, 5T, KA RSAEOARUES
3> T, UIEUIE Machine-to-Machene (Router-to-Router 73 &) Authentication Yo(EEIEHt T/ (7 X EFE(EN, —A%HY(C (S Internet of
Things (loT) &EIF(ENS Device Identity ([C DUWTIFBAZREVC (FARDIRUY. DFED, KA A RS > BHIATEE/RR D —A%EY Subject (CDLY
TERL, 7/I\A ANDBEAAEEEZER L TS, F£IZ3ABID Authentication Protocol TF /W1 XZBAWBBRIC, /1A R
Authenticator ZF1T I DEBDEMHCDVWTERIFENTNS.

2.4 How to Use this Suite of SPs

Identity B — ERXRZ R T IBOESRIAETIL, N—Fv T LA R, ki, REID/\—=3 >0 SP 800-63 AV U — XS T, Bl
BICZEIELTWLR. HFIC CSP (O R—3R> MEEN, ML U CEE - FEINDIEHDESRIAERICLDBREIND T —IXBHTE
J=. &5I(C Identity Proofing HMAER Vo — X THME/R Authenticator ZFIB T 3 AZTREF1UT 1 —LDFISREHNDS3. LA DT
AUEZ 3> T, 800-63 EWSIFIRDIT(C—E®D SP ZiEE, LEEDXSRFTUWETILEIEE L, 24K Digital Identity €)LD T
B DERMREOTREIIMERE (T T DIFEDEH(CBB(CTZEDEIFDLDICLTNS.

2.5 Change History

2.5.1 SP 800-63-1

NIST SP 800-63-1 (&, E&#10D Authenticator (“Token” EIE(ENTZ) i RBRL, SBEEHONTLVS Digital Identity 7—+F 20 F v —EFI)L
LD KBTI, NIST SP 800-63 ZehET LIED THD. BID (F/\BED) $HMiEAHY, CSP, Authentication [B3RmZT 0 ~1JL,
H KU Digital Identity )L THIFFETNTULIWNUSL Assertion (Cx U THRESNE.

2.5.2 SP 800-63-2

NIST SP 800-63-2 (& SP 800-63-1 MREN 77w FF— LT D, EEHZEHEIZL Section 5 Registration and Issuance Processes D+ T
D Jz. tRET Draft DEBMZEE(L, Identity Proofing O R (CH W TEPIERDERZ{EE L, Level 3 D Remote Registration (Cd51F2
Credential F1TMD7z8b Address of Record ([CEMEZ X DMNBEZEHSE DI EEZBERUIZEDTH D /. Section 5 DEDMDOZEE(L, 87
WREREA S BRRE(L T D 12

2.5.3 SP 800-63-3

NIST SP 800-63-3 (& SP 800-63-2 DAMERXT7w 7 — ~ BB E > TLV\S. SP 800-63-3 T(d: Digital Authentication Assurance 0D
&l 2 D¥ERLESR & 13D AAL, IAL, FAL ZE A U, Authentication (D3&E &A1& 4 D Claimed Identity R4z IR L TI|RULVZLY (e.g., F8E]
72 Pseudonymous Authentication) WD B HEDERKRICIEX TULVD. K1 RS2 (C(F, Risk Assessment 75545 & €D IAL, AAL, FAL A\
OBRANEENS. SP 800-63-3 T, SP 800-63 H'73/\—9 B Digital Identity 7315 > X£{k%, Authentication [C D\ TIRRBE—D R
FaA A M5, (LIROE 4 OEBEESR(ICERN(CHHLT B L) SP 800-63-3 % M FLARILD RFAAST METBI—ED4DD REF1 A
> RBNEDEITD.
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800-63-3 THOZDMDEERIFIUTDED THS.

Identity Proofing 3 KT Federation Z X 1—FICS$HTWNDZ EEIE LRI, “Digital Identity Guidelines” ([C28% U, f3RDV
=3 > T Device Identity ¥> Machine-to-Machene Authentication ZR/X 2 KD X 1—T =LK T DRIMZESHIZ.

Assertion i (Cd5 (7D Token EDRREZEE T DTz8D Token DA D (C Authenticator WD REBZRAWDIRE, RAEBEEZITOIZ.
Authentication & XU Assertion DEMZEFL, TF1UFT« — BB KUBRDELZRRUTZ.

Verifier /¥ Long-term Secret Z{RE I DEDEMETEDHIT.

Identity Proofing EF /L= B8k U Tz.

Remote Identity Proofing (CBIiE I 3 EHZEFT U/

RS UT=F v =I5 )\ 2% “something you have” & U THWS EWS Z E=ARELIE.

ERFIESRED Knowledge Token (Autnenticator) (&, (& UTIERE(CTELY) /AT — ROKFRIRAFERE & WD ER#HDE & HIER Uz,
Authenticator DR EEIFDT7 DT> KU/ —(CEETIEHETEDIZ.

Out-of-band Authenticator FBDBEINRF v &ILE L TD Email Z HIER U7z

Re-authentication 1> Session BIR(CBI T D L DRVERZEEBIMUIZ.

Identity Federation (CBE9 3 K DRV ERZIBII U, Federation 1>F 3+ X MMCH TS Assertion OBIEBRMZITO /.
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3 Definitions and Abbreviations

FEEEED IUBEEEICDUTIE, £7T Appendix A ZSBD T &.

aun
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4 Digital Identity Model

This section is informative.

4.1 Overview

A RS >8I $H1FS Digital Identity 7))L, IREFR TG CHRENRERT O/ O -7 —F70F v —ERBRUIEEDERDT
WD, ZEDERITIE D T Credential FITHEEE & Attribute FITHEEZ DBET D EUL\DTE K DXL DEMRETILE, RIRAIEEN DHDED
IV —2a>TR>ERNMELNRVN. ARFIAD MTCREEDSDTILRETIVERET DM, CHIEEEEN LEREOMEDBIR ER
T ERPBIFDIBED TR, T5(T(E, CSP K347 B Enroliment, Identity Proofing 8 KUFITTOTRDH(C(E, ULIEUIE
Registration Authority (RA) ¥ Identity Manager (IM) EFFEND K SIBRERICBEINDIEDEHD. DV 1251 TDREFRMEDPES(E
ARFIAD FDWD ETB TR, £z CSP £V TEIBEICIE RA & IM DHEEESDED EF S, F/= CSP ¥ Digital Identity B—
EXUNOY—EXZREMI D EEH D DD TOVWDESFIT -3 2T, AHA RSABEOEM(E CSP & U TORRE(CDH
ZE L, ZOMOY—ERCITHEEZSZIRNEDETD.

Digital Identity (&> -1 > Transaction (CB8§5 9 % Subject Z—RICFKIR T DEDTHD. Subject EIREHFD Identity & DFR{T T Z1&
SE9 3T ORI, Identity Proofing K END. KA RS > T, Proof N3 E% Applicant &K, Proofing Ot X %5 T LTE
Applicant D Z &% Subscriber M.

Identity Proofing (M3 E (& 1AL EMF(EN DFEIIBIZE TR EIND. IAL1 Tl Identity Proofing (FRE T, Applicant M SiRtE Iz Attribute
BHRIEITRT (FNAH CSP / RP SR EN/ZBEDIZE LTH) Self-asserted T DN, RARFED Self-asserted HHE & U TIRNONDS.
IAL2 & IAL3 Tl Identity Proofing MwZBE &7 D, RP 7Y CSP (C3 U C, #&EEF Attribute Value, #&5EF Attribute Reference, 720\ U (&
Pseudonymous Identifier 7& & &L\ 7z Subscriber (CB 9 2187z Assert $ DL DERIT D EEHD. TNSDIER(E RP A
Authorization ¥|TEEZ1T DBROMH £ 72D, RP (F IAL2 IRV U IAL3 ZHEE U DD, FFED Attribute DHZMEAEFT D EETE, TS
9B & T Subject (T L THBD—ELARILD Pseudonymity ZHEIR T B ENTED. COT S/ —s8{t770O—F (<, Proofing Zf
Otz RDs8EZ% Authentication O ADBENSHEELTZ S E(CKDAJEEEIRD TULVD. T5IC RP (& Federated Identity 7 O0—F %
KA EETE, TDHE RP (& Identity Proofing, Attribute INEH LMREZ I AN T CSP (CFPIRY—RTFT B EERD.

A RS 2 BFCIZ Authenticate =NBFR%ZE Claimant EIFCF, ZH5% Identity ZAREET D F K% Verifier £S5, Authentication Protocol
%@ 5, Claimant 1* Verifier (CxF L C1 DL _ED Authenticator Z &5 - BIEL TL\D I &&ITEEF D &, Verifier (& Claimant AN IERRD
Subscriber Tdpd EARFETED. €D Verifier (& Subscriber (CEH3 3 Assertion & RP (C3X%. ZDEF Subscriber (& Pseudonymous 74
CEBEHNUEZDSTRNC EBHD. Assertion (C(FFHBIFHEFEN, BEICKD TIFEKET Enrollment Z7OTCRICHENTIRESNZZED
D Attribute 7 EdD Subscriber (CBI T B Identity [BIRESFEND. ESL\ 2 EBERESOHNE CSP DRUS—12 RP MD”—X, Subject
[CRD Attribute IREICEI T DRIBRSIRECMKF I D) Verifier BBH RP THDIHE, Assertion (FEEBRIIIRED &£72D. RP (& Verifier H
SigfftE=MNiz Authenticated 721&#Rk%Z 7t(C, Authorization ¥IEZ1TS.

Authentication (Cd D, Claimant 7' Credential (C#ED < Authenticator ZEBIE T (CEL\TULD Z EAHENDH SN, BEICLD TIE
Subscriber M Attribute Value (e.g., Subscriber ¥ U.S. iR, HEDKZEDERKTH DI &, HDEEHEBNSIFEDOESYI— RZED
LHTBHENTWNBTE) ICDWTHEHERE TES. Authentication (& Claimant @ Authorization ¥2 Access 1ERDREZITSEDTIFTRL, TN
SEBIOBERETH D, KA RS DEDIRD & T B TIERL). RP (& Subscriber 3 Authenticated Identity 35 KT Attribute ZABDE
T EMHHEDYE, Authorization DIREZITD. ARF 1A MR — & RP A Subscriber (CxF LT Authenticate ZRRINSE 3 /2H(TE
MEHRZEERT D EZBTDIEDTIER.

Authentication 7O XMDEE & AAL EIFIENBFEMIBIZE TR SN S. AAL1 TIX Single-factor Authentication H'3R&b SN, T&ILUVESE
@ Authenticator Type D\FIFAEIEETH B. AAL2 TIEKDEEIRZF 1 U5 ¢ —DAE(C2DD Authentication Factor "ERkEN 3. |RElLAN
JLD Authentication T3 AAL3 TlZ, =52/ \— R T 7RX—X D Authenticator & Verifier 7D 3 USERNERENS.

Z Z TN S Digital Identity ET )L ZHEK T DEFIREARE A > F S>3 > % Figure 4-1 (TR
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Enroliment and Identity Proofing

Authenticated Session

RP

becomes becomes ‘

Applicant
Authentication
Authenticator Assertion

Enrollment/ Enrollment and .
Identity Proofing Authenticate
Issuance

Validate Authenticator/Credential Binding

CSP Attributes Verifier

Digital Authentication
Figure 4-1 Digital Identity Model

DS A 77205 s Enroliment, Credential F17, 51 Y1 )LEIE, S KT Identity Proofing & Authentication 7O CHIFTDE
FIFERRT—HRAERLUTWVWB. BEIUTOEIDIRS -T2 ATA2HFSIS 3> iMThon3.

1. Applicant 7' Enrollment Ot X %@ C CSP ([CERFEZEITD.

2. CSP (& Applicant (C3xF L T Identity Proofing 47U\, Proofing H'A%Ih 3 3 & Applicant (& Subscriber (C733.

3. Authenticator & ZNICHTIST B Credential ' CSP & Subscriber DS THEYZ SN B.

4. CSP (& Credential & EDAFT—4 X%z EIR, Credential DT -1 745 LABABAICUNEE =1/z Enroliment 7 —4 & &2 U, Subscriber
(ZE B Authenticator £ EIE 9 3.

FERDEZ -T2 RFE—MINTFRLTE, BROEEEZGZIRICT TDMDE -T2 XEHNDSS.

Figure 4-1 5{3l(& Authenticator ZFIFH U T Digital Authentication Z1T D EARB KU1 >F S50 3 > %R L TLVD. Subscriber (& Verifier
(CXt U T Authenticate 3 2B N DEF(E Claimant EEEND. CCTOA >SS a2V IUTODED THS.

1. Claimant /' Authentication Protocol %@ (U C, Verifier (C3F U Authenticator Z4##F - BIELU TV C E&SIAT 3.
2. Verifier (& CSP &1 >4542 3 > %470\, Subscriber M Identity & Authenticator Z#t 313 Credential Z1&REE L, {fER T Claimant
D Attribute ZES 9 5.
3. CSP 7&WL\ U Verifier (& Subscriber (CEAT 3 Assertion Z RP [C12f£3 5. RP (& Assertion (CEFENDIEHRZFIF L T Authorization
DREZITD.
4. Subscriber & RP MR T Authenticated Session IMEZ S1N3.
WHYRBIHETH, RP (3 Claimant & Authenticate 3 DHI(C CSP (CXf U THETR Attribute ZER UARETHD. =5(C Claimant (&
Assertion DARLE KUNEASHIC Attribute IXEICDWTDRIBZROSNBINETTHD.

BE(C KD T, Verifier (& Authentication Z5E T =3 &(C CSP EUTFIIIAATIAZT 2 —2 3> F3REFR (e.g., TZHILAE
BEEFRT DIBE). U D T, Verifier & CSP DD RIFEHEZ2EARDRIBIIRY > 0% R LTS, (T KD T, Verifier, RP,
CSP DEHEHE(L Figure 4-1 DEDICHBESNTLDN, CNSOMEENRIL TSy I A —ALICFET DHE, SEREREO1>5S
223>, HBEDEFTER Network BLOTO LIV TIFRLS, A—SAFALALTIMET 27U —>a>BoO—-AIL Ayt —
TTHDZEEHDD.

LikaDiE D, CSP (FBEEHFEITUTZ Credential (CEAT 3 RT—FXEHREEIE T D. CSP (LiBFE Credential FiTHF (CEIRHEZHIR I D
TEHBRDS A THA LZERET D. AT —F AZFER® Credential DEARRYIN(SEDUVZEE(E, Credential (FEFESNIZDBRITIND
Y, S b ENIEE SN D, BB (C(F, Subscriber H'E HOIRFOHAREIN L TLVARLY Authenticator 35 KU Credential Z{%> T CSP (C
% LT Authenticate U7z_ETHFD Authenticator 35 KU Credential DFITEMFE T B. Subscriber WNERIRARREINoEZNLALIEN T HON
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2#I1IC Authenticator 33 KTF Credential DEBFITEITX AN D I2iHE(E, BE Enroliment Ot A% THIRD Authenticator H KT

Credential ZEMS T 2 Z &IC12DTHBS. TDRIDD(C CSP AEMHARINE—EMMEBFRT I IIXA MERIFHITD, EVWDLDR
ZEBEERBND.

4.2 Enrollment and Identity Proofing
Normative E{4(d SP 800-63A (sp800-63a.html) Enrollment and Identity Proofing [CHED Z &.

BItZZ73 3 > T4 Digital Identity #EEEFTILICHIFIEMBZRBN UMz, KU 3> T, LRSMEDORBFRME S Enroliment BELT
Identity Proofing [CBIFBEEICDWNTEHRT D.

ZDRAT—T Applicant EFEEN TULBEA(E, CSP (T Identity Proofing ZE3k9 3. Applicant H¥ Proofing ([CAINT D &, LB A F
5% CSP @ Subscriber EMF(END 2 &ICTRD.

CSP (34El 4 D Subscriber &1 ——/ (5519 B7555% 7 U, Subscriber D Credential Z&8% U, Subscriber (CF{TEM/z Authenticator
Z NS w 29 B. Subscriber /7' Enroliment BF(C Authenticator ZiE X123 2 & EHNUE, CSP ' Subscriber DI TICATBLTLD
Authenticator (C Subscriber Z#f$172 Z EEHNISE, TNLEDORE 73D TZERBET Authenticator WK EN D Z EEEHD. Subscriber
(& Authenticator &2 U, Authenticator & 725« J (IR Dizsb CSP DR —(CUTER S EFEH$H S. CSP (&% Subscriber M
Enrollment L 11— RZEIE L, Authenticator Dipk - BREIFED ) B/ —(CHIET DEHNSD .

4.3 Authentication and Lifecycle Management
Normative Z{F(3& SP 800-63B (sp800-63b.html), Authentication and Lifecycle Management (CH(D C &.

4.3.1 Authenticators
Authentication = XF ADEHEK/SS 1 AT, 3DOEZE% Authentication DEE T B.

» Something you know (e.g., a password).
« Something you have (e.g., an ID badge or a cryptographic key).
» Something you are (e.g., a fingerprint or other biometric data).

MFA (X EERDSE2DUULDERZFED Z EZBIKT B. Authentication = X5 ADRE (&, €D X T AICHMHAFENTZ LEEDEREIC
RELEEFTD. IDELDEZZRAVNE, S XTARKIDEECIRD. KA RS2 EDOEBICSUTE, Authentication = X5 AR
REOTFI1UT 1 —BEHZHILETICE, 2D0BRZFIAT DIONEI THB. Section 5.1 THARD L S(Z, RP 12 Verifier (& Claimed
Identity (C3x19 DU X T5HADIZIC, fIEST —4¥° Device Identity 72 &, LEEIBREUNDI A TOBHREFIBIDICEEHDDIBIN, £
M5 (& Authentication Factor & (ZRREHIRLN.

Digital Authentication T (&, Claimant (& CSP (CEEREMJ= Authenticator Z={R1F - EIE L, 245% Authenticator (& Claimant Identity (3B (C
{E1O113. Authenticator (& Claimant SN 1EARD Subscriber T Z EZIEAT B/z8pDS—T L hZRNE U, Claimant (& Authenticator
ZREF - BELTWBCEZRY NO—U#UICEEAT 32 ET, S XA FTULS —2 3223 U T Authenticate 373.

Authenticator (CEEND S —2T LW KM, Public Key /R77 (Asymmetric Keys) 72U\ U (& Shared Secret (Symmetric Key) (CETDU\TULS.
Public Key & Private Key D334 Public Key 777 & 7%, Private Key (& Authenticator £ (C{R#E &M, Claimant ' Authenticator Z £%F -
BELUTVWDZERIAT DIEHICHIFENS. Verifier (${A5HD Credential (HEH(C(F Public Key Certificate) Zi8 T Claimant D
Public Key ZX1> Td D, Authentication Protocol Zi& T Claimant 1'%3/59 3 Private Key Z & AJZ Authenticator Z4R1F - BIEL TL)
B E%EEAT BT ET, Claimant @ Identity ZAREETE 3.

Authenticator L (C/RFFEMND  Shared Secret (&, Symmetric Key 70\ U (& Memorized Secret (e.g., Password 1> PIN) &730%. koD
Asymmetric Key DT — X & (EZ &R0, Subscriber (N5 % Verifier EHB I DM ENGDD. Symmetric Key H Password EEIU K S7%
70O M)V THIBRIEETENY, EDKSIC Subscriber EEBEDIFSNDINENDSEMNAE KBRS, Symmetric Key (E—%HI(C Subscriber
MNEEITD/\—RITT7RVULY T MITTFARICRFEESNDN, Password (& Subscriber (CFEIBEESNDZEHNEEEIND. (FEAEDT—
H—(FERIEB XU AT LT UVEL Password %3853 /28, Password (& Cryptographic Key KD EIERONETHSB. =5(, ElLEEH
WTCSRFLANCIREER T DHEE U, - —(FZDORED/ AT — ROIFHZEMOIER (/NS RB Tty hothh SEEIEREERR
Password ZBUNETH D, TDZ L (IMUZBICRDHETEHS. LIzh > T, Cryptographic Key (FiBEF Network R— X DHERIIREN R
AEERFEETDRLCIRDN, I—F—hNRIR Uz Password [, $F (CRIDBBEIRERAVES, M3 THDAREMENDS.

K Vol. TlZ, Authenticator (EE(CS—2TLw hZED. BB Authentication Factor O (C (EE#% Digital Authentication (SEH ENR2LE
DEHD. IR (SR ESR R EFEE(E Something you have T D, AR (e.g., BfEE) (CXF LT Authenticate 37 DBRICIIFIFERIRETH D
M, FNB{K(Z Digital Authentication M7=&®D Authenticator & (F/RX572R0). Something you know (C5338E12% Authentication Factor (&,


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63a.html
https://openid-foundation-japan.github.io/800-63-3-final/sp800-63b.html
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M3 LUES—TL Y hTHBEFR SRR, Claimant (CXF U T Claimant D&MD TR TH A DEMCE X DL SK$HD Knowledge-

based Authentication &, Digital Authentication THIFRJEE/RS — T L v b &(FIRSR0). Biometric 5 —2TLw b &(FIRSRRL. K> TK
H- RS 22T Authentication D7Z&H(C Biometric Z{E S DI, ZNHEEE (CYPIRHY Authenticator (CHED TSN TULRIBEICIRS.

Digital Authentication = X7 Ald, LTFD2DDHED EESSHTEMDERENTT S.

1. EHOERN Verifier (CIRTRESNS.
2. HBDEZRM Verifier (TIRRENDS—TL v b2 RETIZHICHBEETNS.

B Z(F, £521(E Memorized Secret (what you know) % Out-of-band Device (what you have) E#AENE D ETERAIETSHD. WA
@ Authenticator Output /¥ Verifier (CH27RE 1, Claimant @ Authentication (Cf8101N%. —7, £582(d, Cryptographic Key B9 D/ \—

R 177 (Authenticator) 3% D, Cryptographic Key D Access DMERIC K DRESNTL\DIHEZEE X D & KU\, Biometric &3 (CFIA

9B &, Cryptographic Key Zf#> T Claimant %z Authenticate 33728 ® Output B’ ENS.

LEiRD K ST, Biometrics 7' Authentication D1EZR & L CAHVLSNDIHE, THNEKIS Digital Authentication THIFARIEERS — O L v b &
(F7R2 5720\, Digital Identity @ Authentication (CEBUWTIFZOFIRABEFTIMETE T D. Biometric FFI4E (L= —07MEA D Attribute T&H D,
IREERF (CXTEID ARID Identity ZAREE S D /2D (CIFTFIFHTIRETH D . BN, 185, 1T%/\F— >, FBEiE, % < D Biometric $F4NMFET
5. SP 800-63A (sp800-63a.html) Enroliment and Identity Proofing T, Enrollment 7’012 (Z35U\T Biometrics ZUNE L, BEERU T
Subscriber (C&k 3 Enroliment DE&ERZRSLE U, ARIEAR Enrollment Z1T D TE AMIZENFE I D/eHICFIAT I EEHER LTS,

4.3.2 Credentials

Bz 3 > TIRAJZED, Credential (FFITF O RIZHUT Authenticator & Subscriber %351 F %38 U THID 1+ 3. Credential (&
CSP [CKDTIRE - BIEENSBN, Claimant HMRIF 9 DT &H35D. Claimant (& Authenticator Z4R159 3H, 49" L E Credential Z1R1F
FRIRBER. FIXIE, HBI1—H—D Attribute TS AT —IR—IXT b —IE, RARF 1A COBEMICH LTI Credential T
DERRESNFEIN, SN Verifier BMRIFIT DED T Y. X.509 Public Key Certificate (& Claimant 1M%#F L 352 Credential (D EEI7R5]
T9.

4.3.3 Authentication Process

Authentication 012X (&, Claimant H' Verifier (C Authenticator (DRIF - EIR%RT & ZA3NBIEESD. T Authenticator (&
Authentication Protocol %3 (U C Asserted Identity (CHED(F 5N TL\D. —E Authenticator DIREF - BIBHURESNANUZ, Verifier (£, 1BE
CSP &EDA>AS503 3> %iEB LT, X3 Credential MRABE THINEDH &R T D.

Authentication Protocol (Cd51F2 Verifier & Claimant DEIDA 255023 >d, AT ALARHROTEF 1 UFT 1 —(CEO>THH TEETH
3. K<EEETEN/ZT 0O S JLIE, Authentication MERFH KUSEEICHUVT, Claimant & Verifier DREID I =1 =4 —<3 >0 Integrity
(GE2M) B KU Confidentiality (HLZRE) Z4{R5E U, Attacker WV IEZ7R Verifier THANDE DS (CHAETET T UE > EHBEDEEXRENI(C
I3.

7z, Verifier T Attacker (C& 2 Authentication itti7L — R ZHIR Ui D RIE/REGITEZEE S ET=D I B2 & T, Password T2 PIN &0\D
eI bOE—DEVS—T Ly MMIXFT S Online Guessing Attack DRZE % BRI T 5. —ARMIIC Online Guessing Attack TlH(F & A
EDRITHEIT DD T, TOMKIFKBEITHEFIRIT D ENDISRARERS.

Verifier (SHEEERIEEI TH DM, UIEUIE CSP, RP XL\ UIZZDMS EENTETEREENSD. Verifier ' CSP DSMII UTeEARTHDIHE,
—f%BY(C (& Authentication 'tz X H(C Verifier H' Subscriber @ Authenticator Secret 413 Z ENTRVK DRI TEDZENEFE UL
PIx< & Verifier IY CSP (CRESNTVWD S —TL v MCEFIRICTZITCATED LDIPRRTIFRVC EMFREENDIRETHD.

4.4 Federation and Assertions
Normative Z{4(d SP 800-63C (sp800-63c.html), Federation and Assertions (CfED Z &.

£k &E LT, SP 800-63 (& Federated Identity 7 —FF 0 F v —&ERHHRE(FUTULVRWV. UKL A RS 2B EHBICHFEEIDETIL
[CDNWTIZRBANE T, R IIBE B DELE(CZ > /= Digital Authentication X F—ABEBEATESD. UH UKD, BE—DHRI™ RP HNEET
2O UIZZ#D Identity = X7 K D E, Identity Federation DFFHFE L LY.

Federated 7 —F50F v —(C(F, LT ICHIT I DIREDZIFUHET DL < DFANSD.

o 1I—H-—TOIRRUITADEL. HIZIE, HDEANDETZT Identity Proofing £ X 2 &, FITEMNIE Credential Z#2D RP (C
MUTHEFATES.

o 1—H— KRS (CE> TR MERZIRNSD D, (1—H —(C &> Tl Authenticator DiEA, ZHHERE(C &> TlRIBHRT /O
—1 > ISR KNS OF v —DfaN)
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o ZHEBIN' Personal Information Z{RF 3 B (Cd /e TD, I, RE, IR, EDEFEERDZHDEBMERANAE LD, T -8R/
BICDIRNB.
o BHREITH — ERRHEICHERTR/INRD Attribute ZE3K U, €17%& Pseudonymous Attribute Assertion @ Claim & U TEHILDE
RTE3.
o BRI Identity BI2TIIR<BEDIVSI 3> (CEFRIDRIENTES.

RDOEIZ 3> TIE, BB Federated Identity 77 —FF O F v ZIEIRT DIGE(CER I DIBRERICDOVWTHRBLET,

4.4.1 Assertions

Authentication O AT T 9B &, Verifier (& Authentication $55R %S AT Assertion T4 U, ©4% RP (CIRE9 3. Assertion (&
Verifier 1*5 RP (C Authentication 7O XDFEREIEX BT (TEHOMN, BE(C (X Subscriber (CRIY BIEHREILRZ D T EHHD. Assertion
(FEIE RP (ORESNB T EBHNUE, Subscriber 8L TEIESNDZEEH D, TDEBWIS AT AT H A UICKESLFELERIFT.

RP (37 DFASTT, ERRBEF, £MEZRDESER, HEKUCSP & RP DRV —ETOCREERI DI NSA M IL—LAT—D(CEDNT
Assertion Z{SF89 3. Verifier (£ Assertion D Integrity (FE2%) R I D FREIRMHIZIEEEHFD.

RP (FR{S7T (Verifier) Z= Authenticate U, Assertion @ Integrity (E214) Zi#2 9 2&HFEEE D. Verifier ' Subscriber Z#2H L T
Assertion ZHft 9 DIBE(C(F, Verifier (& Assertion IS A ETRNK D, BD Integirity (FE1) ZRE LRITNIRSRAL. —F
Verifier I'E$E RP Si@E%1T D184, Protected Session (C&k D T Assertion D Integrity (ST21) ZHER L THLLY. A—TF 73 Network
%38 T Assertion ZiX(E 9 DIHE, Verifier (&, Assertion (CZFEH12D Subscriber (CBIT 31> 27 1 J1XEIRNY, 1BEIRD Confidentiality
(B ZRDEVDRICBVWTEHEICE D RP MSNDAIBEDF (CHEESRVLC & &, BNVRED ETDIEANGS.

Assertion DFIZLL T (CEIF 3.

« Security Assertion Markup Language (SAML) Assertion ($tZ31 U5« — Assertion Z5ik 3 B/lesbDY—I TV IS 25— K
D TIHRESENS. SAML Assertion (& Verifier 1% RP (CXt LT Claimant @ Identity (CRI T 23X — b X > hEERKT DlzICFIFHEN
3. SAML Assertion ([C(FTZHILBENAEEND CEEHD.

« OpenlD Connect Claim (&, JavaScript Object Notation (JSON) Z{F> CtzF+1 U5« — Claim B LMER TL—H — Claim Z &gt
FBIEHITIRESETNS. JSON User Info Claims (CIEFTZFILBEMNEESND Z EEH 3.

« Kerberos Ticket (&, Ticket-granting Authority 1% Symmetric Key X—XD AT IHUEARZFIF L, 2D0D Authenticated 72 FE4& (T
Session Key ZF{T9 D EZOJREICT D.

4.4.2 Relying Parties

RP (&, > 5> Transaction Z1TD/zsb(C, Authentication Protocol M#&EERZFED (C Subscriber M Identity 70\ U (& Attribute (CEE T 2
MBS USHEMEIIT B. RP (2, Subscriber @ Authenticated Identity (Pseudonymous 72 EEHNIEZT D TR EEEHB), IAL, AAL, FAL
(FAL (& Assertion Protocol DF#E%&RY) S KU EDMDESRZE & (C, Authorization DIRTFEZ1TD. Verifier & RP (FRIUEARTH D&
BHNE, BIDFERTHDZEEHD. MENBIEARTHDHEE, RP (FBE Verifier 'S Assertion 75| F7ERS. RP (& Assertion HiME3ET
3 Verifier SR TNDZ EZHERRZEDE L, Assertion [CEFENDEAD Attribute Y2ERIEARR/R EDEBMIEIRZNIET D. RP (& Verifier
[CRD THRENIZ Assertion 1%, 1AL, AAL, FAL (CEARIR< RP DML SN2 A7 A Access BEZ T2 I EDHCAT DRIEHIIR
EEERD.
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5 Digital Identity Risk Management

This section is normative.

AU 3> BRUNIET B Risk Assessment 1514 > X (&, NIST Risk Management Framework (RMF) 38 KUZ DB ESR £ 714D
Special Publication Z##5E 9 5. CHNIIZMERI(C =572 Risk Management 7O R ZR I EDTIFRAL, 2 TOEET D RMF S1JH
1)L T 1 —XFE47(CHET B Digital Identity 0D'J X (CBI L TD, ZHEEAD RP HYEAE LR NUEIR SR (SHALL) EARIIR 15 > X
ZRHITDIEDTH .

5.1 Overview

SHDOFT )Y —E XTI, Proofing & Authenticator & Federation DEEHZVELK K DICTDE, BRIURVERNE D, REEBHIC
AMBREREEBENMNIDCENDD. BE—DBIENL LOA T3/ <, Digital Authentication DBl 4 DIBREZIRT & (CKBBFDD X0 & &2
Eniliid 3 & T, HMEIIEERTRBMEMN(C Identity Service ZIRETED T E(CIRBTHED. UEDTENS, KO RSB
Tl Authentication TS —(FETOEHEBIZT S 2TV M TEBWEWDREDE &I(CIID.

R Vol. TIZEMENEITIRETEGRFEHD.

1. Identity Proofing TS — (i.e., #30 Applicant M IEZH/R5MD % U T Identity =E5R9 D)
2. Authentication TS — (i.e., &ARIEH TR MAD Claimant ANEH/A53D % U T Credential ZFE I D)
3. Federation TS — (i.e., Identity Assertion 7'E%189 D)

Identity Proofing MBI EWSERN S, BENCUITOAEEDHENEZ S5ND.

1. H—EX & R3S Subject (LIRMELTUED T EICKBEE. (e.g., Attacker BMBAICIRDTEETULED)
2. IBE D Identity Proofing (CRDFE. (i.e., THIH—EREDIEDIC, HDAMICETDIREU LICEZ < DIEHRZINEL, TFa
FICHRELTUED)
T D=, FHERE(E Proofing, Authentication 3 KT Federation DU X OZ@RICFHII L, & NS> Y0 3 > (CIER Assurance Level
ZRE T DNENDD (SHALL).

RMF OE&ARER%Z 2189 /28, Section 5.3 (C(3 Digital Identity BIEDR2&EHTTU —ZiRR LTS,

Risk Assesment (&, Identity Proofing, Authentication, Federation D& O R (CHWNT, EDQKDIRYURTZER T DIRNENERET DE
DTHD. TDOVDTTRE(L, URTIRHEAL (CIEIL DRAMNADEKRZ 3| SHEC T EDTIFR L, BRATTRER AT & U X TEIRERDEIRZ H#e
HEITDEDTHD. OETZUHENEARD Risk Assessment Z#2X, Identity Proofing, Authentication, (83 KU%H 9 D355 (&) Federation
ZTNENUTT T B Assurance Level IR U, TNEND Assurance Level Ziic I TedICHRAIARE IO 0EMZIRET S &, H#BEE
(& SP 800-53A IA-1 a.1 [CHEL) “Digital Identity Acceptance Statement” ZZRE 9 2 Z & (SHALL). Section 5.5 (C “Digital Identity
Acceptance Statement” (CWWEIRI> TV EFHRT D.

5.2 Assurance Levels
HERID RP (XU R TICEDELUT DA 4 0D Assurance Level 7RI 35 & (SHALL).
o IAL: A D Identity ZHEEZIFD TRET D7D Identity Proofing 7Ot X DnEsEME. 1AL (FETER Identity Proofing TS —Z 858
IR EEBNGERIRENS.
o AAL: Authentication 7Ot X B{&, H KLU Authenticator &4FEMRE A DB F ORI DB, AAL (& Authentication TS —Z &R
I EEBNITEREND. (6., RKIEH TR MAD Claimant AN IEZRND % LT Credential ZFIFH 9 D)
« FAL: Federation BF(C Authentication 35 KT Attribute DIEERZ Y2 DERD I B /=8 D Assertion Protocol Mg 4. 9 /X TD Digital =
A5 D Federated Identity 77 —FF 0 F v —ZRA I DR TIFRZ, FAL (AT 3> TS, FAL (& Federation TS —
(Identity Assertion W'8HE T D72 E) Z8i T D 2 72BN (SEIRENSD.

Identity, Authenticator, Federation Assurance Level DHIE (FZNZNUTICE EHB.

Table 5-1 Identity Assurance Levels
Identity Assurance Level

IAL1: IAL1 T, Attribute ' BIBE TINS5 Self-asserted TH DN, B UK (T Self-asserted & U TIRONBIRETHB.

IAL2: IAL2 T (&, Remote 72U\ U I(EXE T Identity Proofing MYiiZE &7 B, IAL2 T, #BIICHLSMNS Attribute (CBI LTI, SP 800-
63A (sp800-63a.html) (CHELY, IERL YU IE Remote TIREE T DWENHD.
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Identity Assurance Level

IAL3: IAL3 T (&, ME TD Identity Proofing h'WiZR &72 3. BIICALSMNS Attribute ([CBIL TIZ, SP 800-63A (sp800-63a.html) (CHiE
LY, Authorize M7z CSP DEHE(C K> TR RF 1 A MMEAVWREENR SN DIHENH D.

Table 5-2 Authenticator Assurance Levels

Authenticator Assurance Level

AAL1: AAL1 TIZ, Claimant H' Subscriber (C#D < Authenticator ZBIE T (CEUV\TWB &N, HDIREDHENS USTHERTES.
AAL1 T (& Single-factor Authentication MWAZE ETRD, 7 ZTIFIEL LY Authentication 321t FIFIRI8E Tdp 3. Authentication ZREIN S
3I(C(Z, Claimant h*z3 1 7773 Authentication Protocol 3@ U T Authenticator Z{£1F - B2 LU CUL\DC EZBAIT ANEN S B.

AAL2: AAL2 TI&, Claimant H' Subscriber ([C#1D < Authenticator ZBIE FICEBL\TWWD EWDS ZEN, BLVEETRIISNS. T+
7773 Authentication Protocol (C&D T, 2DMDERD Authentication Factor Z131% - BIEL TR E&IIAT INENHD. AAL2 DI+
TI&, Approved Cryptographic 72/ O —EmEEIRD.

AAL3: AAL3 TIZ, Claimant /¥ Subscriber 771> MO < Authenticator ZEBIE T (CELVTWBR EWDS T EMN, IEREICHVLEET
fREEENS. AAL3 D Authentication (&, BES 7’0 b JLIC K DEEFIEEERA (Proof of Possession) [(CE DU\ TULYS. AAL3 (F AAL2 &fBIT
L\DHY, AAL2 (CHNX. Verifier Inpersonation Mi£dd» 3 “/ \— R®D” Cryptographic Authenticator ZE3k 3 3.

Table 5-3 Federation Assurance Levels

Federation Assurance Level

FAL1: FAL1 TI(Z, RP (X Identity Provider (IdP) 7'5 Bearer Assertion &2 (F7ER3 Z &N TE 3. IdP (& Approved Cryptography Z{# >
T Assertion (CBZITIRENDD.

FAL2: FAL2 TIZ, EEICHNZ, RP DHFHESEIRERNEE T, Assertion (CX I DIESIEHNE(CIRD. BES{L(C (L Approved
Cryptography ZFWL\3.

FAL3: FAL3 TI(&, Subscriber H' Assertion 3 K T* Assertion Artifact I SE8RE 1S Cryptographic Key ZRIFLU TLWD Z EZEEIRT D
WMENEB. Assertion (& Approved Cryptography Z{#> TE% &1, Approved Cryptography &> T RP (CX U TEES{t NN
[EeALSYAN AN

WIMRWUIET—ETIRSIBE, A1 RSB TIXIAL AAL, FAL Z _ xAL _ EIERCEET B,

5.3 Risk and Impacts
A3 TEIAL AAL, FAL ZRET BBICHAINBZHEHTIU—(CDWTHRAS.

BIEMSZEHT T —: 1—H —D Asserted Identity i@t Assurance Level Z5RTET Db, ZHLRH (HBE U R UZHMEI L, ©DOEE
ZR/\RICHIX DFRZFTE YT DHENDD (SHALL).

KDEZENFIE NS Authentication, Proofing, 3 KT Federation TS5 —I(Z(&, KDELY Asssurance Level i RéD5N 3. EZRXTO
TARYU S —, TR ENZDY R TERICIRIID.

WEEHEDOHTITU—FROESDTHD.

1. ™ME, &8, FFtartieL Ea1F—2 3> D8iE.
2. BNBREIZ(IHBEDEE.

3. DT O S APRAHOFIRADIEE.

4. Authorize DIXNVE > F ¢ JIEIRODAR.

5 BADZE.

6. EBFzIIMHELDER.

Digital Transaction (CE3RKE1123 Assurance Level (&, Federal Information Processing Standard (FIPS) 199 [FIPS 199] iR 9 B7EMRE
EEVWEFEL, LEEHTIY - EOBENRETHEZITD CE TRETES.
LEEBTENEEES VL, LITD3IDDENSS.

1. EE Low

2. #Z2E[E Moderate

3. #2ZJE High
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5.3.1 Business Process vs. Online Transaction

Assurance Level MRTE (&, Digital = X5 AD—EB%&/RXT Transaction (CDHETNTITIOND. DA > S > Transaction (&, A TS5
SAUBPRRICTIAS MESNES AT AL TDAS S AVEZRE LT IRRRESRATOTR EFEMTRVNC EEBHD S 3.
W7 Assurance Level D3ERICHUT, L2, IR T ERPOU - EX(CAET 2 ESRATOCR LA TR <, BED
FTZHINH—ERICHBIFDA> S > Transaction [CEEET DU X TDFHAEITOIRETHD. ILEXEASA>2 T2 — KTlE
Personal Information MUNEEEN D Z ENVG DN, HEXIBMRMMEFRICBEHRRHEBF CH U TAS SAOTRHEEIND I &FR. ZDKD
RGBS, Ny OTY RERAFATIRESBRZRET D EFEEL, [BRIZHEEGN S XT LAEIET DERIC Access T2
[CHEZ1—Y —(Z3F LT Identity Proofing 12 Authentication Z £t 9 DWE (SR, A > S5 > Transaction (FE(CF— 4~ DIRLIEDF+
THD. ESRATOTRERT(EHRD OF —FIEEHUENRE SR B uIReEN S D1, IEROAMNERZRE UIEhESHZD
E(F7R0. CDZSFUATIZ, Identity Proofing & Authentication TIAE TR\,

HEBAN A > S > Transaction DEM T (FR < ESRATOCRASAHZ A UIZIHE ([CU X TFHEAED D 53 2DMdEFl & LTE, 2
HRANBRCERDBEESNT ZF)LU—EANRIFEND. COI1—RAT—ITlE, BT 24/ Y — EX(FE AL DORIBTRERE
EXRHT D EEEHT B, RLUIERETHEHIREET, ZORICH A MBS SNERKFC (IS XL ERBNDIZHREEE(C Access
9 5. BEZDEREIED Session TEL—H—MSFIBAIEETEH D, FJ= Personal Information & SE37=8D, Personal Information 7' Self-
asserted THO/eELTH, BRI MFA ZE &9 3 AAL ZEIRT DIUNENHD. TDHE, [EO 13681] DEHFMEHAIN, 7TV
T—2320F AAL2 U ETIRESNRIFNEIRS L. UK UIRAYS Identity Proofing B (KRN ETE CHD. BEEZIRE URIEI(C
EARAURAITHERIET LW\ EESRIATOTR 2T, HHD Identity Proofing W"HE THD. IRARTERF(C(Z, SRAIBIRAD
Applicant INEIRICA > S+ ARK SNIZEEZE D Subject THD EVWDHELNILDHEENREERD. UL ZDLARILD Proofing (dA4
>S5 > TCOERESISEICITHETI(EIRL). Identity Proofing (54 ) LIRS TD Transaction 25 T S D/EHICEHE ERSRRL. 1%
Fa& (T3 U T Identity Proofing 2173 &, TZFILRAT TV —2 3 2 R—FIVIC KD TRESNZIFEATOCI TOXHEEEBZ 2
Personal Information ZUNET D & (CENDeH, BB E(CURDRIBEREHE, I-HPEUFT A ZRTESEDZEICDEND. > T
HER AL (F1EIRDBTH DS, HiZA > S > Transaction (C(d Identity Proofing (IRETHD. A> S5 2 R—FILERICHTD D
RE(, 1AD Applicant [CKBIEEZHETeHESRATOTCARARTROHSND THSS Identity Proofing B & (FIHIZ L TULB.

5.3.2 Impacts per Category

KO3 TRE>EWELTITY - EOBIENRERETEER I D. AL, AAL, BXU (Federated Identity &= (FANRVUISEHE S BIBE
(&) FAL D% Assurance Level (MER(CFHii 97D Z & (SHALL).

Note: EU ldentity X ADITS—HHF7T Y —(CAERRELREREREFSRVGS, HERRVWEDLET S.

™ME, B, FeFaifieL Ea15—3 3 > 0E(CRY BN E:

o Low: RETE, EROERC T D, REMND DIEHBOIME, =6, HEE.

» Moderate: REBTH, ARBDER(CITT B, N DIV U SREN LA RBABONME, =9, HattiiicL Ea>—23>0
8.

* High: FEDEKR(CH Y B, EEFREFEANDRIANLDAME, B9, HMMIPL E17—2 3 > 0O8E. CNEER, fF(CEXR
FEEREFLED, Z<OEANCHEZRFITEEDS DRAEBELIZLANILTHD.

BHENIRRICRY 2B ENSE:

o Low: FETE, FEDOEARICH TS, SSVTHD (CERSIRVEFIERDVLUSHBOSE.
« Moderate: RE CH, ERDTKRICH T B, HIIMEBFERRIR U SHBEDE&(E.
« High: ERDEARICH T B, ERFIZ(FEERMMEFIIERIR U (FHEBEDEE.

HEDOT OS5 AP AHOFIEADEE (CR Y BBENRE:

o Low: RETE, H#MOERPERE, AHOFZA\DREN/LBHZE. RENQBHZEDH & UTIE, () —E&SEE S XUHIB(CHES,
DI v 2 3 VEITERDDET IC K DBMDIE - DHEEDUIENRDE (CRITRT, (i) HMEE T I LB N\OEMIMEE, 12
ENBD.

» Moderate: RETH, HHMOERVEE, NAHOFBADIBI/RIEZE. AHAREBFEOH E LTI, () —ESHEES SUHREIICHEES,
D= v 3 VZFITRRDDE UVMET (CK DRI T2 DHEEDNIEHZRDE LLMET, (i) BBEEFZEAB/ANDEUWEE,
RENSD.

« High: R DERYEE, AHOFIBADEXRFZ(FHMIVABRE. EAFTZEEGNRBHZEDH & UTIE, () —E&HEES XU
MICDED, DI Y 2 3 VZITRENDDERME T REK (C L DHEMOT - DHEEDIIEREE, (i) HAKERE T2 (EDB\DRAR

bl
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BE, 7EN'DD.

Authorize DR >S5« TIERONFICEAT DBENE:

o Low: RETH, FIPS 199 TEZENTIK- >/ hdD Confidentiality (#£24) Tk % /=57, Authorize TN TULVRWER(CHT
BIRERR Personal Information, U.S. IFF(C &2 TIRVWUIEEEN(CTE > 257+« TRIBIROAR.

e Moderate: RETH, FIPS 199 TEZEIN/=H-1 >/ hdD Confidentiality (#%4%) 8k %= H/=5 7, Authorize AL TULVRUWER(C
19 DIREMIR Personal Information, U.S. BUAFIC &2 TRV UIEEEN(CE > S5 1 TIRIERDNR.

« High: FIPS 199 TE&ESN/zi/-1 > /D hd Confidentiality (#Z51%) TekZ 1257, Authorize TN TUVVRWER(CH I B RERR
Personal Information, U.S. BIFFIC &2 TRV UISEENICE > S5 1 TIREROAR.

BADZE(CET DBIENRE:

o Low: RETE, BEZMHELE URVER.
« Moderate: RE CH, BECEATIFREEDVURY, RLWUITERZHEL T DIREKICEATIRENIXD.
o High: EXMEEFZEFETICATDIURYD.

REFLEMNE LOERICET DBENFE:

o Low: RETE, BEEFPITEHOHRE(FRSRVVEEOREXZ(EMELODERDIUR Y.
e Moderate: RETH, HITEHDHRED SBEEFXE(IAE LDERDU .
e High: 3177700 S AICE > THICEERREFE(EIMELDERD R

5.4 Risk Acceptance and Compensating Controls

SP 800-63 X — & Assurance Level (CEDZ Digital Identity 5 — EX (T T 2EAESZRYT. SHEEIEST 1 RS B OB
DT Ildentity U—EXBEREINRETTHD (SHOULD), 5L AFLAZTFAT(ICUED TS/ —%Z3E(E T DR BIIDESE I
BRI RETH S (SHOULD).

BHEE, Sy 3>, URUHSEHR, BFOESXRATOTR, HEDALNADFRIIRERSEIE, A — MIEHENTLDEDER
HROBNREERR I DHDFT—FDu]K, HEREBDTOMDEENRE(CEDE, FMBSMNIZ xALs (C3F LT NIST #8255 145>
AREBHRZHFE L TEXL (MAY).

EFHAIEESR SP 800-63 BN TRICIFER SN TULVRWVWES, B (JMEEDRBRDILEAIREMZ REIRIFNUIIRS/AVY (SHALL). FlX
(&£, National Information Assurance Partnership (NIAP) {22007 7 1 JLH FIPS B EASFE UK EL DBE THDIHE, He%ikmE
FIPS A1 D (C National Information Assurance Partnership (NIAP) R 10 7 1 )L&3&ER U TH KU, #ERE (IAEBIR B DEE N (CE DL
TEHE xAL ZZE U TIFRSRULAY (SHALL NOT), SP 800-63 (CEASE SN TULVRWFERICKD UR U ZER T DEENICEDLTEED
V)1 —23>0OEREEHAEITDELAIEETH D (MAY). BEEE(E Normative BN SR T DIEHQAER &, BEN AT IRERDE
iz RF2 A MEFT IR FIEL UIRIFNUEIRSTRN (SHALL).

A4 > R (F Authentication & Identity Proofing TS —I(CBI3 3 U XD ERS. NIST Special Publication 800-30 Risk Management
Guide for Information Technology Systems [SP 800-30] (&, BUF > X AICSVWTURTZER T D —MAERZIHERZ L TLD.

5.5 Digital Identity Acceptance Statement
BB (F SARA BEM T D12 (CUBREHFOMENCCDBERESHINETHS (SHOULD).

CDRAT— A M, HARBRU T DIEHREEDHD T & (SHALL).

. T xAL.

. ERTFH xAL.

. BEE xAL DFHIEE xAL ERRDIGEE, TOIRHL

. JEFARJARR 800-63 BN TER(CEIEREIN TULVRWNES, KEBROLEERTREM.
. Federated Identity Z£F U CLVRLMEE (S, TDIRHL.

a A W N =

5.6 Migrating Identities

AHA RSADBHIBETSNEHICEEENR BTz, CSP (FENNBEEDOI—HT —(C5X 2FHEEZR UIRITNIEIRSIRA0) (SHALL).
IA—Y—(CEENMRWNEEEHDIN, 1T —(CBITFRZERIT DS EEHDITL LS. HIXE, BETERORIDOT 1 B, CSP (3#7
LW IAL ZEF 28T IR AT — (CEMDOSTHEREHEERIDINELNFEEA. TNIF CSP, Hi% CSP 2FIATS RP, v 3>,
WRI-BT—ELWDOTHFIMEBRLUT, URTICEDVWTRET ST & (SHALL). UTOERR(E, HENBHEEDOHEZER
TDIHFEDENTDHA RTHD.
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1. RP T Identity BHEDZFINFEE L TLBIBE(E, BITHBER THDEEEMNSD. 3 TRIFNEBITICIEHMEL72ONE LI,

2. FTIUK KDMERWUIZRD I—F—T L > RU—13 Authentication ODiEIREZAME < D AAL ([CIBAIENANUE, CSP (FFT LWL
Authenticator ZF4T U0, 1—H— M9 TICZIFD TL\S Authenticator ZEFREE D Z ENVEIRE(CIRD.
3. Federation (31— —FENHIME LIV ULRLDE LRV, BIXE, BIREMCA > IS A RS IFv—E4ICLD, 1
SISANSOFrP—0TORIINOTYITITL— REARECRDZ EEHD.
4. xAL DENTHIER EITEME E ULIRWLNNE ULNRWL, RP BITOZEERNREMNE SN ERE IR FHHHRIC Risk Assessment 1T
DSTEICIRBDTHAD.
AIAAFRATIE, T UEBITEITOVREN DD EFUTH ST, BETIRAV Y —ASNERFRTERBNIVE CTHDZEDHETEHTL)
2. MEBEBOURTHSHHREZ VS 3> (CEDVWEREBOD7ZIO—FDRE, CSP & RP OHIICERSNS.
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6 Selecting Assurance Levels

This section is normative.

Risk Assessment DFER (IRB/RL NI VBIR(CHITBE—DER 12D, A2 3 > Tld Risk Assessment DFER%, 1) X0 & EBEURIR
TOMDEBEZREEDET, EOXDICERBERG XAL EIREITIMNCDNTEHEHRT D.

5—(C, Risk Assessment 822807 77 1)L %, Table 6-1 (C35 3% Assurance Level (CEET IHETO T 7 1)LLK T D. HERD
Assurance Level Z5RE T B(C (2, Risk Assessment (CEDESNIEEHTTY —(CHITDEENFECERAVLIEB-Y 3828707
7AINERDITD L.

Table 6-1 Maximum Potential Impacts for Each Assurance Level

Assurance Level

ZE&h7aU— 1 2 3

™E, B, EEl3ttatiiioL EaF—2 3> 0888 Low Mod High
BRNBAEZ(IHEOEE Low Mod High
HEIDT OIS AP AHOFIADIEE N/A Low/Mod High
Authorize DX T TIEEIRONE N/A Low/Mod High
BADLZ N/A Low Mod/High
REFZEFAE LDER N/A Low/Mod High

URDEDNITBDICHED, HEE, ASHhDORBZESISHRI LD A - BifiICIEEERETUEEZED, FTHREND Authenticatino 588
DEFENS LUMBENREROINTZER LIRTNIEIR SR (SHALL). BENRFZEDERIC(E, BWANO>SFHI MIKFI S M
& T @F B OXDMBNNRAENEFENS. BRI SV TEREDIEMNEZ M ERE T DIHIC, HEZERITDIAPEADT
STFFEXROMEZEERE I NS THD (SHOULD). BIAMED(CDONT, MBI SORREICEA T 2RBENMERZ/D L LD, &
NSOREOERIIXIDBRECIRZ THS S, #EADTOT S APCAHORRICH T DHREDDE IS THI NMIBMEKF I DIz, #
BECNSOMEZ TR ERIRETHS (SHOULD).

IAL, AAL, FAL D% Assurance Level fB(FZNENRADOIRENEHD. HIR(EHDHEIN', 1—HT —(CKD Personal Health Information
(PHI) &L\ TZA2T Personal Information HMEH NS “health tracker” 7 U4 —= 3 > #BEUIzE 9D, EO 13681 (Tl “FTHILT
TULb—23>&BU T, RICH U T Personal Data A®D Access & RIBEIC 3 224 (L, Multi-factor Authentication Z#RE 3 2 HEN
5D EFEHSNTHD, LR (E AAL2 IR\ U(E AAL3 T MFA ZEEITINEN D B.

FJz EO 13681 (&, Personal Information BB SN BD5E, ZHEN “BE(CIEL TERIA Identity Proofing O R £1T5 Z &E&2ER
LTWD. CNUE (BT AAL ([CEFLT DL D) IAL2 ¥ IAL3 TD Proofing MU ETH D EWVND T EZBIRURLY. EEEDOHITIE, #EEDS
A7 AFEI—F—DEBED Identity ZEHDHEBIRNNE UTUIRL. CDT—X T, “B%1R: Proofing 7O R £L\SDIE Proofing &—
TN & &R0, BB 1AL Z8IRT D 2 & (CIRBD TH S D. TNICTK DHealth Tracker X5 AD1—H — (3 Pseudonymous 72
RETWBCENTES.

11— —H Pseudonymous 'RRRE T2 —75 T, #EE Authentication (CHBULVT(E AAL2 12 AAL3 BBIRT INRNETHD. SERVEEED
BEANERI—T—DF NI bEREL, HZI—Y—0D PHI [C Access BIREL @D TLES.

Note: #B8(X LR TRHSNTULBLUED Assurance Level ZFAT B EBTES. XL Federated Transaction T
(&, IAL2 EFHMliENET7 T U4S —2 3 2 (CHUT IALS D Identity Z21FAND Z EHBRIRETH D. U Authenticator
(U TEEKRTHD, RP ANEE T DKL DEETR Authenticator ZFIFE T3 EBEIEETHD. IElEURP (&, &5LY
e &M CSP (CK>THEYRT S/ —RENRSN TS Federated > FJADHTHEEL, RP HERL
Subscriber K Authorize Uz Attribute D& D' RP (CIRIESMN, BETR Personal Information /' Credential 2 Assertion H
S5RN2Z ERNRBRVWK DRI T DENDD. 5FHll(d SP 800-63C D Privacy Considerations (sp800-63c.htmli#privacy)
w=ESRBO &


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63c.html#privacy
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Note: BE—D 77U —> 3 > [CHBWTRERB IAL, AAL, FAL ZERTETIAEE W\ D T &(F, ARF 1A MHABEORER
12 LOA EWLSHEEEHR— ML TULRNWEWNWDS T ETHD. LOA REDIZ8H®D “Low Watermark” 77 O —F (6 (E0iF
BHURROIALT DD AAL2 D7 TUS—2 3%, IAL2 B D AAL2 D77 TV —2 3> K0EFa2 7 TRVWEN TS A
IS —BEMENEHRIARS TRV, CNSOTFTFUT—2 3> DEEL, WE E NS Proofing DIEEDH Ty
D, ZNETFTVT—23>DtFa T 0TS/ —(CEEELRULHE LNV, —ATE UENE S /=
AL BRZITDS &, TF 21 UT o — 0T SA NS —(CRSRHEEZRIFIOIEEMENHD.

6.1 Selecting IAL

Figure 6-1 (C7R9 1AL ORTEAK(S, Risk Assessment DFEER & Identity Proofing H— E X (R 9 BBIMDEEEIERHAEHE, ZHEREH
FTH)LY—EXDIRECHRBER Identity Proofing B4+ %5RTE I DED—E & 712 3.

IAL SERDEM (L, BT )Y — ERMEE D Proofing ZITHORITNIERSRNEND T EEZBKRT DEDTIEL. #EIH Federate
TEB3MEDHE Section 7 (CFFL <R B.

0 To provide the service, do you need any personal information?
o— | — |

9 To complete the transaction, do you need the information to be validated?

; - no & | 2 yes or | don’t know
@ What are the risks (to the organization or the subject) of providing the digital service?

Inconvenience, distress, or damage to standing or reputation Low  Moderate = High

Financial loss or agency liability Low  Moderate  High

Harm to agency programs or public interests Low  Moderate  High
Unauthorized release of sensitive information Low  Moderate = High
Personal safety Low  Moderate  High

Civil or criminal violations Low  Moderate = High

Did you assess at moderate for any +
of the remaining categories? Did you assess at high for any of the above?

?4 | r@ ?<_|_,

Did you assess at low for harm to agency programs or
public interests, unauthorized release of sensitive
information, personal safety, or civil or criminal violations?

Did you assess at moderate
for personal safety?

@ Do you need to resolve an identity uniquely? -

4@<—|—>m—> @ Can you accept references?
\

v l E See federation

(6 Use references if you can complete the transaction ] recommendations.
n or offer the service without complete attribute values.
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Figure 6-1 Selecting IAL

To provide the service, do you need any personal information?

BICCOBWIEZ DT ET, Risk Assessment & IALEIR(ES 3 — My hTE3. H—EZXHWFT 4L Transaction ZIT(CEL T
L\WMR D Personal Information EIAE E UIRVMEE, S X F AKX IAL1 TERBIEE THD.

To complete the transaction, do you need the information to be validated?

RP (& Personal Information BB TN, FEEREH DIRILFL Attribute HNWAEHY, Self-asserted 72 Attribute H'EFSaIgEN & HIMF 9D
WMENGD. O EDTHERFENDIRELFER Attribute IR EINIZ A, IAL2 7 IAL3 D Proofing Z1T7/2 2 2 LT Attribute ZZ(1F AND
WENHDTHSD. Self-asserted /& Attribute DH TTF)IL T —EXZIBHBIEETHNE, IALBIRFS 3 — Ay FUTIALT (T&
BELZENTES.

What are the risks (to the organization or the subject) of providing the digital service?

CDERFET (&, 1B (3 DFEED Proofing MUETH D & (FIBARELTULNDZ E(T/RB. Step 3 (&, IAL2 & IAL3 D ES SHRIEINEIR
HVESRIE S B /28I, Identity Proofing HYSkBY U T2 RODBIEMISZZ(CER LTS, #EIN MBS T84S D £ Idetity Proofing kB,
EEENTZ ldentity ZEHE U TRIFTANTUED CETHD. CNUICK DY —EZX PR ZEE D e AVIOARERSRAYNCIREOUTUE
ST EIIRB. E5I(C, Proofing MAEIRVMZEPPWMEM EICZ < DBEHRZIEL TLFEOZHE, TNEHFENUR T ERDSD. 2T
WENIRNDICHREEE Attribute ZEME 9 2 &, Identity Proofing DR TH D EHRETND. CHORTY I TlE, H—EXRMHDE
(C Personal Information MW ETH DN EDHMERANU, #EN Step 1 BLU 2 (RO TEIZ L TLVRBWLWNESHEIRININRETHD.
FAICIERADT« TIREENRNEETH, 5D~ H(CIFEUVVWEENRITREEEHDEH, UR D (EE#HS L1 - —0mAs D3R
BRTEEBINZTTHD. #ED Risk Management 7O R (ETDRATY THSEIBESNBIRETHB.

Do you need to resolve an identity uniquely?

Step 4 T, #BINER I B Personal Information K ERFZEY(C Identity DIFEIC DI DN EDHERET B. TORIVFELMERINE,
HENT 4 )Y —EX(C Access 93 Subject DT Identity ZRDMENG D, 2-3 D Attribute W FEEREN DIRILEH Tho e &
L T®H Pseudonymous Access B ARAIEENNE DO EWND T ETH D, #4EIN Subject ZHRIE T DMENHDIHE, IAL BIRTO TR (34

THEEETHD. UN U SHEEE(E, Step 5 HMififiEds D2 EDM E D MMRET I RE THSD. Claim (FRiF: draft E¢fE T3 "Attribute Claim" &

IE(FENTLVE "Attribute Reference” (D &) DFZIFANICK D, HELL LD Personal Information DUXEREFD R OZBTERKT D&
NTE3.

Can you accept references?

Step 5 (547 )LH—EZXNTLR/R Attribute Value D Access 7 U ([CIRERIEEMN EDSMNC T A —HRALTWLD. CNUIEIARNTD
Attribute 17 Claim & U CTRITESHURITNUERSRVEWVWSERTIFR L, #EANKE T BEADE Attribute (CEB L, ENIE
Claim T+2TH D, ENEFFRERR Value TRVNEWFRUVNZEHIKTT DK SKRHDEDTIHS. Federated IMIRETIETZHILH—E
ZIREE (S Attribute [BIRERYINSEE T (CELTULVRLZSD, Claim ZITED (CRETHSD. 7T Vo —2 3 > A IR TORER
Identity Proofing £ BB THEITI DD THNIE, IANTD Value '3 TICTSHILH—ERIRBEDEIRT (CH DI, Claim ZIFEL
(FERNRNEIBEIEEHD.

Use references if you can complete the transaction
or offer the service without complete attribute values.

B UHREN' Step 6 (CT2EDBVZETHNUSE, Claim ZFIRIARETHD. CORXTFTYIICEDBWZEWD L, T2HILT—EX
DIRME(CTELTL Attribute Value BMAETRWEHIBT SN EWD T ETH D, T24)LH—E X (& Federated Attribute Reference %
CSP (B UK (FEEID CSPs) " SFITEHIDDICRE CH D HIMENns.

Note: ¥ (FERIER Proofing 7O TR ZEIRT BRI, BEBDH —EXMROI—F —EEEEBINETTHD. AL EIR
DHEETIZIRNEDD, &2FED Proofing 7Ot R (EHDEDI—H —E(C L TOTOtR K D@ TH D AEEMH
3. WRI—F—BICLDEL Proofing IIEREZHSNDEs, COBDDITIHEIC A Y B9 THS
3.

6.2 Selecting AAL

Figure 6-2 ([C°RY” AAL DIRTEAI(Z, Risk Assessment DFEER & Authentication (CRAT DEBIMDEFEIEZEAEDE, FHENFTZH)LY
— EXDIRMH(CHRE/R Authentication B4 72 RE T DRDO—BN &3S,

AAL ERDOEME, L5%T >4) L H— EXIREENE ST Authenticator ZFITURAITNIERSIBNEWND ZEEBKT DI ED TR,
14BN Federate TEX DM E S Section 7 (CEEL <IEARB.
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o What are the risks (to the organization or the subject) of providing the digital service?

v

Inconvenience, distress, or damage to standing or reputation Low  Moderate  High

Financial loss or agency liability Low  Moderate  High

Harm to agency programs or public interests Low  Moderate  High
Unauthorized release of sensitive information Low  Moderate = High
Personal safety Low  Moderate  High

Civil or criminal violations Low  Moderate = High

Did you assess at moderate for any *
- e D ) .
of the remalang categories? Did you assess at high for any of the above?
GEI- - ?._i_, yes
Did you assess at low for harm to agency programs or Did you assess at moderate
public interests, unauthorized release of sensitive for personal safety?
information, personal safety, or civil or criminal violations?

o@>- o
y

9 Are you making personal data accessible?

See federation
recommendations.

- (End )

Figure 6-2 Selecting AAL

0 What are the risks (to the organization or the subject) of providing the digital service?

Step 1 Tld Authentication REXDBIEMEZZ(CER T D. CNIEDED, Authorize SN TULWRWI—H—HEROI—F—T7HD> &
[C Access TEIEIBE, MR IINEVNWDS CETHD. FAICIERAT 1 TREENBRWNEETE, B3 —AICIFELWEEN KT
BB H DD, URTIIHEBB IO — Dl A DRERTERBINETTHD. #BID Risk Management 7O R (FTDRAFTY TH
SHEIRTNBINETHB.

g Are you making personal data accessible?

Personal Information (CA> S > TP TXAIEERIBE (L, MFA BN E E72D. CORTEARDMD) X TIET TIC MFA B\ E7R AAL
HYEETE L TL\B Tz, Personal Information (CBI L TRINDND DL DERFSDFH & 725, Risk Assessment EHE(CER L Tld, £7TD AAL
T Personal Information DARCRAL TR INRETHD. CORAT Y T TEERRA(L, Personal Information A > S > TURE LR
BE, AAL2 D E&ER T D=8 (C Personal Information ZHE:R « 1&REE I DME(FRAVEWND T & THB. Self-asserted Personal
Information MZ2NFEEFE MFA (CLDT7HT> MRESIMETEHS. Self-asserted RBIMIBEFEEEN, (FLAEOI—HF—(EFTZHIL
H—EADERZEZTBIZHIE UWERZIR T D THSD. UIch'> T Self-asserted T — 4 (LiBH)(CRFE LRIFNUTRS RN,

6.3 Selecting FAL
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Figure 6-3 ([CoR'9” FAL DRTEAIZ, Risk Assessment DFER & Federation ([CEA T 2BIMDEEEIERBAHEHE, BHEANTH)ILH—E

ADRMCRBREBMZRET DHEO—EI L7123,
. What are the risks (to the organization or the
?
Start AleleUlEsaing o subject) of providing the digital service?

— @

Inconvenience, distress, or damage to standing or reputation Low  Moderate  High

Financial loss or agency liability Low  Moderate  High

Harm to agency programs or public interests Low  Moderate  High
Unauthorized release of sensitive information Low  Moderate = High
Personal safety Low  Moderate = High

Civil or criminal violations Low  Moderate  High

Did you assess at low for harm to agency +
programs or public interests, unauthorized Did you assess at high for any of the above?

release of sensitive information, personal |
safety, or civil or criminal violations? ?"' "

?4 | "@7 Did you assess at moderate

for personal safety?

(“J Will personal data be in the assertion? ?1—'—»@*"
—— -

9 Are you using front channel
assertion presentation?

Did you assess at moderate for any
of the remaining categories?

End =

Figure 6-3 Selecting FAL

o What are the risks (to the organization or the
subject) of providing the digital service?

Step 1 Tld Federation KEIDBIEMNFZEZ(CER T S. CHUEDED, Authorize SN TULVRWI—H —H¥ Assertion ZEIE TE/2IHE,
P BINEND T ETHD. Assertion BHEDHIE LTI, Assertion DUT LA (CLBRDTEL, TSIHY%EEUTE Assertion [BHRD
WRRENBIFBND. FAICERAT 1 TREENINBEETE, B —AICEEUVVWHEENRSTREEEH D 28, U X0 (HE#S
KA —DOmAEDBRETEEBINRETHD. #EID Risk Management TOT R (XTDRAFTY ITHSEHIBEINBINETHS.

@ Will personal data be in the assertion?
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Personal Information /7' Assertion Z7T L TR DED cNBIHE(E, FAL2 H'WZE &73B. Risk Assessment EMICEH D TlE, £2TD
FAL T Personal Information DARICDUWNTER I NETHD. Assertion (C Personal Information B'SENDIHE (S FAL2 DI EARE
T D, FAL1 @D Audience BHS KUES{EEM TS Personal Information (RFE(C(EART453 T S. Self-asserted Personal
Information MABEIF(CH FAL2 (C KD Assertion IRENME T B. Self-asserted RNFIR(IAERIEETEN, FEAEDI—H—(I5TS4H
I —EXDBEEZITBZHIE ULVEREIRMHE T D THSS. 1212 U Personal Information 7' RP (C&k 3 Authorized API Call Tzt
TNBIBECIE, TNSDIEHKIT Assertion BIRICEHDNEIIIR. ZTDIHEIC(E Assertion (C Personal Information H&FEN720 Ve
&, BEALEMATIZRL FAL OES{EEHGERASNRN.

Are you using front channel
assertion presentation?

RP (&, KDBERTISAI/I\S—BLUtTF1UT 1 —%2EIRI Bz, nle THNIL [SP 800-63C Section 7.1](sp800-63c.html#tback-
channel) (Cdp% Back-channel TOIRTRARZRAWNDIRE THD. CDOARTIL Subscriber (& Assertion BART (F/2 < Assertion
Reference M= 1z8, Subscriber DT S IHPOZDMDT OIS AICE D J2 Assertion HVS Attribute YoZDMD > 25+ T1E
HATRR I DATEEMIFME T IS, RP (£ Assertion Reference Z183% IdP (CI27RT D728, IdP (& RP Z:#5I U Authenticate 322 &M T
Z%. &5(C RP (& Assertion %Z Authenticated Protected Channel #2FT IdP N SE#EZ (TERD Tz, Attacker /¥ RP (3 LT Assertion
ZEANTDUREEBET IS,

£TOD FAL [CBUT, Assertion (C(E, B, BRIEAR, Audience Hl#9, €Dt SP 800-63C (sp800-63c.htmi#assertions) (CHIESNTZEAN
FMRFERNIESND. CNSOXMRICLD, Assertion (& Authorize SN TWVRWEIRICEDERL - BESINDZ &(F72<KIAD, RP HAERD
S AT ABIFICYERR SHTE Assertion 2= FAND Z EERLKRDB.

6.4 Combining xALs

KHA RSA2FE AL ZHEE(C—HSE D LR <BEROIERETILZRRL TS, 33T AICH U TSR xAL OEREN
EIBN, Z<DHEETD XAL (AU LNILEAENSTHSS.

ZRRIR XAL DB EDENEIEEE R D TE T (T LD, BB IIASRZFMENBIES NN, BANSHET DT —IDHEEZTDT
— A%z {RE T B Authenticator DHE L, £ TOHEAESHE N AIEEIRNDIT TIEIRL). Table 6-2 (C (X Personal Information 5¥ MFA T{RE =N
B EERIIAIEE/R IAL & AAL DfEHFEDE R E EHD.

Table 6-2 Acceptable Combinations of IAL and AAL

AAL1 AAL2 AAL3
IAL1: Without personal data Allowed Allowed Allowed
IAL1: With personal data NO Allowed Allowed
1AL2 NO Allowed Allowed
IAL3 NO Allowed Allowed

Note: Executive Order 13681 [EO 13681] (C&k B &, Personal Data 1 Self-asserted W DRAREE Tdp > TH, Personal
Data 23FA(C (& MFA WWZE T D. Personal Data AND 777Xz 4 U 730 Transaction Tl&, 1—H —(C K DEER
Authentication DEIREZIRET B Z ENHEREEINDIEDD, AAL1 TD Authentication EAJEETH D. =5(C IAL1 TlE
BAICHEINOIRNVERZ Self-assert T2 EEHDIN, TDRSRT—ATIE AALT HNERETIEETHB.


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63c.html#assertions
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7 Federation Considerations

This section is informative.

AIA RSA B RUMIRET S Vol. (&, ZHEBINYEIR T B Authentication 35 KT Identity Proofing 77—+ F v+ —(CRAUTIIA R TH

B. UNNURNS, #EE™E 2 077 T )4 —2 3> 0—7JLT Identity B —EXZIBET DK DB, Identity Federation ZFIFE UTzAM LD
RN DRMCRD L DR FTUANEFIET S. BUFIC Federation BAFIAREE THNIEZTNEELRERNE L TEEIAREIFY
FABRFEDD. RB DR S Federation &O—7)LD Identity 7 —FF I F 7 —DIEEFN AU W hFAUw hEZEEUEED TR
(AN

Authenticator Z Federate 3 \ET—X:

1. BENL—Y NI TICHER AAL BILEZ#Z3 Authenticator &3> TULV3.

2. MESNBRCOI—F -T2 =51 —&H/\—F B/=D(THEED Credential TA—LT7IF7—HNETHD.

3. BEEIHY Authentication BIE (e.g., 77737 > U F/VU —, Authenticator F4T, NLTFT R ) DIcHDA > TSR NS OF v —ZR5F
LUTLVRLY.

4 RP EEAZE I BT LML, BREBAICL DTS —73 Authenticator ZBINLIED 7Y FIL — RUEWEWDSBEER D B.

5. HiR— NI AREERDIEEN G B. Federation 710 FJLIE Network R— X TH D, LTS v M T4 — APWEE(CLDIEENT
BETHD.

6. BIENI1—Y—IEHROIZT 1 =51 —(CFIB L, TNTNAHB(CBIED Identity 1 > TS A NS OF v —ZRIFL TS,

Attribute Z Federate I XEo—X:

1. R —=DRI)ILE —HH—EX(C Access 3 B7z8IC, Pseudonymity WWZE, HE, RIRAIEERV\UIFEE TH D.

2. H—EZAD Access (CEFIHI7R Attribute U X ROFHFHUETHD.

3. H—E XD Access (LD 12 < EHB1DLLED Attribute Reference DHNNETEH B.

4. LML (T BT Attribute DR DIBIRITOFEITIT TR,

5. Attribute (& (Access HI¥T/R &) —BFRRFIADIZDIEIFICRETH D, #E(FHZT —FZ20O— LKL T DRE (TR,
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Appendix A—Definitions and Abbreviations

This section is normative.

A.1 Definitions

Authentication Z3EF CENON D AGEIFIEL <, 2 < OREEEFFEIO/N—=3 > D SP 800-63 EEEMZRD TLDEDD, LW DMMEIARY
EZIhSEENEEICIZDTNS. Z<OREICEROEERN S D 5B/, KRFIAL MIBIFIERZHEICT IHENDD.

A2SA DTG —EXD1 DU EOERIBEE (CIER T D L.

Active Attack

Attacker /7' Claimant, Credential Service Provider (CSP), Verifier, Relying Party (RP) (CXf U TFT—4&iX{E9 B & S7% Authentication
Protocol (Cd51F3 Attack D &. Active Attack DIl & U T (& Man-in-the-Middle Attack (MitM), Impersonation, Session Hijacking 7 &hvEs
Fons.

Address of Record
Al ESNEFRICE > TRHEBAEDIDZT 25— 3 > (CHARIEER, BN DIREEED WIBMEIZ (T 4)LD) 1BFEIR.

Applicant
Enroliment 35 & T Identity Proofing OOt X &= T\ ELA.

Approved Cryptography

Federal Information Processing Standard (FIPS) M#zR, £ U < (& NIST DERZZ(FTTULBDED. FIPS 72U\ UIE NIST Recommendation
[ (NIB/BEESNTVDD, Q) FATNTVLWBFILTVXLABRUVFT IV L.

Assertion

Verifier 'S Relying Party (RP) (CXF L TiX 5113, Subscriber M Identity [&#k%& = A/ Statement. Assertion (FAREEEBHRHRESO &
EH3.

Assertion Reference

Assertion EFFFT TEMRSNDT —IAT T NTHD, Verifier 5519 D & EBIC, Verifier B’FE 9 3 Full Assertion A\DRA >4
EUTHEEET B.

Asymmetric Keys

Public Key & Private Key 15722877, I55{L 185, BREK EBGIRIRE, W ERDIARL -3 > (CALSNS.

Attack
Authorize 2N TULVRWEARD, Verifier 12 RP & 125 U THEME A% Subscriber IZEEUIAFE LS ET31T75.

Attacker
AERERZEFSIBIRS AT AICREFITRITIDER AEPIEESD.

Attribute
AR T AR E R

Attribute Bundle

)Ny —AE NIz Attribute DES T, BE (FE—D Assertion (CEFENS. Attribute Bundle [CK D, RP (XEET BUER Attribute —I(
%z 1dP D SEEE(CZ(TED C &N TES. Attribute Bundle (& OpenlD Connect M scope [OpenlD Connect Core 1.0] E[E& T D.
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Attribute Reference

Subscriber D)7+ —% Assert 33 Statement T 3. 3 UE Identity [BIRESODME(IRL, TA—< v MIBEDORRL. FIX(E,
“pirthday” &UL\S Attribute (CXF LTI, “older than 18” ¥ “born in December” 72 &h' Attribute Reference 720D 5 3.

Attribute Value

Subscriber DT/ \F -+ —% Assert 3 DFTL7R Statement. T4 —<w MMERIDIRN. FIZ (E “birthday” &UVS Attribute (C3F LTI,
“12/1/1980” X2 “December 1, 1980” /X EH' Attribute Value &2 D S5 3.

Authenticate

Authentication 3.

Authenticated Protected Channel

$&#Ht7T (Client) 1Y $5#5E5T (Server) % Authenticate LT3 D, Approved Cryptography ZRHWTCES{EESN/ZO= 2" —>3>FvxRIL.
Authenticated Protocol Channel (#5143 KT MitM (REEZ IR T DEDTH D, 1—H —D Authentication TOTZRDHP TR FEOND
EDTHD. Transport Layer Security (TLS) [BCP 195] W2 dDfHl& LTHIF SN, TLS TIFEHTEHIRR LTz Certificate Z &t HMREET
B EITIRD. FITEENMNROR D, Authenticated Protected Channel TI& Server /¥ Client % Authenticate 9" W E(F7R0). Server D
Authentication (&, & Server {EBIDMET(F72 <, UIEUIE Trusted Root H'58AF D Certificate Chain ZRWTITHNS.

Authentication

I1—Y—, Z0OtX, T/\ARRED Identity ERREEIT D E. UIEUIEH DS IXTLDUY —IAD Access ZEFA] I DERDOMNBEEH & 1R
.

Authentication Factor

something you know, something you have, 3 KU something you are &\ D 3F&XHD Authentication Factor 7'8%. £T®D Authenticator (&
ZNS51DLELED Authentication Factor =35 D.

Authentication Intent

11—t —% Authentication JO—(CNTESEITOTRERE S Z E(CLKD T, Claimant ¥ Authenticate 730\ U (& Reauthenticate #1758
BRI 3701 X. Authenticator (C KD Tld, Authentication Intent #ARL —> 3 > O—BICESO EEHNIE (e.g., OTP F/\A R),
R HRIBEEZREEVNDTERBIIRRATY TRERT B3EDHHS. Authentication Intent (&, 5% Endpoint % Proxy & LT, ¥)LDT
J71' Subscriber (L& DM T (C Attacker Z Authenticate U CUED T —RICH T DHIR ETRD.

Authentication Protocol

Claimant DN IEAR®D Authenticator DFIFE S KUBIRIER %R T Z & TEEO Identity I 92 IO R(THUVT, Claimant & Verifier @
BTODENEINBI—EDAYE—DESE. Claimant BNER U Verifier 13124 —3 3> L TVWB T EEIGIY Bz OtEXR
ZEVEEHD.

Authentication Protocol Run

Claimant & Verifier & T Authentication (7= (& Authentication 2kBY) EWDHER(ICEBFETD, —EDA VT,

Authentication Secret

S5 HERT —HLHIRIFEUE. Authentication Protocol (C3U\T Attacker /¥ Subscriber (CIRD T EITzHICHIBIT D EETED.
Authentication Secret (& short-term authentication secrets & long-term authentication secrets ([C¥89 2 ENNTE, FIE(ZRERSHAR
DOHFFATIERIRED, BEBFFETULRY FENDIETHEVEITSNDEDZRT . Authenticator Secret (& long-term authentication secret
DOREMI2BITEH D, Authenticator D19 DM Authenticator Secret EEB/XDIHBE, TDHE I =NT=HEEI—AZHI (T short-term

authentication secret T3 3.

Authenticator
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Claimant ’FFEB KUVEIR T B3ED T, AWM & UTIIIEEES 1 —) L2/ R TJ— R&EHEB. Authenticator (3 Claimant @ Identity

% Authenticate 93 /z$ICALVSNS. SP 800-63 MAITS « =3 > E Tld token EMENTWWEEDERETHS.

Authenticator Assurance Level (AAL)

Authentication 7Ot ADEE#x9I LTI —.

Authenticator Output

Authenticator (CK D THERR SN DENE. WE(CHE U TIESRR Authenticator Output 4R 9D Z & T, Claimant 7' Authenticator ZFiB
LB UL TWRC EZIATES. Verifier NIXEEND IO hIJLA W —=0(F Authenticator Output [C&> TERD, JORIILAVE
—ZHBA7REY(C Authenticator Output ZZATWVWB ZEEHNUETE S TR EEHD.

Authenticator Secret

Authenticator (CREB N3 —TL v ME.

Authenticator Type

HIBOIF % 1F D Authenticator (735U —. Authenticator Type (Z &> TIEE—®D Authentication Factor DA EIFDEDEHNIL, 2D
@ Authentication Factor ZDEDEH B.

Authenticity
FT—AIPNBRENLIBHRENSEBSNIZEDTHD NS T/ T+ —.

Authoritative Source

Identity Evidence @ Issuing Source W' DIEME/RIBEIRIC Access T=D, B UL (JMREERAIE—ZFE L TLBER. TNICKD Identity
Proofing EHEKF(C CSP 7' Applicant Mz L7z Identity Evidence MBI ZT#ER TZ . Issuing Source BE/' Authoritative Source Tdp
2T EHBH NS B. Authoritative Source (&, Identity Proofing OFREE D T — X DREIIC, #BX® CSP MRUS —(C KD TRESND 6%
(AN

Authorize

access ZEHFE] 9 BN E DN DHIRT. iBE (L Subject D Attribute =5l 93 = & TEEMIICHIBTENS.

Back-Channel Communication
2DDI AT AR TEZEIRII IV AR > TITONZ DI 225 —> 3> BEO N IILILANLTOTOF>OFBEEHET B). TS
DHEREN & UIEUS A LI SMEIALVRLY. HTTP Request & Response (CKNDEIREN 3.

Bearer Assertion

BBDEAN Identity ZEEBA S BTzsICIRR I D Assertion Tdp D, Assertion Z{RE L TL\D Z EBHFH Assertion 32 A D Identity SEBA &
LCHRTHRIRDIRED.

Binding
Subscriber M Identity & Authenticator Y2 Subscriber Session (DREIDRHEE.

Biometrics

BADITEERFRZE (A ZBEEHIT D L.

Challenge-Response Protocol

Verifier ¥ Claimant (CX U TF v L > (BEIES > H AMEY ) > R) ZIXEL, Claimant (3 —2 L v h&EER (Fv L2 =& Shared
Secret Z—E(C/\w=>21 UMD, Fv L > (TR UT Private Key (CKkBIEEZENE) UTHREZERR U, Verifier (GRATD KSR
Authentication Protocol. Verifier (& Claimant W4k UTZiSE 7 BB DH TIREE (F7 L > = & Shared Secret D/ \wa1&#BiTELUTL X
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IRZZAEHRUIED, LARZ XTI LT Public Key (C&B#FEENM) U, Claimant B> — 0w hEFiE UER T ICEWVL TS ZEH

TDZENTES.

Claimant

1DBLE®D Authentication Protocol ([CK D Identity ZREEEH1D Subject.

Claimed Address
Subject (CK D, B ICEIZECIEEIZ & Assert SNTEYIIRMALE. BEMMOEPFTCEMEDOE < FFREESD.

BIZ (L, SNEFED) CRR— REFIIF U TULBIREET U.S. (CTEE T DA THNIL, Identity Proofing 7O R (CHBWTEHFIEEREIND
E(CIRB. BDEDIEIBEDEFRIL, “address of record” T3/ < “claimed address” &3S,

Claimed Identity
&3 Applicant (CK D, EACB T DFRREEN DGR Attribute DDERES.

Completely Automated Public Turing test to tell Computers and Humans Apart (CAPTCHA)
FIRENABNBEEENZI 21> MOVERXAIT D128(C Web T — AISBINY DXd AR MRS, BB (C (S, TEAZEFACEHE(C
W DTFIXSDANZRDDHNTHD.

Credential
&3 ldentity KU (EET) 1BHIID Attribute %, 857 %18 U T, Subscriber M FAIERLU(XEIET B Authenticator (CHHMTIFD, (SFEOH
\TBATS T hEULIET—I18E.

—R%#Y(C Credential (& Subscriber (CEEEND Z EQBESNDNY, KA1 RS > BFTIS Subscriber @ Authenticator & Identity Dl
33 &HITD CSP ERTOEFL I—-RZIEIZEEHD.

Credential Service Provider (CSP)

Subscriber @ Authenticator ZF1TE U < (3EEX U, Subscriber (CEETFHI7R Credential ZF1T 9 DIEFASNI=ER. CSP (FMIIUIEE=H
ERBTEBHNE, BETHRITUIE Credential AW TESY—EXRRIEI DI EEHD.

Cross-site Request Forgery (CSRF)
RP (3t LT Authenticate =f1CL\3 Subscriber HY, #41 7773 Session D5 T Attacker DO T Y NI I DIBE(ICHET D
Attack TH D, IIABENEERHD DI B(CEEFRNTOIS3>2% RP L TEITUTCUEDS Z&IIRS.

BIZ (L, ©URITOH A SAY CSRF (X U THESS THDIHE, H(CI—HH Web A—ILOAXFROBREDH D> USRI DIZITT, Bl
DI STH T+ > ROTHRITADEGNFHIN, NMABHNBERE T RELDEHDERREH = Authorize UTUFESOJEEMEN S D.

Cross-site Scripting (XSS)

Attacker ¥, RIE/RJ— RZMDBEERNR—J(CH U TEATDZEEZFLUTCUEDSMSE M. cNSDRO VT MEIF—5y b T TH
< NTERESNBROVUT COWERTEMEL, DT THA hETS1 7> METODT—FERIXD Confidentiality (HEZE1E) 1> Integrity (582
) ZEBETD. DI THA N, I—FPANTIT—HRUIIA M T A —LNWSZIFED, =544 X &L CTEITADREICTD S
ERLKFRUTUEDBAICHE THS.

Cryptographic Authenticator
Cryptographic Key Z>—72 L v k& 9% Authenticator.

Cryptographic Key
185, S, ERLMNK, BERRIEFOESHNANRL —2 3> Z2EB I IEHICHAVSNDIE. A1 RSB TIE, NIST SP 800-57
Part 1 @ Table 2 THRNRSNEREROEMZHIZTEDET D.

Asymmetric Keys KU Symmetric Key EEBD T &.
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Cryptographic Module
—RD/N\=RDIT7, VIRIIT, BXUVT7—ALADI T T, [BSVILTUXLDRERESD) FRSNTEF 1T HEEEERT
DED.

Data Integrity
Authorize SN TULWVRWI T« T4 (CKDTT—INEEND T ENRNENDTO/NF+ —.

Derived Credential

BRI (CFITED Credential (CHEDUV/Z Authenticator ZFi « BIELUTWB Z EZIEEAT 2 & THRITENSD Credential. ZDL SR
Credential 279 3 & T, BU Identity Proofing JOTC X ZE DIRT BN TR 12B.

Digital Authentication

BRS AT AICH UT, EFNICKRREINIZL—H —D Identity DHENS L&D 0Ot X. SP 800-63 MEILT 1> 3>F Tl
Electronic Authentication EIF(ENTWLVEHBD.

Digital Signature

Private Key ZA\TT—#F (LTS5 )ILEBGZEITL), Public Key ZFRVWTERIREIZ1TD, Asymmetric Key ZRUL\e AL —= 3> . Digital
Signature (& Authenticity Protection (E1ETHRE), Integrity Protection (2214 4R5&), Non-repudiation (&&2F51E) &2t 4,
Confidentiality Protection (BEZRH{REE) (SR LR,

Diversionary

KBV (CHWT, ZIBERABEDODRIREH ESH T D, Applicant (T “none of the above” &L\ JEBIREEZIRIRT L DIERT BE
M.

Eavesdropping Attack

Authentication Protocol &= &) (CABFE L, [RIRZ 59 D Attack. 55 UTZIER(S, ##tdD Claimant (Cp& D 973 LT Active Attack THIFE
=Nns.

Electronic Authentication (E-Authentication)

Digital Authentication 8.

Enrollment

Applicant ¥ CSP @ Subscriber &7 3R < BB UIAF, CSP A Applicant O Identity Z1&5E9 2O X.

Entropy

Attacker I’ —2 L v MBZRET D Z & ICHHIFT DEOAREEEDEDRE. Entropy (FBEEE Y NTRIHENS. n Ew D Entropy
ZIFDEE, n Ev hO—HFELE ERASEOTHEERSEEITD.

Federal Information Processing Standard (FIPS)

Secretary of Commerce (&, Information Technology Management Reform Act (Public Law 104-106) (CE DU\, National Institute of
Standards and Technology (NIST) (C & DEFPBAFHEBID 1> B 1 -5 AT AICER T IS (CHRRSNIAZERVI 1 RS > % &R
9. INSOIRERUSA RSAENIST (CKDTFIPS EUTHRITESNIEEBDTH D, BATHE THERINICENONDEDTHS. NIST
[T+ U HEHEERN EV D I2E D D DEBBATOEREIEN S DIZEN, FEREREFIFELY Y 1 -2 3 2 HIMFRE LRV
ZEIC, FIPS ZHF T 2. FHlICDODWLWTEIERZERID L.

FIPS R X2 & FIPS 7R— AR—= http:/lwww.nist.gov/itlffips.cfm (http://www.nist.gov/itl/fips.cfm) MSA> S+ > 7701 X B]EETH
3.

Federation


http://www.nist.gov/itl/fips.cfm
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—EDRY N IJ—2U2 A7 AT Identity 35 KT Authentication [BIRDGIEIT S fedbDT O R.

Federation Assurance Level (FAL)

Federation [Cd\\T Authentication BIRB KU (HBE(C LD TIX) Attribute 1E#R%E RP (SXBBRICALVSNS Assertion Protocol D7
J—.

Federation Proxy

IdP (C3F U TREBMI(C RP & UTENMEL, RP (T U THIBMIC IdP & UTEMET B, 2DD> X F a% Bridge 930> R—F%> .
“Broker” EMENDCEEHB.

Front-Channel Communication
TSOPERENEL, 2DDSAF LB TUS A LI MMEBWTITONE S22 —23>. CNEBEX Y E-SZEFNRI T
% URL [C HTTP Query Parameter Z{459 3 2 & TEREINS.

Hash Function

AERROEV\DXFIZEERDXFS (CEHY DRI, B SN TL\D Hash Function (U TFOT O/ — &Y.
1. =AM - BESNEHIERDNSHIGT DANZEHET D ENHE LR THD
1. EZEREE - AU ERBEBD2DDRIZDANERET D ENABE LRI THD.

Identity
BEDIZFTFRABMIBNT, 3 Subject ZAtl EXFBITEDHTZBETHRIAT B, Attribute 720\ U [ Attribute DES.

Identity Assurance Level (IAL)
Applicant @ Claimed Identity A ADAYID Identity T D Z EDENS ULSDEEWNESHSHIHFTIU —.

Identity Evidence

Applicant /¥ Claimed Identity ZE2{F (13 A(CIRHE T DBEWRARAVUIE RF 1 A > . Identity Evidence (FY)IBHITFTE (e.g. i) IR &EH
BNIEFTZH)LIRTFIE (e.g. CSP 1 Applicant % Authenticate L7z_ETHATUJE Assertion) 7R & 65 D.

Identity Proofing
CSP 1 Credential FITD=H(CD AYIICEA T DIFREZUNE, HER, BRI T DO X.

Identity Provider (IdP)

Subscriber DS <J—73 Authentication Credentials ZZI2 L, Assertion ZF1T9I DEKR. KARF 1 A> REECHUTIE, CSP &BH
INns.

Issuing Source

Identity Evidence & U CHIFIRIEE/RT — 12 Assertion IR EDT ZHILRTEF VX, MIBN RF 1 XA NEZEEZF > TERT DA —
VUF A —.

Kerberos

MIT TRFE SN, 1BIL <M SN TULYS Authentication Protocol. “classic” 7 Kerberos Tld, 1—H(FED/ (X T — R%& Key
Distribution Center (KDC) (CHET 3. 11— Alice (IfldD1—H Bob &i@{ET D7z KDC (CX LT Authenticate L, KDC (& “ticket” Z 5
179 3. H5%F v M Alice 7' Bob (C3F LT Authenticate 92 &(CFIAT 3.

F¥HA(% SP 800-63C (sp800-63c.html) Section 11.2 ZSBD &.

Knowledge-Based Verification (KBV)


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63c.html
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L5%AE A D Claimed Identity EBHEDIFSN TR T SAR— MREHRZX D TLDZ EZBHLE Uz Identity #5755, Knowledge-

Based Authentication (KBA) 12 Knowledge-Based Proofing (KBP) & EM(ENS.

Man-in-the-Middle Attack (MitM)

Attacker DMBEZEITD2DDEARDOB CNIEL, MEDEEITERDIT —IZEZ LIEDHE A LTZD 33 Attack. Authentication D1>F
F X NTIE Attacker (& Claimant & Verifier DB (C/TTEL, Enrollment > 5FX hTId Registrant & CSP Mf#, Authenticator #4313 dD
1> F X NI Subscriber & CSP DRICNMTTET B EERD.

Memorized Secret

Subscriber [CERIBEND C ERFHRE UM, XFHIN 572D Authenticator. Subscriber H' Authentication 7112 X (C35U\T something they
know ZILFE S DIZHICHIATES.

Message Authentication Code (MAC)

ESIERICEDLLT—ADFTVIHLATHD, Synmmetric Key ZRVNTT —FDFHAL CTLVRWEERUERNGQZEE OS5 E &R
I BIZHICALSINS. MAC (& Authenticity (B1ETH) & Integrity (B2 1E) DIREZ1T DM, Non-repudiation (EE8BHLE) (F4T10720).

Mobile Code
ETO—-RTHD, BREEIREETHMNSHIDI D ED1—F - AT AICERESTNIZDOBERITINDED. ERiX(d Network =19 (e.g., Web /R
—Z(CIBshiIAE NI JavaScript) B, YPIBHIA AT « PEN U TCERRSND C EH6H 3.

Multi-Factor
2DLI _E D Authentication Factor 23K 9 % Authentication = X5 /x¥° Authenticator D45 MFA (Z(Z, 2 DU L DOEREIRM I IE—D
Authenticator ZFHWNVTH LU, BWCERDIERZIRM I DEED Authenticator ZHHAEHE THWTE KL

Authentication Factor & U T (&, Something You Know, Something You Have, Something You Are (M31&58H\ 3.

Multi-Factor Authentication (MFA)
2DLI E@d Authentication Factor ZE3Kk9 % Authentication =25 /x. Multi-Factor Authentication (ZEE— Multi-Factor Authenticator %
WTEIRULTEXRW, BWICERDIERZIRM T DHEED Authenticator ZIHAFESHETAHWLTE XL

Authentication Factor & U T (&, Something You Know, Something You Have, Something You Are (M31&58H\5 3.

Multi-Factor Authenticator

2D _E D Authentication Factor Z12#t9 3 Authenticator. /\«1 X & 775 « R— 9 35D Biometric Z> Y — %15 > IiES R
Authentication 5~/ (-1 272 &.

Network

A-T2ROAZ 1T -2 3 > DIREFE. Internet N EDHFKBITIH S. Network (& Claimant & ZDMDEARDE TR Y Z—ZFRIET
BIEHICBVSND. FFICBHRETNRVED, Network DtF 1 UF 7 (FHIRESINT, A—TF>TH D, FEDEL (e.g., Claimant,
Verifier, CSP #5 KT RP) BIDEE DT U T Active Attack (e.g., 72D 93 U, Man-in-the-Middle, Session Hijacking) ¥° Passive Attack
(e.g., BEE) (CETBEINSIEDELBEEETND.

Nonce

Fa1VUF TONILRTHREEN, BUF—(CLDRDEUZEF/RME. §1X (£, Nonce (& Challenge-Response Authentication
Protocol DF v L > =& UTHIEBEN, Authentication F— MW EEEINDETOBIRDIRENRWVED ET B (SHALL NOT). EHRRIFNX
Replay Attack DEJEEMN' S D. Nonce EF v LS EUTHIAT R EE, FrL o225 FACTRCEEEIERDIEHTHD.
Nonce (343 UGS FRIARTEE CH DB,

Offline Attack

Attacker HMASHDIEERZSD (BEAY(C(E Authentication Protocol R D &EDZEEEELIED, SXFAICBALTEFIUFT 1 I7A
IWEED) CET, MRERDSI AT LZRFENTT D Attack.
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Online Attack

Authentication Protocol (C3U\T, 1IE272 Verifier (T3 LT Claimant D/53D%& LTz D, /2 (XEEENHY(C Authentication F v RILEHS AT
3 Attack.

Online Guessing Attack

Attacker /¥ Authenticator Output DHLD S BEEHER LU TOD A > 1728 DiIRY Attack.

Pairwise Pseudonymous Identifier

CSP HMFED RP (L UTERKY D, opaque THERIRETHE R Subscriber D#EIF. Z DB FIFHFFED CSP-RP RIZLIMNIFHISND
Z &G, HERARTETOHANSNS.

Passive Attack

Authentication Protocol (CX1 9 % Attack. Claimant & Verifier &M% Network Z/T U TR DED sNBF—FZEZIT DN, T—F ()
AU (B, BEE).

Passphrase

Passphrase (& Claimant B'"B&® ldentity Z Authenticate 3 3BR(CHIE T B, BiEEFINOXFFH 5723 Memoized Secret. Passphrase (&
Password EMITTLVBAY, —ARHI(C (S Password KD R EF 1 UST ¢ —MICERETH .

Password

Memoized Secret S8,

Personal Data

Personally Identifiable Information Z83.

Personal Identification Number (PIN)

BE10EIDEYBEDFH THERK =17= Memoized Secret.

Personal Information

Personally Identifiable Information (PII)

OMB Circular A-130 TEZE =N TLB K DIZ, Personally Identifiable Information & (FEAD Identity %3855 Uz DB I BTz (CALS
N3BH/RTHD. BARDIEER CEAZHE - BEFAIEERBDEHNUL, FEDEA (CHTIHES U < (SRR 2 DMDIEHR S HHE
HE2dZETHA - BIFRIEELIRDEDEHD.

Pharming

DNS (Domain Name System) D& SR> TS A NS IF v H—ERXZEERT DIFEICKD, Subscriber Z4&D Verifier/RP N:FE L, 1
WEREANSED, BERVI NI T7ESI I O— REED, FECEENCIHESE 3 K572 Attack.

Phishing
Subscriber % (FE(C Email %8 U T) 430D Verifier/RP (CEEE L, AY)D Verifier/RP (CxF LT Subscriber (C72 0 3 FE 3 /zsb DBz ER LER

S Attack.

Possession and Control of an Authenticator

Authenticator Protocol ([C3BU\T, Authenticator & 725« N— NUFIFE 9 28

Practice Statement
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Authentication T ADHEE (e.g., CSP, Verifier) iMESERNLABTZERCEH UEXE. B, SFEORYUS — ERTATHE

HENTED, ERIIR D ZFDEIEEEN S D.

Private Credentials

Authenticator NDtTF1 UF 4 —BE(C DR BTz, CSP (CL> THREN S Z EM7RL) Credential.

Private Key
Asymmetric Key X7 DWERE. T —FI\DTZHIILELDESICALSNS.

Presentation Attack

Biometric > X5 ADERITER B/ & LTz Biometric T — 5~ ED BT S X F ANDIRR.

Presentation Attack Detection (PAD)

Presentation Attack (DB E#&40. Presentation Attack Detection FEDH Tt w K TH B liveness detection T, FREIFHRHEETZ(ZIER
HMETZ(EBERNRICOREDS KUDH TV, Biometric B> ) LAYERD Subject i SEESRHFISNIEEDONEDIHEHITET S.

Protected Session
2BE TN ENEINB AV TZ—2%, Session Key EIF(EHD Shared Secret ZFUTIES{L L, Integrity Z{RZEF D Session.
5% Session AT, 3D E/MAN Session Key (CHNZ T1 DL ED Authenticator ZFTE L TS EZESEIAL, 5O —ADEERNHZ

Authenticator ([Cfi D < Identity ZiREE TEDIHE, H5ZEK(E Authenticated TH D EES. & UMEARNE(C Authenticated ETRDIHE,
Z D Protected Session (& Mutually Authenticated TH2EEXD.

Protected Session
Authenticate SNRESNT=F KL THEIZ S /= Session.

Pseudonym

%4 (Legal Name) B9t HI.

Pseudonymity

Subject DiHIIC Pseudonym ZHWNDZ &.

Pseudonymous Identifier

RP (C& 3 Subscriber (CBIF DULNVRDHERZEEFET, D RP HMEED1 > 55202 3> (T D T Subscriber @ Claimed Identity Z##
DIFSNBD LD, BERORWVWIZ— 7358517

Public Credentials

TFa1UF 1 —BEEH#IDT Authenticator ED#R{TF%EFRE S Credential.

Public Key
Asymmetric Key R7ZDNFIE. T — I \DBZIREIIBE(LICANSNS.

Public Key Certificate

Certificate Authority (C &> THITEN, Certificate Authority DIWEEIE T 4 ILER SNIZEFXE. Public Key Certificate (C&D
Subscriber Mi#RIFH Public Key ST 5N S. 5% Certificate (C K DE#EBIEMNSD Subscriber M3 Private Key DEIRH KT Access
B> TNB T EHBERENS. [RFC 5280] (sp800-63b.ja.htmi#RFC5280) ESBDT & .

Public Key Infrastructure (PKI)


https://openid-foundation-japan.github.io/800-63-3-final/sp800-63b.ja.html#RFC5280
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Certificate & Public-Private Key Pair B2 9 BN THAINS, —EDRUS —, TOTX, H—/I\—TFSv cIJA—A, VI DT 7,

D—ORAF—> 32718 E. Public Key Certificate DF{T, BIE, KN EITO8ENERRD.

Reauthentication

#p3 Session [CHUT, Subscriber Kk U T DB (CTFEIEL Authenticate 3 3RBEF O TCLWB T EEERIZITOTX.

Registration

Enrollment S8Z.

Relying Party (RP)
Subscriber @ Authenticator 35 KU Credential, Verifier @ Claimant Identity (CB§9 2 Assertion Z{S%8 L T, Transaction Z LI Lz DIEIR
P RXFIAD Access ZHFR] LTz D I B 4K,

Remote

(Remote Authentication Y> Remote Transaction &\ D 2125 F X MT) B—H#IC KD+ 21 U T« M5KRDH Tl& End-to-End THDHER
RMRENEF TERVEL SRR T TOD, Network 1B =z T )\ AR DIBERIIHE.

Replay Attack

Attacker DV SBRT(CEEER L TH ULV (IEHR Claimant & Verifier EDREID) X wtz—=%, Verifier (CX3 LT Claimant (CRRDITELT, BLL
[FE'DFEHFMI(C, BIXT D Attack.

Replay Resistance

Replay Attack fif14dDds 3 Authentication O XD T /G . BB (L, FFED Authentication [CDFHEZNIR Authenticator Output (C
KDEHEETNS.

Restricted
ERERFARFSBIMD YU R TN RET D128, BIMEMHZEREIND KSR Authenticator Type, 75X, 1 > AP >R,

Risk Assessment

SRFLADERICERRETY B, MBS (Zv>a>, #EE 1 A—2, LEAT—23>%280), BS0EE, AADIOMERICTITBDY
A% $5TE, HIE, BEIERT1T I B3O R. Risk Assessment (& Risk Management D—EBTd 0D, B - MEEEFEHIEZE2S L, SHERE
BEULIEEBPOTF 1 T —BETHEINDWTRICDVWTERI S TOTATHS. Risk Analysis &[EE.

Risk Management

AMOEE (Zv> 3>, #ie, 1 X2, LEaAFT—3 3> %&80), BiM0E&RE, BAS SME#CH I diEREF1 T —URI%
BT IO S LARHEBNTOCX. () URVCEFZRT DT O7+« EF+ —2RABD, (i) URDETHIE L, (i) 0 &ETZPURINEFES
NNUEBNUCHIEL, (iv) MENICUROBREZSUI TSR, ELWDS—EDTEEST.

Salt

S OCXCHBNTHWSNBIWE TR (non-secret) BT, 8% o DIFEDSTERERN Attacker ([CKD THIAIATNRWS & &R
IREHICALBND.

Secure Sockets Layer (SSL)
Transport Layer Security (TLS) £83.

Session

Subscriber & RP 72U\ U(d CSP (T > RiR-1 > hORBIDMREEHI -1 >4 52> 3> . Session (& Authentication /X ~MMC KD FIAS,
Session #&TA N> N T T I 3. Session (& Session =—2TLw MMCKD#DIFS5NS. Session = —727 L M Subscriber DY T kD
T 77 (Browser, 7 U4 —= 3>, 0S) #* RP {2 CSP (C Subscriber d Authentication Credential DD & UTIRIRI B ENTEBME
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THd.

Session Hijack Attack

Claimant & Verifier EMD Authentication Y2 D & DHERINLTZMDB5, Attacker ' Claimant & Verifier ORECA DIADIREE. Attacker (&
Verifier (C¥ LT Subscriber M50 % L= 0, Subscriber [CXF LT Verifier D53\D%& L1z LT, Session DT —A3aEI> ~O—JLT
3. Claimant & RP DBIMD Session EEKICEE=ND 3.

Shared Secret
Subscriber & Verifier H¥%1> TL\3, Authentication CENHDNDZ—2TL W .

Side-Channel Attack
YIBNRIEE S X T Ah S DIEIRFE(C K> THIFE & 1D Attack. Side-Channel Attack ([CHWTIE, 1 =20,  HEBEH, BROEMHE, &
UFERST SO A FIEENS.

Single-Factor

B —@ Authentication Factor (something you know, something you have, or something you are) ZE3Kk9 3 Authentication = X5 /a1
Authenticator D4F4.

Social Engineering
AEBWNTEY ST JRIEREESSEED, Unauthorized Access #8120, A EEEVRNSEBEEEE U L THEREITSES.

Special Publication (SP)
NIST W F4T9 DHAIRYID—HZEE. 45(C SP 800 = U —X (&, Information Technology Laboratory (C & BFTES), - RS>, > Ea%

—tEF1UFT A DHICHITDOHBEUDTZHDOZIBES), K - BUT - FliHE# & ORFANNEEREICEIDLIIR— bERDTNS.

Subject
AR, #8f, /AR, N\—= RO, Ry D=0, YT hIT T, B—ERRE.

Subscriber

CSP H'5 Credential 2 Authenticator =32 [ 7HLS E4K.

Symmetric Key
E516 185, Message Authentication Code MDARL EAREERED, Xt LIRBDIEF RN AR L —2 3 > DA THULNSNDIES RN,

Token

Transaction

ESRAPTIOISLADOBEERIET D, - — S XFLADOBDERIDARY ~ BIROFT SIS AT AICHNTE, T34
Identity @ Risk Assessment (CHBWTEBIDIINRELR, BEDFFTTYU 1R\ U(ES - T D Transaction ‘& 3.

Transport Layer Security (TLS)
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TS0 T — /(A K ERERESNTULS Authentication 3 KUMzF 1 U5« 0O M JL. TLS(E [RFC 5246] TEHESNTLD. TLS

[ERDHEWNSSL O R ILEBTH D, EBEHIC TLS1.0 (& SSL version 3.1 £ULVX 3. [SP 800-52] (Guidelines for the Selection and Use
of Transport Layer Security (TLS) Implementations) Tl&, BIFFDF7 TUT—>3 > (CHBNWTEDKDIC TLS ZRWVDNZESH TS,

Trust Anchor

IN=ROTTFPOYI NI T IF(ICEFEEDIAENTLZD, Out-of-band RFECKDTF 1T (CIRMESNIZED T B ET Trust =NB,
Public Key & U < & Symmetric Key. {lD{EFE T = D EARDIRIEEZ T T Trust £15DED(E Trust Anchor & (FIEIRU (Public Key
Certificate ). Trust Anchor (FZDRX I—TEFHIRT DL SREGHORU S —HNEIF DT EE6HD.

Usability

ISO/IEC 9241-11 (LD &, WEDI—TMFEDOFIAI > FTF X MIHWT, RN, ENN D+ (CREDBENZRIZI 2 (CT045
O bhzFAULSBES.

Verifier

Authentication Protocol ZFJH U T, Claimant /"D /(32D Authenticator Z Fi, BIE L TL\D Z EZREE L, Claimant O Identity %
FREE T B EAK. Verifier (_EEEDEMDIZ&, Authenticator & Identity Z#R{F1+3 Credential ZHER L, TDRAT—HFREF I VI T INE
No2%56H>.

Verifier Impersonation

BE(XIEARD Verifier (CXF LT Subscriber ([C72D T FE T Tz (CfEZ BDIEIRZFEINT D &2 BE E U, Authentication Protocol (C353U\T
Attacker 1" Verifier (CIAD TEFT RS FUA. LIFID SP 800-63 Tl Verifier Impersonation fii4% 15D Authentication Protocol (&
“strongly MitM resistant” Tdrd &tk TLVE.

Virtual In-Person Proofing

Remote @ Identity Proofing 7O AMD S5, YPEEAY - Il - FHeE EDFERIC KD Remote Session Tdp> THYPIEEH (CXME (In-
person) @ Identity Proofing 7O A ERAETHD EEZSNDIHED.

Weakly Bound Credentials
Credential Z#ERME T D EIR<EEAIFEIRSSE T, Subscriber &FEUDIF SN Credentials.

Zeroize

FT—HEBIEUETTERNLDICTDEHIC, COEDEY METFTTEBHRENST —FICL>TAEYZLEEID L. CnELIEL
FTF—FZDEDZEWET DD TR, T7AIVZRAT L EDT —I\OSREWIET SEITORIBRFESMEENS.

Zero-Knowledge Password Protocol

Claimant /" Verifier (C¥f L T Authenticate Z1T S8R, Verifier (X L T Password 2RI DEN R \K 578 Password R— XD
Authentication Protocol. 5l & U Cld EKE, SPEKE, SRP i@ EH&EIF BN B.

A.2 Abbreviations
AHARSA B TERESNTVIEEZUTICER T S.
Abbreviation Term
ABAC Attribute Based Access Control
AAL Authenticator Assurance Level
AS Authentication Server
CAPTCHA Completely Automated Public Turing test to tell Computer and Humans Apart
CSP Credential Service Provider

CSRF Cross-site Request Forgery



Abbreviation

XSS

DNS

EO

FACT Act

FAL

FEDRAMP

FMR

FNMR

FIPS

FISMA

IAL

1\

IdP

loT

ISO/IEC

JOSE

JSON

JWT

KBA

KBV

KDC

LOA

MAC

MitM

MitMA

MFA

N/A

NARA

OMB

OoTP

PAD

PHI

PIA

Pl

PIN

PKI
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Term

Cross-site Scripting

Domain Name System

Executive Order

Fair and Accurate Credit Transaction Act of 2003
Federation Assurance Level

Federal Risk and Authorization Management Program
False Match Rate

False Non-Match Rate

Federal Information Processing Standard
Federal Information Security Modernization Act
Identity Assurance Level

Identity Manager

Identity Provider

Internet of Things

International Organization for Standardization/International Electrotechnical Commission
JSON Object Signing and Encryption
JavaScript Object Notation

JSON Web Token

Knowledge-Based Authentication
Knowledge-Based Verification

Key Distribution Center

Level of Assurance

Message Authentication Code
Man-in-the-Middle

Man-in-the-Middle Attack

Multi-Factor Authentication

Not Applicable

National Archives and Records Administration
Office of Management and Budget

One-Time Password

Presentation Attack Detection

Personal Health Information

Privacy Impact Assessment

Personally Identifiable Information

Personal Identification Number

Public Key Infrastructure
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Abbreviation Term

PL Public Law

PSTN Public Switched Telephone Network
RA Registration Authority

RMF Risk Management Framework

RP Relying Party

SA&A Security Authorization & Accreditation
SAML Security Assertion Markup Language
SAOP Senior Agency Official for Privacy
SSL Secure Sockets Layer

SMS Short Message Service

SP Special Publication

SORN System of Records Notice

TEE Trusted Execution Environment

TGS Ticket Granting Server

TGT Ticket Granting Ticket

TLS Transport Layer Security

TPM Trusted Platform Module

VOIP Voice-over-IP

Privacy Policy (http://www.nist.gov/public_affairs/privacy.cfm#privpolicy) | Security Notice
(http://www.nist.gov/public_affairs/privacy.cfm#secnot) | Accessibility Statement (http://www.nist.gov/public_affairs/privacy.cfm#accesstate)
| Send feedback (https://github.com/usnistgov/800-63-3/issues/) @ (/800-63-3/comment_help.html)


http://www.nist.gov/public_affairs/privacy.cfm#privpolicy
http://www.nist.gov/public_affairs/privacy.cfm#secnot
http://www.nist.gov/public_affairs/privacy.cfm#accesstate
https://github.com/usnistgov/800-63-3/issues/
https://openid-foundation-japan.github.io/800-63-3/comment_help.html
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