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Cloud Computing Security Risk Assessment:2009 ENISA
+ ENISA

- European Network and Information Security Agency

f
N 2004 3 460/2004 2005 9

i ENISA came into being following the adoption of Regulation (EC) No
460 /2004 of the European Parliament and of the Council on 10
March 2004. Operations started in Crete in September 2005.

Cloud Computing Security Risk Assessment-November
2009 9

74

EU

~

i ENISA’s role is to ensure the high level of network and information
security necessary in the EU.

74

Copyright JIPDEC ISMS,2016 14



Information Security Management System

ENISADYAYHIE A

Cloud Computing Security risk Assessment November 2009, ENISA

}
+ 1SO/IEC 27005:2008
Likelihood of Very Low Low Medium High Very High
incident (Very (Unlikely) (Possible) (Likely) (Frequent)
RA Unlikely)

scenario

Very Low
Low 1 2
Medium 2 3
Business High 3 a4
Impact Very High 4 5

We have based the estimation of risk levels on ISO/IEC 27005:2008 (10).
ISO/IEC 27005:2008
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Cloud Computing Security risk Assessment November 2009, ENISA

} R1 LOCK-IN

} R2 LOSS OF GOVERNANCE laaS VH, SaaS:L
} R3 COMPLIANCE CHALLENGES
} R4 LOSS OF BUSINESS REPUTATION DUE TO CO-TENANT ACTIVITIES

} R5 CLOUD SERVICE TERMINATION OR FAILURE

} R6 CLOUD PROVIDER ACQUISITION
y R7 SUPPLY CHAIN FAILURE
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Cloud Computing Security risk Assessment November 2009, ENISA

} R8 RESOURCE EXHAUSTION (UNDER OR OVER PROVISIONING) ( / )
} R9 ISOLATION FAILURE
} R10 CLOUD PROVIDER MALICIOUS INSIDER - ABUSE OF HIGH PRIVILEGE ROLES

} R11 MANAGEMENT INTERFACE COMPROMISE (MANIPULATION, AVAILABILITY OF
INFRASTRUCTURE)

} R1Z2 INTERCEPTING DATA IN TRANSIT
} R13 DATA LEAKAGE ON UP/DOWNLOAD, INTRA-CLOUD

} R14 INSECURE OR INEFFECTIVE DELETION OF DATA

R15 DISTRIBUTED DENIAL OF SERVICE (DDOS) DDoS ( )
R16 ECONOMIC DENIAL OF SERVICE (EDOS) EDOS (

R17 LOSS OF ENCRYPTION KEYS

R18 UNDERTAKING MALICIOUS PROBES OR SCANS

R19 COMPROMISE SERVICE ENGINE

R20 CONFLICTS BETWEEN CUSTOMER HARDENING PROCEDURES AND CLOUD
ENVIRONMENT

L s e S I S e
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Cloud Computing Security risk Assessment November 2009, ENISA

R21 SUBPOENA AND E-DISCOVERY

R22 RISK FROM CHANGES OF JURISDICTION
R23 DATA PROTECTION RISKS

R24 LICENSING RISKS

}
}
}
}
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Cloud Computing Security risk Assessment November 2009, ENISA

} R25 NETWORK BREAKS

3 R26 NETWORK MANAGEMENT (IE, NETWORK CONGESTION / MIS-
CONNECTION / NON-OPTIMAL USE) ( / /

)
} R27 MODIFYING NETWORK TRAFFIC

} R28 PRIVILEGE ESCALATION
+ R29 SOCIAL ENGINEERING ATTACKS (IE, IMPERSONATION)

} R30 LOSS OR COMPROMISE OF OPERATIONAL LOGS

3 R31 LOSS OR COMPROMISE OF SECURITY LOGS (MANIPULATION OF
FORENSIC INVESTIGATION)

} R32 BACKUPS LOST, STOLEN

3 R33 UNAUTHORIZED ACCESS TO PREMISES (INCLUDING PHYSICAL
ACCESS TO MACHINES AND OTHER FACILITIES) (

} R34 THEFT OF COMPUTER EQUIPMENT
R35 NATURAL DISASTERS
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2% : PCI DSS V3.1

VM

PCIDSSV 3.1

2.2.1 2.2.1a

1 1
1 Web 1
DNS

2.2.1.b

1 1
1 1

Payment Card Industry (PCI)

3.1 3.0
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TEL: 03-5860-/570
FAX: 03-5573-0564

Web: http://www.isms.jipdec.or.jp/
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