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QTSPs/QTSs and their legal benefits ETS(/'//%\\\
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@ Provision of QC for eSignatures ==
. _ Dataintegrity
@ Provision of QC for eSeals ~— QESeal = g proof of data origin =
a Provision of QC for website auth® &
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@ Qualified validation of QESig

~——> @ Trustworthy results for

i - lidation of QESig/QESeal
e Qualified validation of QESeal validation of QESig/QESea

@ Qualified preservation of QESig
—_— a Trustworthy assurance of long term

. . evidentiary value of QESig/QESeal
@ Qualified preservation of QESeal

/> & presumption of the accuracy of
the date & time and integrity of

the time stamped data

@ Provision of qualified time stamps

@ Qualified electronic reg|5terEd dellver’y\ presumption of integrity of the registered data,

services a the sending of that data by the identified sender,
its receipt by the identified addressee and the
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Pyramid of trust ETS(///%‘\

............................... EU trust mark for QTS
may only be used by QTSP

.............................. Constitutive list to state who is a “qualified”
e |\ TSP and for what “qualified” trust service(s)
TRUSTED LISTS can be used as trust anchors list for
e automatized validation (e.g. signature
validation)

[ & ) elDAS Observatory/Library
= Compiled list of eIDAS accredited CABs

SUPERVISORY REGIME

B .Initiation —
Kiefomeriintin S w (Diorallypes ofQTSPIQTS
Termination QTSP & QTS Ad-hoc e (3) for all types of QTSP/QTS
K they provide  _audits () (3) for CAIQC eSig & TSA/IQTST
R:g(%%sfffe?}?izs < @ (2 forall types of QTSP/QTS
y eIDAS accredite but QERDS
QTSP & QTS RELATED elDAS PROVISIONS () (@) foralltypes of QTSP/QTS

BEST PRACTICES & STANDARDS (Any CAB can be used by any (Q)TSP)

= 2015 SEALTE]
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https://ec.europa.eu/futurium/en/eidas-observatory/library
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Trusted Lists — legal basis ETSI///%\\\
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Key elements

®Legal basis — Article 22.5 of the eIDAS Regulation and procedures and
format specified by CID (EU) 2015/1505

* National TLs have a constitutive effect for QTSP and QTS

* Ensure legal certainty with regards to QTS

®Mandatory

* MS to establish, maintain and publish TL in a Form suitable for automated
processing

* Member States to include information on qualified trust service providers
®Voluntary

* MS to establish, maintain and publish TL in human readable format (signed or
sealed PDF/A)

* MS to include info on other trust service providers (not qualified)

© ETSI 2017 All rights reserved
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Trusted Lists — principles ETS’”@\

N\ ///’

©® Allow citizens, businesses and public administrations to easily verify
nature and status of a trust service

® Procedures and format specified by CID (EU) 2015/1505 building upon
(profiling) technical specifications of ETSI TS 119 612 v2.1.1: machine
processable by validation applications or services

Key principles

©® Foster cross border recognition of qualified trust services by facilitating
a.o. the validation of e-signatures and e-seals

® Ensure continuity with the existing TLs established under the Service
Directive

© ETSI 2017 All rights reserved
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Trusted Lists — trusted source of info ETSI///%\\\
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QC ? on SSCD (QSCD) ? =

Centralised List of

. : : Y pointers to MS/EEA TLs
® First usual source of info is certificate content LOTL Smedisealed XVL)

*Claimed as “qualified” (for eSig, for eSeal, for website)
*Claimed as “on SSCD (QSCD)”

® Confirmation/compensation in national trusted list i e i e i 8 =
® Check (qualified) status of issuing service EO R TP

® Check additional qualifier statement for certificate

when applicable, e.g.:
*qualified or not,

National Trusted Lists
*on (Q)SSCD or not, (TLs - signed/sealed XML)

*QC type (for eSig, for eSeal, for web site authentication)

® Full history of status and qualifier: time info is essential — Q-status, i.e.
granted / withdrawn / t.o.b. is adapted and traceability is provided

© ETSI 2017 All rights reserved
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Trusted Lists — structure

TLSO & scheme information
® TLIssuer

O Name
O Postal & eAddresses

* Scheme information
O Territory

O National URI incl. info on national
supervision scheme

TL Type, Scheme name, Legal Notice
Date of issuance & expiry
Status determination

o O O O

Community rules (EU & national):
how to use and interpret the
trusted lists

Pointer to the LOTL

List of TSPs and their services
®* TSP (Name, postal & eAddresses)

®* URItoinfo on TSP practices
O CPS/CP, GTC, legal, customer care,
etc.
® TSP services (per service)
O “Digital identity” (trust anchor)

O Current status & full status history
© ETSI 2017 All rights reserved

¥ TL - LU (Sn30)

Availability

Signature

Signed By
Signing Date
Format
Digest Algorithm
Encryption Algorithm

TL Information
TSL Tag
Version Identifier
Teritory
TSL Issuer
Sequence Number
TSL Type
Operator Name
Postal Address

Electronic Add:

EITLCC =Changes (& Create(
Available

Valid - This TL is signed and the signature is verified
Alain Wahl
2017-05-31 12:26:06
XAJES_BASELINE_B
SHA256
RSA

hitp-//uri.etsi.org/19612/TSLTag

5

w

Luxembourg

30 @

http://uri_etsi.org/TrstSve/TrustedList TSLType/EUgeneric (&
» ILNAS

» 1, Avenue du Swing / Belvaux - L-4367 /LU (&

Scheme Name
Information URI
Status
Determination Approach
Community Rule
Legal Notice
Issue Date

Next Update
Distribution Points
TSL Identifier
Historical Period

Pointers to Other TSL

» mailto:confi ique@ilnas.etatlu &

» LU:Trusted list including information related to the qualified trust service providers which are supervised by the ... (&
» https://iportail-qualite. public lu/fr/confi i i vices-confiance/liste-confiance/scheme-inf... (&
http://uri_etsi.org/TrstSvc/TrustedList/StatusDetn/EUappropriate (&

» hitp://uri.etsi.org/TrstSve/TrustedLi E @z

» The applicable legal framework for the present trusted list is Regulation (EU) No 910/2014 of the European Parliame... (&
2017-05-31 03:00:00 &

2017-11-30 01:00:00 &

https://portail-qualite_public.lu/fr/publicati fi iquelist: fi
TrustServiceStatusList-1 &

65535

Aslk-xmUTSL-XM... &

@

EU (XML) : https://ec.europa.eu/infc ion_society/poli i frusted-listtl-mp.xml (&
Trust Service Provider (&

Name

Trade Name
Postal Address
Electronic Address
Information URI

LuxTrust S A : hitps:/Avwav.luxtrust lwen/repository &

» LuxTrust SA.

» VATLU-20976985

» IVY Building - 13-15 Parc d'Activités / Capellen - L-8308 / LU
» mailto:info@luxtrust.lu

» https:/Awav luxtrust. lu/en/repository

Trust Service ,* (&
LuxTrust Qualified Certification Authority : 2017-02-23 CA/QC withdrawn (&
LuxTrust Time Stamping Authority - 2017-02-23 TSA/TSS-QC  deprecatedatnationallevel (&
LuxTrust Global Qualified Certification Authority : 2016-07-01 CA/QC granted (&

LuxTrust Global Qualified Certification Authority 2 : 2016-07-01 CA/QC granted &
LuxTrust Global Qualified Certification Authority 3 : 2016-07-01 CA/QC granted &
LuxTrust Global Time Stamping Authority : 2017-02-17 TSA/QTST  withdrawn &
LuxTrust Qualified Time Stamping : 2017-02-17 TSA/QTST granted &

SeMarket Certification Authority S_A. : hitp:/Avavw.portail-qualite. public. lu/fi fi

vy v e wvwvwvoww

LuxTrust Global Time Stamping Authority : 2016-07-01 TSA/TSS-QC  recognisedatnationallevel (&

te-co.. &




AN R - 1BE

TLSO B LUVRF—LYRF

@ TL - LU (Sn30) EBATLCC =Changes (# Create
Availability Available
® TL%?T% - Signature Valid - This TL is signed and the signature is verified
Signed By Alain Wahl
@) % *’]‘ Signing Date  2017-05-31 12:26:06
Format XAdES_BASELINE_B
o EMERKIUVEFTFLA Digest Algorithm  SHA256
Encryption Algorithm RSA
° X#'_-L\Eﬁ - TL Information
o TSLTag http:/uri etsi.org/19612/TSLTag
o fEI Version Identifier 5
== Ee AR Temitory LU
o EXRE Z;‘F L2 E‘ﬁ?%)'lﬁ#&&ﬁ TSL Issuer Luxembourg
Sequence Number 30 (&
d—_? IEI £ URI TSL Type http//uri.etsi.org/TrstSvc/TrustedListTSLType/EUgeneric
J— 3. A3 Operator Name » ILNAS (&
o TLglrjo Z#- L\% s ,£E,Jﬁ%u Postal Address » 1, Avenue du Swing / Belvaux - L-4367 /LU &
H R Electronic Add » mailto:confi ique@ilnas.etatlu
o % 3:3 J: U ﬁ jJ ﬁ Fﬁﬁ %k T 0) E 1-‘1- Scheme Name » LU:Trusted list including information related to lhe qualified trust service providers whnch are supemsed bythe... &
—_ 3 Information URI » https://portail-qualite. public.lw/fr/confi vice: heme-inf... &
O ZT 9 Z lj& U Status http-//uri etsi.org/TrstSvc/TrustedList/StatusDetn/EUappropriate (&
= - =\, = Determination Approach
o 4 \l_T’riEEIJ (EU & =l x): FSRE Community Rule » http:/uri.etsi org/TrstSve/TrustedList'schemerules/EUcommon (2
DRAFDFERABLUBROAE) Legal Notice » The legal f for the present trusted list is Regulation (EU) No 91012014 of the European Pariiame... (2
Issue Date 2017-05-3103:00:00 (&
° Next Update 2017-11-30 01:00:00 &
LOTLA 0) ,'I( 4 :/9 Distribution Points  https://portail-qualite. public. Iu/fripublicati f fiste-confi ASXMUTSLXM... @&
TSL Identifier TrustServiceStatusList-1
Historical Period 65535

TSPEZEDH—ERADYRF .
* TSP (&#.EBBELSLUVEFTRLR) .
* TSPOERIZET HIFEERNDURI
O CPS/CP.GTC, j&f&. hRAT—4T7%
* TSPH—EX(H—EXHI)

o ITOANTATUTA4T4A(FSRNTY
Hh—)

o BADAT—HRABLURT—EAD
EERE

© ETSI 2017 All rights reserved »

Pointers to Other TSL (&
B EU (XML) : https://ec.europa. ion_society/policy/esignat

Trust Service Provider (&
Name » LuxTrust SA.
Trade Name » VATLU-20976985
Postal Address » IVY Building - 13-15 Parc d'Activités / Capellen - L-8308 / LU
Electronic Address » mailto:info@luxtrust lu
Information URI » https:/Awaw luxtrust lu/en/repository

ftrusted-listtl-mpxml (&

- Trust Service ./ (&

LuxTrust Qualified Certification Authority : 2017-02-23 CA/QC  withdrawn (&

LuxTrust Time Stamping Authority - 2017-02-23 TSA/TSS-QC  deprecatedatnationallevel (&
LuxTrust Global Qualified Certification Authority : 2016-07-01 CA/QC granted &

LuxTrust Global Time Stamping Authority : 2016-07-01 TSA/TSS-QC  recognisedatnationallevel (&
LuxTrust Global Qualified Certification Authority 2 : 2016-07-01 CA/QC granted (&

LuxTrust Global Qualified Certification Authority 3 : 2016-07-01 CA/QC granted &

LuxTrust Global Time Stamping Authority : 2017-02-17 TSA/QTST withdrawn &

LuxTrust Qualified Time Stamping - 2017-0217 TSA/QTST granted &

SeMarket Certification Authority S A : hitp:/~vavw.portail-qualite. public. lu/fr/confi i P

vy Vv ewwvwvwoww




. ETSI/___\\
EU Trust Mark for QTS — CID (EU) 2015/806 \\\%/// :

The EU Trust Mark for Qualified Trust Services, Commission
Implementing Regulation (EU) 2015/806

® Canonly be used by a qualified trust service provider
® Canonly "label" its qualified trust services
® Helps Customers distinguish between

qualified trust services and non-qualified ones

© ETSI 2017 All rights reserve d
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Use cases of QTSPs/QTSs ? /4
N\ Z/

e '
contract

. BN 8 - ofa

eldentification (elD) Hespital

o
<)

Authenticated by QWAC

| 200’6‘/1127Ec- @ ﬂ
Ckounu Dlrectl\Le . .., N & k

. Online

Electronic signatures or seals

: elnvoicing P *,  bankin
are not required as such by preservation ‘ . e
the VAT Directive. However k of eSeals / k .
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eSeal °
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electronic form, shall be . .
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® Read TSL: https://webgate.ec.europa.eu/tl-manager/home

® Interpretation of trusted lists:
http://uri.etsi.org/TrstSvc/TrustedList/schemerules/Eucommon:

Q-

ri.etsi.org/ TrstSve/ TrustedList/schemerules/EUcommon/ P - & || @ Assigned ETSI XML URIs x

File Edit View Favourites Tools Help

EU Member States Trusted Lists Scheme Type Community Rules: Common statement

Participation in a scheme

Esch Member State must creste a trusted list including information related to the qualified trust service providers that are under supervision, together with i ion relsted to the qualified ices provided by them. in sccardance with the relevant
provisions Lsid down in Regulstion (ELI) No 8102014 of the Europasn Pariament and of the Council of 23 July 2014 on alactronic identification and trust services for electronic transacfions in the internal market snd repasling Diractive 1988/83/EG

The presant implementation of such frusted lists is 8lso to be referred to in the list of links {pointers) towsrds each Member State's frusted list, compiled by the European Gommission

Policylrules for the assessment of the listed services

Member Ststes must supenvise qualified trust service providers established in the territory of the designating Member State as lsid down in Chapter Iil of Regulation (EU) No 81072014 to ensure that those qualified trust service providers and the qualified
frust services that they provide mest the requirements laid dowm in the Regulstion, The frusted lists of Member States include, a5 & minimum, information specified in Articles 1 and 2 of Gommission Implementing Decision (EU) 2015/1505. The trusted lists
inciude both current and historical information sbout the status of listed trust services. Each Member Stete's trusted list must provide informstion on the national supervisory scheme and where applicable, national approval (e.g_ sccreditation) schemef(s)

under which the trust service providers and the trust senvices thet they provide are listed.

Interpretation of the Trusted List

The genersl user guidelines for applications, services or products relying on & trusted fist published in sccordance with Regulstion (EU) No 8102014 are as follows: The “qualified” stafus of a trust service is indicated by the combinstion of the “Servics type
identifier” ["St") value in a service entry and the status according to the "Service current status” field value as from the date indicated in the "Current stafis starfing date and time”. Historical information about such a quslified status is similerly provided
when spplicable. Regarding qualified trust service providers issuing qualified cerfificates for electranic signatures, for electronic seals andior for website authentiestion: A "CA/QC™ *Service type identifier” ("S67) entry (possibly further qualified s being &
“RootCA-QC” through the use of the appropriate “Service information extension” {"Sie”) additionalServicelnformation Extension)

- indicates that any end-entity cerfificate issued by or under the GA represented by the “Service digitsl identifier” (*Sdi") GA's public key and CA’s name (both CA data to be considered as trust snchor input), is a qualified certificate (QC) provided that
it includes st |east on of the following:
-etsi-qos-QoComplisnce ETSI defined statement (id-etsi-ges 1),
+ the 0.4.0.1456.1.1 (QCP+) ETS| defined cerfificate policy OID.
« the 0.4.0.1458.1 2 (QCP) ETSI defined certificate policy 01D,
nd provided this is ensured by the Member Stste Supervisory Body through 3 valid service ststus (i.e. “undersupervision”. “supervisionincessation”, “sccredited” o “granted®) for that entry.

- and IF *Sie” “Qualifications Extension” informstion is present. then in addition to the sbove defeult rule, those cerfificates that are identified through the use of “Sie” “Qualifications Extension” information. constructed s & sequence of fillers further
identifying s set of certificates, must be considersd according to the sssacisted qualifiers providing sdditionsl informstion regarding their qualified stsfus, the "SSCD supporf” sndiar Legsl person ss subject” (e.g. carfificates contsining 8 spacific OID
in the Cerfificate Policy extension, sndior heving & specific "Key usage” pattern, and/or fitered through the use of @ specific velue to appear in ene specific cerlificate field or extension, eic.). These quaifiers are part of the following set of “Qualifiers™
used fo compensste for the lack of informstian in the comresponding cerfificste content, and that sre used respectively:

+ fo indicate the qualiied cerfificate nafure

"QCStatement’ meaning the identified certficate(s) is{are) quslFied under Directive 1008/S3/EC:

“QCForESig" meaning the identiied certificste(s). when clsimed or ststed is (sre) qualified {s) for electronic signature under Regulation (EU) No 810/2014;

“QCForESesl” mesning the identified ceriificate(s), when clsimed or steted as qualified ceriificates). is (are) qusiified certificate(s) for electronic seal under Reguiation (EU) No 810/2014;

“QCForWSA” mesning the identified certificate(s), when claimed or ststed as qualified cerfificate(s). is (are) qualified cerfificate(s) for web site suthenticstion under Regulstion (EU) No 810/2014,

- to indicate that the cerfificate is not to ba cansidersd s qualifisd:

+ “NotQuslified” mesning the identified certiicata(s) is(are] nat to be considered s qualified; andior
- toindicats the nsture of the SSCD support
WithSSCD" meaning the identified certificate(s), when clsimed or steted as qualified cerfificate(s). have their private key residing in sn SSCD, or

“QCNDSSCD" mesning the identified cerfificata(s), when claimad or stsed ss qusiified cartificate(s), have not their private key residing in an SSCD, or

“QCSSCDStetusAsinCert” meaning the identiied certfcate(s). when claimed or stated as qualfhed certficate{s), does(do) contain proper machine processsble information about whether of nct their private key residing in an SSCD

- to indicate the nature of the QSCD support

“QCVhQSCD" mesning the identified cerificate(s). when clsimed or stated as qualified carfificate(s). have their private key residing in 8 QSCD, or

CNoQSCD" meaning the identified cerfificate(s), when cleimed or ststed as qualified cerfificate(s), have not their private key residing in & @5CD, ar

“QCQSCDStstusAsinCert” mesning the identified certificate(s). when clsimed or stated as quslified certiicste(s). does(de) contsin proper machine processsble information sbout whether or not their private key is residing in s QSCI

“QCOSCDManagedOnBehal” indicating that all ceriificates identified by the applicable list of criteria, when they sre daimed or stated as qualified, have their private key is residing in @ QSCD for which the generafion and msnagemenl of that

privaie key s done by & QuaIed TSP o behaff of the ety whose iantiy s cerihed in the certicate, andior

- toindicate issuance to Legal Person:

+ “QCForlegslPerson” mesning the identified certificate(s). when clsimed or stated s qualiied certificate(s), are issued to s Legs! Person under Directive 1998/83/EC.
Note: The information provided in the trusted list is to be considered as accurate meaning thst:
+ # none af the id-stsi-qes 1 statement, QCP OID or QP + OID informtion is included in sn end- enfiy certificste, and
information is present for the trust anchor CA/QC comesponding service entry to qualify the certificate with a *QGStatement” qualifier, or
+ an "Sie" “Qualifications Extension” information is present for the trust anchor GA/QC comesponding service entry fo qualify the cartificats with 8 “NotQusified” qualifier,
then the certificate is not to be considered as quslified

“Service digital identifiers" are to be used as Trust Anchors in the context of validating electronic signatures or seals for which signer's or seal crestor's certificate is to be validsted against TL information, hence only the public key and the associated
subject nsme are needed as Trust Anchor information. When more than one certificate sre representing the public key idenfifying the senice, they are o be considered s Trust Anchor carfificates conveying identical informstion with regard to the
information strictly required as Trust Anchor information

The general nle for interpretation of any other "St” type entry is that, for that "St" idenfified service type, the listed service named according to the “Service name” field velue and uniquely identified by the “Service digital identity” fiekd value has the current
qualffied or spproval status sccording to the *Service current status™ field value as from the date indicated in the “Curment status starfing date and time”

‘Specific interpretation rules for any sdditional information with regard to s listed service (e.g. “Service information exiensions” field) may be found. when spplicsble, in the Member Stste specific URI as part of the present “Scheme typs/community/rules™
field.

Please refer fo the applicable secondary legislsfion pursuant to Regulstion (EU) No 81072014 for further detsils on the fields. description end meaning for the Member Ststes' trusted ists,
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EU Member States Trusted Lists Scheme Type Community Rules: Commeon statement

Participation in a scheme

Each Member State must create 8 trusted fist including information relsted to the qualified trust service providers that are under related to the qualified pravided by them. in accordance with the relevant
pravisions ksid down in Regulation (EU) No 8102014 of the Europesn Pariiament and of the Gouncil of 23 July 2014 on electronic Hdenification and frust sarvices for slectronic transactons i the Intemal market and repesling Diractive 1882/83/EC.

The present implementafion of such trusted lists s also to be refemed to in the list of links (painters) towsrds esch Member State's trusted list, compiled by the Europesn Commission

Palicylrules for the assessment of the listed services

Member States must supervise qualified trust service provid in the teritory of the ting Member Stale es laid down in Chapter Il of Regulation (EU) No 81072014 to ensure that those qualified trust service providers and the qualified
trust services that they provide mest the raquirements lsid down in tha Regulation, The trusted ists of Membsr States includ, a5 s minimum, information specifiad in Aricles 1 snd 2 of Cammission Implementing Dacision (EU) 2015/1505. The fusted lists
include both current end historical information about the status of listed trust services. Each Member State's trusted list must provide informstion on the risory scheme and whe icable, national approvs| (e.g. scereditation) schemef(s)

under which the trust service providers snd the trust services thet they provide sre listed
Interpretation of the Trusted List

The general user guidsines for sppiications, senvices or products relying on a frusted list published in sccordsnce with Regulstion (EU) No 81012014 are as follows: The “qualified” stafus of a trust service is indicated by tha combinstion of the “Servica type
identifier” ("St") value in a service eniry and the status according to the "Service current statu<" field value as from the dete indicated in the “Current stetus starting dste and time”. Historicsl information about such a qusiified status is similarly provided
when applicable. Regarding qualiied trust service providers issuing qualified cerfificates for electranic signatures, for electronic seals and/or for websie authentication: A "CA/QC™ *Service type identifier ("S) entry (possibly further quaiified s being &
“RootCA-QC" through the use of the appropriate “Service informafion extension” ("Sie”) addiionalServicelnformation Extension)

- indicates that any end-entity certificate issued by or under the CA represented by the “Service digital idenifier” (“Sdi") GA's public key and GA's name (both CA data to be considered as trust snchor input), is a qualified certificate (QC) provided that
itincludes st lesst one of the following:
id-etsi-ges-QeCompliance ETSI defined statement (id-etsi-ges 1),
« the 0.4.0.1450.1.1 (QCP+) ETSI defined cerfiicate policy OID,
« the 0.4.0.1458 1.2 (QCF) ETSI defined certificate policy OID,
and provided this is ensured by the Member Stste Supervisary Body through s valid service ststus (i.e. “undersupervision”. *supervisionincessation”, “scredited” o “granted”) for that entry.

- and IF "Sie” “Qualificalions Extension” information is present. then in addiion o the sbove defult rule, those cerfificates that are identified through the use of “Sie” “Cualifications Extension” information. constructed es a sequence of fillers further
identifying a set of ceriificates, must be considered sccording to the sssocisted qualifiers providing additional information regrding their qualified status, the "SSCD support” andior “Legsl person ss subject” (e.q. certificates contsining a specific OID
in the Ceriificate Policy extension, andior having a specific "Key usage” pattem, and/or fitered through the use of a specific value to sppesr in one specific cerfificate field or extension, efc.). These qualifiers are part of the following sef of “Qualifiers™
used to compensate for the lack of information in the comesponding certificste contant, nd that are used respectively

- to indicste the qualified certificale nsiure:

« "QCStstement” mesning the identified carfificate(s) is{are) qualified under Directive 1998/93/EC
« “QCForESig” mesning the identified certificatels). when clsimed or stated as qusified certiicata(s). is (sre) qualified certificate(s) for electronic signsture under Regulation (EL) Mo 810/2014;
« “QCForESesl” mesning the identified carfificate(s). when clsimed or stated ss qualified cerfificate(s), is (are) qusiified cerificates) for electronic seal under Reguistion (EU) No 810/2014;
« "QCFoWSA” mesning the ideniified certificate(s). when claimed or stated as quslifisd ceriificate(s). is (are) quslified ceriificate(s) for web site suthentication under Regulstion (EU) No 910/2014.
- to indicate that the certificate is not to be considered as qualified:
“NotQualified” mesning the identified cerlificate(s) is(are) not to be considered as qualified: snd/or
- to indicste the nture of the SSCD support:
+ “QCWMhSSCD" mesning the identified ceriificate(s). when clsimed or ststed s quslifisd cerfificate(s). have their private key residing in &n SSCD, ar
+ “QCNBSSCD" mesning the identified certiicate(s), when claimed or stated as quslified cartificate(s), have not their private key residing in an SSCD, o
© OCSEODSshSASInGert masning the identhed cerbfcata(e). whin claimed o steled as qualiied carliicate(s. daes(do) covtsin proper machine processsb informstion sbout whether or not their privete key residing n an SS0D:
- toindicata the nature of the QSCD support
CVhQSCD" mesning the identified certificata(s), when clsimed or stated as qualified ceriificate(s), have their private key residing in 8 QSCD, or
- *QCNoQSCD" mesning the ideniified cerificate(s), when clsimed or stated as quslified cerfificate(s), have not their private key residing in a OSCD, o
. -OCQBODStAASINGEr” maaning the identihed carinata(s). whan clsimed o stated a2 quUREd carofeate(s). Hoss(do) cantain propar machine pracessable informafion sbout whether or nct heir pivate key is residing in & QSCD)
- *QCQSCOMenagedOnBehalf indicating that sl cerlificales identified by the sppicable list of criteria, when they are claimed or stated as qualified, have their private key is residing in a QSCD for which the generafion and mansgement of that
private key is done by s qualified TSP on behsif of the entity whose idenity is certified in the cerfiicate; andior
- to indicate issusnce to Legal Person:
“QCForLegalPerson” mesning the identified certificstels). when clsimed o stated as quslified certificste(s), are issued to s Legs| Person under Directive 1989/93/EC.
Mote: The information provided in the trusted list is to be considered as accurate meaning that:
+ ifnone of the d-stsi-qes 1 statement, QCP OID or QCP + OID information is included in an end- entity certficate, and
- if no "Sie" “Qualifications Extension” information is present for the trust anchor GA/QC comresponding service entry to qualify the certificate with s “QCStatement” qualifier, or
« 8n "Sie" “Qualificaions Extension” information is present for the tnust anchor GAIQC comesponding service entry to qualify the certificats with & "NatQuslified” qualifier,
then the cerfificate is not to be considered as qualified.

“Service digital identifiers™ are to be used as Trust Anchors in the context of validsting electronic signetures or sesls for which signer's or seal crestor's certificate is to be validsted against TL information, hence only the public key and the associated
‘Subject name sre needed ss Trust Anchor information. When more than one cerlificste sre representing the public key identifying the service, they sre o be considered s Trust Anchor cerfificates conveying identical informstion with regard to the
information strictly required as Trust Anchor information.

The general e for interpretation of any other "St” type entry is that, for thet "St" identified service type., the listed service named according to the “Service name” field velue and uniquely identified by the “Service digital identity” fiekd value has the current
qualified or approval status sccording o the “Service current status" fiskd value as from the dats |nd|cated i e -Cment status starting date and time”

‘Specific interpretation rules for sny sdditionsl information with regard to s listed service (e.. “Service information extensions” field) may be found. when applicable. in the Member State specific URI as part of the present “Scheme typs/community/rules™
field.

Please refer to the applicable secondary legislation pursuent to Regulatio

U) No 81072014 for further details on the fields. description and meaning for the Member States’ frusted fists.
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Trusted Lists — technical support (2/2) ),

® ENISA guidelines

®* End-user manuals on QTS

* Guidelines for (Q)TSPs
* Initiation & supervision, Security measures, Technical guidelines,
Adequacy of standards, ...

® European Commission — elDAS Observatory/Library

* Art.31 QSCD List
* Compilation of information notified by EUMS on elDAS state of play

* Compilation of accredited CABs information as notified by NABs
® CEF building blocks

* eSiG
® 0SS Libraries to implement eSig/eSeal creation & validation

* TLManager
* elD, eDelivery, ...
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Trusted Lists — ETSIZ S\

much more than just a certificate store N\ 24

Full history of qualified (or “approval”) status grant

® International mutual recognition only possible through agreement
concluded between the Union and the candidate third country or
international organisation in accordance with Article 218 TFEU (cfr Art.14
of the eIDAS Regulation) but ...

® everybody may use TSLs; e.g. Adobe AATL endorses TSL and others (US
FED Bridge). International interoperability created de facto.

® ETSITS 119 612 allows for non EU countries, international organisations
and/or application domain owners to set-up trusted list using the same
standard as EU MS trusted lists

* European Payment Council

©

* Peru
* Brazil
* Etc.

© ETSI 2017 All rights reserve d
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Conclusions ETS(/(/%\\\\

® elDAS QTSP/QTS as huge opportunity to secure/boost cross-
border eTransactions & digital market

® Trusted lists have constitutive value for validating the qualified
status of a QTSP/QTS
* E.g.validate that an AdES is a QES according to the Regulation

® Still in growing phase

* Today 157 QTSP over 29 states
* 150 QCA issuing Q_certificates for eSignature
* 13 QCAissuing Q_certificates for eSeal
* 30 QTSA issuing Q_timestamps

* 4 Q_eDelivery Providers, 4 Qualified Signatures Validation Providers, 3 Qualified
Signatures Preservation Providers, 3 QCA issuing Q_certificates for
Web.Authentication
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elDAS QTSP/QTSIX. EIEZ A -EBFEING IS LUT ORI THIGZHRE
BELMMRETH-ODIEBICKELHESTHD

© FSARJRRZIE. QTSP/QTSD BIE A T—R ADIREEIZDULNT D& Rl
ENHD
o {5l FRBIIZHELAJESHQESTH A EXIREET 5

© LWEIEREDBEIETHD
o IRTE29MEIZ157DQTSP
o EFEADHEKIAZEZTHITLTLVSH1500 QCA
* e —LDBEIBIAEZEZFKITLTLIS13D QCA
o KA LARFATEFHITLTLVS300 QTSA

* ADDEEeTIN\)TOANAE  ADDBERELRIEITO/NAF | 3DDEERES
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Questions ? - Contact information
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Sylvie LACROIX (CISA, CSXF)

Mobile:  +32 4777879 75
Email: sylvie.lacroix@sealed.be
Web: www.sealed.be
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Sylvie LACROIX (CISA, CSXF)

Mobile:  +32 4777879 75
Email: sylvie.lacroix@sealed.be
Web: www.sealed.be
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