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Topics Ers(//q\

® Example requirements for Digital Signatures

® EU elDAS Regulation 910/2014

® ETSI Standards on Digital Signatures and Trust
Infrastructures

® The EU Trust Framework

® Remote Signing
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Examples of Digital Signature Usage ETS(///%W\

® Dematerialisation of customer documents
example bank has 2.5 million documents per year
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Examples of Digital Signature Usage ETS(///%W\

® Dematerialisation of customer documents
example bank has 2.5 million documents per year

©® E-Commerce: Digital signatures supporting ’? s
global tax compliance ¥V s
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Examples of Digital Signature Usage ETSI///%“\

A\ ///,

® Dematerialisation of customer documents
example bank has 2.5 million documents per year

® E-Commerce: Digital signatures supporting '&* ?’5‘3-‘,&, :
global tax compliance U .
©® Regulatory requirements for security of records: &=

e.g. US FDA / EU Medicines Agency
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Examples of Digital Signature Usage ETSI///%\\\

N\ ///’

® Dematerialisation of customer documents
example bank has 2.5 million documents per year

® E-Commerce: Digital signatures supporting '\9 fice 3
global tax compliance U .
® Regulatory requirements for security of records: e

e.g. US FDA / EU Medicines Agency

® eContracts: e.g. Loan agreement, car hire, insurance mg’;‘
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Examples of Digital Signature Usage ETSl///%\\
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elD and trust services supporting full

ETSI///%*\
transaction cycle \ ~Z ’

[ Website

Web site authentication certificate

aUthe”“Ca“O” confirms web site identity

Electronlc
Identlty

Electronic identity confirms user
identity

Slgnature

Digital signature

Digital signature verified by document

Verlflcatlon recipient

Validity of signature maintained by
time-stamping service.

Slgnature
Preservation

Electronic } User identity bound to document using

|
|
[ Signature
2
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EU elDAS regulation 910/2014 ETS(///%\\\

» elDAS covers two main topics:

O Electronic identities

O Trust services

> elDAS provides legal framework for two main areas trust
services :

O Recognition of electronic signatures (physical persons)
and electronic seals (equivalent for organisations)

O Assuring trust in Trust Service Providers

© ETSI 2017. All rights reserve d
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EU elDAS regulation 910/2014 ETSIT S\

Recognition of electronic signatures N\ 2 4

> Electronic Seal vs Signature
O Signature: Created by a physical person

O Seal: Created by a legal person (e.g. company, governmental body)

> Forms of electronic signatures / Seals
O Electronic Signature / Seal : No restriction on form of signature

O Advanced Electronic Signature / Seal: form meets requirements
relating to use of digital signature technology

O Qualified Electronic Signature / Seal:
digital signatures supported by
- “gualified” signature creation device — certified against requirements
- “gqualified” trust service provider — audited against requirement

© ETSI2017. All rights reserved
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Recognised signature formats ETS(///%\\

» Specific signature formats to be recognised by government
systems

O Secondary legislation reference ETSI standards
(PAdES, CAdES, XAdES, ASIC)
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EU elDAS regulation 910/2014 ETSIT S\

Trust services \ ¥ /

» Trust Services covered by elDAS

O Trust services supporting electronic Signatures / Seals:

® Certification authorities

® Cloud / remote signature creation
® Signature validation
® Signature preservation

O Time-stamping authority
O Registered electronic delivery

© ETSI 2017. All rights reserve d
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elD and trust services supporting full

ETSI///%*\
transaction cycle \ ~Z ’

[ Website

TSP issuing web site certificates
authentlcatlon

Electronlc
Identlty

elD provider

TSP issuing signing certificate,
Electronic } TSP time-stamping proving signing time

Signature TSP providing remote signing

™

|
|
[ Signature
2

Valldatlon TSP providing signature validation

TSP time-stamp / preservation service
maintaining signature & document integrity

Slgnature
Preservation
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EU elDAS regulation 910/2014 ETSIT S\

Assuring Trust Services \ ~Z /

> All trust services (including those supporting “advance”)

O Liable unless appropriate security measures taken.

O Must report any security breach

» TSP supporting “qualified”
O Must meet specific requirements of eIDAS regulation
O 2 vyearly audit (if also CAB Forum 1 yearly)
O If legally accepted as qualified placed in Trusted List

© ETSI2017. All rights reserved
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ETSI meeting elDAS requirements and

ETSI///%N\
Industry accepted best practice N\ 2 4

Recognised standards:

o ISO, IETF, OASIS, CAB Forum ... J—
N

Standards
(General)

TSP best practices

elDAS Qualified TSP requirements JE—
4

Standards

(EU Qualified)
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elDAS Standards Framework:
Published Standards

Trust services for:

© Issuing certificates f

© Time Stamping f

© Signature creation services
© Validation services

©® Procedures for AdES
creation & validation \/

CC Protection Profiles
© QSCD - Smart Cards
® HSM used as QSCD
® HSM used by TSPs
© Remote QSCD

© ETSI2017. All rights reserved
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digital signatures
ETSI__\
N\ »

ETSIT

119 6xx
_ Trust service status lists
ETSI(__\
&)
B ¢ x19 4xx x19 5xx
TSPs supporting Trust application

- service prowders

N\

ETSIFT S
L 4

x19 1xx

Signature Creation
& Validation

419 2xx

Signing Devices

=

119 3xx

Cryptographic suites

ETSITT__S\
N\ Y

List of approved QTSPs &
services supervised by
National Bodies /"

Trust services for:

© Registered eDelivery /
eMail

® Long term preservation

Formats:

© XAdES (XML)

© CAdES (CMS)

© PAdES (PDF)

® ASIC (containers)f

© Signature suites J
- Hash
- Asymmetric crypto
- Key generation

ETSIFT S
N\ ¥

119 Oxx

General Framework

L - Lifetime

Standards framework f
Common definitions s/
® Guides

¢ ©
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Elements of Framework for Trust Services 575(///9‘
\ X

. Jewope

Trust Management EU Trusted List
TS 119 612
Trust Audit EU TSP Audit

EN 319 403 based on ISO 17065
(ISO 17065 Accreditation globally recognised
through IAF)

Trust Criteria Policy Requirements for TSP Issuing Certificates:
EN 319 411-1: general
EN 319 411-2: qualified

© ETSI2017. All rights reserved
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Cross recognition ()

® Advanced level: Relying party needs to know that TSP is

trustworthy
* (Case by case analysis of Certificate Policy and Audit

* Trust status indicated by trusted party

* Bridge CA

* Application platform provider (Microsoft, Google, Apple ...)
root CA store

® Trust status list from recognised authority

® Qualified level:
* Legal agreement between nations
* Trusted list managed by recognised authority

© ETSI2017. All rights reserved
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Why remote signhing ? P
ETSI %\\

Conventional Smart card like QSCD \ ¥ /

Features:

» User’s signing key in user held device
such as smart cards

» Document to be signed on user’s PC
» Need special interface / reader on PC

» Not suited to modern use of mobhile devices
such as smart phone’s

> If card is compromised:
» user must report loss
» TSP must verify report
» TSP must updated revocation list
OCSP database

© ETSI2017. All rights reserved
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Using Cloud based “Remote Signing” ETSI(___ )\

N\ ///,

Features:

» User’s signing key held on secure device
managed by a Trust Service Provider

» Document to be signed can be processed
“in the cloud”

> No need for hardware interface to
user device

» User must have “sole control” over the
Trust signing key

Service

Provider > In case of user compromise

use of key instantly prohibited

R o

© ETSI 2017. All rights reserve d
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The move to Mobile Based Signatures ETS’/'//%\\\

N\ ¥ ,

® Many EU countries are moving
from card based to mobile
signatures

Austria: Active e-cards and mobile elD

® Advantages
* Easy deployment
» Everyone has a mobile

* No special hardware
» No special card interface

* Flexibility in authentication
» Any two factors

» Use of key can be prohibited in
case of user compromise

© ETSI2017. All rights reserved
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Remote Signing ETSIZZ S\

Relevant elDAS Requirements N\ 2 4

> Requirement on Advanced Electronic Signatures (Article 26)

c) it [the advanced electronic signature] is created using
electronic signature creation data [key] that the signatory
can, with a high level of confidence, use under his sole
control;

> Requirement on QSCD (Annex Il)
3. Generating or managing electronic signature creation data

on behalf of the signatory may only be done by a qualified
trust service provider.

© ETSI2017. All rights reserved
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Standards for Remote Signing ETS(///%‘\

-\ 2
Recognised standards: TS 119 432: Protocols for
o Cloud Signature Consortium ‘ remote digital signature
o OASIS DSS & DSS-X creation
TS 119 431 : Policy and
TSP best practices ‘ security requirements for
TSP service components
1) operating QSCD / SCD
2) AdES creation

*

elDAS QSCD requirements ‘ PrEN 419241 =

1) General System
Security Requirements
2) QSCD Protection Profile

© ETSI2017. All rights reserved
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Function
User
Registration

request

Signer %

Key generation

2 factor
Authentication

Signature
Activation
Data

Sign Server
Request

Signhing
Application
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Remote Signi .
E::::plee \:fi:;\ndgelegation kls@

CA/RA

Function

User Key generation

registration
request

2 factor Provider
Authentication

Signer g I Identity

Signature
Activation
Data

Sign Server
Request Signing

Application

© ETSI2017. All rights reserved



E—FBEZ g
EETHHAOH ETs{(—)

CA/RA
pRE 538 49

1—H &K
JOTAb

7 oo

7I)r—ay

© ETSI2017. All rights reserved



Further Information ETS(///%\\

ETSI standards available for free download
http://www.etsi.org/standards-search

Overview of Electronic Signature and Infrastructure standards:
https://portal.etsi.org/TBSiteMap/ESI/ESIActivities.aspx

E-mail: nick.pope@thales-esecurity.com
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E-mail: nick.pope@thales-esecurity.com
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