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B 2-9 WEBH A bAANT HDIZIERZREL H1EHR
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® 2-1 054 UCRET S1ER
Q40 Hpl=ld, A v Z—Fy FTED L) BREREERMILL TH W TT 2?2

=LA A4 PV N

TEHRAE AL "
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KA L2 H NiE, FF=DNE
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o
FLAN AT < SHAr 27% 31% 54% 15%
mixi R7 =2 A AT v 7 DX 57

50% 41% 45% 14%
SNS [T L TV B 1EH
HAoyDOEER 58% 7% 83% 10%
MEsIEHR (2%, EER L) 9% 7% 83% 10%

£ H 5 e () ) 0 0)

R (BEREARRE SR L) 7% 4% 87% 9%
PATIER ERITH—NEE, 7THY
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(@)

2.1

(1)

AT FH AT RE 72851 - 0D HE IR 70 £ H]

BRI AT RE 22 @ T N R RIS S o 2 & T, AFEFICS L EAGHRIA
ADFEH LRWETHA SN DERIEDBHE T &V O iRl d 5,

Z DRSO W TN O EEZ B AFTREEFMHES 2080 Tk
SNTHEY, BAFIE L THRIRAR S OME AR 5 OREN HIT b,

R % O A AR RE =5 2 A L7 B A OATENERF, 44 FE5EnRE L 2> T
Do BIZIE, ERERAIE 5 2 W TATEY X — 7T 1 » 7 INER O T 7 & 286 015K
Th D, HEHEESZTNENOEFmRRIIRONTVDEADOETTHY, £D
RFEFE TH LA L DR PIEFITHS . TR ARITOO LR LED, Hka
IRIRPL TR IR 2 M T2 Z E MO ADITEIREIG LA LT 5, T O
ME S ZHNT, EEOY— e 2 TEADOFHEEE &S THRE L, JREICFIH
THEWD T END T, BIETAHIATRE 22 s+ & V74 T O R HE A i R D
BT 212 BR S, OB F THRERICEE 25D TH D,

3 FHROaY hO—)LICEbAHRA

H CIEROE

EANICE ST, BOICEATLEHREIEL, TUOHERORTIE, FAEIE, HHE,
BATH /R TEDXIICTERVDLE VI FHEANRDH D,

AE =3y FTOY—EAZFHTHEEN LRI 512 L, BAXESIC
BboafEmritE L e s, fIziE, TNETLEDOIF—ERITHRE LIZNERE
THIERNDHD, PAILTCRELCNWEZELTH, FOREOEREZ, EHnoiz
WAET, EOERMHET, WoRHE L2, BELTB ZLIZE#HOETHDL, ZDH
DOBFBREETE RN L OFEFIL, BloLa Ly, BFEFEFTOLE, A
— LT RLVAOEE, 7VYy hH—RKOEE, QEOFERVHZEZ LD L&
BT b, EOP—ERIZ, EDA—NLT RLRAEHZT=-Oh), HOYV—E AL,
AIOEF O E £ 7200, BEABRHERT H7-DIIZZ O —ERICMWEbEs Ll
E e B2, RIS —ERZE I Do LFERPBER SN TV DE b T e L
Th, —AFEHK 20 0 FRIHLTWSEMR (K 2-3, p. 10, ZH) Tl B0k
OIS T, TNHTRTCEERET L Z LIXHF B30 5,

22 "5 5 [n] fE AR IRE AL MR N

http://www.cao.go.jp/consumer/history/01/kabusoshiki/kojin/005/gijiroku/index.html,
(accessed 2012-02-20).
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T, TP DDOERMEESTRERBBEICRDEEZLNDION By 7 -« 4]
Thb, HBHIP—ERZFHLIED L L. T b Ax Tk bneesd 0o
BThsd, A0OT—Z~DT VT EANRKE THHZ 0, TOT—XEHSTHZ
HE9T252E, FLTHDHLY—ER s FTua XM X —nE00Y—E 2 « Fa,g
BT =B OBIENTELLI R, T—FOR—FZEV T 1 2R T 5 L0
mEEZ LN,
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3.1

BEABERORDEELEEICHT-HIHE - EROEM

TAUN

T AU BB THENGREEOE N A2 Bz & SR DZ =T - F—2 DF

i

774AVW%£\TV5N'74T/T4'7$V%/F\F7XF-7vaU

— 77 ST L CEERRBIEZ I THH L TWAZ ETHD, 7T AU To#mIc oW TIE,
RSB AR B TE T OIRF E Z K OB R 232 TSRV & 720,

3. 1.

(1)

1 7A1)HDIDERE (NSTIC)

A E—Fy FE BTV — L TEHRLS A NR—ZAR=X L A5

TAVATIE THANR=AR—RBITLEETEDLTAT T 4T 4 DIZDDIE
F Mg (The National Strategy for Trusted Identities in Cyberspace : NSTIC) | &
VO BN OBERZFTH I LTz,

TAVATEH, AF—%y b, B W, 2 FHEALCLIIZEZ, VA3 —
ZERE VIR TE LA TS, ARETIEIA =Ry FE2Y—LELTELRD T
EMZVR, T EIFREL ;ﬁ\foCO“Cb\%’)

DY A N=AN=2 T, &##% IREREWREF>TETVD, FER
TRV AR AT %‘7‘0@%%7&%0&%9 Z L BRAREZATHEHINLZETH S, Bl

ZIE By rT— &kwo;%f%otw BRAZFHED [NR=Y T« F—HEE
7uY =7 bk (Rethinking Personal Data) | Tid, /X—YF /b« FT—X « Ta AT
LEVIBFETHENLTND, ZONR=YF )« FT—=EHEZETa = FTIE 13—
VIV e TF=RFA U E =y NOFTZRAMTHY , TVZNT —/L ROF T/
£ TH D (Parsonal data is the new oil of the Internet and the new currency of the
digital world) | Lk _XTW5B, /=Y F )L « T—H ([ IT VX NAMR (A /R— A~
A) TOWELLTAHDLIENTED, BRIV F—Fy hOYP—ERICENTH,
ID H#sAx b L, T—HOMiBLEEEL STV — AR TETWD, ZORKRE
FIAE D= T« F—=F 2§ B0, R < il TE S A 2 5o
H, REPBPEMNIIIOZLIIRDEZZOLND, LLEEL, =Y T - F
— X ZJIECEEE T D72 0iE, BEIEDEFES T T AN —OR#EE T D, IEEEUD
EELFEEE, X2 ) T o ROEHEOMERNMATH L, 220 L TSN TE iR

28 AT EZ. "7 A Y 1@ OITF, NSTIC & OpenlD 7 7 U 7 —3 a2 » OIFHE)". # AG8:

Bt X J—. http://www.jipdec.or.jp/project/anshinkan/doc/20111130/02.pdf, (accessed
2012-02-20).
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LT & 220,

@) P AN—=AR— R Z P TR ERZERMIT

TANR=HIRIET AV D OB HRAANITHEIMERIZH 5, Bl 21X, IDFEKIT
EUD R TH 5, McAfeel IIFWMFHFE DO EF =2V T 4 IZHAT LA LR — | [
Bhfi 7ei8 7 - EEIEHROM# (Unsecured Economies: Protecting Vital Information) |
BREF U LUTN, EEOMMIMEREIX LK NLEBE X 5 EHEE L7z, Europol DA
WL, A XV R OHEETT00E2—rThH Y, EURKOERPLEENFY &
¥ &AL S HNORFEM L RFEIZS 7D,

ZDEDIE, YA N= A= 2 THIATHDEUT LTV DIRPUSK LT, A EAF
IO I_DICENEN BRI THRET > T D, LLaedb, ZOBAFIO
oD, EOEORENEIZH LG T, RYIZLZEMENHE I TN D)
DARRARID, ZO0 L THBERIGI 2T Z LI TE W, K, BiffioRED D
MoH e WENTHERLZLORRENR DML ToH, BRRRGINFEBLTE . BRI OB
IR EDOREDPINESND EBZHND,ED LD R LY X2 2BURA NSTIC
Th o,

(8) NSTICD 4 >DHAT 4T« TV T
NSTICIZIX 4 >DHTAT 4T « TV TANH 5,
1FHIZ, 2R PR THENLT W L
QEFHIL, BEX T oORENICEDL &
3FEHIL, AMMEICE L2 &
4FRIL, Ikl BEMRSMTHDLZ L
Th s,

(@ A FDIROTHENLT V., EFx 2T 0oRENICET, ARECETD
I A AR THENCT N & Lk, BFEFMICE D L 2HD 13— M)
ThHDHIEEERT D, SL— MR TIEIRVIREEE W O 1k, #EOZA D T
(ZHED DO Z 8 LIS 2 IENRNIREETH D, TOBERICBWT, AL — %)
K THLHREE WD ZEITEETH D, BRBEPTHPHRLTIUI L — R
HThHDHLENIFTEISMONTVDN, BERFESTHIL, —HOEKRTHY | #
FHZFIZAND ZENTERWVIRETIEIDH D, Lo LARBL, meialil s ilE

24 “IERH i 70 fR s  EEERORE". ~ 0 7 4 — RSt
http://www.mcafee.com/japan/security/unsecured economies09.asp, (accessed
2012-02-20)
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LTV ERZHERT 5 Z & TRAEBFTIHITES ZLIXTE D, BaHFlY
ZFELTWL D LT, OREAME (IFROIERFRE) | @QZETRVEREIE
K9 2EEEa A b, @HHMOL L EBRBEO R TH D, BORMIZITZZ 6 5828
SHGOMELZ DL IR LTV NESIONEETH Y, NSTIC DETH
Do

O  REAYE (FROIEIFRME)

RFERAVE L X, SMEBOEROPFEDZ L2\ 5, BFFTHI, LEUTY
BT ETHD, LEVTG LT, MR —EXADRERENFIT L o THRA
THDHEOIC, RERMENPOBPEESTLE RO L THD, LEVEEF, T
AV DOBFETEOENFHEZERLTRBY, LEVITSHEIE, PREO LI
FETHEA L CARTIUE, BEOMEEMD Z LN TEARWYRERE SN T A
BEH 2 TN D,

HUCH T D RALEE L CEBEANOBREND D, EEOHEEZFICE X255,
B AL, PHEAZEEL, L—T 4 72T, ZhiERERETTE S, &
HGTHDH, EWVD L EBREFET B, TOMGE LG REZ HEE O L, &
AL LIBELEORREART L2 LT, FERAMEEZRET 5,

PANR—ZERE VNS DX, ZOLEVTHGORMBEICHEL TWD EF 25, Bl
[FAUTHFTT) LWV FREERY FOMI VWD ANEFELIED Z LITEHD
¥(Tho, FREOHFREL VI DIIZEEOFEREZEE L TR, ZHEEDS
FFR ETERN R VIRETH D, TORFICEELZ I LERE EFBROATK LD
DITFFICHEII R D, ZOERICIIBELAROMMAZ FTFT AL - T L—A
T—7 59, TAUVNTEBNPRELTWVWD RT AL - 7L—AU—7DflE L
TliZ. OIX. Kantara Initiative., InCommons DL TWA FF Ak « 7L — A
T—InNd D,

@ BETRVEREICERT HEE= X b

HETRVRREIGER T 2EEa 2 MIgatiGzlEIE5, BeThVERE
Eix, HEThIX, v vr a— RTREZzEATW A ETIZILKICEDbNZY | 1
RPETANA Rz TV D PICERICEEDN =V T2 6 Th 5, T, %
VW Z bbb, BETRVERRETIEIA MRERIZARS>TLEWVAERD H X
X LD HIEDDITDZVEE LT TN DB ENILE SN D, 2 b
HETRVEREZEHTHZ LIk -> T, 2 OB b5,

YA N—EEOBREBREORNEE 2D L, A2 EFo TWNTEEHS
TWRWIRIICH 5, THELZODLRRERICT 5 Z LI K-> THA N—2E/TO
G 23 IS 5 2 & i272 D,
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YA N—ZERICBIT D5HLEE LT, ZHNOSMEOER (TAT 7 47+
DOEH) DB, HEPHENELSRETE D L, (HFROIESFEN R S
e BINEPMEL DN E I RS,

ZDTATYrT 4T 4 DEBREZBIETHIEICHDOFIEE LT, KbFIHAILTY
L0 b5V ThHDHNAT— ROHRNH D, I, #akEES (Social
Security Number) Z#ARAMEZICHEH T2 X9 IEAHIEE OHR1H 5, e
RIEFESIZ XD ARAMERITIEAEN TH 5, HBRER S 1L, ke i Tl T
WAHIHHR T, BHITHD 2 M THDL, ORI RESHITHY 2 D REFA L
TG RII R ORI NMERN TERNTD, HSRES B2 A AMRICHETT 5
L O RIERFAEE 2R L TV L WO RV AN MKEL 2 5,

BIZHNF A A RORLE LT, RNmEEITRT 248 & 2 D EfGE )00k
FIRED 2 VIS LT D E W) ONFIERMICITEE L7 5,

ZLT, hFRADL - TL—AU—JORFBEELEZZOND, ThbL, 20
FHSHESFT HHANAER LOEAMIEREZ ED 5, B - 5E - KK 2@ U TEIE
HHERT D, EHITA D =X 5, JEEEORGT CTh 5, IEFITA T =X LITEB
T, T AV ARSI 00 TRAiERE) & LT 13K %8 U CTREFEOEIIT
ATV I TDHENIFENELNDZENZNT ETHD, e, FRE
BEAWDE NS & EHEOHIEN A N—EROBEEIZHICE DR NS TH
%o WM OEITEEHTH Y | BENKIGTERLR->TLE I ZEBEZ,
L7z T, BEDOIEREHIIEE L E > T TSN TE R ARLDTH 5,
BEFEOEPITITRER 2 & ZATIEIRMMT 225, LALARNTRBNER L L TORK
THEIZELEUTK X2 LT DOTHD, bH—208LAE LT, BRIEL
VaUARAT 4 v arEBIAONDEZALHD, A N—ERENI DI, W
LIV 2 VAT 4 7 a v BB TLED,

LETRWERREICERTHEE X ML, T2bb, EXa70o
BEENICELZETHY, ZHUI NSTIC OFAT 4> 7 « TV T ADOED
Th D,

155 O & B D R An

M5 DML & RPUE O R ANTTE R F TG OMEER ThH L, TiHOMI ks
B ORI LTIk TS LS Enwz Lo\EEM ] L [RS8t s A
H7ZEIR 2R T2 2 L OHEM] O 2 A2 FTHBELARTITR S22,

Mo b S & OFEENE &I,

SERFHTEIE DT D702, TEXHRETRERBHNZEICH D Z &1
(272D, & ZANERHM AR /WT 7 ) a o —I2 Lo THisoMab, 91 aik,
FVIAZ LM T TV & ZRUIEBFI LD, TOH A vk SN/ Tl
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(b)

TEER AL LW R WVIRIBIC R VS NEE 22D, LER-T, HDH—EME
OHEMBMEERT-E D, 55V S CTEEORIEE 21 212 —omfEo i
BGHETHEOICT DN ER, EFICEEIZRD, ZOREREMEN, THMLxE
RN EDOEENE] THD

TR O ZARME & B 7B IR A FEOR T 5 Z & OFE M &1L D,

EA, B3, BUFIROD L ONER-TRBY, SREERMM RS T, £
NEABICRIRTE L2 ERHEBETH D, TODITITHBRS ADHR & B
DLENPMETH D, MAEMMESNANWI ENEETHD E LT, HDHEEES
AR E—= RERO TR L BT D L, FIZEEHEDN O > TOWDHE TS,
FolFH—0OY LRk ENenE 517 d, ZHREELZR > TV DH ALk
ED=— X%l LN TE R RDDT, HHARSADOHE O D S %
WHRTHZENEETHD, ZOEIMEN, MM O LM & B B3N & ek
THZELDEENE] THD,

T O &R DO R anZ2PEprT 5 2 L1d, $7ebb, AfMEICERZ & T
HY . ZIUINSTIC OHA T 4> 7 « TV TNLDOOEDTHD,

TITANY—EE LARENRBINTH S Z &

PAN=ZAR=ZZBNT, ZLLTHEINTE 2GRN H Y | ZERERD
. B ZRRREIEEI S TE 272100 TIE+o TR, AR EmEERESL LT
TANR—PHERENTND E NI FLIEFICEETH D,

ZOVOILERTIE, BONE I WO FHE LS W OMHFICRETINENIHE
DOHEBMEE W) DIFTERICHER S NRITNER LT, ELATERT L5000, HLHV
IFRA TR T 200 E 0D ZE BHERESN TV ARERD S,

ZDTTANY =Lk 7=»lZ, 7 A Y 1 TiL, Fair Information Practice
Principles (FIPPs) @ 8 &5z Tk, ZHIZEEIEDL LI L LT D,

1 & HB1x B (Transparency) | .

2% BT MAADOZE (Individual Participation) | .

X THEYOHE (Purpose Specification) |,
4FHIL 17 —% Of/Mb (Data Minimization) |,
% TR O#IFE (Use Limitation) |,
6 FHIX 7 —%DME L5542 (Data Quality and Integrity) |,
THEBHIZ X2V 7 1 (Security) |,
8 FHMN IFHHEME L ET (Accountability and Auditing) |
INBEHEE L TOTORIFIUINT 2N E NI R—=2T A U ER LT D,
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31.2 A=TY - FAToT4T4 - L3R+ TL—LT—% (0ITF)

3.1.1 TR~/ NSTIC 5L TWDH, hTF AL« T —AU—J X A—T> 74
TYT 4T 4 hTF AR 7L —2AT—7 (Open Identity Trust Framework : OITF) %
WH, ZO OITF [IEANET AV WBHFHTHEEL THFLEROSLV Y 2175 7200
T —ALU—T7Thb,

FIZAR e T =T =270 DIFHLWERTIE RS, T AYVICRLEOT
Had, ZRETWL Db H o7, #HlziE, PKI D7V v CA (Bridge CA), 745
FZ A & (identrust) % Th 5, OITF BNELNERLS>TWHLDIE, TAY WBNAS
WEDTZE W) Z &, RERFAIZHREL, Z<DBEBRENRSZALLTVHEDIZL TS
ZEnbiFond,

(1) OITF®J5HI|
OITF &3 [Principles of Openness] Ziifi7- L CTWAH R T A~ 7L —ALU—7 &9,
Principles of Openness & (ZLLF DO X 5 eNETH 5,

& 3-1 Principles of Openness

BENTHLZ & Lawfulness

T E RS B DB Open reporting and publication
ML LA 7T A< D% E | Ombudsmen

K DOHERR & 15 HA B Anti-circumvention and open disclosure
AN Non-discrimination

FHHEHE B Interoperability

=T g MNERD R Open versioning

ZINF DY A F Participant involvement

(PN EE24ES 2 Data Protection

BT Accountability

BE A T REE Auditability

JEIERES DRt Redress

(2) OITFDOfLAHA

OITF DA HOWTITH 3-1 (p.28) ZZMW=7Z& /v, T, R —REEN
BREDTEREFAZEDD, ZORY —HKEHFITYT7=5D1E, ICAM (Identity,
Credential, & Access Management) THh 5, LT, TORI T —% N T A - 7L —A
T—2 « T F—PNEEBEICEERREELZED T A - 7L —AU— 7 2
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Do NZA K7L —ALU—7 -7 (XZ—|Z1%, OIX, Kantara Initiative, InCommons
Woled, T AR ZL—LU—=7 « Fu A F—3EETREREEICH > T, BEEA
EET D, WEBRANT. BEICHREZERT DT AT T 4T 4 - TrAAF =IO
WTHEA T %, Kantara Initiativ TIE7 v A FEZREBEEANE LTS, HREZITEID
ANDEBRELT LR, ZITWOMPBFOLE. N = REEDBUFROT, BUFPEA
T 5%,

Policy Maker |
(RU>—RESE)

|
I

Trust Framework
Provider (TFP)

24 EERRIEA ‘aﬁ BELPUZE gy
B fl BERBA

(RP)

(1dP)

Identity Provider m;_._ Pt Relying Party '
3 5@ \

mvm\ #—EX T
/Bl FRE A IR .

3-1 Open ldentity Trust Framework ®{t#E#4

HAET A . "7 A Y 5@ OITF, NSTIC & OpenlD 7 7 v o5 —3 g o OIEFHE". 8RR Y 2 - —
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3.2 Fa4vw
RA T 2 NG SRBEE OBy M 2 772 & SR DIi%, B mitl#E (neue
Personalausweis : nPA) & De-Maili&fil Th 5, FA Y OEAIZOWTIR, AW THE
i U 7= 8 NFRREER B & X 7 — C?DAntonius Sommer X D&} 2533 JL UM KK FPED K
AEIREAR DEEE 5 CFE L STV D D TERNWZTZ & 720,

3.2.1 #HE7FEEAZE (nPA)

(1) A OHH 5 EAE OB
BRINAS L Z AV E TR EIE CHREZEOER Z R L T Ty . FoiEiE
DEFA~OHIES, FETERLIBHZ L T, flE, A4 TR
[Documento nacional de identidad (DNI) 28] 3% ¥ | f # U 7 Tl [Carta d'Identita
Elettronica (CIE) 20 2365, £ & &bz, BN EOEE OF T, BT
FEICOW T L Z 2B AR HTE TR Y | FREEREO T r Y =7 b 303D
bR T&ETND,

RA > Tik, OB B < H it EER KOS it FEOE Fick T 2t
DRHEE ORI EEEE 2 o>, FrHoitHE (neue Personalausweis) ZE A L7,
it EIL T HFEAELE T R ICE T 21E® (Gesetz tber
Personalausweise und den elektronischen Identitdtsnachweis) | (AT, B oriikEih &
VW9) 232009 4F 6 A 18 B, 2010 45 11 A 1 AHEAT & W D IEHIEWFE DO, FE17
INTz, ZOFEFIEAEFERNITE AR EREMORANMREE O EB LXK 5 —F
T, FABFROEEDOB SN, HE oY br—LCET2FEELHEL TN D, 2
X RA Y BUN A EFBUTECR T3 BUT 2.0) (SHS U CRTE 37k I # 4 8 265K &

25 Antonius Sommer. "The recent trend of the personal authentication environment and

"eID" in Germany". http://www.jipdec.or.jp/project/anshinkan/doc/20111130/01_a.pdf,

(accessed 2012-02-20)

26 ﬂ%ﬂf HIR. " - /B 1T LHFRE & NG WMIRE - NA Y g & b E

BITFHFR uEkﬂﬁlJ\fﬁ RER-" Law and Technology. 2011, No.51, p. 54-63.

21 *ﬂfﬁ 5. " RA Y De-Mail ¥—E AIED AL -4 CTEFEMED & 2 IR HEAGEE AR L]
& LTO RA Y REFRAEFE LR 1TE&IEH S A7 4. 2011 4F 6 H 5, p. 30-35.

28 "Portal Oficial sobre el DNI electrénico". Direccién General de la Policia.

http://www.dnielectronico.es/, (accessed 2012-02-20)

29 "Carta d'identita elettronica". Ministero dell'Interno.

http!//www.interno.it/mininterno/export/sites/default/it/temi/servizi_demografici/scheda
006.html, (accessed 2012-02-20)

30 "Stork". https://www.eid-stork.eu/, (accessed 2012-02-20)
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LC&EET TR, BOEETHIEMED & ORI E 7112 s O i 2 D 5 g
Wz Lo T&Th D,

Q) &R E O
BrEoaEEE, IC Fy 7RMOIAENT I LYy M — R A XDT T AF > 7
DI — R THY, 16 5Lh LD FA Y HRIIEGES L LTHTAT 2, I mitilEDOR
TR, K4, EAFEA R, HAERS TRHEH I, ZEriix, Bot, &, &
FHIEENTH SN D, FH i E IO < DI 72 H88E 3 & 5,

D eID-Funktion (& FHIA NHEZRHERE
HE Dt FO/RMBMBRBERED O L DL L THET A A KR HEE
(eID-Funktion) 7% %, elD-Funktion®elD & |Zelectronic Identity % &3 5
LD ThH Y | eID-Funktionld, H& /3t EHDICTF v F ik S LTV D EFHIZR
ARANFEHH T —2 2 T, EFIRITHFROA 2 5T, REY— 1 2% 81Tk
WTARANTH D Z & AFET D118 2 CTh 5, Z DelD-FunktionZFIHT 57008 9
#iﬁk®@ﬂk&é(ﬁ YAEE 10 %), & DelD-Function D AR NHERRIL, B4 15
Dunﬁg%% L DEBAMOGAFEDFHITTHAMT L2 RN TED
Iz H B4 OFAEEOH RPN TN D

©@ Unterschriftsfunktion (& 754 #%6E)

MBI EORAEIX. FEEZOV A L IENICHE%EOGEKE B4
(Qualifizierte elektronische Slgnatur QES) DEAMEAFIHTHZ LN TE
Do RAZITEBWTIE, BARIZBIT 2280 AGERAEY — 2D XL 9 72 AHIRRGE Y —
HX-%%ﬁ—k%%@#—txi&<\mﬁ%%i&ﬁ@%ﬁ%ﬂ%%ﬁé_
nitfsshs 2L eanTnd, Lnl, EFELAHBA— RO, A— R —4
DERPEE T ETEBELOFHGER LTI RhoTe, ZDTD, AV BUFIE
Hoitx ERICEBH I —FE LTRASE, 20— N ET, EFE4HOFEH
EEMA LB ESEAOEELZERSED L2 LTV D,

@ elektronischen Reisepass (A AI%RE
Broy mrtEIL, EU BNICEBIT 2B Ak e LT, NAR— MIfb 2 [EERT
RHRATHCELE LCORIHT 2 Z ENARETH 5, HFmitED IC Fv 7 i

31 Iy Rt ED T 7Y r—3 3 O httpi//www.ccepa.de/onlineanwendungen/

32 "Die neuen Funktionen". Das Bundesministerium des Innern.
http://www.personalausweisportal.de/DE/Die_neuen_ Funktionen/die_neuen funktione
n_node.html, (accessed 2012-02-20)
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EREENEER SN TEBY ., i - WSAORGEDL ATEETH D, 7od. B rarH
KGR TSR 2T 201, FEMRLOTIERL ., ZOHREHED
BIRICERSNLTWD, T iEHEORRE L, FrAHEOBESEENEIR S,
TERDE 3FEAE L [FAERI, AANFERICFIA SN D130, AAOERICEY . 2 f5
DI ZE ., Ty TR 5 2 ENATRERFRGH o TS, HEE L BT, L
DERERE T~ FITFLEFTHZ LI XY | BETHEEED D ARAMRZAIEE T
D, B, INOOEKREREZELHEROGAR X, EH BB S TR,
BB I3 B R R A 2 T TR OB NG A D Z L DT E 5,

(3) BB AEIIEIZ I T D B N AE IR D RF
B it EEZEREHE T 212H 7 > TOMAFBRREIZOWTUTIER T XE A
N5,

O FEDEAEO T T LI —OF| FHHIBR
RA YTk, BAFRGEDB RN SEROM — ID 2K 5857 mn 7 74
Y7 (EAEROLFEEICLD) ZIET ABABNER I TS, B,
By REAEICEEEH SN TWD VU 73— (Ausweisnummer) (X, 7 — ¥
ITHEBI DE BRI L OV — RO RS FREE TR S 52, i ID H&L LTZED
o B TOT —# OILPRLA T EFICHHT 5 2 LTS Tn g (4rREE
20 55 3 1),

© (EANTEHRORUIE DM & fRAET 2 A fF DR

B 7R E ClX eID-Funktion & U CE AR AR ANMERHT S /0a Bl F 250 ek
SNTEANERETHSRMFEETICRMET 22D TED, LrLAERG,
elD-Funktion ZF|H T & 2 FRZ BH& IZIRE L TV 5,

B e rREAFIC RS S LTV D IE NG HRZFIT (eID-FunktionZ M) 325729
Wik, FEHFEIT, £, HARBEITOFEKBE (Vergabestelle fiir
Berechtigungszertifikate (VfB) im Bundesverwaltungsamt) O %521} 5 M
WD, FEFFEOFERT HEBIIBNT, EORBEOMEAERELEL T2 D0
WZOWTOHFEZZT, FEEFOMAFROKEEHOBIRIZOVWTEESN
% 38, ZOFREIZEKT HZ L THEEEEIZelD-Funktion DFIH 27 v S, B —
FRIZH D EANEROFSNIZHBDOAG AT T LN TE D, ZOMMAREL, GE
BHRE 7 v /31 & — (Zertifikateanbieter) 72> 5 FHEFFEITRF L THAIT I 4 D HEFRE

33 "Berechtigungszertifikate". Bundesministerium des Innern.
http://[www.personalausweisportal.de/DE/Diensteanbieter werden/Anwendungsbeispiel
e/Zugang mit Pseudonym/pseudonym node.html,
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BHZ (Berechtigungszertifikate) # AW TEI IS (X 3-2, p. 32, &),

ZOHEMRIEAFIT, 2=V —LFEREFELOF T A VBEORICHHAINS,
MERRFER =L B4 (TR S 2 SBHSERER F & RIEROFANME DA, (B1E %R
HRFRER K D ICRITEIZ L DEFEAL DTSN TWD, 22— — | THERIEAFE L
BT, FEEDPERYIZEEL THDLDOD, EATEFREXRZF0M L TV D58
PEDN 8 D D HERR L, MHERRFETE ISR S AV TV D B A R GE B BT & MERE L
RN G, EOHEPHOMAERZEFELTIEEFET 20 EINEHLBREIRT 52 &7
T& 5, HEFFEESFLMR LI —F—1X, "RAU— & H— F@mBUGRICA
LT, = FHRIZEHIN T LEAEREEF T EERFICXET L LTk
Do

Z9 LT, HEEFTEOHRGENELMR T2 & T, Bkt EOFE(EE OFE
RS ME, EAFROREE HIREN IS Z LN TE | 27 2 AF RO
BINTE 2 Z LIE, e it A& O RS 22 @ N ERIERIT O —>Th D Lt
Do

3-2 HEREAEAFTOER

* | Bundesverwaltungsamt
VviB
Vergabestelle fiir
Berechtigungszertifikate
Bescheid

Antrag

Autorisierung == Zertifizierungs-
Diensteanbieter _ diensteanbieter

(mm Berechtigungszertifikate (BerCA)
A "y

HiFT @ "Berechtigungszertifikate". Bundesministerium des Innern.
http://www.personalausweisportal.de/DE/Diensteanbieter_werden/Berechtigungszertifikate/berechtigungszertifika
te_node.html,

® va—F=Ai-+727%tA (Pseudonymer Zugang)

Bra REECIX. MEHEBA2ENERE & ET D70, BlxiE4 T
AT =T LT vy hb—2L~DZ (Teilnahme an Online-Foren in
Chat-Rooms) %, {EFT P4 R EZMEL L2V E D RGEIZBWTIEL, EIER
BABBRICRAT, P—ERTEICEAR O L LTERSND RAFFS (5
AE i, —v 2« 7 — FEAFA#HNG S (dienste- und kartenspezifisches
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Kennzeichen)) | (H437EE 2 55 5 ) %7l Jﬂ L’CEL&J IRFE TR ATREZR L D 1T

LTWD, IRARF SIS Rt E T ORE 7 — &% L HERGE FH O FEBTF 515

— HHNCEHR SN D/ 5 & LCTAER I, EE%F?@?‘E@ﬂéﬂf:‘b"th%%

B LIS NTARA TSR b BV HiILD, ZORATF L, ZHETOLED
B REHEICITIR SN VWETH D,

@ EANTE SRR #EELEE (Datenschutzaufsichtsbehorde) DHE[R
FELAEFIZLDMEANGHROBEH N EDLNDGETIE, A SORGERE 2 E MR
FEAEAIDIET 2N TED (BHfEE21 K5 H), ZNIZ L > THEEEOH
Baearyhe—nT5ZENRTED,

RA Y CIRRERZ#ENT 27200 —F S (LBFES) mpEXLTNLELNTWAR
WEIF T, 614 (Pseudonym) %9 Z & 23 CX DAY & 8T &

SREAFICEAL TWD, HoFEHE WD & — I, FERICIDRANER LA
A =TT 501, FAVIZBWTIE, T CICEFBLE (1997 F4lE [ 7 2 VELRTE])
ETH, RAICLD2EALZERILLTETEY, MAGFREREOBLE O, HATER
D E AR A DRI 2 EHIE EiRD TE T,

3.2.2 De-Mail

De-Mail &%, RA Y OfF#R@EEI—EADOEDTHS, DeMail i34 ¥ —F v b I
IZBWTH R, 1T, FEEM CIEMNE 7 CEORZMZ /EEIZT 5, De-Mail 134TE & (B3
EDOEE 2 A NI A BRY & L TRED IO v, RIFEHEE RO YBUFOHIIIZE > T
EBLEZbDOTHD, 2011 4 5 A 3 HIZ De-Mail £ (Gesetzes zur Regelung von
De-Mail-Diensten und zur Anderung weiterer Vorschriften — De-Mail-Gesetz) 723liE &
AL, De-Mail &\ 95— E ZADIERRILE U THGREL TV 5,

(1) De-MailiED 5 &

BIEOE S A —/IZI3tkx RREESR H 5, MERO—D2H L LT, HFEH O
FEMERSH D, A—NT RURET CTIIHEENEEHRETHL0MERT L2 LN TER,
ToORELT, BMEEEN/AEL LTV RN ERXH D, BT A LD E{LICE
SMIME 23&% 573, —ft—P—DTIXIZ L A EFIH I TWiwy, =2H& LT
ARYICERFBLIEZ & ZLTHENCZGE LI Z E 25T 5 L 5 7n, EH. BERE,
ANRESZ TR P —E AR EICHLYT 2000720, ZOOMBERD, B A—
NNER 7R RNRO LN DEEREE L THAT 2 2 ENTERVWERFE 25T
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%o

De-Mail {13, ZORBEICH LT A F—xy b ETOEF A —/VFIZLLEED
EPERAFFME D R AN Z VAR AN AR LT I b EERBE R ZEY B X

2ETHHLDOTH D,

(2) De-MailiE DAL
BNERTHOEEO S HE(E R LT H 72D ORI L 72 5 De-Mail {EIZLLTFD &
D IR A Ff o,

(a)

(b)

De-Mail#—E R « F'm/3f X —OREHE (17 5%)

De-MailDH—E R « Fu/ A X —(X, —fKDOA—/L I —EX LAk, REOFE
FENFOM R FEEWER (B 21X, GMX34, WEB.DE35, FP/Mentana36é, Telekom37)
TH 20, De-Mailh—EAD Y — EAREKDEFMELZ R T 5720, y—ER - 7
B X —ORERE LT TN D 38, HFNEELR T OEME RN X207
4 J7 (BSD) 1%, —ER « Fa g Z—Txt U TReM, etk fAEHME, 7
Z A N —fri# (Sicherheit, Funktionalitit, Interoperabilitat, Datenschutz) Z&(Z
DOWTHEART D,

ANfERIZEES < De-Mail 7 # 7 > FHER (3 5)

fifN% ., De-Mail DHFEZ 35 Z LN TE 408, ZHUTHk L, De-Mail —tE X -
TR F =X, HEEE ORANEREZHEIT DR TR 572 (De-Mail # 3
ESNN

De-Mail —t X -7 u o =3 BARAOLEIE, K4, HAHM, ZFARE
FOMERT. ALK OSEIX. TOAWH, BiLE s, FHITFTEHLZ 5 TN
REEFOHEREZNEL T, 2—VF—DRIEDTZODOEFEHE LTHMA - RIFT 2D

(De-Mail ¥4 3 4 2 1H)

34 "De-Mail". GMX Internet Services, Inc.

http:/service.gmx.net/de/cgi/g.fcgi/products/de-mail,
35 "De-Mail mit WEB.DE" WEB.DE .

https://produkte.web.de/de-mail/?’mc=produkte@home@navi.produkte@home@de-mail,

36 "Wir sind akkreditierter Anbieter fiir De-Mail bei Unternehmen und Behorden und
Privatpersonen" Francotyp-Postalia. http://www.francotyp.de/de-mail/index.php,

37 "De-Mail von der Telekom fiir Geschéftskunden". Deutsche Telekom AG.
http://www.telekom.de/de-mail/,

38 "Informationen zur Zulassung von De-Mail-Anbietern". Beauftragte der
Bundesregierung fir Informationstechnik.
http://www.cio.bund.de/DE/Innovative-Vorhaben/De-Mail/Akkreditierung/akkreditierun
g node.html,

34


http://service.gmx.net/de/cgi/g.fcgi/products/de-mail�
https://produkte.web.de/de-mail/?mc=produkte@home@navi.produkte@home@de-mail�
http://www.francotyp.de/de-mail/index.php�
http://www.telekom.de/de-mail/�
http://www.cio.bund.de/DE/Innovative-Vorhaben/De-Mail/Akkreditierung/akkreditierung_node.html�
http://www.cio.bund.de/DE/Innovative-Vorhaben/De-Mail/Akkreditierung/akkreditierung_node.html�

(0

(d

=R« T TE LT ROEEEZ#ERT 5 (De-Mail £ 3 4 3
H), BRANZOWTIE, AR OFESREED L 0 IZFR NDOBEEM & OFRh A
FIRERESC, EIEE B4 OFHIC X » THERT 5, IEAICOWTE, REERGLHE
R R A B L8 £ 72 X R FE O ARG ESE 2 VW 5,

De-Mail #—tE &R« /31 X —(%, De-Mail DH L2 —E AL LT, 22—
—IZ De-Mail 7 RL A2 (A A 7 KL A (Hauptadresse)) #5255, AA 7T K
L AR, HRARIEANDA 259 % (De-Mail 145 4 1 H 2 5 X 83 %), De-Mail
=R TaR"AM X = THRANZ ==LV ROV D o2 HE I, K4

(pseudonyme) D7 RURAZFUET 52 ENTEDL, (RADT R A, H=FN
BRATHDLZLERMTED LT LHLERH D (De-Mail £ 5 55 2 1),

RA Y TlE, EABHRAEEOBLE G, A OFIHBmO TEH SN TEY
De-Mail {5 TH . R4 OFIHAMHIERNRE STV D,

De-Mail 717> h~OREEea 74 VOl (4 5)

De-Mail #—VE R+ 7 m/\f Z—|Fa—F—Zx LT, DeMail 7 H U h~D%E
BRI A CEAEICL, TNUCEVELZ DO —EA~DB 7 A L ZREICT D
FndhDH (DeMail k4 5%) . a7/ A 2F, AWV LT 2 50X =V T o
TR X D RIERE IR L CTERRES TS0, #EHERED SMS R H O U v % A
LRAT — R7p ERLE O — B R OB DNSF oD HiEE WD, 22— —hk
DIUE, ID & XA Y — ROMEFIZ LD HFROFMLRD B 503, elD OF|H %
Fie 2 HFROBMPN T a1 X OFE L ST 5D,

LRTERMEN & DRI - A — 204 (55)

De-Mail —tE R -7 a A X —Ta—P—Zk LT, EFAvE—YDDOOE
BIREFRERH R OLRREET — AR 205N H 2 (De-Mail £ 5 5 1
H) , BFRAERLKOREY —EATIE, Ay bE—VOMEN, Eatk, HIEE
PREET DN H 5D (De-Mail £ 5 5 31H)

De-Mai #—E X « 7 r/ 8 X —(X, HMEHEDORDPHIUL, A vE—TDIEER
Hx179 (DeMaili£5 & TH), £z, REHFOROBHNIRX, X vEB—UN2AE
HOREFRITIENZZ EDOFEABTOND, ZHUTEEH D De-Mail —E 2 « 7
A =R OZ(E5H D De-Mail —E R « 7 A4 X—NH N LTITH, ZEH
@ De-Mail h—E R « T/ ( F—(F, ZEAHELHITTSH (De-Mail £ 5 5 8
H), SOICUBA v —VEZEEDNDA LIZAEA BT 9 2 L3 TE 5 (De-Malil
555 9MH),
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(e)

(®

(2

TATT 4T 4R —EZ (65)

De-Mail —E R « 7' m /3o X —[%, De-Mail 7% 3 KIZESWCTHREEENT=ZT A
TUT AT A T —HEHEZFHITK L, De-Mail —E R « 70 (4 X —Oilik&E 4
EANLTCIRMT D7 AT o T AT AGEAY—E R EIT9 Z LN TE % (DerMail 14 6
% 11H), 2OV —t AL De-Mail —E R « 7 (4 X —DYMHEDY—E ATl
X, AT varh—evRrThdb,

RF2ALR s ARL—Y =2 (7T5)

De-Mail +— R - 7m A X —(F, RF¥a AL A L=V - —EXH 4T
varyELTRMETHZENTESD (De-Mail £ 725), De-Mail +—t & « 7'm
AX—IZRF2 AL F e AR L — « —EREFRET HBE. 2—F—DEFT
— 2 2 RMMZARE L, EM., 2atE, AT LA LRITIIER LR,
Z DR, BEXEORFbZ i S 2T uEZe 57,

De-Mailth—t 2 & ¥4 % A KTl D FHHE
De-Mail 1 TiZ. De-Mail —E R - 7 XA X — 2%t L TIRO L O BEEER L
W5,

Al - IE IR (9 5%)

De-Mail —t & « /3 f Z—|%, 2—H—{Z%f LT, De-Mail DIEAZNRE
ICOWTOMAESEZHAE S (De-Mail #£ 9 55), De-Mail —E R « 7o/ f F—
F, 22— —NFFEY— 22O THHT DN E OIEFEZN RS, EEFHEAH
L 2T b0,

EBOEILICEDRE (115)

De-Mail —E 2 « 70/ ( X —|3Z DEF ST DA, N EHEIT
WETHBMERH Y . ZO841E, Bl De-Mail h—E & « 7'm /g X —|T¥EK
EOIEMEIND X OEET 20ENH D, £72, De-Mail h—E R - Fu/So F—
WEBEMR T D 2 —H—2xf LT, EHOEIE KOO De-Mail —E & « 734 &
—ICE VB EMAIND Z L BHDIBET D HENH 5 (De-Mail £ 115 11H),

¥Hh 5| Xk < De-Mail — B & « g F =30 0EEA . De-Mail —t
A e TuanRg F—F, =P =Dk R D7 Y 3 AMIET — & &t
A UATREZRRBIC L TR MR H D (DeMail 15 11 52 2H), I 51T, 5 &k
< De-Mail h—E R « Faf X—RNnpnd &k, BT BSD) BNr—2%%
FlEfH<Z LN TnD (De-Mail 4 11 5 3 1H),
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(h)  TEHGEERIE (16 %)

De-Mail —E R « 7 A X —(X, F =FITh L TC2—F—D K4 LTI
LHIEWME, —EOFRMEDOL LTS (De-Mail 1% 16 5 1 5), £ DML, 6 EiF
EDHNTEY | FIZIX, 22— —~DIERFEREDITHEICKNETH D Z L, FEK
DHERBERICH bz & HERICBN T —F —{REOFIZ L VDL Z &
RENDL,
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3.3 4AF¥YX

A XY BT HENEHREEOB M A L7 & S FBNLe0, BROFSFEFEL L
TOIDH— F&EEMT 22 2L, REPEITTDTAT T 47 4 OFHEE 2T
W5 Z L 9L HEANFFOMACEATIEREFEL L EEEL0TIERLS, FAM
ZHEbED X oI LT dmidatal WO RAD 2 8RBT N5, LT, £0 2 .812>
WTCRLIR T %

3.3.1 AFVYARDFTATUOTAT1BE

(1) A XV ADIDA— RIEORLL & FRID G EDE A

2004 F 4 HIZA XU AT MDA — FIZBIF 5371k (Legislation on Identity
Cards) | 40%& %% L. 2003 4 11 A 23 HIZIDZ — FEZR (Identity Card Bill) 2%
TR S,

Z D 2%, 2006 43 A 30 HIZIDA — K% (Identity Card Act) 413pKSZ L 72,
ID% — RiETIE, ERIDEEE (NIR : National Identity Register) DOf§ZEL . =D
BERBIZESNWTIDA— RE2FITT L2 L2 EDIZbLDTH D,

IDWH — FEB X OERIDBEKEDOEADOHT RIIE, T axtfiribo7c, AF U ANT
IDH — RIZxtd D am s A L L7z oid, 2001429 A 11 HOT 2 Y B FEKEZHET 1=
FHNROESORELEE 2 NS, NEKE (Home Secretary) 7 E > R« 75
7w & (David Blunkett) [3#£5]% — K (entitlement cards) {22\ THliL T 280 |
BAITHER 1 — R BID A — K~ (Identity Cards) &£ FRNAEE 8370, Bt ED 5

39 A XYZRDID H— FBLOT AT 0T 4T 4 BORIZOW T, [ 7 [ 2 [ E A 0 [ A
OFLHFE"[HE: A XV RX] 2006F1ID W — RiE—EREROKBEEE". SME DL 2006

B 5 229 5, p. 158-163, http://www.ndl.go.jp/ip/data/publication/legis/229/ 022907 .pdf.

B RO "EE 2006 4 ID H— RE". AMEOSLIE. 2006 4, 55 230 =, p. 28-71,

http://www.ndl.go. 1p/]p/data/pubhcatlon/legls/230/023002 pdf.) &R ESALE SRR

WFEET O/ NRIEN R OEEE ("M T 2 ER ID OBa ~H AR TOE AT 2B~

" E A SRR AFZERT. http//www.i-ise.com/jp/report/NationalID20101213.PDF.pdf) %

ZELRE L THIFTEL,

40 Home Office."Legislation on Identity Cards". TSO Online Bookshop.

http://www.archive2.official-documents.co.uk/document/cm61/6178/6178.pdf, (accessed

2012-02-20)

41 " Identity Card Act 2006". legislation.gov.

http://www.legislation.gov.uk/ukpga/2006/15/contents/enacted, (accessed 2012-02-20)

42 "A question of identity". BBC News. http:/mews.bbc.co.uk/2/hi/uk news/1562427.stm,

(accessed 2012-02-20)

43 "Identity Cards A Summary of Findings from the Consultation Exercise on
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ncEi,

ID71— FB X OERIDBEE L WS EFEWT A7 7 7 4 5HE O B, ik
LI T 2 DT (help the prevention of organised crime and terrorism) X655
ADZ L TROYTHEROFEHFEDOIREL (provide a reliable way of checking the
identity of people in positions of trust) . EUBNOBEIDOfi 5t (make travelling in
Europe easier) . f ' % —X% v b L& G ATZARIE SN O H O8RS D272 272 FEE D
#Efit (provide a secure way of applying for financial products and making financial
transactions, including those made over the internet) . FfinaER 0% 4 TR 72 F B
D (offer a secure and convenient way of proving your age), AftH—E 20N
RN IR FEZ D T2 ORAENEDO MRS & A EFH DA (help to confirm your eligibility
for public services and benefits — and reduce fraud relating to these services and
benefits), A ¥ U ZA~OREBEROHIE & AEETT OV KE D (help combat illegal
working and reduce illegal immigration to the UK) %% JH. - Ty 7z 44,

2009411 H30H, v F = AZ—|ZTIDH— ROFITEBLA LTz, FITTFHEHT
30 Ny N 65 ThH-olz, IDV— FORITIZ, A F U ANTEET D 16 5L EDBXRT
HY, BIFHHMEE CThH o7z 46, ZDIDI— Rk, HitEE LT, £/, EUKNY
AR—=FE L THEET Db D o7, 11— FREICIIRA ., ETE, A£4FH B, M,
EfE, HAHEOFRNTHIND 47, IDI— RORGEHIEIZROEBY THD 48,

Entitlement Cards and Identity Fraud". p. 45. Home Office.
http://www.archive2.official-documents.co.uk/document/cm60/6019/6019.pdf, (accessed
2012-02-20)

44 "What are the benefits of the National Identity Scheme?". Home Office.
http://www.identitycards.gov.uk/benefits-glance.asp, GR{EILRE R~ Al accessed
2007-11-01)

45 Home office. "Announcements Identity card launch date announced". the National
Archives.
http://webarchive.nationalarchives.gov.uk/20100303180447/http://ips.gov.uk/cps/rde/xch
g/ips_live/hs.xsl/1329.htm

46 Directgov. "Who can get the cards?". the National Archives.
http://tna.europarchive.org/20100413151427/http://idsmart.direct.gov.uk/who-can-get-t
he-card.html

47 Directgov. "About the cards". the National Archives.
http://tna.europarchive.org/20100413151427/http://idsmart.direct.gov.uk/about-the-card
.html

48 Directgov. "How to apply for an identity card". the National Archives.
http://tna.europarchive.org/20100413151427/http://idsmart.direct.gov.uk/how-to-apply.h
tml, (accessed 2012-02-20)
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&)

O IDI— FRITHLBENHFFHFE X (applicationpack) 27 A4 T T 4 T 4 BIO

/AR — h—E & (IPS : Identity and Passport Service) ([ZFEaiE 74> 7 A
»TRER T %,

@ IDH— FRITHLEEFTEONTEIEHRAFLZRFEONA 7 2% b LIZREA

T 5,

® IDI— RBITHLEEIT T a TV - TAT T 4T 4 P—ER hAXv—-F

> % — (National Identity Service customer centres) (Zxf L CBERIEZEDFIRIH
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Growth" and its coherence with the original language text of the document are the sole responsibility of JIPDEC as
the author of the Japanese version of the document. In the event of any discrepancy between the original document
and the Japanese version of the document, only the text of original document shall be considered valid.
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© Crown copyright 2011
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5.2 Digital Identity Management for Natural Persons: Enabling Innovation
and Trust in the Internet Economy — Guidance for Government Policy
Makers (fx BA&ZEER)

"Digital Identity Management for Natural Persons: Enabling Innovation and Trust in the Internet
Economy - Guidance for Government Policy Makers" B ARFEMDE I LAY U F VR & OFEAMHEIZ DN
T HARERDOEE TH 5 JIPDEC OFELTH D, 4V VT I/URE HARER TR BN H o255, 4V
IR DHBBENTH D, AFRIIBEOTZD DI AARFER TH-> T, EMITITRCEZSZRENTZ,

The quality of the Japanese version of the document which is "Digital Identity Management for
Natural Persons: Enabling Innovation and Trust in the Internet Economy - Guidance for Government
Policy Makers" and its coherence with the original language text of the document are the sole
responsibility of JIPDEC as the author of the Japanese version of the document. In the event of any
discrepancy between the original document and the Japanese version of the document, only the text of
original document shall be considered valid.
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OECD (2011), "Digital Identity Management for Natural Persons: Enabling Innovation and Trust in
the Internet Economy - Guidance for Government Policy Makers", OECD Digital Economy Papers, No.
186, OECD Publishing.

doi: 10.1787/5kglzgsm3pns-en

All rights reserved.

© 2012 JIPDEC for this Japanese edition

Originally published by the OECD in English under the title:

OECD (2011), "Digital Identity Management for Natural Persons: Enabling Innovation and Trust in
the Internet Economy - Guidance for Government Policy Makers", OECD Digital Economy Papers, No.
186, OECD Publishing.
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All rights reserved.
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FF3C
FOREWORD

ZOLAR— ME 2011 420 OECD MAEICRBIT DT XN~ TAT T 4T 4 + FY
A2 b DOE G O L O ERRICH L OV T0D, ZOLR— MIfF#HREF =Y
T4 T TAN—IZBT 5 OECD fE¥i#« (WPISP : the OECD Working Party on
Information Security and Privacy) ([Z X AEFEMII K ST XN« TAT VT 4T 4 + <
IRV A NOIEBOERK TH D, ZDOLAR— ML, OECD =9 L% > hThs Nick

Mansfield & & bi2FER (BIFEHETESR Laurent Bernat) (2 X » TER S L7,

This report builds on the findings of the 2011 comparative analysis of national strategies for
digital identity management in OECD countries. It represents the culmination of several years
of work on digital identity management by the OECD Working Party on Information Security
and Privacy (WPISP). It was prepared by the Secretariat (Laurent Bernat, of the Directorate for
Science, Technology and Industry) with Nick Mansfield, consultant to the OECD.

OECD BEFATE R v b U —2 TOHROBEZZIT AL A — M3 2011 4 10 H1E#H -
arta—4s— - BEEREZERS (ICCP) 124~ THEMIRS L,
The report, which had the benefit of input from the OECD Network on E-Government, was

declassified by the OECD Committee for Information, Computer and Communications Policy
(ICCP) in October 2011.

ZOXELEZOLEIIEEN O, EHESCHELOEN., EESCERNBROIRR, 81,

i, U OARTZBHET 25 b DO TIT w0y,

This document and any map included herein are without prejudice to the status of or
sovereignty over any territory, to the delimitation of international frontiers and boundaries and
to the name of any territory, city or area.
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BRADTEN « TATFUT AT 4 + 9RXIAV
AU F—Fy MRFIZRBIT DES LIEEOHE
DIGITAL IDENTITY MANAGEMENT FOR NATURAL PERSONS:
ENABLING INNOVATION AND TRUST IN THE INTERNET ECONOMY

BURF AR Y & —3LRE DI Dfadt
GUIDANCE FOR GOVERNMENT POLICY MAKERS

TULNTATUT AT A4+ IXTAL NI AV F—Fy MEFEOASHEDIERIZ L
STRPERNEDTHD, ZOXETIE, BRADT VXL - TAT T 4T 4« TF
VAL MNEIEERET DY ERIEL . LT, ZRICET AR Y UL RE~DIEE &
R T D, ZOXEFDL, FREX2VT 477430 —I12F7T 5 0ECDIEER =

(WPISP : the OECD Working Party on Information Security and Privacy) 2%, &>
AT LR OERR Y NT—=7 OeX a2 T 4 ICHTLEBE 7T 4 N —(REICET 5H1E
B OHRIZ 72 5 FHEBURRIBEICOWT, 4 D lc o> TT o Te i EEDE R TH 5, =
DL, BRI T 50ECD B2 (the OECD Council Recommendation on
Electronic Authentication) 3 ([ZHASWNWTWNWHD EFEIKFZ, A #—F > hORRKICET
%Y NS ES (the Seoul Ministerial Declaration on the Future of the Internet
Economy) 6IZxf 9 2RIZETLH D, ZOfFEHT 2002 FOOECD HA F7A v (E¥=
U7 4 AL KA TG M AT DR OFR Yy NI =27 DX 2 U T 4 DDA K
74 > (Guidelines for the Security of Information Systems and Networks: Towards a
Culture of Security)) IFTNC 1980 FFDOECD KA KT A > (7T A N —frilE M OME A
T—HX OEEET — X BlZBE T 5 14 FZ 4 > (Protection of Privacy and Trans border

Data Flows of Personal Data)) & —%9 %,

Digital identity management is fundamental for the further development of the Internet
Economy. This document makes a case and offers guidance to policy makers for developing
strategies for the management of digital identity of natural persons. It is the culmination of four
years of analytical work by the OECD Working Party on Information Security and Privacy
(WPISP) on a major policy issue at the intersection of its activities on security of information
systems and networks and on privacy protection. The guidance builds on the OECD Council
Recommendation on Electronic Authentication and responds to the Seoul Ministerial
Declaration on the Future of the Internet Economy. It is consistent with the 2002 OECD

59 This guidance should be considered in conjunction with relevant analytical reports
listed in the references and in particular the comparative analysis of national strategies
for digital identity management (OECD,2011).

60 In the Seoul Declaration, ministers declared that, to contribute to the development of
the Internet economy, they “will [...] strengthen confidence and security, through
policies that [...] ensure the protection of digital identities and personal data as well as
the privacy of individuals online.” See OECD, 2008b.
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Guidelines for the Security of Information Systems and Networks: Towards a Culture of
Security and the 1980 OECD Guidelines on the Protection of Privacy and Trans border Data
Flows of Personal Data.

ZOXEIT, ABROA =Ry MEEORRIZL > T, RET VIV - TAT T 4
T A AV AYIPARARTH LM HOWTHHT 2, ZoXFL, @ffifi/e—1e 2
(RO BN LEREM L 7 LT v v VEBLOEHE S IR T D BIEDER Y LA D RSt
A 2 WBEMEIC DWW TR 2, ZOXFEHIT, KW E & RGBEICOI 2 D700
BRI 7 L— LU — 7 OFRMEERET DB RY =S RZEDO DL L bic, A
VH—F oy MEFICBT D, BEHETTA N~ BX 2 VT o OmEERET D,

The document explains why digital identity management is fundamental for the further
development of the Internet economy. It highlights the need to address limitations in current
approaches related to the complexity of credential management and the robustness required for
high value services. It provides guidance to government policy makers for setting efficient

framework conditions for innovation across the public and private sectors while enhancing
security, privacy and trust in the Internet Economy.

TOBNTAT T AT 4+ XV ALY NEIZL OBRNGT T 0 —F 52 R T
D, BIAT, TVFNTAT T AT 4« RV AL ba ) £ FEMT 272D DFH
TatR V2= ) TR TH Y ENOOHEEMITFEML TWD LITE A,
ZOXLET, N LUV RARRY = S MCESAEZBWTEY , RFBNOS
B B AN EANERL 2R D 5 & TH D Z DTN E W) BT 2R L TV 5,

Digital identity management can be approached from many perspectives. While recognising the
importance, for example, of technology and of business process reengineering for successfully
implementing digital identity management, this document focuses on the high level public

policy concepts, reflecting the view that economic and social objectives should determine
technical implementation rather than the reverse.

TATUT 4T 4« =XV A MIARL, FEEK, HEXZY 7 by =777V r—

S NCHEAT 22N TED, ZORETIE, A F—Fy NEHIDET LT VX NLTR Y
FU—27 2@ LT, Ak LORBEMOME (F—ex7m g ¥ 6) OfFHRS 2T
LNEFEERT BN (MEA)) ICESEZ ST,

Identity management can be applied to human beings, business entities, devices or software
applications. This guidance focuses on natural persons (“individuals™) interacting with the
information systems of public and private organisations (“service providers”) through a digital
network such as thelnternet.

B1ETIIA X=Xy MEFICBT 2EHEEFEH 2 TRICSEDL DL L TORLE
ROBRIMNOST AN T AT LT AT 4 <XV AL MTOWTRAT 5, %2 HiTiE,
TGN TAT T AT 4+ ¥RV AL MRS 5 EFREIEOREZ M BORfEE S
T 5,

61 The expression “service providers” relate to providers of services on the Internet and
should not be confused with organisations which provide connectivity or access to the
Internet.

66



The first section introduces digital identity management from a public policy perspective as an
enabler for innovation and trust in the Internet economy. The second section includes policy
guidance for the development of national strategies for digital identity management.

1L TOINTATUT AT 4RV AV MIA Vv F—Fy MEEOHLIEETH D,
I. Digital identity management is at the core of the Internet economy

HRBHED 7 = 7T RHBL L 7213020 © 1990 FRERV KDL E ANANR=V T %7V v
JF DT TENTHA Z—Ry MIERH L TEREZAFTE D &0 FRIL, Emry
BRHSRFETH o7z, LML, ZAUNSEFEOMITHE -2 mBiE Z 0 . EAIERL O
—ERAZ NIRRT 272 DICEDEADHETH L0 EEZRICAND Z N TE, BNk
A2 —H VAT AEORGMEREMHELTE D X D207z,
Back in the mid 1990s, in the early days of the World Wide Web, the capacity for anybody
connected to the Internet to access information, simply by clicking on hyperlinks, was
revolutionary. However, within the span of a few years, another revolution took place: the
possibility for individuals to establish interactions with remote computer systems which were

able to take into account who they are in order to deliver information and services in a
personalised manner.

?:7%:@;5:ﬁw@“%#%ﬁkﬂﬁﬁ—ﬁxwﬁﬁﬂfﬁﬁ@%f?y%7%
DAL LT T Lic k0, BTHEIE]. ETBROM, ﬁ%t%/XTA%ﬁ S

AT HIPDY =2y Xy N =T IHITIEE D IRWSINALD = 7% T, BENOEEE
REBDOA T A AR EAEF DA HE :&otoﬁkﬁ%ﬂkﬂyt:ﬁ$v27Ak@@
AE@$EE{/E% %Eﬁj L. FHUZLED ntunﬁﬁ)ﬂ 2ol L, 10 fﬁU\J: 7@7‘:5&?1;]‘%
BN TA ¥ =y OB, 2 XX 2RO A ARSI 2 04, fftts
DEACK A o Z =Ty MRFOMFEZEB LI KREREHRDO 1 2TH D 62
This evolution of the Web from a publishing medium to an interactive platform for the delivery
of personal services enabled electronic commerce, electronic government, and many other rich
and diverse online interactions, from electronic health and electronic learning to social networks
and the broader participative web. The possibility for individuals to establish a personalised
interaction with, and to be recognised by, a remote computer system has been a major step. It
has ushered in a decade of innovation, enabling Internet services to become pervasive,

ubiquitous and increasingly essential in everyday life. It has transformed our economies and
societies, serving as a building block for the Internet economy.

TFEEN  TA T T AT VRIR MLTEDL ICHEEET B DI ?
How does digital identity management work?

TOIN - TATUT AT 4« =XV A MR L EA L O TEETE 2 WX

62 OECD, 20084, page 4. See also OECD, 2008b.
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(VE—P 2 E T ay) ZHRRIZTD 68, TVN - TAT T AT A - YR A
Y IDTATHA T ATV DD Tk A LT 6,

The management of digital identity enables trusted remote interactions between an organisation
and an individual. Managing the digital identity lifecycle generally involves several processes:

1)

i)

iii)

iv)

v)

VAT AL o TEAREMEND (known) 72®2i%, AL, VAT A
B LRTNERLR0, HADTAT T A XIEXTAT T 47 1 Bk
(identity attributes) (ZBI9 2kt (conditions) (ZOWTF =7 i, £ L
T, Z L7 iy /b (credentials) Ot v MRV AT AnbiREEND, 2N

Wb b [k (registration) | X% [MMA (enrolment)| 7Bt ATHS,

In order to be known by the system, the individual must first register with it and the
conditions related to his/her identity or identity attributes must be checked so he/she
can be provided with a set of credentials; this is the so-called registration or enrolment
process;

ZDORFED VU ) — A (resources) |27 7 & A3 % 7= D) 72 HERR (permissions)

K OWEHE (privileges) 1%, AAZNZIUTEID 2T (assigned) Hd, D7

n & A 3@, (387 (authorisation) | & MEIEN D,
Appropriate permissions and privileges to access the organisation’s resources must be
assigned to the individual, a process often called authorisation;

VY =227 78 AT 5720, HNIRET D ZENTELTAT T 4T 4 &
KETD, o0, FAAXBE T oA TEZ N LT Uy B HNTY
AT LT A 35, 2O [F8GE (authentication) | 7'rE A BjIa—HF—D
TAT T AT 4 DEMEZHRLISED,

To access resources, the individual makes an identity claim that can be verified: he/she

logs into the system with the credentials provided during the registration process. This
authentication process establishes confidence in the user’s identity;

TR B AORERIZ [T 722 hra—/L (access control) | & FEEN D 7 1

RTINS, £ TIE, VAT AIHEEBEANRY VY —RIZT IV BATDHDI

HWE MR Z > TV AN TF = v 7T 5,

The result of the authentication process is used in a process called access control,
whereby the system checks that the individual has the appropriate authorisation to
access the resource;

A LEGZY AT L OBREZEHE BT, [R5 e xnztEL, HAD

JVTF Uy MEZOR T a2 B U CTHEESND,
When the individual is not associated anymore with the system, a revocation process

63 Third parties can also be involved, for example, when identity providers participate
in the registration process.

64 Authorisation and access control processes can also be considered as belonging to
access management” rather than to “digital identity management”.

65 The authentication process is further detailed in OECD, 2007a.
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must take place whereby his/her credentials are rescinded.

FTIOLN  TA T T T o TR IR UREEHI R R T S A A ER I

FERIZLDD?
Why is digital identity management essential for economic and social digital interactions?

FROT o AZFEMFICEBRICFET 2L OER, 20 TOWORE, ZOFEICERER
hbind Z LT, Bl SUTRRERERLE D ET LR TAT T 47 4
AT 57 LT vy VO RAE D KO ICEREND, R BIdEH EOHiEk OBHNIC
HAT ORI EREA R L, A BITRERE CRET 2 -0Ic G ot EL2 R L,
ZHIET V3= VB R L T2 WIS ARG 2 GEW L7220 U372 b, 2RISR 5
TATUT AT A4« XA MIAXOHAEERIZE T DY A7 5tlla 3L, £
FHEFERICBWTEHRZERESED, TR, TIVZN - TATUT AT 4+ X VA
Y MIRFENB L OCHESNAERICEWTEER LD ThH D, BERKETIIN - TATUT
AT AMOHABRSBRNINZ L, ZHUTE S TH T T A ATUTZRWEINO AR E M
HEEHLINDIA L TALLEVIGEHTHRILI ENF R D,

These processes already exist in the physical world, but in many instances, we do not pay
attention to their existence: for example, when we want to open a bank account and are asked to
show credentials to prove our identity; when we use our employee badge to enter the premises
of our employer’s facilities; when we show an identity document to vote at national elections; or
when we want to buy alcohol and have to prove our age. Identity management in the physical
world helps address risks associated with human interactions and increases confidence between
the parties interacting. It is therefore fundamental for economic and social life. The same is true

online, where the lack of a demonstrable link between a physical person and a digital identity
can create additional uncertainties that do not exist offline.

NEEIRIZBIT D2 b2 & b RUIRZ & LT, BRFMR ORI A T A AARBEAER~D
BATROGHICESS T VN Y —ERXZ RIS EL L O REFH 2 b2 A 2 —F v |
DRI R O EAER) AT REME &+ ISR S E D AR R TV F N - TAT
YT AT A RV AL MO TH D,

What is at stake from a public policy point of view is the development of effective and efficient
digital identity management strategies to fully realise the economic and social potential of the

Internet by migrating economic and social interactions online and unleashing innovation to
create trust-based digital services.

= PATHf T BT LN TA T T T o TRIR S FEMEDF 7 & 1FA D P
What are the benefits of digital identity management to users?

TFTIOHNeTATUT AT A« XA NI, BHDY VY —A~DT 7 AZBD 5
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MO X2 T AL > TARARRBERTH D, £, TNDH I Y —A~T 78 2%
LENDEF 2V T AIZE > THRARRLDTHD, TOANBHIZEADD Z & (Bl ZIE,
RATICD D EEVCEHRTERO L ) REANT —%) THERBILTHD, EX2UT 1L
FTANR =ML ST, TUFNTATUT 4T 4« w3V A MNIBEN 4L T
ERERZ FRRIC S H D,

Digital identity management is essential to the security of the organisation that grants access to
resources in its information system. It is also essential to the security of the individual who
accesses these resources, particularly when they belong or relate to him/her (e.g. money in a

bank, or personal data such as a medical record). By offering security and privacy, digital
identity management enables the establishment of a trusted relationship between remote parties.

TIOENTAT T AT 4+ vFXV AL ME, BEERFED L ITERFEE W o72 KD
BRIRERET DT LR, TUXL - TATUT 4T 4« XA ME, BlzE
K- - @mDX ) WECHOET, RiEL NV OEZ AT 5, RGE L~V EIUE
ZRTCE D LV ) BERAVRILIE, EHIM CTOMAEEMTELD Y A7 LARNANL T2 6 S
ND, b URIEL AR Y 27 Lo K0 RV H51F, BT EWITER LE 5 127220

(B ZATPRAE L~V MR E T, BRF BRI O S W EG | 2 (R385 Z LT TERWnEA
7)o FFHZ, EAIZHEVIZHENMRIEL VAL S E D L 510D 2 1%, \VMRGE
LUV ZELR LR WHRRESIRBE D Y X7 12 2 WG 616 25 BT b Lz,
FEE, BLEOHFICHNTL, b, ZOERICEST2 ) 27 LA K- TIEYYL
SINDELEEIL, BRIebDT AT T 4T 4 DAEAEZZERINTZY . TAT T 47 1 @ik
EIRHLIED LTWD, TAT T 47 4 [HHRSCHEROEG |08k (transaction record) %
FLERT DM AT ADRENNG LT, RFEL-ILE U R T LAV D) FED R A
TA L TIIRBEILHETH S 66,
Digital identity management does not offer a binary choice between full assurance or no
assurance regarding the parties to an interaction. It offers a range of levels of assurance, as
appropriate (e.g. low, medium or high). The rationale for selecting the level of assurance
primarily includes its alignment with the level of risk carried by the interactions between the
parties. If the level of assurance is lower than the level of risk, the parties are likely not to
interact (e.g. a low level of assurance will not enable to secure a high value transaction).
Reversely, asking individuals to provide too high a level of assurance might deter them from
carrying out medium or low risk interactions, which do not seem to demand it. Indeed, in the
physical world, we are used to being asked to prove our identity or to exhibit identity attributes
when it is justified by the level of risk involved in a given interaction. Ensuring proportionality

Is even more important online because of the capacity of information systems to store identity
information and transaction records indefinitely.

66 Practically, however, the assessment of the level of risk for an interaction depends on
many factors including the value of the transaction, the context in which it takes place
but also the amount of risk that the parties are accepting to take (i.e. “risk appetite”). It
is therefore possible that the parties will disagree on what level of assurance is most
appropriate or that similar transactions will require different levels of assurance when
carried out by different parties.
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IZAFEEISIAIE L W e T A T T 4 T 4 BMEER R T 52 L0, Y a— F=20HIZ
FESWIERIMER I OB HERESNTA 7 T4 VOMAERZMSLT 5 Z L IIRETH 5,
LNLBRRSE DL R T TAN—REEAD=ALTA T A TARTH D,
Furthermore, in some cases, the delivery of services online enables a higher degree of privacy
protection than what is possible offline. For example, it is difficult in the physical world to
validate identity attributes like age or marital status without identifying an individual or to

establish legally binding trusted offline interactions based on the use of pseudonyms. Such
privacy protective mechanisms are however possible online.

BT Lo THAIREL R D IR LI DT T A N —REEFEFIT L OO, YR RFE L
NREFHLTWDZER, FRCH - BiEOF > T4 U —EATHGEEIC I X b THE
HiRZ L ThD,

Ensuring the highest level of privacy protection that technology enables, consistent with the

appropriate level of assurance, is critical to further developing the market for online services,
and in particular medium and high value ones.

BRREILNT D> ?

What are the policy challenges?

TOENTAT T AT A+ REFVAV NI, AT TA P —EANLF T A o~
DOBAT. TTLWT VXY —EROAIER DAY 077 (access ramp) ZHEfk L Tx

7co TLTC, EEESORMNE S S,
While digital identity management has provided the access ramp to the online migration of

offline services and to the creation of new digital services, there remains room for progress.

& NHLLT BIEDE DT VAN -TATUT 4T 4+ ~vFT ALY FDFE
T, BARD D, TORFIL, A7 —Fy MNEERBA~DOT T ZDRE
EPIT D0 Livew,

First, many current digital identity management practices have limitations that
may impede their continued positive impact on the development of the Internet
economy.

=R TrASF =L DEITBNT, AT —EXDOFHELED S
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TATEONLEER 7 LT v (BlzE, &IKR, =271 2 ID & /32
U— RO X5 pd@ias) 2 MW clGE ez 20 by, —EvX
WA 2D LRI AN OBEITIEM L, A DMAD 7 LT i v VERO
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To interact with service providers, individuals have to register before they can
start using a service and, each time thereafter, they have to be authenticated with
the appropriate credentials created in the registration process (e.g. minimally, a
login identity and a shared secret such as a password). As individuals increasingly
register with a growing number of services, the complexity of managing ever
more personal credentials becomes an impediment. It may create an unfair
advantage for well-established service providers if users hesitate to join new
alternative services to limit the total number of their credentials. Likewise, it can
generate security weaknesses if users opt for easy-to-remember but weak
passwords and/or reuse them across many services, creating a vulnerability in
most of their accounts as soon as one is compromised. Users may also keep their

passwords together in an insecure file or on a piece of paper, creating a “single
point of failure” that an intruder can exploit.

THBICHEFE DN TWAAE T TA = B RIRLITE D522 OF
PRIV TATFT T 4T 4 XA NOEET, S~ DU AT EffEo
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Second, many widespread digital identity management practices currently in use

are not robust enough to support the development of higher value services which
carry a higher level of risk.

A F =y MIHOYBREN S, 7 T4 0 —E2ADF T A g
DRI Z T TNWD, LLBRRS, I TIFRATE v —E
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TATUTAT A4« X VAL POFELD HEWVRFEL L Z2RD TN D
MHTH D,

The number of offline services offered online has kept increasing since the early
days of the Internet. However, a number of services are not yet available online
because they require a level of assurance which is higher than what most digital

identity management practices currently enable. Three main factors explain this
situation:
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A third party has often been considered o provide a high level of
assurance regarding parties to an interaction. This third party, often
called an “identity provider”, is responsible for carrying out the
registration of the individuals, for establishing their identity, and for
issuing credentials. As the cost of these operations is relatively high,
market forces do not seem to be sufficient for general high assurance
identity providers to emerge, although there are some niche examples.

- BT, BREEORIELSIAVOY—E R, TATYT 4T 4 DF
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FUT AT A« R AL FOT O Y RTHINDERE R R R
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—Moreover, to check an identity claim, high level of assurance services
often require government “certified” information included in an identity
card, driver’s license, passport, social security card, birth certificate,
marital status certificate, etc. Where no reliable mechanism exists to
provide such elements online, the delivery of high level of assurance
services requires an offline manual process. This expensive step
impedes the overall economic efficiency of the digital identity

management process and the online migration of high value services as
much as it prevents the creation of new digital services.
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Finally, a circular situation exists whereby on the one hand, service
providers are holding back from investing in new services until a
critical mass of individuals use strong authentication credentials and, on
the other hand, individuals are waiting for a critical mass of services
that require strong authentication before they adopt the technology.

ZHBI. BT AT T R R R T AT UL T LT v L
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Third, digital credentials providing a high level of identity assurance are not
internationally recognised, preventing cross-border high value interactions.

BIFDRENIFA D> ?
What is the role of governments?

% < ORRFNE L OS2 BRE DK, B, BREORIEL LD LT YLk
AL L TWD— 5T, BUINBMEAD ID @i, #lx X, 4ni. TR, £4H B, FKEE%

(Mg, MR L) EWVoleffFiD, ZRLEHTE2H - OFEITERTH S,
While many economic and social actors provide low, medium and high level of assurance
credentials, governments are generally the primary issuers of the most trustworthy credentials
for individuals’ identity attributes such as their name, citizenship, date of birth, civil status
(parenthood, marital status, etc.).
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Although the form of these government issued credentials varies across countries, they
generally enable high value public and private services offline. To migrate such services online
and foster the blossoming of innovative digital high value services, market players need to
establish end-to-end digital identity management processes. Therefore, the fact that a process or
a tool provided by the government is not available in a digital form is currently a barrier which
only governments can remove.
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RAET D HEIEDRH D,
In addition, governments have the capability, as providers of essential online services to the
whole population, to help generate a critical mass of high-value services and a critical mass of
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individuals equipped and trained to manage a high level of assurance credentials. Acting as
model users, they can establish practices for themselves which can create the conditions for the
emergence of user-friendly digital identity management solutions. Governments can take
leadership and act as catalysts, promoting flexible policies for all stakeholders and creating
favorable market and regulatory conditions for long term viability. Finally, governments also
have a responsibility to ensure that digital identity management practices take advantage of
technologies to enhance individuals’ privacy where possible.

BAE, BIHIT Y ZN « TAT T 4T 4 DY AL bOT= D EREMEOBRFE & 5=
ELTWD 67, JVRVWKRY —3IRIT, SROA U F—Fy MEFDE LR FERE ]
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Governments are currently developing and implementing national strategies for the management

of digital identity. Making good policy choices today can positively influence the market in the
long run and enable the further development of the Internet economy.

2. BINDI=H DBUFR Y ¥ —~Dadt
I1. Policy guidance for governments

BORF 5B OFREHILLT OFNORERZ L LT %,
The principles below are based on the recognition that:

@ TATUTAT A <RV AL NI, AV TA U THEMBRATYH, FBHEEDH
HEBHREED - DIZIIMEATH 5,

Identity management is essential to provide trusted interactions between parties in
the online and the physical worlds.

@ TUNNTATUT AT A 7RV AL NI A F—F v MEEDRREIC
WIETHY, TIOHN - TATT AT 4 X TA 2 ME D & P&
U@l A 7 4 A4k TORMBY— B 2A0HHE, 1) ko) Y —20
KV BENRFAOIE, £ LT, i) v 74 v TOa—F—DFHEM DL
BT, ZLORFNB LSRR EZ 26T DO TH D,

Digital identity management is critical to the development of the Internet
economy and brings considerable economic and social benefits by i) enabling
innovative low, medium and high value online public and private services; ii)

supporting the more efficient use of organizational resources; and iii) improving
user convenience online.

o HBIFEHFUET 2 & 9 REHEN &V &IME T H 5 FH -t 2miEE 2 7 2
IR THRBISEDL Z &N, RENZRAETH D,

The development in the digital world of high-value trust-based economic and
social activities that exist in the physical world is an important policy objective.

67 See OECD (2011), National Strategies and Policies for Digital Identity Management
in OECD countries, http:/dx.doi.org/10.1787/5kgdzvn5rfs2-en.
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Governments can facilitate high-value trust-based economic and social
interactions online as providers of essential means for enabling high level identity

assurance and as a driving force to help market players adopt consistent identity
management practices;

® HfifEDA L TA L —EREYR— T DETAT T AT 4R AR
DFEZT, A F—Fy T 7 EARTRO—HTHLRETH LR, A7 7
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The development of identity management practices that support high-value

services online should not replace their offline counterparts, so long as Internet
access remains a challenge for some citizens.

BRFILT D5« oA T2 T T o+ FRIKX 2 P DI B 5 5/F 5 Th B,
Governments should adopt a clear national strategy for digital identity management

TUOBNTAT YT AT 4+ vV A NOWREREZTEIG L, 47 T4 ORF -
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A clear national strategy for digital identity management is essential to the further migration of
existing offline economic and social services to the digital world, to the creation of innovative

online public and private services, and therefore to the continued development of the Internet
economy.

®¥, TR, L TENEZED, ek s LToRE, BIWMEEI N T A~
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It should aim to benefit the society at large, including businesses, citizens and the government,
and minimise the risks that undermine trusted interactions online. The process for developing
the strategy should be inclusive of all stakeholders with a view to identify and take into account
their needs.

LI DT B4 25 —F » MEF OETERI 2 REIF 2k & B IZANL S~ & TH 5,
The potential long-term benefits to the broader Internet economy should be kept in sight

BUOFIX, Bl 2@ AE R AL E T2 IXRBEY — A DA T A U ~DOBAT2 EDO RN
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Governments should recognise the need for and the complexity of achieving long term
objectives such as the migration online of public and private high-value services. They should
clearly distinguish these long term objectives from short and medium term means to accomplish
them. They should also avoid short term solutions which could impede the achievement of the
long term goals. As identity management is a crosscutting area, involving many participants,

and where small changes can have wide-ranging implications, a phased incremental policy
approach involving all stakeholders may be needed to ensure long term success.

EFWIENE BRI 7 +— I AENTWA R HE, BFIT, LEISLT, LTz
LaHoo, B - OB LB RRRS A IEI NS X0 T A SN H &

TH 5,

Where the national strategy is focused on e-government, policies should be designed to extend
the benefits to the rest of the economy and society in the medium and long term, including by,
as appropriate:

0 HREEORIELNIAVDA D= AL E_X—R I LcEMER Y —e 207 U7
A HIV = ATINZ T, EREOFIEL LD 7 LT oy Y LOEAFIA S 2
UT 4 V- = ATER S D R
Helping reach a critical mass of high value services based on high level of

assurance mechanisms and a critical mass of individuals using high level of
assurance credentials.

® EHELANLVTOTIENTATUT AT 4 73V A FOWHRE RS

LR 7 L — AT — 7 DR
Supporting a clear framework providing a degree of harmonisation for digital
identity management at the national level.

® [EROHINN B EETENT IO DRI T XN - TAT T 4T
AV a—a YO RENA U F 3y MRFEOEF EBH S L <X
PN & 2 BOR o [alkE
Promoting digital identity solutions that are sufficiently flexible to take advantage
of future technical developments; Avoiding policies which can restrict or inhibit
innovation within the broader Internet economy.

o HEBINOTATrT AT A4V Va—artBfTHOT VAN T AT
T 4T 4 DM EEMEOE K

Fostering interoperability of e-government digital identity with non-governmental
identity solutions.
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Existing offline identity management practices could be a natural starting place
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Government identity management policies and practices are deeply rooted in countries’ history,
culture and style of government. Most government strategies for digital identity management
can therefore consider building upon their existing identity management system, introducing

evolutions where appropriate. For countries without established offline identity management
policies and practices, the migration to the digital world is likely to be more complicated.

BHUEDF T FGA L « TATUT AT 4 + X T AL FOBUR & EBIED R TRV S
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Where current offline identity management policies and practices are not considered effective,
they should be improved as they are migrated online. For example, governments should take
advantage of migrating offline identity management practices online to improve privacy

protection through encouraging the minimisation of identity data collection where it is not
technically required to ensure an appropriate level of assurance.

BIFIBEGFEOA T T4 2 « TAT T 4T 4 « IRV AL FOBERREIE NS A T A
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Governments should recognise that the migration online of existing offline identity management
policies and practices is likely to carry with it some of the same challenges that existed in the
offline environment. For example, barriers to cross-border identity management will not be

solved simply by migrating online. Similarly, digital identity management policies will have to
address fraud and other malicious activities just like their offline counterparts.

B FBFDIE BT [FR G & Bl 2% &€ 52 LITHITR B0,
E-government activities should be aligned with the national strategy

FUHN - TAF LT AT A+ v XD AL FEBAEOH TR BRI b 0T 5,
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Digital identity management is a cross-cutting subject within the government. In order for a
national strategy to be fully efficient, identity management policies and practices should be

co-ordinated across the government, regardless of the specificity of each e-government activity
and service.

NI RDRASE TN« 2 LT S A DBIRIL ISR D AL ITHEZL 6780,
A balanced digital credentials policy should be sought
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The national strategy should aim to reduce or limit the number of digital credentials that
individuals have to use across public and private sector services.
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A balance should be found between the establishment of a unique universal credential for all
digital interactions — which is sensitive for privacy reasons - and the multiplication of
credentials that may impede usability. User convenience could be enhanced, for example, by
encouraging the reduction of the number of credentials used for lower level of assurance
interactions, by encouraging approaches where users have the choice of what credentials and
level of assurance to use (so-called user-centric approaches), or by fostering the adoption of
credentials providing a high level of assurance. The reduction of the number of credentials

should not take place at the expense of privacy protection but should rather be based on
privacy-friendly technologies.

FOEN e TA T T LT o+ FRIAL POEFIZTEF2 VT & T T4 N — DT

BIRALT NE&E T B,
Policies for digital identity management should ensure both security and privacy
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EOLRETH D,
The level of assurance regarding the identity of the parties involved should be based on an
assessment of the level of risk in the transactions.

BHEOWET D720, TUVXN - TATUT AT 4+ w3V A O L ER34E
HEOEWENCBT DU A7 LYW SNHERETH D, TOFNTAT T AT 4
YRVAL NDFEEIIBT DT T AN — EOBTERIREITE Y 2050 & Az e S D
RETH D,

To establish trust, digital identity management practices and requirements should be
proportionate to the level of risk in the interactions between the parties. The potential impact on
privacy of digital identity management practices should be assessed and addressed as
appropriate.
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Digital identity management practices should respect legal privacy protection requirements. The
development and implementation of digital identity management systems should include
privacy protection, including data security, from the outset. Taking advantage of the potential
for the technology to support both privacy and security, innovative technical protection

measures should reinforce privacy protection requirements wherever possible, including
through the use of pseudonyms where appropriate.
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H5,
Governments should work together to enable cross-border digital identity management
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The potential for digital identity management to facilitate high value e-government, e-commerce
and other digital services across borders is impeded by various obstacles. Governments and
other stakeholders should work towards reducing or minimising these obstacles. They should
co-operate to further develop mutual recognition of national digital identity management

approaches and to create the conditions for interoperability, for example through the use of
regional and international standards.
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5.3 Proposal for a REGULATION OF THE EUROPEAN PARLTAMENT AND OF THE COUNCIL
on the protection of individuals with regard to the processing of
personal data and on the free movement of such data (General Data
Protection Regulation) (R BAZEER)

Z OFIERIE, BRMEE MR LY EUR-Lex V=7 ¥ MMI#E# Zi17- Proposal for a REGULATION
OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on the protection of individuals with
regard to the processing of personal data and on the free movement of such data (General Data
Protection Regulation) DHFER DO —#ER L7z b DO TH D, BAFE~OFIRROETIL, FIR#E © JIPDEC
BHES, KFFRIIBZDOLODIRAARER ThH > T, EREIZIIRCEZRINT,

Translated from the original English edition published by the Publications Office of the European
Union on the EUR-Lex website: © European Union, http://eur-lex.europa.eu/, Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on the protection of
individuals with regard to the processing of personal data and on the free movement of such data
(General Data Protection Regulation)

Responsibility for the translation into Japanese lies entirely with JIPDEC.
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http://eur-lex.europa.eu/�

BIE —fRERH
CHAPTER I GENERAL PROVISIONS

Fl1k NELAW
Article 1  Subject matter and objectives

1 ZORANE, BAF =5 ORI L TEAZRGT 57200 —1 s BAF =40
HHEAREEOT-DDNL—LEED S,

1. This Regulation lays down rules relating to the protection of individuals with regard to
the processing of personal data and rules relating to the free movement of personal data.

2. ZOHANT. BRANOEARRMER & Bl FrZ, AT —Z OREITEIT D5 5 DR

wRiET 5,
2. This Regulation protects the fundamental rights and freedoms of natural persons, and in
particular their right to the protection of personal data.

3. AT — 2 DWEIZIB T DA DORELZBERIZ LT, EU BNOFEANT—% 0B #7225

WEGIBRE 72 I3 IE L Tid e 6720,

3. The free movement of personal data within the Union shall neither be restricted nor
prohibited for reasons connected with the protection of individuals with regard to the
processing of personal data.

%25 JuE M
Acrticle 2 Material scope

1. ZoOHANT, B E TN At SN FERICKDEAT —2 O IZ#EH < b,
Flo, V7oAV TV ATLAO—HTHL, HHNNIT 7 AV TV AT LO—HFIZT D
ZENBEMINTEAT =2 O BE L SN FEDSAOMBEIZ S H S5,

1. This Regulation applies to the processing of personal data wholly or partly by automated

means, and to the processing other than by automated means of personal data which form
part of a filing system or are intended to form part of a filing system.

2. ZOHANE, LTFD LS RBAT —Z OLIIITEH S g,
2. This Regulation does not apply to the processing of personal data:

(a) BU OIS OTES) (FrICEZ L 2REICET 2158) (280 THRAELEAT
— X DILEE
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(@) in the course of an activity which falls outside the scope of Union law, in particular
concerning national security;

(b) EU KRS, Ffk, 47 ¢ A, BLOBUFHERIC X2 EANT — % OB
(b) by the Union institutions, bodies, offices and agencies;

(c) EU 495 2 oo HEFR 31 2158 247 5 N EC L 2T — & O
(c) by the Member States when carrying out activities which fall within the scope of
Chapter 2 of the Treaty on European Union;

(d BAD, < OBAWEIZIIFENOIFEIZIS O T, [MOREE b= T FIAT I EAT
— 5 DI

(d) by a natural person without any gainful interest in the course of its own exclusively
personal or household activity;

(&) JLIEDPIIE, #A, B, &I, HD VI FEENEZBTDICEETNT I BEAT —

Z DILER
(e) by competent authorities for the purposes of prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties.

3. ZOHAIX, 54 2000/31/EC (IMET-FEEE1HE45)) OEHZ 5T 5 O TiERW, B
ZORBOE 12 R OHE 15 RIIBT DM —E R « T u g X —OF(LICBET 551

DA ZWIT 2 H O TR,

3. This Regulation shall be without prejudice to the application of Directive 2000/31/EC, in
particular of the liability rules of intermediary service providers in Articles 12 to 15 of that
Directive.

%35 MRV
Article 3 Territorial scope

1. ZOHANE, EU AN & F S £ 7210 BE DNEBMLE & T 5581080 AT —4

DB HH 5,
1. This Regulation applies to the processing of personal data in the context of the activities
of an establishment of a controller or a processor in the Union.

2. ZOMANL, EUBHNIZEET 2T — X OXBREOMAT —212xt LT, EU BMNIZHLS
R WEBLE DM T oI b S D, 7272 L. TOABEENILL FICET 5 b

IZIR5N D,

2. This Regulation applies to the processing of personal data of data subjects residing in the
Union by a controller not established in the Union, where the processing activities are
related to:
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(@) EUBWITIEET 27 — 2 OXRF T 2 0% — B 2 Dk
(a) the offering of goods or services to such data subjects in the Union; or

(b) 15 DTN ORI
(b) the monitoring of their behaviour.

3. ZoOHANL, EU WMMITHLE 2 F - 2 WVEBEIC L2 EAT — 2 ORABICE S D,

722 L, M EOENENEBEAMEIC X > TEH SN A GRS,

3. This Regulation applies to the processing of personal data by a controller not established
in the Union, but in a place where the national law of a Member State applies by virtue of
public international law.

Fagk EX
Article 4 Definitions

ZORANZIIT 5 HFEOEKRIZLLTOEY
For the purposes of this Regulation:

1) TF—=2Ox8HE] LT, ESNZBRA, ETEREH L5 0ITENLUNDO AR
RVENC L > THEHEM 2P CEMN S5 FEEZ b o THEHBEMN E L IXMBENICRE S
HARADZ LEZEWT 5, FlZ, ME S, (MET—%., T 74 Uil FozR, £
XZDONIDOT AT T 47 T 20BN, AR, BIE TR0, B, RER, 3

by, Fi3thEie—2 FOEFZEOSRIC L > TRHESNTZHRAD Z L2 BRI 5,
(1) 'data subject’' means an identified natural person or a natural person who can be
identified, directly or indirectly, by means reasonably likely to be used by the controller or
by any other natural or legal person, in particular by reference to an identification number,
location data, online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that person;

2 MEAANT—%] &iE. 27 =X OMGFICET LT X TOHEREERT 5,
(2) 'personal data' means any information relating to a data subject;

3) MEy Lix, AT —F EITEANT —F OEEITHA SN D, BBk Sz FED
EIDEMDRWNT X TOREEILTHOBIEL BT 5, B2, IEE, fidk, e,
g L, A&, S, B, MR, 2R FIH. H2VIEBIEBIC X SR, AREITA
REWRRODIZT HZ L, BIHMAGDE, HEPBIERENET N D,

(3) 'processing’ means any operation or set of operations which is performed upon personal
data or sets of personal data, whether or not by automated means, such as collection,
recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation,

use, disclosure by transmission, dissemination or otherwise making available, alignment or
combination, erasure or destruction;
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@) 774V 07 A7 5] Lid, BB E IITHIBRRYICEERE . i, & WIdtiis
TWDMEI MWD ET, FEOHBEEICIE->TT 78R T 52 ENTELHMAT
— DTN TOMEINTZEELEKRT D,

(4) "filing system' means any structured set of personal data which are accessible according
to specific criteria, whether centralized, decentralized or dispersed on a functional or
geographical basis;

(6) TEHE] X, FMEIIME & LR TEAT — 2 OBIZET 2 B9, &M, BX
OFERZRETDHARAN, EA AWK, BUMERE, i3 ~TozomoHkzE
15, WEOBRP, & BIOFED EU EEZIOMBEERERICL > TRESNDGE
WZIE, HHE EIIEHE 2L T 2D OREOFHMIEMEIX EU EE MR EEIC X
STHRELTH LW,

(5) 'controller’ means the natural or legal person, public authority, agency or any other body
which alone or jointly with others determines the purposes, conditions and means of the
processing of personal data; where the purposes, conditions and means of processing are

determined by Union law or Member State law, the controller or the specific criteria for his
nomination may be designated by Union law or by Member State law;

(6) M| &k, BHEORDVIEAT —Z 28T 5 RN, BN QRIBE, B

JFRERA, E 7T E DT N TOMKEZEKT 5,
(6) 'processor' means a natural or legal person, public authority, agency or any other body
which processes personal data on behalf of the controller;

(N T=ZWA] &iE AT —ZBRHRENDHRTHDHRA HEAL AR, BUF

B, 320 X TORKEELEW®T 5,
(7) 'recipient’ means a natural or legal person, public authority, agency or any other body to
which the personal data are disclosed:;

) [F—=F2OXZEEDOME] L%, 7—F OREHEN, S EITWLNICHENRITE)
Lo THEBIZHET DA T =2 N SN D ZE~DREEZRIT L L0 o7z, TT

DHEBIZATPND BRE, BIRE, B LW SN ED NMOERERREERT 5,

(8) 'the data subject's consent’ means any freely given specific, informed and explicit
indication of his or her wishes by which the data subject, either by a statement or by a clear
affirmative action, signifies agreement to personal data relating to them being processed,;

9 MEAATF—ZDRE] &iF, FE. BN, ERFLESALBEAT —ZI2onT, #@%

B E T BRI, BE ERORWABR L2137 7 B RAITHRN D K D Itk

TRFF ORI & BT 5,

(9) 'personal data breach’ means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed;

(10) BT —%] &id. HAERTOBRWERIZB W TR £ 7213 BUS S =@ A o Rk
T2 05058OF —4 Z2EKT 5,
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(10) 'genetic data' means all data, of whatever type, concerning the characteristics of an
individual which are inherited or acquired during early prenatal development;

1) RS FRA N o TF—%] LiE, AAZ—BNICRET 22N TEX S, WE,
AR, FRIIITEORBICET 2T XTOT—X 28T 5, FlxiX, BEEBOHEGR
RET — X I EMFET HD,

(11) 'biometric data' means any data relating to the physical, physiological or behavioural

characteristics of an individual which allow their unique identification, such as facial
images, or dactyloscopic data;

(12) TRERICBET 27— LI, H2EAOH KRN E I TR RERE, H5VITZ 0

THNA~DRILERORUH BT 5T X TOFREE®RT D,
(12) “data concerning health’ means any information which relates to the physical or mental
health of an individual, or to the provision of health services to the individual,

(13) TFEFLE) LiE, BHEFIZOWVWTE xR, AT —ZORED HK), F£iF, BLY
FEICBE L ERIEE T D EU WO D 2571 % BT 5 MHANT — % OO T,
K, BEIOFREICHET 2UEN EU N TEfE SR WIGEITIE, FERH &1L, EURNO
EHEORMIZI T HIHE) TOFHERWH N FE L SN D52 BE%T 5, AEF IOV T
E2E, TEERLS) L3, EUNOFRITER H 5 5T BERT 5,

(13) “main establishment’ means as regards the controller, the place of its establishment in
the Union where the main decisions as to the purposes, conditions and means of the
processing of personal data are taken; if no decisions as to the purposes, conditions and
means of the processing of personal data are taken in the Union, the main establishment is
the place where the main processing activities in the context of the activities of an

establishment of a controller in the Union take place. As regards the processor, 'main
establishment’ means the place of its central administration in the Union;

(14) MRFLAL &1, ZoOMAIRED 2EHEDORBFEIZHOWVWT, TOEHEOR DY IZ EU
N O EEERE RIS DM O IR HARIEZ Z 1, 1785 X 5 2 0OEBEEICHRMICIES &

Nz EUICHLE 2R OT X TORRANEITEANETEH®RT 5,

(14) ‘representative’ means any natural or legal person established in the Union who,
explicitly designated by the controller, acts and may be addressed by any supervisory
authority and other bodies in the Union instead of the controller, with regard to the
obligations of the controller under this Regulation;

(15) [H3EHE) Lk, EREOERIIHPDL LT, BEEHHEEL TNDITXTOFEE
BEEWT D, DFED ., FFIC, EHFICRIEIEENCERE L TWD ERAN, IEA, LERE
2t FrEMEoZ L EERT D,

(15) ‘enterprise’ means any entity engaged in an economic activity, irrespective of its legal

form, thus including, in particular, natural and legal persons, partnerships or associations
regularly engaged in an economic activity;

(16) ¥ N—7) LT BHETLIEEBLIOCZOBEHINIZFED Z LE2EKRT D,
(16) 'group of undertakings' means a controlling undertaking and its controlled
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undertakings;

Q7)) THEROEFERER] L1, FEINV—THNO—DU LOFE=FEICB T 2EHEE-
(TILIE ~DENT — Z DEEEF 2R DL HOW T, EU MR EO#ENZ R &5
WL E T TAPRE T A EANT — 2 R a2 BT 5,

(17) *binding corporate rules’ means personal data protection policies which are adhered to
by a controller or processor established on the territory of a Member State of the Union for

transfers or a set of transfers of personal data to a controller or processor in one or more
third countries within a group of undertakings;

(18) 7t Xix, T_XTO 18RO N = EWT 5,
(18) ‘child' means any person below the age of 18 years;

(19) TEZERERE) LiE. 5 46 RITHE> TIREIC X - THSZ SN 5 AR 2 Bk 3 5,
(19) 'supervisory authority' means a public authority which is established by a Member
State in accordance with Article 46.

HITE
CHAPTER Il PRINCIPLES

%55 EAT —X LB 2 A
Acrticle 5 Principles relating to personal data processing

AT —Z1%, L2 LT 570,
Personal data must be:

(a) 77— OXMREICH LTHIE, AE, ZLTCEAMOH L HFIEICE VLIS,
(a) processed lawfully, fairly and in a transparent manner in relation to the data subject;

(b) BARE, BIREY, £ L TREMZRANICEVIES L, ZOHRMICER LRV 5T
DPEYIL IS EC R oY (WATAN

(b) collected for specified, explicit and legitimate purposes and not further processed in a
way incompatible with those purposes;

(o) WEITH Y, BEMERH Y . ENOPNUIRIND HIE R 772 DI B e/ NR O i
RIS, AT —F 20 L TH IWGE LT, AT =2 2E ERVIEROQAHET
FHBEZ R T ZENTERWGAETETTH D,

(c) adequate, relevant, and limited to the minimum necessary in relation to the purposes for

which they are processed; they shall only be processed if, and as long as, the purposes could
not be fulfilled by processing information that does not involve personal data;

(d) FIZEMTEH Ch b, HOMEANT —Z B3ZOLIED B 1) % 72 9772 DIZ IERE TIER W
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Bt TSICHIBRELIFETESND L 9. HOPDLMWIERIEEZ IO 2T 1UT e 5720,
(d) accurate and kept up to date; every reasonable step must be taken to ensure that personal
data that are inaccurate, having regard to the purposes for which they are processed, are
erased or rectified without delay;

(&) AT —% 2+ 2 HRIZIB W TRERGIMICIRY | 7 — % OXRE @RI TE 5
KIRIFEN D, AT —Z 035 83 ROBIAI & RMTHE - T IRBAY, BLRHAY, £/ 3RF
HIZRAE B B D 7o T2 I S v, E IR0 3R AL 22 AT\ ORI 2 foe 1T % 0 B8 2 R AT

TH5OTHNT. TR EOHIZOE VAT — 2 2R FELTH LU,

(e) kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data may be
stored for longer periods insofar as the data will be processed solely for historical, statistical
or scientific research purposes in accordance with the rules and conditions of Article 83 and
if a periodic review is carried out to assess the necessity to continue the storage;

O T XTORIEESNEIL, ZOBAIOBLE %8577 2 EHE DOFEMLO T TIThid,

(f) processed under the responsibility and liability of the controller, who shall ensure and
demonstrate for each processing operation the compliance with the provisions of this
Regulation.

H6 5 WPLDOGIENE
Article 6 Lawfulness of processing

1 AT =X WL, LLFTOHEAD S B3 &b —DDHEENEH INLH5GEITNE
. BiELET D,

1. Processing of personal data shall be lawful only if and to the extent that at least one of the
following applies:

(@) 77— DxtRE N, — DU LD BRI BROTZDIC, BB OBEANT — & BUFLE
NHZEIZFRIELTWD,

(a) the data subject has given consent to the processing of their personal data for one or
more specific purposes;

(b) 7 =% OKRENYFE T HRNEBITT H72DICEORBEENLE oS E, FTIE,
I Z KRGS DENT, 7 —F ORGE DRI L > TR ZHH U D 720D F OREL) 23
258,

(b) processing is necessary for the performance of a contract to which the data subject is

party or in order to take steps at the request of the data subject prior to entering into a
contract;

(c) HFHEEMNU S NZER LOEBE LR T 72D, OB LERIGE,
(c) processing is necessary for compliance with a legal obligation to which the controller is
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subject;

(d 7 —% OXMREDOBEERFRE ERET D722, OB LERIGE,
(d) processing is necessary in order to protect the vital interests of the data subject;

() NILDOFREDT=OITEITINDER, EITEHFICE X DN WEOITEDI-DIZE
DIFRN BT A

(e) processing is necessary for the performance of a task carried out in the public interest or
in the exercise of official authority vested in the controller;

() FEFEPIERT D IELRFRR DT DICZ DB E et fr, 12720, FRloT — % Oxt
LEDFROGE. MAT —Z OREELIEL T 57 — 2 OXRE OFGE E 11T EARRHE
FIRLHBEA, ERROEHEOFRICELEINDI LA ZRS, 20 LIk, AR IR
DFEREDTZDIAT S TAFRITITEA L2 o L5,

(f) processing is necessary for the purposes of the legitimate interests pursued by a
controller, except where such interests are overridden by the interests or fundamental rights
and freedoms of the data subject which require protection of personal data, in particular

where the data subject is a child. This shall not apply to processing carried out by public
authorities in the performance of their tasks.

2. R, HEMY. FERIIRRR R D T DI LB E N T — & DAL, 5 83 D5

HRREREICLVBIETHL D ET D,

2. Processing of personal data which is necessary for the purposes of historical, statistical or
scientific research shall be lawful subject to the conditions and safeguards referred to in
Article 83.

3. FH1HEE)TELEIN TWAUEORMLIL, LIFTOEL NIV TSN T
SRR

3. The basis of the processing referred to in points (c) and (e) of paragraph 1 must be
provided for in:

(a) EU i,
(@) Union law, or

(b) FEEFIRE DM EE,
(b) the law of the Member State to which the controller is subject.

MEREEE, AIEORZR L 720 X O AR T2 b O TR TR 6w, £izid, N
BENEIX, B OHFR L AHZRETL-DICKNETHY | AT —Z OREICET Dk

FOREZEEL, £ L TERTAREELRAMICSI DL RITUTR LR,

The law of the Member State must meet an objective of public interest or must be necessary
to protect the rights and freedoms of others, respect the essence of the right to the protection
of personal data and be proportionate to the legitimate aim pursued.

4. ANT — X GBI 2 Elad 2 BRI, AT — X ZINELZHEITE D5
A2, FoEE, 1 HEH@NHED ) B &b —DDERRILIZE SV TV T

90



NITR S0, FHZZ D Z 23, —REMNOFMOH LW LEFICTHEHM SN Db D LT 5,
4. Where the purpose of further processing is not compatible with the one for which the
personal data have been collected, the processing must have a legal basis at least in one of
the grounds referred to in points (a) to (e) of paragraph 1. This shall in particular apply to
any change of terms and general conditions of a contract.

5. % 1HEMOIZOWT, FHHIBET AT — % QLI & Kk 728507 — & Uik
BUZRET 552 £ 0 BARBIIS T 572012, 5 86 SRITHE > TEALIRG 2 BRI DR ZE
Balchxbns,

5. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the conditions referred to in point (f) of paragraph 1

for various sectors and data processing situations, including as regards the processing of
personal data related to a child.

BT REBEOSRM
Article 7 Conditions for consent

1. BHEX, T OXMBREVBHOEAT —ZNEDLNT-HD OB IS &
WO ZELICRIELTWAZ L DONEFEFEZAI b D LT 5,

1. The controller shall bear the burden of proof for the data subject's consent to the
processing of their personal data for specified purposes.

2. T2 ORMBEDOREPMNORMEEZEZLHERICBNTEZLNLHGITIE. TORED
BN Z ORIOZEM L XFITE D B L > TH/RENRITIER B0,
2. If the data subject's consent is to be given in the context of a written declaration which

also concerns another matter, the requirement to give consent must be presented
distinguishable in its appearance from this other matter.

3. T—HDORBEARANI, WOTHLRIELZIY TToHMNRHLbDLET D, £, FAE
DY FTFE, B T 2EiOREICED SUBEOBIEIC A BREE 5 2720,
3. The data subject shall have the right to withdraw his or her consent at any time. The

withdrawal of consent shall not affect the lawfulness of processing based on consent before
its withdrawal.

4. T—H O GE O EEHEDOZ N E OMICKE RABER S 55101, FEI3L
PO 728 DIERRRILIZ 1372 B 720,

4. Consent shall not provide a legal basis for the processing, where there is a significant
imbalance between the position of the data subject and the controller.

F8%L THOEAT—X DML
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Article 8 Processing of personal data of a child

1. ZoOHAIOBHZEIS T, S0 — v 2 % PN ESR AT 5551013, 13 5%
Kl DD N T — & OWELX, £ DOFHOB E 72132 AN RE E 72133l LIe G
IRV BETHL DO LT 5, EHEZ, IEHTRBREINZBEIC AN T, MIEFTEER[E
BRSO OIGDE ) %2 LTI 5720,

1. For the purposes of this Regulation, in relation to the offering of information society
services directly to a child, the processing of personal data of a child below the age of 13
years shall only be lawful if and to the extent that consent is given or authorised by the

child's parent or custodian. The controller shall make reasonable efforts to obtain verifiable
consent, taking into consideration available technology.

2. % 1HIE, FRUCOWTORKOIESME, KL, £3 I 5V — O %4k
L MR EO—BERKEICH B L 520,

2. Paragraph 1 shall not affect the general contract law of Member States such as the rules
on the validity, formation or effect of a contract in relation to a child.

3. B 1 HOMGErRERFETE O 12O O FEIZOWT, ERESLE RS %2 L v BARmICT
D7=0IT, 5 86 RITNE » TEARHB A TINT DHMNEERITHEABND, ZOBE, £R
ST MBS LT NEEDO OO BRRZET 5,

3. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and requirements for the methods to

obtain verifiable consent referred to in paragraph 1. In doing so, the Commission shall
consider specific measures for micro, small and medium-sized enterprises.

4. ZERE, H 1 HORSUIREETREZR FE GO 720 O BRI F BT 21587 +
—LEAERR L Th L, ZAUCEET D AT, 5 87 @R SN FEAETFIAIC L - TH

Ransd,

4. The Commission may lay down standard forms for specific methods to obtain verifiable
consent referred to in paragraph 1. Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 87(2).

F9% KA T IY —DEANT —F OULER
Article 9 Processing of special categories of personal data

1. AT, RER, BOaREAR, R &, TS BEEREZH LT 2L RBAT
—ZOHE, BIO, BT —F E7i3EE, AR, HELoFRER, H 2DV ITEE
THEX 2T 4 EICONTOT —F DMPRITEEIET 5,

1. The processing of personal data, revealing race or ethnic origin, political opinions,
religion or beliefs, trade-union membership, and the processing of genetic data or data
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concerning health or sex life or criminal convictions or related security measures shall be
prohibited.

2. B 1HIE, UTOHAIITEH SR,
2. Paragraph 1 shall not apply where:

() T— X OXMBEEN, B 75, B 8RIRENTFMEOMG L2 DM EDOEAT —H DML
HICRIE L72SE, 722 L, EUEEZIIMREER, 1 H ORLIZELFHAEZDOT —
H DOIMBEDFERL TUT ROV EED TV ILIHAEEIR,

(a) the data subject has given consent to the processing of those personal data, subject to the
conditions laid down in Articles 7 and 8, except where Union law or Member State law

provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject;
or

(b) U7 RESH A 5 2 5 EUEE IR ENE TEARRB A SN TN, EHEDS B
IZRWTEBLE OFRE DN 2T L, #8552 R T T2 OILHEN LE RS,
(b) processing is necessary for the purposes of carrying out the obligations and exercising

specific rights of the controller in the field of employment law in so far as it is authorised by
Union law or Member State law providing for adequate safeguards; or

() 7 =2 OMBEEPWENETITENICREZ G2 5 ZENTERNEL X T—XOXHG
HE I OEELRIE 2R T D 12D OB LR G A,

(c) processing is necessary to protect the vital interests of the data subject or of another
person where the data subject is physically or legally incapable of giving consent; or

(d) Bas., ¥F, FZH FRITPEEAICr0b 5 BINEROME, e, Eoidiod <
TOIFERFURIZ X 2 72 R RE A A 72 IE S RISV T, TORBNAEITS
DYt, IZIZLEDWEIT, TDA L= TOHKDHIA /3= FIZBFTOHMICE
WTEDORR L EHIMICHS R Z LTV D AXICET 2B THY | 7 — X O GEDRE
R HIEOHATT =2 BEIRENRNE NS ZEEF LT D,

(d) processing is carried out in the course of its legitimate activities with appropriate
safeguards by a foundation, association or any other non-profitseeking body with a political,
philosophical, religious or trade-union aim and on condition that the processing relates
solely to the members or to former members of the body or to persons who have regular

contact with it in connection with its purposes and that the data are not disclosed outside
that body without the consent of the data subjects; or

(e) 7 —# DOXRIGE DHIRINZ AR LT BN T — & OALEE,
(e) the processing relates to personal data which are manifestly made public by the data
subject; or

() EREROSGE, 176, £ I3HEED T2 DI OB LR G,
(f) processing is necessary for the establishment, exercise or defence of legal claims; or

(&) & —F OB EDIEY R 2T DD DFE A 2 72 EUE £ 72 13N [EVE I
DX, ANFEOFREDT- D OREF DO FITIZB W T, FOMBENYLIERIGE
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(9) processing is necessary for the performance of a task carried out in the public interest,
on the basis of Union law, or Member State law which shall provide for suitable measures
to safeguard the data subject's legitimate interests; or

(h) (EREEICRIT 27 — 2 OFNR | RO BRIDTZDICKLIETHY . % 81 FOFRMEL IV
TR FE 272 L TV 5556,

(h) processing of data concerning health is necessary for health purposes and subject to the
conditions and safeguards referred to in Article 81; or

() 26 83 LKROFME L OBRMERE A2 L CWDIELN, iti, 73R 72 5t o
T2l T OB LI IRIG S

(i) processing is necessary for historical, statistical or scientific research purposes subject to
the conditions and safeguards referred to in Article 83; or

() W72 TRAFE: 2 i 2 72 EUEE /23R EE TRO b TN T, BEFICHRIND
EEEEITEN EoREZ R T7T20H 5 WITEZERAILORIEE D7 OIS 2 F17
DT ZE DN EE, 8 2 WITTHAE DB N2 W T, JHF LA TR £ 7213 BE
FTLRERNKRIZONWTOT —Z PR EN 556, HF LOAIRHRICET 5 5ea 7Rk
%, BHEDEH TIZB W TOARFFIND,

(j) processing of data relating to criminal convictions or related security measures is carried
out either under the control of official authority or when the processing is necessary for
compliance with a legal or regulatory obligation to which a controller is subject, or for the
performance of a task carried out for important public interest reasons, and in so far as
authorised by Union law or Member State law providing for adequate safeguards. A

complete register of criminal convictions shall be kept only under the control of official
authority.

3. HIHBIUE 2HOBEHINEARIZE R INTWDFHT T Y —OE N T — & DOILER
[ZOWT, FHlEEHE, Sofh. I L ONED) R REERIE LV BARINICT 57201, 5 86 ki
P> TEERBERINT DMHERPZERIZEZOND,

3. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria, conditions and appropriate safeguards

for the processing of the special categories of personal data referred to in paragraph 1 and
the exemptions laid down in paragraph 2.

105 FEETE WG OLER
Article 10 Processing not allowing identification

BHEICL > T ENTZT —ZICOWTEFOEHEANEBRAEZ/HETHZ LN TE RN
BA . BHEFIT. ZOBAOLEIZHE D 20720, T—F OXRE L EET 58872
HHRATUG L2 Th LW,
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If the data processed by a controller do not permit the controller to identify a natural person,
the controller shall not be obliged to acquire additional information in order to identify the
data subject for the sole purpose of complying with any provision of this Regulation.

BIULE T — % OXRE OHR|
CHAPTER Il RIGHTS OF THE DATA SUBJECT

B1H BN L AR
SECTION 1 TRANSPARENCY AND MODALITIES

Bl HE HREaIa=r—va rOFEIE
Article 11 Transparent information and communication

1. L, FAMSE S ESICATFARER, HAT — % OELL 7 — Z OXFGRE DHER

OATREICBAT 2 0782 - L2 T L7 H7auy,
1. The controller shall have transparent and easily accessible policies with regard to the
processing of personal data and for the exercise of data subjects' rights.

2. BEFIL, FRCHEEMIT OB RICONTIEZ, 7T — 2 ORGEEIEANT —F OWLERIZOU
TSI aIa=r—rva V27O ARRERICESE, BiErSfELRS
WAMHL, ZLTT —ZDOXMRED LU HDERITIUER S22,

2. The controller shall provide any information and any communication relating to the
processing of personal data to the data subject in an intelligible form, using clear and plain

language, adapted to the data subject, in particular for any information addressed
specifically to a child.

F125% T —F OXREOHENEATIET 572D OFIA & AAHH7
Article 12 Procedures and mechanisms for exercising the rights of the data subject

1. BEEIL, 5B 14 RIORESNTERERIE L, 2B 13 KB LOE 15 £ 565 19 FITRS
NIeT — X ORBREOWER ZATHET 272D O FINAZ ML LT iudie b, EHE T,

FRIZHE 18 B L O 15 502 B 19 /IR SN RGO ERFHEFHIZT 12D Of:
MAZRAE L2 UER 5720, AT — 20N HE L SN TR TUE SN A, FH

Flx, EFCERZHT 2D OFE B REE L 2T X 67220,
1. The controller shall establish procedures for providing the information referred to in
Article 14 and for the exercise of the rights of data subjects referred to in Article 13 and
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Articles 15 to 19. The controller shall provide in particular mechanisms for facilitating the
request for the actions referred to in Article 13 and Articles 15 to 19. Where personal data
are processed by automated means, the controller shall also provide means for requests to
be made electronically.

2. WAL, ERFHZZITMoTHHES &S 1 W HLUNIGREES | 5 13 £B XLV
%15 =B 19 RICES D DDRIEN R SNTZDMNE D Da T —FZ DX GRE T HA
L. ERINIIERZRML L 2T e 6700, B OT — X OXMRE DR 21T/ L,
BHEMOWBE D RERGT S 2 RET DT DI S D DREOW I NLEREGE . EFo
HiflZs 5 1 WHER LTS LV, ZofFRiFEm cRritans, 7—2oxdREnE+
FIERBIC X D ELRFHAZ M LIZGE . 7T — 2 OXMRENORIDFEZRD HALRNRY |
ZOBRITBEFOFEBICLVBEEL2 D LTS,

2. The controller shall inform the data subject without delay and, at the latest within one
month of receipt of the request, whether or not any action has been taken pursuant to Article
13 and Avrticles 15 to 19 and shall provide the requested information. This period may be
prolonged for a further month, if several data subjects exercise their rights and their
cooperation is necessary to a reasonable extent to prevent an unnecessary and
disproportionate effort on the part of the controller. The information shall be given in

writing. Where the data subject makes the request in electronic form, the information shall
be provided in electronic form, unless otherwise requested by the data subject.

3. WEEINT — 4 OKMRE DERA~ORNE G D50 FEEIX. T —F ORREIZ,
ZOHEE O L O EHEIC G2 LS CRENRRE L ROLZENTELER
WHIY D,

3. If the controller refuses to take action on the request of the data subject, the controller

shall inform the data subject of the reasons for the refusal and on the possibilities of lodging
a complaint to the supervisory authority and seeking a judicial remedy.

4. B 1 HIOR SN ERAORISOF @2 AL, EETRITNITR SRV, £ OERNY
LINCEEZBATWDHE, FHIIRE L TITON 2 56118, BEEHIZERA~DOGIEM
WIBMLIZOWTEEZFER L T XL, FREFERSATHIEEZITORITH W, £
DEE. BHEFIL, ZOERBPALNIELBZ TND LW Z EICOWTIFEREE A
DRFNTR B,

4. The information and the actions taken on requests referred to in paragraph 1 shall be free
of charge. Where requests are manifestly excessive, in particular because of their repetitive
character, the controller may charge a fee for providing the information or taking the action

requested, or the controller may not take the action requested. In that case, the controller
shall bear the burden of proving the manifestly excessive character of the request.

5. B 4 HIZHOWT, WBMNICEZ B 72ZRE LORHBIZ B 2 i AL eSOk 2 L0 B
RENZT D721, 5 86 SRl » THEMERHE L TRINT MNP EZBRICEZ BN D,
5. The Commission shall be empowered to adopt delegated acts in accordance with Article

86 for the purpose of further specifying the criteria and conditions for the manifestly
excessive requests and the fees referred to in paragraph 4.
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6. ZERIT, FE2HTORINCEFWEERZEL A I 2 =7 — v a VORENFHE 215
ERIOFEEERNELERLTH L, TOBREZEERT. MRS ES L O/ N EEDTZD
(TR A D 22T AU B vy, T b FEhE SN STEEATAIE, & 87 R@IIRSh
TFEEFIRZ L > THRIRS L5,

6. The Commission may lay down standard forms and specifying standard procedures for
the communication referred to in paragraph 2, including the electronic format. In doing so,
the Commission shall take the appropriate measures for micro, small and medium-sized

enterprises. Those implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 87(2).

F 135 NI 2R
Article 13 Rights in relation to recipients

EHEIT, TN RATREE A LIV IBEDY a2 nE e Lz LT uT, 1655
17 RIS THFEIT LT R TCOFTERCHEIZ DWW TT —# 2R L& IAIEET 5,
The controller shall communicate any rectification or erasure carried out in accordance with

Acrticles 16 and 17 to each recipient to whom the data have been disclosed, unless this
proves impossible or involves a disproportionate effort.

B2H HERET—HDAF
SECTION 2 INFORMATION AND ACCESS TO DATA

F14%k T —F OKREHE~OER
Article 14 Information to the data subject

1. 57— ORMBEICHETLHMAT — 2P IESND L&, FHEIL, AR EBUT

DI #®E DT —F ORGHE IR LR T E R 572200,
1. Where personal data relating to a data subject are collected, the controller shall provide
the data subject with at least the following information:

() WEEOHITLFELWVERE, 2. b LIAHET 20 ThiE, BHEOREL LIV

Data Protection Officer (LA F TDPOJ) D& T & FF LV ERE L,

(a) the identity and the contact details of the controller and, if any, of the controller's
representative and of the data protection officer;

(b) AT —& DWED AP, ZDWLHEMNE 6 OIS HEIE, BREML ZU0—
R E T, £ ONENE 6 FO)DICESGAEIL, HFHENIERT L EL MR+ E
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te,

(b) the purposes of the processing for which the personal data are intended, including the
contract terms and general conditions where the processing is based on point (b) of Article
6(1) and the legitimate interests pursued by the controller where the processing is based on
point (f) of Article 6(1);

(o) AT — & BRAF S 2 HIH,
(c) the period for which the personal data will be stored;

(d) 7—# OXRHEZ, BEHFIIH L, HAT =X ~DOT7 78R MANT —Z DEEEZIL
HEZ RS DN DUT YT — ¥ OB BB A B X DHERI AT H 2 &,
(d) the existence of the right to request from the controller access to and rectification or

erasure of the personal data concerning the data subject or to object to the processing of
such personal data;

(o) BB RIS A LILTH Z &N TE DR B RO OREHE O LV Eig e,
(e) the right to lodge a complaint to the supervisory authority and the contact details of the
supervisory authority;

O AT —% DOZWMANEIZITZIADBME,
(f) the recipients or categories of recipients of the personal data;

(p) BHLHE DN ZESUTEBRBNC IR T 2 TENR D ZHAIE LD E, ROEERITL D+
Oy VEDRTE 22 51 LT T o0 23558 = [E U E B R 2N R 3~ D R D LUl
(9) where applicable, that the controller intends to transfer to a third country or international

organisation and on the level of protection afforded by that third country or international
organisation by reference to an adequacy decision by the Commission;

() BANT =2 PED LN DRFEDRICIBN T, 7 — % O GEICAERLI A RS 5
T2 DN EI 2 TN LIS DT X TONEH,

(h) any further information necessary to guarantee fair processing in respect of the data
subject, having regard to the specific circumstances in which the personal data are collected.

2. FEEFIL, T —FORMRENCENT —Z ZWET D56, H 1 HICHET SR
2. FOENT =2 %5222 & OEEMEROYET — % & 52 0o 125810 3% x4
FIZAELHMERIZONWT, T —F OXGFITEM L Tl 57220,

2. Where the personal data are collected from the data subject, the controller shall inform
the data subject, in addition to the information referred to in paragraph 1, whether the

provision of personal data is obligatory or voluntary, as well as the possible consequences
of failure to provide such data.

3. BHEIL, T—FORMRENOEANT —Z L LR 0GE. 58 1 BICHET 21HHRIC

Mz T, ZOMAT —Z DY —RZDNWTT — X ORGHEITER LT iU b7,
3. Where the personal data are not collected from the data subject, the controller shall
inform the data subject, in addition to the information referred to in paragraph 1, from
which source the personal data originate.
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4. FEREIT, B 1H, F2H, BLOE 3H ORI NE#RZ LT ORI L 210
ECACYAAN
4. The controller shall provide the information referred to in paragraphs 1, 2 and 3:

(@) 7—2OXMRENBBEAT — 2 HHfF LIz & &,
(a) at the time when the personal data are obtained from the data subject; or

(b) T—Z DHRENOBAT —F Z TG LRWESIT, T aitsk Lz & & UTET —
ZPMEED U < ITABL S NI E DBREE 2 B8 L 12 IUER O GBI, 72, o

SWASNDERREZ N5 G1E, B LT — 2 REMICHRIND & &,

(b) where the personal data are not collected from the data subject, at the time of the
recording or within a reasonable period after the collection, having regard to the specific
circumstances in which the data are collected or otherwise processed, or, if a disclosure to
another recipient is envisaged, and at the latest when the data are first disclosed.

5. B 1HNLH 4 L, LT OHAEITITEH LR,
5. Paragraphs 1 to 4 shall not apply, where:

(@) 77— X OXREMN, FH1H, F2H, BLOE SHEHTORINHEHREZ T TITFA L TW
D56,
(a) the data subject has already the information referred to in paragraphs 1, 2 and 3; or

(a) at the time when the personal data are obtained from the data subject; or

) T—F OHBENSBINESNT-T —Z TiE . 2o, T0 X 5 RIEFHROMKE R ATRE
TPEHBILZY . FRBEOT 12 o720 T 554,

(b) the data are not collected from the data subject and the provision of such information
proves impossible or would involve a disproportionate effort; or

() T—XDOXRMBEMNOIESNT=T — X Tld/e <, Mo, EIZL > TE ORGSR
AIZED LI TV DE,

(c) the data are not collected from the data subject and recording or disclosure is expressly
laid down by law; or

(d) T—HXOMBENLIEINT-T —X TR, o, TO LX) RiERERMT s &
D, 521 R o 72 EU XTI ENE CTED H B ORI E HREZRET 2L &5
Bt

(d) the data are not collected from the data subject and the provision of such information

will impair the rights and freedoms of others, as defined in Union law or Member State law
in accordance with Article 21.

6. % 5 HOICHE AT 258 101E, BHEILT —F OXEEDEL LA 2 RET 272012
LIRSS Rt AV DY (VAP AN

6. In the case referred to in point (b) of paragraph 5, the controller shall provide appropriate
measures to protect the data subject’s legitimate interests.
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7. ZERITIE, H1HEHOICHET 2ZMAOBMEOIERE, 5 1 HIHET BN T
7B ADBENIIIT 2 ERGEM, H1 HOICHET 2REDE 7 2 =R BV T
RENLSNDOT X TORERICEIT el REL L0 B L, & 5 HOITED L= fish
2B 2 fefbde L ONE U 22 TRIRFE A L 0 BRI 5720 OBUEIZE D & BATES 1
ETOMRDPEZ NS, TOXIRETERIET HITHY, ZEST, FMEOPH
BHEEER O DI 2R A2 LT iEm ey,

7. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria for categories of recipients referred to in
point (f) of paragraph 1, the requirements for the notice of potential access referred to in
point (g) of paragraph 1, the criteria for the further information necessary referred to in
point (h) of paragraph 1 for specific sectors and situations, and the conditions and
appropriate safeguards for the exceptions laid down in point (b) of paragraph 5. In doing so,

the Commission shall take the appropriate measures for micro, small and
medium-sized-enterprises.

8. ZESIT, METHNL, kxR OT — Z BRI O REME K W B2 B EIZ A
o B 1HENGEH 3 HTORINERERUET 5720 DFEERREZED TS LV, ZFHIUZ
B 2 hEATiEIT. & 87 &2 ICHUET 2% FIRIC X W #IE L 2T 57wy,

8. The Commission may lay down standard forms for providing the information referred to
in paragraphs 1 to 3, taking into account the specific characteristics and needs of various

sectors and data processing situations where necessary. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 87(2).

B15% T—XOMGEDT Ik A
Article 15 Right of access for the data subject

1L 7= Z OXRE T, GHAREBEET D2MAT —Z B SN D D0 E 9 NTON
T, WOTHEHEICHRBELERTE DN DD, TDOX I REANT =2 BB I D
Srtr, BEA LT O X9 a2t L2 hide b7,

1. The data subject shall have the right to obtain from the controller at any time, on request,
confirmation as to whether or not personal data relating to the data subject are being
processed. Where such personal data are being processed, the controller shall provide the
following information:

(a) WLEED B,
(a) the purposes of the processing;

(b) BIHE T 2EANT — % DJEME,
(b) the categories of personal data concerned;

(©) FHCZBANE ZFEIFET 2856, MAT 2R bR Ins, £33 T2
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BN ST N 7213 BN D & M,
(c) the recipients or categories of recipients to whom the personal data are to be or have
been disclosed, in particular to recipients in third countries;

(d) AT — & PMRTE S5 M,
(d) the period for which the personal data will be stored;

(&) 7 — X OXIZE L, FHE I LEANT — 2 OEIEF 1 13IHE 2 Bk $ 2 MR UL M54

T—Z OB EH LB DR ZH T2 Z L,

(e) the existence of the right to request from the controller rectification or erasure of
personal data concerning the data subject or to object to the processing of such personal
data;

() BEHEIEE 2R LT 2 ENTE DAL B IO OBEEKBORE Lk,
(f) the right to lodge a complaint to the supervisory authority and the contact details of the
supervisory authority;

(o) WIS DMAT —Z BT 28/, BRLOENLSLD Y — AT 5T X TOAF 6

PRI B BT % A,
(g) communication of the personal data undergoing processing and of any available
information as to their source;

(h) D72 < & B 20 KRITHUET 5 Hkr IHED, HRELHDOE KRR PRI N D5

e

(h) the significance and envisaged consequences of such processing, at least in the case of
measures referred to in Article 20.

2. T—FOMBEIIE, REESNDEANT —ZIZBH L TEEE D DR 22T 2 MR H
Do T—HDMBENPESTENCLVEREZH LIS E, 72 ORBE IO T k2%

RENZLWRY . 2B RITEFEATRES N2 TIUTZR 5220,

2. The data subject shall have the right to obtain from the controller communication of the
personal data undergoing processing. Where the data subject makes the request in electronic
form, the information shall be provided in electronic form, unless otherwise requested by
the data subject.

3. ZESITE, B 1H@IIRINTZ, T —F ORGHE~OENT —Z ODWNEFIZ DN T O
& ORI HEE & ZR G2 K0 BRI b DIZT 572012, 5 86 ROHEITHEAS T REE
BEHIET DHERP G5 2615,

3. The Commission shall be empowered to adopt delegated acts in accordance with Article

86 for the purpose of further specifying the criteria and requirements for the communication
to the data subject of the content of the personal data referred to in point (g) of paragraph 1.

4. ZESEIT, A 2B R OT — Z BRI O BRI 2R R OB A BE L, 7 —X
DXGE DR NGRFER FoF—4 DX GEE ~DENT — &iﬁL%E LON % 1 HITHET D
HHROATFOERB L OIEKHEEITO O OEFEEEE FIEZFEEL TH LV, T

101



HREATIEE, 5 87 &(2) ITHET 2FHETFIAIC L - THIE SR T e b2y,

4. The Commission may specify standard forms and procedures for requesting and granting
access to the information referred to in paragraph 1, including for verification of the identity
of the data subject and communicating the personal data to the data subject, taking into
account the specific features and necessities of various sectors and data processing
situations. Those implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 87(2).

% 3HI FTIELIHE
SECTION 3 RECTIFICATION AND ERASURE

164 FTIER T DHER
Article 16 Right to rectification

T =2 ORREINL, EOICETL2BEAT —F BPAREMRGE, EHEICECOTIELZ S
LHERINR B D, 7T — X ORRFITIL, FTIESNTFRBREZREET 2728 LT, REaizfE@A
F—REFERE DI ST HHERNS D,

The data subject shall have the right to obtain from the controller the rectification of
personal data relating to them which are inaccurate. The data subject shall have the right to

obtain completion of incomplete personal data, including by way of supplementing a
corrective statement.

F1THR ENELNDHENS L OVHET L HER]
Article 17 Right to be forgotten and to erasure

1. 7= 2 OREHEITIL, LTONTNNIELT 250, FICEDANDRFHo & X2
RLTZHANT = 21220 T, 2O NICBET S A7 — & OHIER & £ D7 — % DREsm D
ik 2 HEICEIT S EOMERNDH D,

1. The data subject shall have the right to obtain from the controller the erasure of personal
data relating to them and the abstention from further dissemination of such data, especially

in relation to personal data which are made available by the data subject while he or she was
a child, where one of the following grounds applies:

(@) 27— Z#WELB I CWEL L7 BIZB W T, 20T — 2B HIT0ME TR WEA,
(a) the data are no longer necessary in relation to the purposes for which they were collected
or otherwise processed;

®) % 6 £@ICL Y ZDOUFORIL L 72 R E 2T — X OXREDER Y T84,
FIERFEE SN TWREHRZ B X 7256, BLOZOT —Z OB OV THER 7 ARIL
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M—EENGA,
(b) the data subject withdraws consent on which the processing is based according to point

(a) of Article 6(1), or when the storage period consented to has expired, and where there is
no other legal ground for the processing of the data;

(© %19 FROHEIHEN, T —F ORMRENMEINT — 2 DWW R 2B 2 7256,
(c) the data subject objects to the processing of personal data pursuant to Article 19;

() BT — % OWIRN, ZOMMOIBIZ LY Z OBANTHEI L2 W6,
(d) the processing of the data does not comply with this Regulation for other reasons.

2. FE1HTHET LIEHENZOEANT =X 2L/ L WA, 207 — X 2B LT
WO ZFIZH L TCT —F OMBEMANT =2 D a—£ 72 3EE~DTXTDY 7
EHETHEOIERL WD EEZBMT 572 L, BHENELEZFEOT— X OABIZEL
THINMFEEZELH O 5 EHNFEZEFHE IO 2T X2 5720, FEHEMEA
T OHFE=HICLDARAER T LTV ELE, BEEIZOARICOVWTHEELZAY b
DERIREND,

2. Where the controller referred to in paragraph 1 has made the personal data public, it shall
take all reasonable steps, including technical measures, in relation to data for the publication
of which the controller is responsible, to inform third parties which are processing such data,
that a data subject requests them to erase any links to, or copy or replication of that personal
data. Where the controller has authorised a third party publication of personal data, the
controller shall be considered responsible for that publication.

3. BEA L. LLTOHAIZ L > TEDEANT —Z ORFFPBLERGE 2 RS B <

ELRITUTRE 220,
3. The controller shall carry out the erasure without delay, except to the extent that the
retention of the personal data is necessary:

(@) % 80 FITHE- THRELD HHDOMER ZATHT 2720,
(a) for exercising the right of freedom of expression in accordance with Article 80;

(b) % 81 &It » CHROEREICET 2 AOFREZF D720,
(b) for reasons of public interest in the area of public health in accordance with Article 81;

(c) %5 83 RITHES TSR, HEFH. 38 K ORHARIZRBFSE B D728,
(c) for historical, statistical and scientific research purposes in accordance with Article 83;

(d) EU VEE 7T ENEC X - TEHFICHR SN D EE EOME AT — & (REFEH 4851
H720, MBAEEZ, ALOFRE LD X BRBMNCH 72D THY . AT —Z Ok
IR ORI OAREZEEL, £ L TERTAREEYZRANICS SO LI RITIERS
AN

(d) for compliance with a legal obligation to retain the personal data by Union or Member

State law to which the controller is subject; Member State laws shall meet an objective of
public interest, respect the essence of the right to the protection of personal data and be
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proportionate to the legitimate aim pursued;

(e) 25 4 HOBUEIZE LT 256
(e) in the cases referred to in paragraph 4.

4. LT O%G6E, BHEIEANT -2 ZHET 20 TIERL . ZOLREHIRT 5,
4. Instead of erasure, the controller shall restrict processing of personal data where:

(8) 7 — & DRGHIMANT — & DEREIC VT Rz i LT TR0 FHENRT — 4

DIEFEMEIZ DU THERR L TV 2 1 1,
(a) their accuracy is contested by the data subject, for a period enabling the controller to
verify the accuracy of the data;

(b) HEBIL DX A2 DEROTZDOIT BITREAT — 5 ZLEL LARVE, 215 EFEL

& LTRFE LR ITNIEZR B2V EA,
(b) the controller no longer needs the personal data for the accomplishment of its task but
they have to be maintained for purposes of proof;

(0) WEEDEETH DT, T—F DOXMBRENEOWHEIZEFZEZEZ. RV IZELDL DR
HOHIRZ ZR L TV D55,

(c) the processing is unlawful and the data subject opposes their erasure and requests the
restriction of their use instead;

(d) 7= ORRENE 18 FQROBEIZESE, Mo BEML I NIZLI Y 2T HE AT
— 2 BT LOERL TV DL5E,

(d) the data subject requests to transmit the personal data into another automated processing
system in accordance with Article 18(2).

5. 5 4 HOBUEIZHEY T 2EAT —2 1%, RETLHHEERE. GHLE T2 HIO 29I
DRI HZ LN TED, o, T—FORMGEOREZGLHEIL, tho BARA UL
ENOHER ORE TN IEORIZE D T2 DITHIRT H Z N TE D,

Personal data referred to in paragraph 4 may, with the exception of storage, only be

processed for purposes of proof, or with the data subject's consent, or for the protection of
the rights of another natural or legal person or for an objective of public interest.

6. B 4 HOBEIZHEWEN T — X ORI HIIR X556, EEE 1L, WEEOH| R 2 7l
THHN, T—HORREIZEDOEEBMLRTNIE RS20,

Where processing of personal data is restricted pursuant to paragraph 4, the controller shall
inform the data subject before lifting the restriction on processing.

7. BEFIX, AT —F DEEICEH L TED LAVZHIR L OT — Z RIFOLEEHEIZBIT 2
EHR 72 WE LIZHOWTED B HIRO M G L — 525, #EFITST B DA A 2 A5

L22T TR B2,

The controller shall implement mechanisms to ensure that the time limits established for the
erasure of personal data and/or for a periodic review of the need for the storage of the data
are observed.
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8. AT =2 ZHET D56, BHEEIZALSIOLIEZ L TIER 520,

Where the erasure is carried out, the controller shall not otherwise process such personal
data.

9. ZERITITLLT 2 L0 BRI R T 72012 5 86 FOBUEICE S E RTIES ZHIET 5
MR G2 b5,

The Commission shall be empowered to adopt delegated acts in accordance with Article 86
for the purpose of further specifying:

(@) FFED/EF I L OWFE DT — Z UBLRPLIZ IS T, 5 1 HA A 5 72 0 OFFM A &
ZH,

(a) the criteria and requirements for the application of paragraph 1 for specific sectors and
in specific data processing situations;

(b) HE2HEIIHET D, MRIFIH R a I a=r—va P —EANLEAT—ZDV
v, abt—, £RIIETEHIRRT DO,

(b) the conditions for deleting links, copies or replications of personal data from publicly
available communication services as referred to in paragraph 2;

(0 H4ATICHET D, AT —F OIERAFIRRT 2 72 D OFFARHAE & S,
(c) the criteria and conditions for restricting the processing of personal data referred to in
paragraph 4.

F18% T—HDOR—ZE YT (BT D HER
Article 18 Right to data portability

1. 7 =2 OXMEF I, HElbIhEm 7 +—~ > MCEXVEAT —ZDNETFHTET
PRSI D56, HMEARE VBRI REZR X 5 ICE A&t SN Em T +—~
v NOERT, WHFTOT —ZDav—Z2EHENOATTLHANS 5,

1. The data subject shall have the right, where personal data are processed by electronic
means and in a structured and commonly used format, to obtain from the controller a copy

of data undergoing processing in an electronic and structured format which is commonly
used and allows for further use by the data subject.

2. T—H OXMBEEHEPVENT — & 240 L E ORBN RN DRE E 13K ST D
Gitr. 7T — X OMRFIL, TOMEAT — 2B LOT — & OXIZEPREE L2 0o
ZRFFL TV D HEWLELY 27 A6 HEHEIHTOND Z L R<EAT —Z 2L,
HHOE TR T +—~ v ML DO HAELIE Y AT DB THAR D 5,

2. Where the data subject has provided the personal data and the processing is based on
consent or on a contract, the data subject shall have the right to transmit those personal data

and any other information provided by the data subject and retained by an automated
processing system, into another one, in an electronic format which is commonly used,
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without hindrance from the controller from whom the personal data are withdrawn.

3. BI1IHEICHET2EF 74—~y b, BIOE2HOHTICHKESEAT —Z OBIRD
o OHEMHER . X, BLXOFIEICOWT, ZESIFTEEPUICIEEEL TS LV, FhiZ

BRI 2 HaATiEIE, 5 87 4&:(2) ICHIET 28 FIHIC L o THIE S iuide 7y,
3. The Commission may specify the electronic format referred to in paragraph 1 and the
technical standards, modalities and procedures for the transmission of personal data
pursuant to paragraph 2. Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2).

FAT BEAEBILHEMETo T AT
SECTION 4 RIGHT TO OBJECT AND PROFILING

195 REATEZX DHER
Article 19 Right to object

1. =2 Ox%HE T, FNFNORMIC L AW ES X 6 (D@, (o). BLOW®
WXL DENT — 2 ORI H L TWOTHERBEZBE X DHRNS D, 72720, EHAE D,
F DAL ’%LT?~&@H%%@%§§Ri%ﬁ%k%ki@ﬁm_%%éhéEé&

BILZ R L2 B T2 DR Y TIERu,

1. The data subject shall have the right to object, on grounds relating to their particular
situation, at any time to the processing of personal data which is based on points (d), (e) and
(f) of Article 6(1), unless the controller demonstrates compelling legitimate grounds for the
processing which override the interests or fundamental rights and freedoms of the data
subject.

2. HANT —ZBEA VI h~—FT 4 T OAMDOTDIMIBI NI GE, T —F O35

FIE, ZOY—FT 4 v 7O DOEAT — % OAEZx LT, BECTRELZE X DHE

Rt D, Z OHEFNIIAMR 2 HIEIC K > THRIICT — % OREE I G S, hofFH
VRIS 2 ERTERIT TR DA,

2. Where personal data are processed for direct marketing purposes, the data subject shall

have the right to object free of charge to the processing of their personal data for such

marketing. This right shall be explicitly offered to the data subject in an intelligible manner
and shall be clearly distinguishable from other information.

3. BI1IHEBIOE QUEHICEARBOR L TORD NS, BHEIZEOMAT—#

O E TR A2 IR 5,

3. Where an objection is upheld pursuant to paragraphs 1 and 2, the controller shall no
longer use or otherwise process the personal data concerned.
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F205% TuTzyA )& <
Article 20 Measures based on profiling

L $XTORRANT, €OARNIERRZ A CTERLEERL 5253, £0
B RN D & 2l N HHRIE O FFA 0D 72 8 XAEZ D B IR ORI F2fk, PRI, NZHE
R, EARIRELF, fEHEME. ITENCET 208 S L IETRIO 20 0 B ELEL O 2 (KL

LTV HDIZHONTIE, ZBIUTTHEDRWHERZ AT 5,

1. Every natural person shall have the right not to be subject to a measure which produces
legal effects concerning this natural person or significantly affects this natural person, and
which is based solely on automated processing intended to evaluate certain personal aspects
relating to this natural person or to analyse or predict in particular the natural person's
performance at work, economic situation, location, health, personal preferences, reliability
or behaviour.

2. ZOHAIOMODOSRINTHEI L . 22 DLLF D X 5 AP ITONDGEICRY . DAY
ZH T HICHET DHINCIED 2L LT 2 RO BND,

2. Subject to the other provisions of this Regulation, a person may be subjected to a
measure of the kind referred to in paragraph 1 only if the processing:

(a) ZDMIEN . BRIOFRE T2 ITBITICB W TIThb 58, 72720, T — X OxXZE N
LRI OFERE ETIXBITH R L CENRWIZ SN DGE. D WIEARZ I TE S & 2 HeF
8T —Z OXMBHEDEYR 2R ZRET D72 D O e FENER STV AEAIZR
%

(a) is carried out in the course of the entering into, or performance of, a contract, where the
request for the entering into or the performance of the contract, lodged by the data subject,

has been satisfied or where suitable measures to safeguard the data subject's legitimate
interests have been adduced, such as the right to obtain human intervention; or

(b) ZoE), EU EUIIEEEIC K> THEICRO bR TEBY | TOEICT —X Oxt
REDIEY RS RET DO DML 72 FENED b TV D56,

(b) is expressly authorized by a Union or Member State law which also lays down suitable
measures to safeguard the data subject's legitimate interests; or

(¢) ZDWHEN, 5 T HRITED BRI LU Y 72 PHRFED T TOT — % Oxtg#
DRBICESHN TV DHA,

(c) is based on the data subject's consent, subject to the conditions laid down in Article 7
and to suitable safeguards.

3. BHRADH 2 EANBMIE 23T 5 72D DA T — 2 o BEEIE, % 9 RICHET S

Rl 7 ) —OENT —Z DHITES DO Th > TUIR LR,
3. Automated processing of personal data intended to evaluate certain personal aspects

107



relating to a natural person shall not be based solely on the special categories of personal
data referred to in Article 9.

4. FH 2 HO X O a4 RICESSEHEN RIS LHRITIT. F 1 HHET D
HIBHALEE DAL L OE DB L > TE X HINDT — X DXRGHE~OFE L Vo T2 IEH
WEENRTITR B0,

4. In the cases referred to in paragraph 2, the information to be provided by the controller
under Article 14 shall include information as to the existence of processing for a measure of

the kind referred to in paragraph 1 and the envisaged effects of such processing on the data
subject.

5. ZERITII, H2HTHET 7T — X O REOELLFREEIRET D720 DY 70 F
B2 DOWT, 2Ol FE#ER K ORI Z L BARBIT R 72012, 5 86 ROMEITHE S E
FES ZHET DHRD 2 bivd,

5. The Commission shall be empowered to adopt delegated acts in accordance with Article

86 for the purpose of further specifying the criteria and conditions for suitable measures to
safeguard the data subject's legitimate interests referred to in paragraph

5 E IR
SECTION 5 RESTRICTIONS

H215% HIR
Article 21 Restrictions

1. EUEE7MBAEE T, 85 fR@~(). 5 11 5~ 20 5. BLOE 32 KT
T D FEH I L OMER O i 2 . EEZ AW THIRL T X, 2ZL, 20 L)
7RHAIRDY, REMHSIZEB T N ESF L 72O Db 72 FE TH D5 H TR D,

1. Union or Member State law may restrict by way of a legislative measure the scope of the

obligations and rights provided for in points (a) to (e) of Article 5 and Articles 11 to 20 and

Article 32, when such a restriction constitutes a necessary and proportionate measure in a
democratic society to safeguard:

(a) 167,

(@) public security;

(b) JRSRDEIIL, HA, MzE, I LOMRR,

(b) the prevention, investigation, detection and prosecution of criminal offences;

() EU F72i3mBEICE T 2200 g, Fro, @8, TR, BALUCBT 5 RME
BELOTGOREEKR O EMEDORED L 5 7e EU F72 130N E O REE LR G £ 7213
IS GERRAVRIEAN
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(c) other public interests of the Union or of a Member State, in particular an important
economic or financial interest of the Union or of a Member State, including monetary,
budgetary and taxation matters and the protection of market stability and integrity;

(d) M2 T 2WEEIC T D MELER O, FE., B, ¥ X O,
(d) the prevention, investigation, detection and prosecution of breaches of ethics for
regulated professions;

(&) HEITDNE LTS, (@), b). ©. BLOWDITHET DHEITIT DMHEDOITEC

PEOBERL, s, FE TS ORRE,
(e) a monitoring, inspection or regulatory function connected, even occasionally, with the
exercise of official authority in cases referred to in (a), (b), (c) and (d);

(O) 7— % ORRE F 1213 H ORI & B h O,
(f) the protection of the data subject or the rights and freedoms of others.

2. FRZ, B 1 HTOREIZHEDWTT 9 TNTOENIKFETIE, 272< &b 2oL T
EHEOWRENIERT D HCHONT, BEMREEZZEZRTNITR B0,
2. In particular, any legislative measure referred to in paragraph 1 shall contain specific

provisions at least as to the objectives to be pursued by the processing and the determination
of the controller.

FIVE L
CHAPTER IV CONTROLLER AND PROCESSOR

B —RAIERE
SECTION 1 GENERAL OBLIGATIONS

225 EWHEOERME
Article 22 Responsibility of the controller

1. EHEEL EAT —Z DL Z OFANCHERL L THEEICFATEIND 2D D Ti# & E D,

NSRS Tt AU AN E AN SR ANAN

1. The controller shall adopt policies and implement appropriate measures to ensure and be
able to demonstrate that the processing of personal data is performed in compliance with
this Regulation.

2. B 1ETHRET D RITIE, FICUTE2EERITUTR S0,
2. The measures provided for in paragraph 1 shall in particular include:

(a) 55 28 SLDHEITIES < LFEDRIT,
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(a) keeping the documentation pursuant to Article 28;

() % 30 FRITED BT — X ERE TN DO FAT,
(b) implementing the data security requirements laid down in Article 30;

() % 33 ROMFEICES < 7 — & IRl i BT I D e,
(c) performing a data protection impact assessment pursuant to Article 33;

(@ % 34 F£OQDOHEIZHED < BEHE O FRIAGE £ 72T HEATHHRIC T 2 MBSO
BT,

(d) complying with the requirements for prior authorisation or prior consultation of the
supervisory authority pursuant to Article 34(1) and (2);

(e) % 35 (DD MEIZH-S< DPO DfEAn,
(e) designating a data protection officer pursuant to Article 35(1).

3. HEEIX, B1HEBIOE 2HOBEICESETH L DRROFGIMELHEFEICHIETE D
AN Z A DG SERITIER B0, b LY 256 AL Lo £ 72134 ok

BN Z OBRFEZATOERIT TR B R0,

3. The controller shall implement mechanisms to ensure the verification of the effectiveness
of the measures referred to in paragraphs 1 and 2. If proportionate, this verification shall be
carried out by independent internal or external auditors.

4. ZESIE, FH2HEICT TIBESN TS O EERE | 8§ 1 HEICHIET DY) x5k
(ZOWT ORMIEYE N OB 2 BARE T 5720, 5 3 HICHET DMEEMR DA D A
B = XL DA NEEDFERN KD b2 EEE BT 5720, ROFEM, T/
BB AT ORFBEOXIRAZBE S 5720, 5 86 ROME IS E ZHMEET HilET D
RAEx 6D,

4. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of specifying any further criteria and requirements for appropriate
measures referred to in paragraph 1 other than those already referred to in paragraph 2, the
conditions for the verification and auditing mechanisms referred to in paragraph 3 and as

regards the criteria for proportionality under paragraph 3, and considering specific measures
for micro, small and medium-sized-enterprises.

23 5% RENZ R DVIMIREDT — & Rk
Article 23 Data protection by design and by default

1. BHEIT, REOTEZRET DL E RO EZ TR 5 L EOMGITBNT, £
IV ZORAOMBERMENTH T ST — 2 ORGEOHFPEEICREIND LD,
BOHTHEIMTREE 2 2 b 2B E LT, SRR ORI 2R & FIRZ FT L2 dide b
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720N,

1. Having regard to the state of the art and the cost of implementation, the controller shall,
both at the time of the determination of the means for processing and at the time of the
processing itself, implement appropriate technical and organisational measures and
procedures in such a way that the processing will meet the requirements of this Regulation
and ensure the protection of the rights of the data subject.

2. EHEIL, 7T ERBLOT - REHH Om L OREIZIBWN T, FFEOLIHB DT
DIZEIENT — 12T BB S O HINZ B2 57 L B DT — 2 & IR E 72 13 R
L2 &R, PIIEREIC L VR CTE D AW = X N EMr SRR B2, RF
ZDOAN=ZZALTIE, OHBREICLY, REEEROBABEANT —ZIZT 7 A TE 20
Lol LTI b2,
2. The controller shall implement mechanisms for ensuring that, by default, only those
personal data are processed which are necessary for each specific purpose of the processing
and are especially not collected or retained beyond the minimum necessary for those
purposes, both in terms of the amount of the data and the time of their storage. In particular,

those mechanisms shall ensure that by default personal data are not made accessible to an
indefinite number of individuals.

3. ZERICE., FB1HEKLOE 2HICHET MU RR E A =X 5L, FRIZER.,
P — R AR L CHEH T DRI TOTF — Z{RHEOFMEE R W ES A2, LV

BARENRT 721, 5 86 ROMEITHEDS X, ZEETZHIET RN G2 5D,
3. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of specifying any further criteria and requirements for appropriate
measures and mechanisms referred to in paragraph 1 and 2, in particular for data protection
by design requirements applicable across sectors, products and services.

4. ZERIT, B 1HEBIOE 2 HICHET 2 BRI LT 2O OEINMEEZEH TH
Fv, ZIUTBIT ZMATIEIE. 55 87 &) I[THET 2 FIAIC K » THIE S hg il
IRBIR,

4. The Commission may lay down technical standards for the requirements laid down in

paragraph 1 and 2. Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2).

W24 5% HEIEHE
Article 24 Joint controllers

%5Mﬁ%ﬁm%kﬂﬁbfﬂk?~&®@ﬁ®ﬁw G, BLOFEZRET 2HE
X, TOEHERLTH#EL, 7 — X OXNGEDPHEREZTHET D72DOFIEE A B =X A
WZOWTIERHZEE L, _®ﬁw B 2#REEETT D ETO{L2OEEEZEDRITN
T2 B0,
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Where a controller determines the purposes, conditions and means of the processing of
personal data jointly with others, the joint controllers shall determine their respective
responsibilities for compliance with the obligations under this Regulation, in particular as
regards the procedures and mechanisms for exercising the rights of the data subject, by
means of an arrangement between them.

#2564 EU ICHLE 2 R/ WS O
Article 25 Representatives of controllers not established in the Union

1. 3 LIS T 254, BHE T EU ISR 2B 2 M Ladhidie b2,
1. In the situation referred to in Article 3(2), the controller shall designate a representative
in the Union.

2. FIEOFHBITLL FOBAICITEA S 7au,
2. This obligation shall not apply to:

(@) %6 41 R X > THO R KMEDRH#E 2 FEhii L T\ D E RESINRE LI25E = EICHLE %
R B,

(a) a controller established in a third country where the Commission has decided that the
third country ensures an adequate level of protection in accordance with Article 41; or

(b) fEZEE M 250 AR O EEHE,
(b) an enterprise employing fewer than 250 persons; or

(¢) ARIBEES & 72 1T AL FR,
(c) a public authority or body; or

() EU IZAEET 27 —Z OXLE TR0V — B R & BLICKR 2 $2iE3 5 7217 OB LA,
(d) a controller offering only occasionally goods or services to data subjects residing in the
Union.

3. UL, BT —E RO L BE L CTEAT — 2 MBS D 72132 DITEI R

RENDT =2 OREENEET DMEEO— IR Z R 72 21T U2 B0,

The representative shall be established in one of those Member States where the data
subjects whose personal data are processed in relation to the offering of goods or services to
them, or whose behaviour is monitored, reside.

4. BEEIC L 2REOMEAIL, BEE BT DFAOREL LT 2 6D TITARU,
The designation of a representative by the controller shall be without prejudice to legal
actions which could be initiated against the controller itself.
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%265 ALER
Article 26 Processor

1. BHEORD VI ERNE SN 556, € OEHE L, SIFIICIEIE THR 7
SR EFRELFATT D2 LICHOVTHBITRIAETE DA HF 28 LT e 6720,
ZOEEFEORET, ZORAIOSEMEENTZ L, R ONIRAE R © Bl e e Xtk
KO SR DR TT — 2 O RE OMR 2 fEEICRFE L, £ LTI b OxRICHES:E
WA L TR uEZe 720,

1. Where a processing operation is to be carried out on behalf of a controller, the controller
shall choose a processor providing sufficient guarantees to implement appropriate technical
and organisational measures and procedures in such a way that the processing will meet the
requirements of this Regulation and ensure the protection of the rights of the data subject, in
particular in respect of the technical security measures and organizational measures

governing the processing to be carried out and shall ensure compliance with those
measures.

2. WHFIZ L DB O FERIL, FRZAHEE N T 2875 KO BREL T, £ E %
BRI U722 E 7 3t OERITT 212 K » CEFEAHEE I X 20O K, g
FHa BB IR OOT 2K E 1T Z OMMOERAT I K-> TEB S NRIT TR 5720,

Z LT, ZOEKREATATIE, FICTTREBE LRTHTR B0,

2. The carrying out of processing by a processor shall be governed by a contract or other
legal act binding the processor to the controller and stipulating in particular that the
processor shall:

(a) WFRE L, FRHERT 2EANT — &% OBIRPEEIE STV A6, HEE ORROAIC
EOXTET L2 L,

(a) act only on instructions from the controller, in particular, where the transfer of the
personal data used is prohibited;

(b) ALERF T, B AR D S 72V LR L2 B £ REE OB RFRB 2 A S A D2
AT L,

(b) employ only staff who have committed themselves to confidentiality or are under a
statutory obligation of confidentiality;

(c) WLERE 1L, 55 30 RITHESTo T R TOMELRE LT 2 Z &,
(c) take all required measures pursuant to Article 30;

(d) ALERFE DB DOIIRZ W 1% R D856, M FRNCEREOT 25L&,
(d) enlist another processor only with the prior permission of the controller;

(e) WHEL, ZTDUHDOARE ZEE L CTHRERG A IR, BHEENE I EIZED b
T = Z DRRE DN ZATHE S 2 ERITIS L2 BB OBITICEL T, HHE (0FEM) I
— BT D EMHI D OMBRANC LRI AR T 2 2R TE D L5, BHAICAEELT
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B i X OMHR 2k 23 E+ 2 Z &,

(e) insofar as this is possible given the nature of the processing, create in agreement with the
controller the necessary technical and organisational requirements for the fulfilment of the
controller’s obligation to respond to requests for exercising the data subject’s rights laid
down in Chapter IlI;

() WP, EEEDH 30 £~ 34 RORBAMFIBITT 5 Z LITB W TERE 24
Biyaz T a oMoz L,

() assist the controller in ensuring compliance with the obligations pursuant to Articles 30
to 34,

(2) ALBRFET, WO THRT N TORMRZEHEFICT SEL, AT —F 20 L7220 2

Lo AT =2 OB ERIET D Z L,
(9) hand over all results to the controller after the end of the processing and not process the
personal data otherwise;

(h) AFRFE L, FEE LB, COREICED bNEREOBITEEHRT 572010

BTN TORRERTRT 5 Z &,
(h) make available to the controller and the supervisory authority all information necessary
to control compliance with the obligations laid down in this Article.

3. BWELE LALHE T, 2 HORS NI E A O R & BE O 2855 & SCET Rk LR
TR 6720,

3. The controller and the processor shall document in writing the controller's instructions
and the processor's obligations referred to in paragraph 2.

4. WEREDVEIE ORI RO HIETEAT =2 20 L2 5E . COWMBE ITZ DL
HITADRIZBWTERE ThH D L ARSI, 24 FRITED b L FEEHEE R Oxt5
ERBRITNITR B,

4. If a processor processes personal data other than as instructed by the controller, the

processor shall be considered to be a controller in respect of that processing and shall be
subject to the rules on joint controllers laid down in Article 24.

5. B 1 HIZHK T HIRE OB, . 3 LU OB & MBI, B R ORrTERL L
MEDOHMICB W TEEI N —TNOENT — W 2R G T 5 K 5 ek % BARRIC
RTTEOIT, 86 RITHE - TEERFHE Z BRI T DHERNZERITE A bR IT TR B 7
U,

5. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and requirements for the responsibilities,
duties and tasks in relation to a processor in line with paragraph 1, and conditions which

allow facilitating the processing of personal data within a group of undertakings, in
particular for the purposes of control and reporting.
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27 % EILE &APRE OMHERR T T O
Article 27 Processing under the authority of the controller and processor

TNT —H %2 AFTE D E - I3 HEOMHER FTITEI L TWAHEE B L O T
DN, EUBEEIIMBERETE I THZERROLNATORWEY | EHEND O

RPRT T ZEN S AP L TR B0,

The processor and any person acting under the authority of the controller or of the processor
who has access to personal data shall not process them except on instructions from the
controller, unless required to do so by Union or Member State law.

285 E
Article 28 Documentation

1 BEHE, SOHE . BIOS LIFETUTEREREIT, TN CTORBBREICET 2

XELZFLEZF > TEHLR2T TR S0,

1. Each controller and processor and, if any, the controller's representative, shall maintain
documentation of all processing operations under its responsibility.

2. ZOEITIE, DR EBUTO LI RIEBRVPEORITITR B0,
2. The documentation shall contain at least the following information:

(a) HEE ., F7o(ZILREEE DS EILERE O4 §i & B SEOFEM, 7o, b L DHEE.
RELDA T & S SE DR,

(a) the name and contact details of the controller, or any joint controller or processor, and of
the representative, if any;

(b) & LIFIET DD 5, 7 — Z R#ERLE D4 Bl & d#f& e D6,
(b) the name and contact details of the data protection officer, if any;

(o) WEDO B, Z ZIZIZZ OWMEENE 6 £(DOIZES< o THIUL, BEENERT 5 1E
BIeFRENEEND,

(c) the purposes of the processing, including the legitimate interests pursued by the
controller where the processing is based on point (f) of Article 6(1);

(d 77— OMBREOHT Y —LZNOICHET L2BEAT =2 DN 7 2 ) —IZBT 55
ﬁc

(d) a description of categories of data subjects and of the categories of personal data relating
to them;

(e) IE4RFZEDT=DIMENT — X DR SN D EHEBRT HIEY 2RO 7= DIfE A
T A MR EINLOEREEZ G, AT —XOZWAETIIZRAOL T Y —,
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(e) the recipients or categories of recipients of the personal data, including the controllers to
whom personal data are disclosed for the legitimate interest pursued by them;

O BB E. FoEEIIEEEEOS T #E & 08 —EH E IXEEEE ~0 7 — ¥
Bin, £72, 8B 4 F£OO)TERSNEBEOLE, HWEZ2 TR FBICE T 2 30,
(f) where applicable, transfers of data to a third country or an international organisation,
including the identification of that third country or international organisation and, in case of

transfers referred to in point (h) of Article 44(1), the documentation of appropriate
safeguards;

(@) B2 N7 3V —OF — X ZHIBRT 2 WIRIZET 5 — i 7R,
(9) a general indication of the time limits for erasure of the different categories of data;

(h) %5 22 KGR END A B = R LD,
(h) the description of the mechanisms referred to in Article 22(3).

3. HHAE, WEE. b UIAHETTEREREIT, ERBHTEEREICZDEZH

RLRTIEZR B,
3. The controller and the processor and, if any, the controller's representative, shall make
the documentation available, on request, to the supervisory authority.

4, F1HEFE 2HTORINIERBEIL. LTO L 5 EEE L QHFITITEH L Tide b7
Uy,

4. The obligations referred to in paragraphs 1 and 2 shall not apply to the following
controllers and processors:

(a) PEEMRRIR AL Z ER<EAT —F Z WL TS AR,
(a) a natural person processing personal data without a commercial interest; or

(b) FEEBIHBEL721EB & L CORMENT —F 20 L TV 2D HEERD 250 AAIM D

HIEF IR,
(b) an enterprise or an organisation employing fewer than 250 persons that is processing
personal data only as an activity ancillary to its main activities.

5. FRICEHE, WHE, BIUOS LFETIUTERERBEOBEMLEZBEICAN, # 1HIZ
RS SCEIRE 2 M L B2 0 BARIIR T 72012, 5 86 SRITHE > THEERH
BT DHERNRZEBRICE 2 b RIT TR 6720,

5. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and requirements for the documentation

referred to in paragraph 1, to take account of in particular the responsibilities of the
controller and the processor and, if any, the controller's representative.

6. ZERITH 1 HTE RSN LHITHT HEEE L2 EDOTH LW, LIS D 51T
HEIEL 587 R@ITR SRR FIAC L - TR S e bew,

6. The Commission may lay down standard forms for the documentation referred to in
paragraph 1. Those implementing acts shall be adopted in accordance with the examination
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procedure referred to in Article 87(2).

929 & BEEHB~OW
Acrticle 29 Co-operation with the supervisory authority

1 R R, BROS LR THREEEREIT, #1285 53 F@@ITR S
WORMEB L OFREOGB) TELINZT 7B ADOMNED L 5 EEOFEMIZIHBVNT, ERHN
SHIVTEE BRI I L2 T iud e 5720,

1. The controller and the processor and, if any, the representative of the controller, shall
co-operate, on request, with the supervisory authority in the performance of its duties, in

particular by providing the information referred to in point (a) of Article 53(2) and by
granting access as provided in point (b) of that paragraph.

2. % 53 &@NC L DEEMBOHEROITHHEIIKT LT, FHEE L AFE L, OB
FEE LT WIRINICEE BRI Z 2 L2 T e b2, ZoEIZE Tk, BB O RLfE
W2 LT, il L 72Xkt & 2 O RICBET 203 £ T Ud e 5720,

2. In response to the supervisory authority's exercise of its powers under Article 53(2), the
controller and the processor shall reply to the supervisory authority within a reasonable
period to be specified by the supervisory authority. The reply shall include a description of

the measures taken and the results achieved, in response to the remarks of the supervisory
authority.

o FT—ADEXaU T4
SECTION 2 DATA SECURITY

F305% WHOEX2DT g
Article 30 Security of processing

1. HHEF LBFL, EORIIMBINOCEE IR N EZE LT, RETLEAT —F O
BERIOWIICE T DY A7 ICx L CHEYIR LD F 2 U T 1 ZERT 2 720 OHb
HIF J OEARRAY 72206050 2 S0 L 72 1 7 H 720,

1. The controller and the processor shall implement appropriate technical and organisational
measures to ensure a level of security appropriate to the risks represented by the processing

and the nature of the personal data to be protected, having regard to the state of the art and
the costs of their implementation.

2. BELH LAEAT, U R 2l L2k, BARE LI NERBERE D D WITBAR OB KD
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SIHNT — 2 ZAR#T 572010, £, BIEAT —Z OEHFATOBR, A ELITT 2
TR HDHNVETHS ALV T RERRIL A T2DI0, 8 1 IR SRR 2 i L
RFNITR B0,

2. The controller and the processor shall, following an evaluation of the risks, take the
measures referred to in paragraph 1 to protect personal data against accidental or unlawful

destruction or accidental loss and to prevent any unlawful forms of processing, in particular
any unauthorised disclosure, dissemination or access, or alteration of personal data.

3. B4 HPEH SNRWEEITIE, FHICHHIREIC L DT - R#ER L ORGHI L 577
AN —OFIRY Y 22— a OB EBBICAN, FESTICRT DFEDOT — 2L
BRI TOHEAKEZ ML L, 5 1 B LU 2 TR SN2 EifrId K Ok 72
FEUATRT 2 A L 2 L0 BRANT R T 72012, 5 86 SRIZHE > TEERHB L TIRNT 2
RN Z BRI E 2 52T TR b0,

3. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and conditions for the technical and
organisational measures referred to in paragraphs 1 and 2, including the determinations of
what constitutes the state of the art, for specific sectors and in specific data processing

situations, in particular taking account of developments in technology and solutions for
privacy by design and data protection by default, unless paragraph 4 applies.

4. ZERIF, SEIERRP. FFICUTOEBMODIZE 1 HB L O 2 HTED bl
PR BET DhifTiEZ . MEIS U THRIRT 5 2 &N TE D,

4. The Commission may adopt, where necessary, implementing acts for specifying the
requirements laid down in paragraphs 1 and 2 to various situations, in particular to:

(@) AT —F ~OHERD 2T 7 2 &[G 120,
(a) prevent any unauthorised access to personal data;

(b) EANT —F OHERRD 7R WBHAR, Btrirdr, 2 — BH HIBR, E73EEL <20,
(b) prevent any unauthorised disclosure, reading, copying, modification, erasure or removal
of personal data;

(o) WEREAEDBIEME A MEFETIRGET D 728D,
ZAUCEAT 2R TIEIE. 5 87 IR SN BR FIRIC K- THRIRS L5,
(c) ensure the verification of the lawfulness of processing operations. Those implementing

acts shall be adopted in accordance with the examination procedure referred to in Article
87(2).

#3815 AT —F OREFICET 2 EEMBE~ 0@
Article 31 Notification of a personal data breach to the supervisory authority

L AT =2 ORENFEE LGS, BHET, TRICKRBTO T LEERE S /JRER b
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24 B LIS, ZDOMEANT — 2 ORE 2 BEREEI @A L2 T 1T 5720, 24 e LA
[ZIH LR WGEITIE, ZRR TERWEEI R b BEREI @M LR e b
W,

1. In the case of a personal data breach, the controller shall without undue delay and, where
feasible, not later than 24 hours after having become aware of it, notify the personal data

breach to the supervisory authority. The notification to the supervisory authority shall be
accompanied by a reasoned justification in cases where it is not made within 24 hours.

2. % 26 RQMICLY | WEHFEIIEANT —F OREPIAE UGG IR g 108E

LA Z LR T LT ZR B,
2. Pursuant to point (f) of Article 26(2), the processor shall alert and inform the controller
immediately after the establishment of a personal data breach.

3. BHIHTRINDBANCIT, 272 LB UTHREERTWRITIUIR S22,
3. The natification referred to in paragraph 1 must at least:

(@) ZDENT —% DIREOHEICET LB, BRT 27 — 2 ORLEORIL IOV T 2
U—, BfRT 57— La—ROEBLOHT I —7 L,

(a) describe the nature of the personal data breach including the categories and number of
data subjects concerned and the categories and number of data records concerned;

(b) L YVFELVERNAFIRER T — 2 RERE. 72132 Mo WEhE ko & oiER
&RE LRSS,

(b) communicate the identity and contact details of the data protection officer or other
contact point where more information can be obtained;

() ZOBEAT =X DIRFICL VIV 2 2 EREZET 572D OHEFE R,
(c) recommend measures to mitigate the possible adverse effects of the personal data
breach;

(d) ZOEANT —H DRENH & THR,
(d) describe the consequences of the personal data breach;

(&) ZDENT — % DIRENZHHLT 25 72 OIEPLE DR R F 721350 L 7= xR,
(e) describe the measures proposed or taken by the controller to address the personal data
breach.

4, BHEEFL, TOMAT —Z DIRENLZ > 7RPL, FORE, B X OFE L% - &
EBRRE, AT —FORFICET 2T X TOERE CEITFE S RIT TR R0, £D
CEL, RN Z OFHEA~OHEN A RAETE 2 b O TRITFIUZR G20V, EOIEIC
X, D L b 2D RO DITHBERIFERPEENLTHRITITR B2,

4. The controller shall document any personal data breaches, comprising the facts
surrounding the breach, its effects and the remedial action taken. This documentation must

enable the supervisory authority to verify compliance with this Article. The documentation
shall only include the information necessary for that purpose.
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5. FH 1 EHBIOH 2 HTRINTMEMAT —Z OREORA, BLIOEHE L UHEZERZD
ENT — % OREZIE L22TIUTR S 22 WERE OIRBLT B9 2 B & 234 L 0 BARE
(R0, 2 86 RITHE » THEIERFHE L TIRT LHIRNEZERICHEZ DA RIT TR S
AN

5. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and requirements for establishing the

data breach referred to in paragraphs 1 and 2 and for the particular circumstances in which a
controller and a processor is required to notify the personal data breach.

6. EEREEA~DmM OO OIFMEEX, WMOEMEIHEA SN FHiE, TIILFEND
TRz HIbRT 2 BIRZ2 &% 4 HTOREN L LEOTEAL LU LiconT, ZERR
DD ENTE D, THITHET DHEATIAL, 5 87 FR@ITR S IZHABRFIRIC L - THIR

INRTHITR B0,

6.The Commission may lay down the standard format of such notification to the
supervisory authority, the procedures applicable to the notification requirement and the
form and the modalities for the documentation referred to in paragraph 4, including the time
limits for erasure of the information contained therein. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 87(2).

#325% AT —XDREICHET L7 —F OXGEE~OHwH
Article 32 Communication of a personal data breach to the data subject

1 EANEREEE LT — X ORNBEDOT T A N —ITERBER DV Z 5 G5, B
X, 31 RITR SN, BIE/R T — X ORFEFIZ, AT —X DRFIZOVTHl
LR IEZR B0,

1. When the personal data breach is likely to adversely affect the protection of the personal

data or privacy of the data subject, the controller shall, after the notification referred to in
Acrticle 31, communicate the personal data breach to the data subject without undue delay.

2. F1HTREINTET —Z DXHGHE~OBATIE, ZOEAT —F% DREFEOHEIZOWNT
ML, D722 EBE 31 KOD)BL PR EN L EH EHBONEEE D LT
TR B,

2. The communication to the data subject referred to in paragraph 1 shall describe the nature
of the personal data breach and contain at least the information and the recommendations
provided for in points (b) and (c) of Article 31(3).

3. EHEN, BEMEOMBIZED L ZAE T, FEi Lol e i RggER K & . £
ODRIRDENT —F DRFIZEART 7T —ZICEA SN 2@ LI, 7 — % Oxf
BEIZ, AT —HOREFEZENT LI EIIMNEE LAV LIZ LR TUIRLRN, £
DOHAMORES R I, 7T —XIZT 7 BATDHZ ENFFAI SRV AMITITT — & DB
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HEZR b D TRITF IR 7220,

3. The communication of a personal data breach to the data subject shall not be required if
the controller demonstrates to the satisfaction of the supervisory authority that it has
implemented appropriate technological protection measures, and that those measures were
applied to the data concerned by the personal data breach. Such echnological protection
measures shall render the data unintelligible to any person who is not authorised to access
it.

4. AT =2 DREEZT —Z OXMNRE BT HEHEERBE RIS V0D DI Tl
RUNZLThH, ZOFEHENELEMEIT > TR WEAITIE, BEEHEIIZOREICEL
VEZONLEREZZE L TEOEHE M EZThEL 2 LN TE D,

4. Without prejudice to the controller's obligation to communicate the personal data breach
to the data subject, if the controller has not already communicated the personal data breach

to the data subject of the personal data breach, the supervisory authority, having considered
the likely adverse effects of the breach, may require it to do so.

5. B 1 HITRSNMEANT — 2 OREPENT — 2 IR E L 5 22 5 ROUC BT 5 5
Y L g2 X0 BARIIRT 72012, 5 86 RITHE » TEAERFE L BRINT D HIRNPZERIT
2 bgiFiudle 6720,

5. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and requirements as to the

circumstances in which a personal data breach is likely to adversely affect the personal data
referred to in paragraph 1.

6. ZESIL, F 1 HIRINET — X ORBE~OBMOEB L OZ om0y /s F
B2 EHDHZ LN TE D, FHUCET HHE1TEIX. 5 87 F@IRENT-HFETIEIZ L - T

BIRS R TIER 57220,
6. The Commission may lay down the format of the communication to the data subject
referred to in paragraph 1 and the procedures applicable to that communication. Those

implementing acts shall be adopted in accordance with the examination procedure referred
to in Article 87(2).

% 3H T — 2 R~ ORI HER L OFRTOFE
SECTION 3 DATA PROTECTION IMPACT ASSESSMENT AND PRIOR
AUTHORISATION

B335 T — X IR#EA~ORETN
Article 33 Data protection impact assessment

1. AR OFERD. BRI, 713 F AT K > TF— 4 OXFRA OHERIS 1 R
EDY A2 25X DHG, BEEELRATOBEORD ) OWUHEFEL, BAF— 5 Rl
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(2R L T&E 2 B D AR E OBl 2 S50 L 72 1T uide 7wy,

1. Where processing operations present specific risks to the rights and freedoms of data
subjects by virtue of their nature, their scope or their purposes, the controller or the
processor acting on the controller's behalf shall carry out an assessment of the impact of the
envisaged processing operations on the protection of personal data.

2. FRIZLLF O X9 2B B EIL, B 1 HIORINDFHED I AV 252 5bDTh 5,

2. The following processing operations in particular present specific risks referred to in
paragraph 1:

() BEERIZ RS & FXEANCET 2EMRE AL L2 | EACER RS
HR2T120F 2 FBRICHESE . FRCARAOREIPRIL, (LE, (&, [HAREL, FEE,
FEIATE Z ST H DV TRIL . BHARNIZEE 2 8 AR 2 SRR 220 R #E P 2 FFfh

T5LZ L,

(a) a systematic and extensive evaluation of personal aspects relating to a natural person or
for analysing or predicting in particular the natural person's economic situation, location,
health, personal preferences, reliability or behaviour, which is based on automated
processing and on which measures are based that produce legal effects concerning the
individual or significantly affect the individual;

(b) PEAETE, fREE, AFE, 38 JOMERRIIM S ICBET 2. £ REEROREE, E7H
WFIE. E 721G B DV FREBAPE DT K DA O 72 6D DI R D FE i £ 72 1355 E D1

NIZBEAT DIREZAT O 12D DO KHME 72 7 — & JLH,

(b) information on sex life, health, race and ethnic origin or for the provision of health care,
epidemiological researches, or surveys of mental or infectious diseases, where the data are
processed for taking measures or decisions regarding specific individuals on a large scale;

(0 HETHIHBADL I ENTELHIMOEM, Frlo, JeE T (8T A ) &2 K
EH L TWAEE,

(c) monitoring publicly accessible areas, especially when using optic-electronic devices
(video surveillance) on a large scale;

(@ Ffe, BT =2, @3 FA M) v 7 T =2 TORBMER T 74 ) 7o

T LIBITLEANT—4,
(d) personal data in large scale filing systems on children, genetic data or biometric data;

(e) %5 34 :(2)(b)IT X v BE/BEEE & D Wik 23 B e 2 D fth O ILERERAE,
(e) other processing operations for which the consultation of the supervisory authority is
required pursuant to point (b) of Article 34(2).

3. T —HDORBREL L OO BIRE OMFR] & IEX 72 R38 2 ZEICAN T, TOFMEIZIT D
Y, BZONANHEMEOWH., T —Z DO LEOH B LIRS D) 27 OF
i, ZDOV 27 ~OxHK, FHOTE, Zaxt®, BAEREMEIZIHEEL, ZOHAI~

DT FEET A IOV RIS T IUER B2,
3. The assessment shall contain at least a general description of the envisaged processing
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operations, an assessment of the risks to the rights and freedoms of data subjects, the
measures envisaged to address the risks, safeguards, security measures and mechanisms to
ensure the protection of personal data and to demonstrate compliance with this Regulation,
taking into account the rights and legitimate interests of data subjects and other persons
concerned.

4. BEEIT, PEENET :VW%@%UHM%%%\ HHWE, ZTDRHEEEOEXF 2V T 11
T EE B 2 720 B VBRI LTWARBIZE L TF — % OXSRERLZORBUICE

RERDDL LD ET D,

4. The controller shall seek the views of data subjects or their representatives on the

intended processing, without prejudice to the protection of commercial or public interests or
the security of the processing operations.

5. BWHAN AW EZITANEERTH Y | LHEIEICET 5 2 & T, £/ EU &£ THI
Ib e ZADORRAIE FEZ AT HAI & FIRZ R 6 RIS K DIENFRE NS E DL
PSS S L2 A iE, I EAEIEB ORI E O X ) il 2175 Z L 2B L
DIRONOTHIUE, 5 1H~F 4 T LTI b0,

5. Where the controller is a public authority or body and where the processing results from a
legal obligation pursuant to point (c) of Article 6(1) providing for rules and procedures
pertaining to the processing operations and regulated by Union law, paragraphs 1 to 4 shall

not apply, unless Member States deem it necessary to carry out such assessment prior to the
processing activities.

6. A7 —JE VT 1, BiEB LOEAERNZEZD., 1 HB IO 2 HTRSNIZRFED
V27 &b 2295 fi%@ﬁ%f’ﬁ@t&b@%ﬁ&*ﬁ: RHONT, B 3 HTORSNTFHl D72
D OB Z L BARBNTRTT2012, 5 86 SRITHE» TEILIRE LTI D HEIRNZR RIS
Fz2bohbd, OB, ZESIT, ?fﬂmioqﬂd FEOTZODOBMAERZHF LT L
SYANAN

6. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and conditions for the processing
operations likely to present specific risks referred to in paragraphs 1 and 2 and the
requirements for the assessment referred to in paragraph 3, including conditions for

scalability, verification and auditability. In doing so, the Commission shall consider specific
measures for micro, small and medium-sized enterprises.

7. ZERIE, H 3 HTRSNRHIE A Fh, BEE. B L OEAET D720 O L FaZ
L TH &K, 2B 2 TIEIE. 8 87 @R SR FIRIC K- TERIRE e

TR B0,

7. The Commission may specify standards and procedures for carrying out and verifying
and auditing the assessment referred to in paragraph 3. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 87(2).
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5345 FRTOFRA & HHTO Wik
Article 34 Prior authorisation and prior consultation

1. FEEE T ITBRENE 42 FQDICTR SN HZNEHEAEH, FIMEANT —% O
ZEE I EBEBI A~ OB OV T 42 5:06) TR ENDIENHIR ) Do 5 LEITHW
THEE R TR FBEEZHE L TORWEES, BRSNCAHEZ Z ORI HEST SH,
Flo, BT —FRMBRENIHIND Y A7 ZWBISE 572010, BREEITGEICEK
o TIABEH 1L, AT —Z QLIS S| BB DR T 2T 2 T2 57w,
1. The controller or the processor as the case may be shall obtain an authorisation from the
supervisory authority prior to the processing of personal data, in order to ensure the
compliance of the intended processing with this Regulation and in particular to mitigate the
risks involved for the data subjects where a controller or processor adopts contractual
clauses as provided for in point (d) of Article 42(2) or does not provide for the appropriate

safeguards in a legally binding instrument as referred to in Article 42(5) for the transfer of
personal data to a third country or an international organisation.

2. BHAEEIIZONDY OLHEF T, BRSO Z ZOBRANCHEICE TS,
TERHCT — 2 DM BRENE L IND Y AV #BWBE 572012, LTO%AE, AT —#
DB IS BETEBIC IS 2RO 2 TR B2,

2. The controller or processor acting on the controller's behalf shall consult the supervisory
authority prior to the processing of personal data in order to ensure the compliance of the

intended processing with this Regulation and in particular to mitigate the risks involved for
the data subjects where:

(@) % 33 RITREINDT — X RHEA~DOEGMN 2 T L7 FER. Z OWLIERIEIC, Z DMk
B, A, EIIAMICE o TRERFED Y R7R3H Y X H72L 53> Te86,
(a) a data protection impact assessment as provided for in Article 33 indicates that

processing operations are by virtue of their nature, their scope or their purposes, likely to
present a high degree of specific risks; or

(b) FHAHIIREND LS 7, TOMWE, @AM, 3L/ ELEEMNCE->T, 7—4
DXRIGRE DR & HRIZRFED Y 27 Wb 0 Z 5 RALFEEIZ OV T, BEHB R FRi D
Wik a I 5 2 ERME L BS54,

(b) the supervisory authority deems it necessary to carry out a prior consultation on
processing operations that are likely to present specific risks to the rights and freedoms of

data subjects by virtue of their nature, their scope and/or their purposes, and specified
according to paragraph 4.

3. ZTOEMENDIN Z OFANCHEIL L TWh7gwn, Bz A7 12 oW TR E SN
T FIE SIS L TWD R0 B W L7255 A, BEEEEIRE0RK S
DA AR E U RS 2 IET 72O O e R a LT uEe e,

3. Where the supervisory authority is of the opinion that the intended processing does not
comply with this Regulation, in particular where risks are insufficiently identified or
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mitigated, it shall prohibit the intended processing and make appropriate proposals to
remedy such incompliance.

4. EEREBIZ. 9 2 HOIC L B HEAO W ORISR L A - UEBED U 2 b BB L O
N LZRTHIE R B2, BEEMBEIXZD Y X N EINT — 2 RELZBSICREE L 2T
X722 B0,

4. The supervisory authority shall establish and make public a list of the processing

operations which are subject to prior consultation pursuant to point (b) of paragraph 2. The
supervisory authority shall communicate those lists to the European Data Protection Board.

5. 4 RSN Y X P HEBOMEEIZE T 27 —F ORRE OB — X
DRI T 2 UBIEE 2 BEWT 556, 7 — ¥ OXRGE OITE 2 B 5 WS E) CTh
%6, FFEDO Y A MY EU NOBAT —% OB B BENC R E R L 5 2 )i
VMLEIRE T o D555, BEEHBIEE DU A M EBRHT HRICE 57 SIS ivie—BMED
b DA ZEH L7227 b7,

5. Where the list provided for in paragraph 4 involves processing activities which are
related to the offering of goods or services to data subjects in several Member States, or to
the monitoring of their behaviour, or may substantially affect the free movement of personal

data within the Union, the supervisory authority shall apply the consistency mechanism
referred to in Article 57 prior to the adoption of the list.

6. EERE F 2 ITERE 13, 5 33 RIS SN DT — Z (R~ DB D5 R 4 B BRI I
LRI 620, £72, BRRD HAVTE A F 72 1L (T RE B 23 & o L
DALTITAT VA, BT =2 ORMBEDMANT — 2 REIZBIT 5 ) A7 BLOBEE
TOHLTUIRNTFEZHET S N TE D, TOMDIFER B L R2THITR B0,

6. The controller or processor shall provide the supervisory authority with the data
protection impact assessment provided for in Article 33 and, on request, with any other
information to allow the supervisory authority to make an assessment of the compliance of

the processing and in particular of the risks for the protection of personal data of the data
subject and of the related safeguards.

7. BRSO Z Z OBANCHEFNICETT S, £, EBILL, FR2T — X OXRE~D
UR7 @ 570, IMHEER, ERRE 2 ER#ES TR L2 B OMWE 2 €%
L7 OEMRHEICE S SRR Z MR L7 0 32356 120%, BRI S 2R 72T
T2 B2,

7. Member States shall consult the supervisory authority in the preparation of a legislative
measure to be adopted by the national parliament or of a measure based on such a
legislative measure, which defines the nature of the processing, in order to ensure the

compliance of the intended processing with this Regulation and in particular to mitigate the
risks involved for the data subjects.

8. F2H@IIRENT, RERFFED Y AT ZRET HFEHUE L Fiffh 2 L BRITRT 72
DIT, 5 86 FRINE» TEERHB A TRINT DHRNPZBRIZHEZ 6N THITR B,
8. The Commission shall be empowered to adopt delegated acts in accordance with Article
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86 for the purpose of further specifying the criteria and requirements for determining the
high degree of specific risk referred to in point (a) of paragraph 2.

9. ZERIT, H 1B IOE 2 BUTR SN FRIOFE A & kD 72 D OERER A L FA,
2B NTE 6 I X DEEHB ~DBM D 7= OEERA L FIHZ R L TH LWV, £
BT DA TIEIE, 5 87 Se@INTR SN BATIEIC L - THRIRE 2T T b 7w,

9. The Commission may set out standard forms and procedures for prior authorisations and
consultations referred to in paragraphs 1 and 2, and standard forms and procedures for

informing the supervisory authorities pursuant to paragraph 6. Those implementing acts
shall be adopted in accordance with the examination procedure referred to in Article 87(2).

A T2 IRERE
SECTION 4 DATA PROTECTION OFFICER

%355k T — A IRERE DA
Article 35 Designation of the data protection officer

1 AL L OWNEH 1L, DITOSREIZIE, 7 — 2 RERE 2154 L2 g b7,
1. The controller and the processor shall designate a data protection officer in any case
where:

(a) ZDWEN, ARERE E 721X A FIRIC L > TITOhW D256, £720F
(a) the processing is carried out by a public authority or body; or

(b) ZDMWIEN | HEEED 250 ALL EDOEEIC L > TiThh a2 %6, 720X
(b) the processing is carried out by an enterprise employing 250 persons or more; or

(o) BB F 71 TBE O3RN, T OME, MARH, 2 LT/ ExEMICX
ST, T—FDOXMEHEDH FHHNORM 2R 2 0B L T 2 EERECTH 256,
(c) the core activities of the controller or the processor consist of processing operations

which, by virtue of their nature, their scope and/or their purposes, require regular and
systematic monitoring of data subjects.

2. FE1HOGOHE, —2OOFEIN—TIT— NOT — X {R#EME 2 A THIE L0,
2. In the case referred to in point (b) of paragraph 1, a group of undertakings may appoint a
single data protection officer.

3. BELH F IR DN AHIRERE F 7 T A HIIR O 5G| £ OMBIIEIE 2 B EIC AL, W

SOMDERITH LT ADT = REBMBE A TMT LI LB TE D,

3. Where the controller or the processor is a public authority or body, the data protection
officer may be designated for several of its entities, taking account of the organisational
structure of the public authority or body.
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4. FHTHTRSDNTOWRWEATY, B, LA, R, £3EHEOLEE 0l

T3 —ZERTZOMOEIKIZ, T —FIREBRBZ AL TH LV,

4. In cases other than those referred to in paragraph 1, the controller or processor or
associations and other bodies representing categories of controllers or processors may
designate a data protection officer.

5. WELA EIFMEH L, Yo b LTOEHE, FHoT — 2 Rk LB B3 2 BEM Ak
BROE 3T RIRSNIEBEBITT DRNCESNT, T IREBEZ LT 5, €
DEMHEE L L TRBER L-UE, FRICHER SN DT — Z JLBlds L OV LS 72 130

IR > TR SN DMAT —Z DERFEIHE > TRIESNRT TR B 72y,

5. The controller or processor shall designate the data protection officer on the basis of
professional qualities and, in particular, expert knowledge of data protection law and
practices and ability to fulfil the tasks referred to in Article 37. The necessary level of
expert knowledge shall be determined in particular according to the data processing carried
out and the protection required for the personal data processed by the controller or the
processor.

6. EHE EITNEEIL, TOT — A RERE DO IT 2 8B bH- TV 56
Wik, fEEICENE T — X REBRE L L COMBRRG & —B L, FIEOMAENE X 2
LT LR TR 670,

6. The controller or the processor shall ensure that any other professional duties of the data

protection officer are compatible with the person's tasks and duties as data protection officer
and do not result in a conflict of interests.

7. EERFE F I IIERE L, RIKTH 2 FEMT —ZIRERE A EA LT X e b, £
DT — 2B & T2 5 WOV THEA LT L, TR, 7 — 2 RERE
NEDFEGE RI-T IO DR AT R RoTHEITIRY . 2DOT — X {REE % fif
ELTH Luy,

7. The controller or the processor shall designate a data protection officer for a period of at
least two years. The data protection officer may be reappointed for further terms. During
their term of office, the data protection officer may only be dismissed, if the data protection
officer no longer fulfils the conditions required for the performance of their duties.

8. F—HIFHEE L., BHAELIINEENER L Th IV L., SBAEMICHE S TG
WEEETH LUy,

8. The data protection officer may be employed by the controller or processor, or fulfil his
or her tasks on the basis of a service contract.

9. EWHHE E/ITQIF L, T X REBE O AT LT LV e R BB R KOk
2RI %,

9. The controller or the processor shall communicate the name and contact details of the
data protection officer to the supervisory authority and to the public.

10 T—HX OXMBHEIIE, TOT —XOXMGEEHEDOT — XM BIOZ OBANZBT 5 HEF]
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OATFEIZ BT 5 TR COMBEICHOW T, 7 — ZRERE IR WE DY DRI 2 X
IRBIR,
10. Data subjects shall have the right to contact the data protection officer on all issues

related to the processing of the data subject’s data and to request exercising the rights under
this Regulation.

11. 3 1 H) TR SN EEE £ 713N BE O LI e R O HAE L Biff . B X OE 5 1
TRENET = A IREBREO 7 1 & L TOREOHEREAR I W BRITRT 72012, 5 86 5%
(2P > TEERB L TRIRT DHRPZBRITE A bR ITIT R B0,

11. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and requirements for the core activities

of the controller or the processor referred to in point (c) of paragraph 1 and the criteria for
the professional qualities of the data protection officer referred to in paragraph 5.

%36 5% T —ZIRERE O
Acrticle 36 Position of the data protection officer

1. BHEEITAEE L, 7T A REHRE P HEEIEAT — ZREICET 2 T X TORE

I DOEBIZEETE D K IT LRI R b0,
1. The controller or the processor shall ensure that the data protection officer is properly and
in a timely manner involved in all issues which relate to the protection of personal data.

2. WHE FTITNHE L, T — A RERRBE N DR LW 2 ML L TIEIT L, £ DORRE
DZEATIZOWTHERE % j‘fotb\& WO ZEERBEICLRTNTR LR, T— 2 IRERER

(3. EEE E I RBEE ORE U E RS LR T TR R,

2. The controller or processor shall ensure that the data protection officer performs the

duties and tasks independently and does not receive any instructions as regards the exercise

of the function. The data protection officer shall directly report to the management of the
controller or the processor.

3. WELE ETITE L, T — A R L D O T A MBI L. 2B 3T RITRS L
W LB & % ?“4371 M\Eiﬁﬁi&a\ Mgk, . B KO OMOER AL L 22017
NIFZR B 70,

3. The controller or the processor shall support the data protection officer in performing the
tasks and shall provide staff, premises, equipment and any other resources necessary to
carry out the duties and tasks referred to in Article 37.

B 3T%& T — X IRERE DR
Acrticle 37 Tasks of the data protection officer

128



1. BEE L IF0EE T, DR LU TORE 27T — 2 RERBICEFE L hid e b
720N,

1. The controller or the processor shall entrust the data protection officer at least with the
following tasks:

(@) ZOBANC X 2EHE 72 TNHE L OFRFH IOV TEMBLOBIE T2 L, %

7o, ZOEBBLIOZ TR 2mEE2CE T HZ &,
(a) to inform and advise the controller or the processor of their obligations pursuant to this
Regulation and to document this activity and the responses received;

(b) TEANT —& ORFEICE] U CEIE £ 72 13 PRE SRE Lo et o Ik & M H OB, 5

EOFNY BT, MBERAEIZ DD AIBED N —=07 ) BLUOEET LEER Y,

(b) to monitor the implementation and application of the policies of the controller or
processor in relation to the protection of personal data, including the assignment of
responsibilities, the training of staff involved in the processing operations, and the related
audits;

(0 #rlz, BFHC X DT — 2158, VIR EIC L 2T — 2 REB LT —# X2V T 11T
BT 28, 7o 6N, T— X DORREFEDHERB LRI OBANCEB T 57 —F Oxt4E O

MER DATHE D ZEKR IS Béﬁ?“é DORANDESiF L OEHZERT 5 2 &

(c) to monitor the implementation and application of this Regulation, in particular as to the
requirements related to data protection by design, data protection by default and data
security and to the information of data subjects and their requests in exercising their rights
under this Regulation;

(d) % 28 FLCRENTZLEDBHERF SN TND Z L ERFET D &,
(d) to ensure that the documentation referred to in Article 28 is maintained;

(&) HBLEREHI2KICLD, AT —ZOREICHT HE, @A, ¥ KO 2 BT
52k,

(e) to monitor the documentation, notification and communication of personal data breaches
pursuant to Articles 31 and 32;

(O HB3BHRLEEMFICIVERBO -T2 6, BEE FIIINIREICL D57 — HRi#E~Di
BRI I, 3 L OFERTOB AT £ 72X FRTO WO HEEZ R T2 Z &,

(f) to monitor the performance of the data protection impact assessment by the controller or
processor and the application for prior authorisation or prior consultation, if required
pursuant Articles 33 and 34;

(9) BEEHBI DRI 2B LT D2 &, 7T — 2 REMBE OHRN THILIX, B
BEBADERITIG Uz, F72i37 — 2 R A B Ed)ﬂ%Lﬁ TR D EERES & oL EIEE 21T

B
— o

(g) to monitor the response to requests from the supervisory authority, and, within the
sphere of the data protection officer's competence, co-operating with the supervisory
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authority at the latter's request or on the data protection officer’s own initiative;

(h) AELZBIT D RIEIC DWW CETEHRI O b » OffWGbiE L 705 2 L, U ThiIu,
T A RHERE A O OWRKHIC X BB L igT A2 L.

(h) to act as the contact point for the supervisory authority on issues related to the

processing and consult with the supervisory authority, if appropriate, on his/her own
initiative.

2. B 1HTREINET — 2 RERBE O, FE. UL, HERR, 36 KOV TRICEE 3 2 AL
LA L0 BARENT R T 729DIT, 5 86 SRICHE» THEMRHE L BINT HHEMRN LB RICE
A2 HNRTIITZR B,

2. The Commission shall be empowered to adopt delegated acts in accordance with Article

86 for the purpose of further specifying the criteria and requirements for tasks, certification,
status, powers and resources of the data protection officer referred to in paragraph 1.

9581 ATENBIEL & FERE
SECTION 5 CODES OF CONDUCT AND CERTIFICATION

%38 5 [rEhHiE
Article 38 Codes of conduct

1. ZOHAZEIIERT 572012, Rx 27 — 2O BFIZBEN T, FICUL T2 EE
LTATE R ZER T 2 2 & &, MNIAE, BEE#E., BLOZESITRM LR TER S
AN

1. The Member States, the supervisory authorities and the Commission shall encourage the
drawing up of codes of conduct intended to contribute to the proper application of this

Regulation, taking account of the specific features of the various data processing sectors, in
particular in relation to:

() AETHEWAEOE T — & QU
(a) fair and transparent data processing;

(b) 7 —% DL,
(b) the collection of data;

(0) BN LT — X DOXGE DIEHR,
(c) the information of the public and of data subjects;

(d) 7 — % DXRENEOHERNZATET 5 R,
(d) requests of data subjects in exercise of their rights;

(o) FHEDIEH & IR,
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(e) information and protection of children;

(O 2= F I XEEHBE~D T — 2 iRk,
(f) transfer of data to third countries or international organisations;

(p) BHENZOITERIFZHETT 2 &9 ElS LOENERGET 5 72D OHE 7,
(9) mechanisms for monitoring and ensuring compliance with the code by the controllers
adherent to it;

(h) % 73 L% 75 RICL DT =X DOXMBEOHR ZiREST L2 L7 AT —H DL
FUZOWTHERE LT — X ORRF L OMIZRE LT 2 kT 5120 ORI TR X,
B L OZF Moo m-FIE,

(h) out-of-court proceedings and other dispute resolution procedures for resolving disputes
between controllers and data subjects with respect to the processing of personal data,
without prejudice to the rights of the data subjects pursuant to Articles 73 and 75.

2. HOMBEICBWTEFRE LTI E O AT T Y —IZ A HEE LT OO,
ITENVAE 2 /ERk L7 0 BEF OTERE A E EE IR L2V T2 58121%, 2 b % [H
CNERE OB BRI L CRERAZRD T L, ZOEEHRIL, T 5z
BEIERNZ OBANCHER L THE 1 E I DOV TEREZBRD Z LN TE D, ZOEE
BB, T2 O REEIIME S ORI, ZHOEDOEBE~DERZRORITIUERS
fctl/\o

2. Associations and other bodies representing categories of controllers or processors in one
Member State which intend to draw up codes of conduct or to amend or extend existing
codes of conduct may submit them to an opinion of the supervisory authority in that

Member State. The supervisory authority may give an opinion whether the draft code of

conduct or the amendment is in compliance with this Regulation. The supervisory authority
shall seek the views of data subjects or their representatives on these drafts.

3. HEOMEEICK T HEHED T TV —IC AL W IO OMOIKIL, 1TEIBIH
DEFR, BLOBEFEOITHHHM~DEEREITILRER L, ZESIRET 22 LnTE
2o

3. Associations and other bodies representing categories of controllers in several Member

States may submit draft codes of conduct and amendments or extensions to existing codes
of conduct to the Commission.

4. ZESIE, B 3 T L - TR S TE LR J:UE%T”OD??@J%E%EJ\@B&EE =S/
RN, EUICBW TR % Y42 > T DA DB N EIRET D702, EiTiEE IR L
TH LW, ZIUCBET 2 TEIE, 8 87 @R S =3 A T _iof?ﬂ)‘\'éﬂfi i
X7 B 720,

4. The Commission may adopt implementing acts for deciding that the codes of conduct and
amendments or extensions to existing codes of conduct submitted to it pursuant to

paragraph 3 have general validity within the Union. Those implementing acts shall be
adopted in accordance with the examination procedure set out in Article 87(2).
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5. ZERIT B 4 HIT KLY —fRINZRZGEE R > TV D L IRIE S TATEIRIELIC DV TE,

HY RN ZERICAT DR TT R B,
5. The Commission shall ensure appropriate publicity for the codes which have been
decided as having general validity in accordance with paragraph 4.

% 395% Wi
Article 39 Certification

1. ERE & ZEERIF FRIZ EkJII%EJ‘%TT S IRE L RAET DA S L, T — A IRk
VBRI BER L. T — ¥ ORREDEERE L LIE PR D T~§71’%£0)
LAULZ fHICEHI CE D K O *9“%) LR T D, EOT — ZREDTRAEDHALA T
% 723 B0 T T 5 B DB EO R A S F 2. ZOHAOED) 2 EHIZE S L7 <
TR B2V,

1. The Member States and the Commission shall encourage, in particular at European level,
the establishment of data protection certification mechanisms and of data protection seals
and marks, allowing data subjects to quickly assess the level of data protection provided by
controllers and processors. The data protection certifications mechanisms shall contribute to

the proper application of this Regulation, taking account of the specific features of the
various sectors and different processing operations.

2. % 1 HTREINTT — 2 REZFED AL O FAMELAE & MBE, il 2 i%@ﬁﬁ&ﬂi
DB LICEET 2 &R0 BEU R°F —E TORMD T2 DLEERM 2 L 0 BARRIRT 720

% 86 FRITHE » CERAEREBEBINT DHEENEZERITH 2 b2 ud7e b7,

2. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and requirements for the data protection
certification mechanisms referred to in paragraph 1, including conditions for granting and
withdrawal, and requirements for recognition within the Union and in third countries.

3. T A REHEREDHAA, V=, BIO~—27 2R SERMLTHL I =0T, &
BRIIFOEOOHINREEZED TH LW, i zﬁﬁéﬁﬁ&i\%suﬂﬁ_mént

FATFIEZ L > THRIRS R T UTR 57220,

3. The Commission may lay down technical standards for certification mechanisms and data
protection seals and marks and mechanisms to promote and recognize certification
mechanisms and data protection seals and marks. Those implementing acts shall be adopted
in accordance with the examination procedure set out in Article 87(2).
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BV E = EEIIEEREEA~OEAT —Z DRk
CHAPTER V TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES OR
INTERNATIONAL ORGANISATIONS

540 5 HRIKICI T D — Al
Article 40 General principle for transfers

TANT — & 2B LT o 8 =E E 7T ERBRBEEIC SR L7z ) . F I3k R I 2
DFPETENOZEE LD T2 2 L%, HEE LQUIEER, ZORRIOfMOFIE & i
TIZDENEDDRMFICEI L HEIZRVBOON D, TOEKITIE, HLBE=EHEk
(TEBREE N O F 2R O = E E 2 IXEBREBICE AT — 2 2 ik T 5 2 L b B END,
Any transfer of personal data which are undergoing processing or are intended for
processing after transfer to a third country or to an international organisation may only take
place if, subject to the other provisions of this Regulation, the conditions laid down in this
Chapter are complied with by the controller and processor, including for onward transfers

of personal data from the third country or an international organisation to another third
country or to another international organisation.

H 415 ZMMEATHE L7 ETolEk
Acrticle 41 Transfers with an adequacy decision

1. Rk, REE 22 58 = [E E 70 135F = E oE LOME A, FHEEEREIC WX, £8
BN, WIEZRKEOMAT — X R#EEIT->TVD ERELEHAICRVIToTH X, 2
D& D RERIEKIC BN T, BRI R E LT 5,

1. A transfer may take place where the Commission has decided that the third country, or a

territory or a processing sector within that third country, or the international organisation in

question ensures an adequate level of protection. Such transfer shall not require any further
authorisation.

2. RAEL NNV OZYMEFHMET D & X, ZERIT, UTOLHIREREZEZE L2 Ik
SR AN

2. When assessing the adequacy of the level of protection, the Commission shall give
consideration to the following elements:

() ZOEEIIEBREMENELT S1a%, B, EZRZe, L, BEMAAL 2L Tes
KR 7 I 2 — ki, ETITOBROANRIEDIRL LIEM, £, T— X DOX5:
. FC EU fEFEOEANT = DEREINDT —F ORMEFEDT-O D, G177 EB X
ONER 72 R O K 9 7o h SR CIERITRIEN ) D & 5 HEF|,

(a) the rule of law, relevant legislation in force, both general and sectoral, including
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concerning public security, defence, national security and criminal law, the professional
rules and security measures which are complied with in that country or by that international
organisation, as well as effective and enforceable rights including effective administrative
and judicial redress for data subjects, in particular for those data subjects residing in the
Union whose personal data are being transferred,;

(b) 7 —ZREBH~OEEIL, 7 —F O GFIZ L2 B & DR OITHEI T 2 4iBhik LU
BE. LW EU HNEEOBEERE & O I H EA RO — DLl LML L 7 BEHE
DR & 70 D0 S E E T EBEBIICAAE L. ZIRAICHEEE L TWD v ) T &,

(b) the existence and effective functioning of one or more independent supervisory
authorities in the third country or international organisation in question responsible for
ensuring compliance with the data protection rules, for assisting and advising the data

subjects in exercising their rights and for co-operation with the supervisory authorities of
the Union and of Member States; and

(0) RO & 722 85 =IH & 72 1 2R BB 23 F2hia L T2 [EBRAY 72 B 5,
(c) the international commitments the third country or international organisation in question
has entered into.

3. ZERIT, B 22HTRINLIBEROFMHIZL > T, H=E., TOFE=[FOHELH L5V
BB, £ ITEBERIA . BIERKEDEANT — 2 ri#E2 S bA LT TS L)
EEWRETE D, THUTET DHATIEL, 5 87 R@ITR SNIHFEFIAC & - THIRE

o,

3. The Commission may decide that a third country, or a territory or a processing sector
within that third country, or an international organisation ensures an adequate level of
protection within the meaning of paragraph 2. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in Article 87(2).

4. JfTEECIIHERR > BRI O 2 HE L. @Y CTHIUEE 2 TH(b) T3 L S /-
MBI E ST WA T U B 7w,

4. The implementing act shall specify its geographical and sectoral application, and, where
applicable, identify the supervisory authority mentioned in point (b) of paragraph 2.

5. FlZ. BoEEITEEEREICR T 5 —KIZR, I 0BRORRNIRIEEN, T X
DOXGFE, FlZ EU fEETEAT —F DL SNDT —F AREOTZOD, HITE E
B X OVER 2255 D K 9 7250 W) TIERSRE S D & 2 MER 2 PRGE L TWRWE AT, &
BT, & 2 HORSND EROFPIZEBWT, 5 =EF I35 =E o5 PO BE
EEHEEIC W T, BERKEOEAT —ZRELIT> TVRNEND T EZRELT
H RV, FAUCET DRI TIEIL, 5 87 IR ENTFEFIHIC L - THRIREN D, £
X, EANOT — X RF#EIZET DHEFNC W TRBMEO R WIGEIZIE, 8 87 £OITRSh
FIEIZ X > TR SN2 < TR B2V,

5. The Commission may decide that a third country, or a territory or a processing sector

within that third country, or an international organisation does not ensure an adequate level
of protection within the meaning of paragraph 2 of this Article, in particular in cases where
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the relevant legislation, both general and sectoral, in force in the third country or
international organisation, does not guarantee effective and enforceable rights including
effective administrative and judicial redress for data subjects, in particular for those data
subjects residing in the Union whose personal data are being transferred. Those
implementing acts shall be adopted in accordance with the examination procedure referred
to in Article 87(2), or, in cases of extreme urgency for individuals with respect to their right
to personal data protection, in accordance with the procedure referred to in Article 87(3).

6. ZESNE S HOWEL T L7t M & 2 505 = E £ 72135 = EH O 08 5B
EBRREBI ~ DN T — # DEREIT, 5 42 =~ 44 RIZZED LT L7, TRTHEES
ho, ZESIE, @URRYICZ O ZEEIXEBEERE LS 5 HOWEICL YV ED LI
TR Z BT 28LA0 O Wik 2 BtA T 5,

6. Where the Commission decides pursuant to paragraph 5, any transfer of personal data to
the third country, or a territory or a processing sector within that third country, or the
international organisation in question shall be prohibited, without prejudice to Articles 42 to
44. At the appropriate time, the Commission shall enter into consultations with the third

country or international organisation with a view to remedying the situation resulting from
the Decision made pursuant to paragraph 5 of this Article.

7. ZERIE, HIERKEOEANT —FRENEMINTND, FEEBI AL TNRNE
WO ZEERELIEE, £0FHE —FE, £0FH -_EOHELH LWL 7 ¥ — Fi3E
BRI o U 2 N %& [ Official Journal of the European Union (EU E#)J] (2B L7giT
X722 B720,

7. The Commission shall publish in the Official Journal of the European Union a list of
those third countries, territories and processing sectors within a third country and

international organisations where it has decided that an adequate level of protection is or is
not ensured.

8. ZE SR 95/46/EC % 25 5<(6) 721355 26 (IS E]A L IVEFHAIL, £h

MEBRIZIVEE, ZLER, EREEIESNBRWIRD | 5IEHREANTH D,

8. Decisions adopted by the Commission on the basis of Article 25(6) or Article 26(4) of
Directive 95/46/EC shall remain in force, until amended, replaced or repealed by the
Commission.

42 5% WYL AR AT Lo inik
Article 42 Transfers by way of appropriate safeguards

1. ZESDVFE AL FITLDREZ T L TORWEAT, B 70 30ERE X, ERRT)
D& % FB T NERGEICET 2 WU R LR R LIZB IR BE=EH o0
(TIEBEBN AN T — 2 ZH5E T D 2 LR TE D,

1. Where the Commission has taken no decision pursuant to Article 41, a controller or
processor may transfer personal data to a third country or an international organisation only
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if the controller or processor has adduced appropriate safeguards with respect to the
protection of personal data in a legally binding instrument.

2. B 1HIZE M SN DWE R Z 4 RITIE, FHZUL T OFHEHE L < TTRb72an,
2. The appropriate safeguards referred to in paragraph 1 shall be provided for, in particular,
by:

(2) 2 43 FRITHE - T HRA A ZEHER,

(a) binding corporate rules in accordance with Article 43; or

(b) ZESMWERM LT AEMET — X (RS, T D TikE. 25 87 @I &
FBATFNAC L > THRIRS 22 TUTR B,
(b) standard data protection clauses adopted by the Commission. Those implementing acts

shall be adopted in accordance with the examination procedure referred to in Article 87(2);
or

(©) BBTHRITR SN BEAVERREIC L 0 B BB U 7oA T — 2 (R SR I, 7272 L
F 62RO LV EBSN MRICHYTELES LIELGAICRD,
(c) standard data protection clauses adopted by a supervisory authority in accordance with

the consistency mechanism referred to in Article 57 when declared generally valid by the
Commission pursuant to point (b) of Article 62(1); or

(d) 2 4 THIC XLV BB NGR A Le, BHE £ 3E L 7 — 2 O L oMb

SNSRI,
(d) contractual clauses between the controller or processor and the recipient of the data
authorised by a supervisory authority in accordance with paragraph 4.

3. # 21, (b), F72ITOITE R SN DFHET — 2 (RFERIA D 2 TH A S ERIC 2
DLERIFIZ DOV TR, BIMBRRTIIAETH 5,

3. A transfer based on standard data protection clauses or binding corporate rules as referred
to in points (a), (b) or (c) of paragraph 2 shall not require any further authorisation.

4. %5 2 HDIZE R SN DENFHICE S EREE EET 556, EFEE 00 EE T,
34 M@ LV ZOEKSGHEIZ OV CEEME N b FRIOB A 22 T e T ude 572
VW, ZOEREN, MOMBEICE T 2T — X OXGE b H0BESR), £721X EU N
DENT —Z2 D AMBRBEE L WEEELH 2 5 80 20EENICER L TV 2551,
BEBHEBILEE 57 Rl RSN —BMED & 2 A ZEH L2 T 7z 57220,

4. Where a transfer is based on contractual clauses as referred to in point (d) of paragraph 2
of this Article the controller or processor shall obtain prior authorisation of the contractual
clauses according to point (a) of Article 34(1) from the supervisory authority. If the transfer
is related to processing activities which concern data subjects in another Member State or
other Member States, or substantially affect the free movement of personal data within the

Union, the supervisory authority shall apply the consistency mechanism referred to in
Acrticle 57.

5. fE NG HRFE 2RSS 2O 2 L eXIRMNENIRR I O & 5 FRTHAIZIE, BHE £
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FERFE L, DR, EIE—HORE, E72IXE OIEEORIZ R ATE O ik

DIZHINZ HALDHFREINZDOWT, FATORFA 22T 2T UL 5720, £ OB L2
BAE # 34 FO@ICESL bDET D, ZOEREN, MOMBEEICKIT 27— Oxt
BENTD DN B ALEEE) ikiEUW@EA?—&@QEQ%%C%LV%@%ﬁié
&0 R HIEENZBALR L TV D 581013, BEEHRBIITSE 57 RTR S — B0 H ol
&%ﬁmL@Hﬂiﬁ%ﬁwxﬁgﬁﬁﬁﬁéﬁamm0%2&ﬂwL%ogﬁik%ﬂm
FNNEOEEEBIC L VIEE, ZLEZ., FREELINRWVWIRY, 51&EEFTH

2

5. Where the appropriate safeguards with respect to the protection of personal data are not
provided for in a legally binding instrument, the controller or processor shall obtain prior
authorisation for the transfer, or a set of transfers, or for provisions to be inserted into
administrative arrangements providing the basis for such transfer. Such authorisation by the
supervisory authority shall be in accordance with point (a) of Article 34(1). If the transfer is
related to processing activities which concern data subjects in another Member State or
other Member States, or substantially affect the free movement of personal data within the
Union, the supervisory authority shall apply the consistency mechanism referred to in
Article 57. Authorisations by a supervisory authority on the basis of Article 26(2) of
Directive 95/46/EC shall remain valid, until amended, replaced or repealed by that
supervisory authority.

43 5% RPN X D85k
Acrticle 43 Transfers by way of binding corporate rules

1. BEERERRIE. 5 58 oD —BMD &b 5 AT HS < FIRBEEMERN 2 KR T 5, 7272 L
UTDES RIGAEICIRS,

1. A supervisory authority shall in accordance with the consistency mechanism set out in
Acrticle 58 approve binding corporate rules, provided that they:

(@) ENZRIE DR DY | BHE ETINEEDEE I N—T DT XTDA L= JOZ
DOUEEFICHEM S, ESNDd,

(a) are legally binding and apply to and are enforced by every member within the
controller’s or processor's group of undertakings, and include their employees;

(b) & DHIHRAEFEERNT, 7 —F OREITTRHFINNCHIT T E DR Z BRI E 2T

2,
(b) expressly confer enforceable rights on data subjects;

(c) ZOWRPEZFEHERL, 6 2 HICED LN MLBEEME#T- LT 5,
(c) fulfil the requirements laid down in paragraph 2.

2. PRBEZEREANCIT, DR EBUTEHR LR TERL 2R,
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2. The binding corporate rules shall at least specify:

(@) FEIN—TLZD A L N—DH| & FELVERSE,
(a) the structure and contact details of the group of undertakings and its members;

b)) AT —420hT Y — WEHOFEEEZO AW, wEBE2Z T 57— % RO, B
JORMEE 2B =FHb L IFEROFH =FHomx gty —# Dk, H LJEZ—HED
L1k,

(b) the data transfers or set of transfers, including the categories of personal data, the type of

processing and its purposes, the type of data subjects affected and the identification of the
third country or countries in question;

(c) BHIDOEN K OESMZ I T 2 IER U,
(c) their legally binding nature, both internally and externally;

(@ FriZ BOHIR, 7— % OSE LRI BT 2 IERRIL, B2 8 AT — Z 12OV T o,
—W e T — 2 REDOFAl, T2 X2 )T 4 ZEFEICT L0 ORE, BURICK D
RS VIR ORI PR3 2 BR D L BLSR

(d) the general data protection principles, in particular purpose limitation, data quality, legal
basis for the processing, processing of sensitive personal data; measures to ensure data
security; and the requirements for onward transfers to organisations which are not bound by
the policies;

(& H20KICE DT T 74U TS FEDOMG L ITRBIRVHER] 5 75 &ICE D
EEERE BRI F X OV EAEF EE RIS WE 2 B LA COMER, 6 K ORI 2 HERI o
REICET 2R, E@OREAICITMEEZ T MO X 978, 7 —% Oxt8E ORI X
L OEN S DR 24T T 5 FB.,

(e) the rights of data subjects and the means to exercise these rights, including the right not
to be subject to a measure based on profiling in accordance with Article 20, the right to
lodge a complaint before the competent supervisory authority and before the competent

courts of the Member States in accordance with Article 75, and to obtain redress and, where
appropriate, compensation for a breach of the binding corporate rules;

() BU ([T A E -2 WEE T L —T D A L8 — |2 L - TE ORI EERINEE S
e aiid, MBEOE IR 2 FOE A TN E RN T LE2A D 2 & ~DK,
ZOEHE FTNEE L, BEEZFIERI LIEHEFEICONTED A v SR —ZIT BT
RNEWND ZEERNFETELGAIZIRY | FROBEORKE T —HMaabrIind,

(f) the acceptance by the controller or processor established on the territory of a Member
State of liability for any breaches of the binding corporate rules by any member of the

group of undertakings not established in the Union; the controller or the processor may only

be exempted from this liability, in whole or in part, if he proves that that member is not
responsible for the event giving rise to the damage;

(g) O RMEEUER, BRI ATE@), (). BLUMIZE R ENDREICET D EHN,
HILRICE D T — X OXMBRE RSN D Ik,
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(9) how the information on the binding corporate rules, in particular on the provisions
referred to in points (d), (e) and (f) of this paragraph is provided to the data subjects in
accordance with Article 11,

(h) % 35 RITHE» THEf ST — Z Rl B OIfES, 2627 0V — 71280 D iy
HER~DEMOER, N L —=0 7B IO IFEUEOER R &,
(h) the tasks of the data protection officer designated in accordance with Article 35,

including monitoring within the group of undertakings the compliance with the binding
corporate rules, as well as monitoring the training and complaint handling;

@) FET N—TZB T DI HAESEMER~ O UEIL A FEE S D 7,
(i) the mechanisms within the group of undertakings aiming at ensuring the verification of
compliance with the binding corporate rules;

G) FEHOELEZREL LIOREL, N0 OE T 2 EEEEICHE T 5 -0 O,
(j) the mechanisms for reporting and recording changes to the policies and reporting these
changes to the supervisory authority;

&) FHCAHOICE kK SN FEROMGER R 2 EERBICHR T2 2 L1082, FEIL—
THNDEALN=DA LT TAT  ALRGET 12D O % ORTEHE & O/ o2,
(k) the co-operation mechanism with the supervisory authority to ensure compliance by any
member of the group of undertakings, in particular by making available to the supervisory

authority the results of the verifications of the measures referred to in point (i) of this
paragraph.

3. ZERITIE, ARHD B TOWRAIMEFERERNZEE 3 5 M AL YE & MBS, FRiCTh
O DOAGROFAMENE, JLBRE D3EILS 2 $ A 3 HER ~ 0 2 2 TH(b), (d). (). B LV
DM, ZLTT—ZORMREDENT — 2 RHEZRIET D720 D S bR 5 LHESEM & X
0 BEARBIIT R T 7201, 5 86 RITHE > TEERFBZ TR T MR 52 b2 T uT7e &
VAR

3. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and requirements for binding corporate
rules within the meaning of this Article, in particular as regards the criteria for their
approval, the application of points (b), (d), (e) and (f) of paragraph 2 to binding corporate

rules adhered to by processors and on further necessary requirements to ensure the
protection of personal data of the data subjects concerned.

4. ZEZT, ARHEOFR TORRAEEER I OWT, BHE, AHE, £ L TEEK
BoOMIZE T 2B FFERICLDERZHOTEAL FIREZHEE L TH Lv, LTI D

ITEIE, 8 87T IR SN FAETFIRIC L TRIRS LD,

4. The Commission may specify the format and procedures for the exchange of information
by electronic means between controllers, processors and supervisory authorities for binding
corporate rules within the meaning of this Article. Those implementing acts shall be
adopted in accordance with the examination procedure set out in Article 87(2).
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Article 44 Derogations

1. 2541 SRICHEIL L 72 20 9 DPEDS T STV R WIS F 721356 42 SIS L 7280 72
BRKENPRIML TWDEE, LFOWT N ENTIZ L TWAHEEICRY | 8 =EEiX
EBEFER A~ DN T — % OEREFE 72 IE—HEOEENRO B D,

1. In the absence of an adequacy decision pursuant to Article 41 or of appropriate

safeguards pursuant to Article 42, a transfer or a set of transfers of personal data to a third
country or an international organisation may take place only on condition that:

() Z4MEOPTE K NHEY 72 ZRRRR 2N LI L DHRED Y A7 3% 50 Uil S
N, T— 2 ORGEDPREINERICFEE LIZSE,
(a) the data subject has consented to the proposed transfer, after having been informed of

the risks of such transfers due to the absence of an adequacy decision and appropriate
safeguards; or

(b) 7 —Z OxtGH LEHRE L OMITB T DRI DIBITOI, 12137 —F OxtGH D%
KICE U FANRZK EOREZ FHT D720, T OWmEPLERLGE,
(b) the transfer is necessary for the performance of a contract between the data subject and

the controller or the implementation of pre-contractual measures taken at the data subject's
request; or

(o) BHHE LT — X2 OMGHEUNDO BRNETTIEN L OBIZENT, 7 — X OxIGHE OF|
TR DTZDITON LK) OfifikG 72 ITBITDIZ0IT, £ ORED LERG A,

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and another natural or legal person; or

(d) ALOFIE % FEBRT 572D OEERBHIIES & ZOWmENRLERGE,

(d) the transfer is necessary for important grounds of public interest; or

(&) VEMFEROBAL, 1T ET2ITRPDTZDIZ, T ORERLERSG A,

(e) the transfer is necessary for the establishment, exercise or defence of legal claims; or

O 7 =2 OMGEENWRIETITENCREEZEZA D ZERTERVERICEBNT, £0
T — 2 DXBEHFE LTI O N D E K2R 2 i+ 2 72 O E OEREN LI R 6

(f) the transfer is necessary in order to protect the vital interests of the data subject or of

another person, where the data subject is physically or legally incapable of giving consent;
or

(g) EUVEFE 1M ENENE D 2 F5E OG- I1T D ik AN 7= S 4TV D §ip ¢,
EU EE 2B EEICE S S QITE RS TO TR Y, —RRS L ITIEY 72 F5%
% KRETE DAEE DN L DLW FTRE 72 B8k IZ L > T, ZOEENMTON D56,
(g) the transfer is made from a register which according to Union or Member State law is
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intended to provide information to the public and which is open to consultation either by the
public in general or by any person who can demonstrate legitimate interest, to the extent
that the conditions laid down in Union or Member State law for consultation are fulfilled in
the particular case; or

(h) BAEMENREO, ELREFBEAREINEOTERL, BHEE L IIUWHEREOT —X
HRIE F 7L O T — FERIEDOBAEICEE T 5 T T ORI & 3 L BT UAE G R
DT DY) IR Z 2R 2 Hn L TV D5 EIZIRY | EEE £ AEE 25ER 35 1E
YRR DT O DERIE N LB T I 55515

(h) the transfer is necessary for the purposes of the legitimate interests pursued by the
controller or the processor, which cannot be qualified as frequent or massive, and where the
controller or processor has assessed all the circumstances surrounding the data transfer

operation or the set of data transfer operations and based on this assessment adduced
appropriate safeguards with respect to the protection of personal data, where necessary.

2. % 1 H(QIZ L 2R, EOBRBEIIB T HEAT —F BEEIIBAT —F 02T T
TV =2 FZOTUIR LR, ZOREEICB N TIES MR EZ b O AL DH#ELIT O %6
X, ENHD AL INLDERD D > TG ETITZN LD AL BIEPZIANIZR 55612
PR 2 OELENFEf S D,

2. A transfer pursuant to point (g) of paragraph 1 shall not involve the entirety of the
personal data or entire categories of the personal data contained in the register. When the

register is intended for consultation by persons having a legitimate interest, the transfer
shall be made only at the request of those persons or if they are to be the recipients.

3. 1 HMITES A A LT 256, A EITNAT L, 207 —2 OME, #
RINDWHEEE I T —H OB ED BB LOMIM, M2 TRERE. F=EH. BX
O HE RN, BETHIUTEANT — X RED - O DU 2 L2 RICE L T, §F
IZBEE LR2THIER b7,

3. Where the processing is based on point (h) of paragraph 1, the controller or processor
shall give particular consideration to the nature of the data, the purpose and duration of the
proposed processing operation or operations, as well as the situation in the country of origin,

the third country and the country of final destination, and adduced appropriate safeguards
with respect to the protection of personal data, where necessary.

4. % 1 HHb). (0. BELOMIE, ARIERINZ OMHEROITHEIZIWTT O TEENCITEH L
TIER B 70N,

4. Points (b), (c) and (h) of paragraph 1 shall not apply to activities carried out by public
authorities in the exercise of their public powers.

5. F1HED TS L EINDALORRT, BHEHE 25 L 925 BU EE IR EREICB W
NG5 R AWAN B N VAN VAN

5. The public interest referred to in point (d) of paragraph 1 must be recognised in Union
law or in the law of the Member State to which the controller is subject.

6. HHEHEFIINEH L, F 1 HO) TE RSN L L O e e fie, 5 28 &
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TEKLENDCHITTE L T, BEHEICZ OESEIZOW Tl L 2T U2 5720,
6. The controller or processor shall document the assessment as well as the appropriate
safeguards adduced referred to in point (h) of paragraph 1 of this Article in the
documentation referred to in Article 28 and shall inform the supervisory authority of the
transfer.

7. ZESITE, 1 B CTEWT LT [NEORIREAFEBRT SO0 EE LM |
DFFE, % 1 HMh) TE & SN D722 2R OTHIEESCLERME 2 BET 5 HICE
W, 55 86 RICHE» TEIERE 2 TRIRT D HERD G- 2 52T IER B0y,

7. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying 'important grounds of public interest' within the

meaning of point (d) of paragraph 1 as well as the criteria and requirements for appropriate
safeguards referred to in point (h) of paragraph 1.

45 5% MEANT — ZIRFED =0 DIE B )
Article 45 International co-operation for the protection of personal data

1. HEEEB I OEBEBEICH LT, ZESBIOEEHEIL., U T2ERT 57201050 Y)
RHEAZFZ LR TNIE RS20,

1. In relation to third countries and international organisations, the Commission and
supervisory authorities shall take appropriate steps to:

(@) AT — 2 RIS D IEEORAT 2ARET 2 72 DI AR7RIERE ) D 7= DA

D B,

(a) develop effective international co-operation mechanisms to facilitate the enforcement of
legislation for the protection of personal data;

(b) THNT — & DIRFER L OZ OMOEARRIAME & B 072D O 5 72 22 456 3R A& Stk &
LT, %, FiERS, A, BROMERcH L E0EAT — 2 R#EDIEHEOMITIC
BT 2 EERAY 220 B IR B O 12 ik,

(b) provide international mutual assistance in the enforcement of legislation for the
protection of personal data, including through notification, complaint referral, investigative

assistance and information exchange, subject to appropriate safeguards for the protection of
personal data and other fundamental rights and freedoms;

(0 AT —Z{R#EICET 2EABORMATICR T 2EER I OREEL B L LR & 158
D, WO R ERRE ~DB 5,
(c) engage relevant stakeholders in discussion and activities aimed at furthering

international co-operation in the enforcement of legislation for the protection of personal
data;

(@) AT —Z RIS D1k JOMERIOEY 22 L & SCE L O,
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(d) promote the exchange and documentation of personal data protection legislation and
practice.

2. F 1HONKEZEBT 572010, ZERIT, ZADE 41 FOQOEWRICI T 5 EKHE
DL I L TV D & LB = EE 1 TEBEEE R L ORICZh b OFE#E & OB
RO TATL 72T, WE R E 25 U i e 6720,

2. For the purposes of paragraph 1, the Commission shall take appropriate steps to advance
the relationship with third countries or international organisations, and in particular their

supervisory authorities, where the Commission has decided that they ensure an adequate
level of protection within the meaning of Article 41(3).

B VI B ASZEE R
CHAPTER VI INDEPENDENT SUPERVISORY AUTHORITIES

B 1E SLoIREE
SECTION 1 INDEPENDENT STATUS

46 5% BTEHERS
Article 46 Supervisory authority

1. BARADOEANT — & OB I W T H OFEARHEFR L Bl ZRIE L, EU BAIZHT
LENT—2 OHBRFEEEMRET 572010, FMBEEIZ, — 2Ll L0 Z O
RIOEHA DSBS IO EU BNz@ L B0 b 2EMICERZRFF> L ) @D R THIE
BN, ZOBRMOTOIC, BEHEIIMAEICH L, ZEARCLHITob0 LT 5,
1. Each Member State shall provide that one or more public authorities are responsible for
monitoring the application of this Regulation and for contributing to its consistent
application throughout the Union, in order to protect the fundamental rights and freedoms
of natural persons in relation to the processing of their personal data and to facilitate the

free flow of personal data within the Union. For these purposes, the supervisory authorities
shall co-operate with each other and the Commission.

2. HHMBEICEBNT DL EOBEBREI NS SN 85E . ZOMREIR—> OB
BEEfRET LI 2H0E L, BMNT — 2 REEE S YRR EMICE S T& 21—kt L
LTHRESHE D, FLT, BETEDO—EMDH HHFACEHTH L — I L), R

BRELDa L TIAT U ANRHRIND L) R AEZMET LD LT 5,

2. Where in a Member State more than one supervisory authority are established, that
Member State shall designate the supervisory authority which functions as a single contact
point for the effective participation of those authorities in the European Data Protection
Board and shall set out the mechanism to ensure compliance by the other authorities with
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the rules relating to the consistency mechanism referred to in Article 57.

3. BMNMAENE, ARFEIHE - TR LIZIEOREIZHOWT, #EL & H5 91 RO THESN
THIRECICEZBRICEAT 5, BAENOICHEL 52 DEEFHEEZER LIZGEITE,
FIEEE S ZESITEAT D,

3. Each Member State shall notify to the Commission those provisions of its law which it

adopts pursuant to this Chapter, by the date specified in Article 91(2) at the latest and,
without delay, any subsequent amendment affecting them.

0547 % ML
Acrticle 47 Independence

1. BVEHEREIT., ZESNTFHHERZATHET DB, BRI L TITE LR T hiZe b7
U,

1. The supervisory authority shall act with complete independence in exercising the duties
and powers entrusted to it.

2. BUEHEBHD A R— %, ZOMBEOFEMICB VT, HEICHIEREZ RO T, LD LR
AR AL N AR

2. The members of the supervisory authority shall, in the performance of their duties,
neither seek nor take instructions from anybody.

3. BEEBEDA U AN—1TFDEBIIKT 5 —UIOTE 2R, (EEHRPICIX, £ F
FITHDLPENCERR S, TORBICKT D2 LICRDHMETIT—UEFL TUI R 6R
Uy,

3. Members of the supervisory authority shall refrain from any action incompatible with

their duties and shall not, during their term of office, engage in any incompatible occupation,
whether gainful or not.

4, BEREEAD A o — 1%, (EHIOKR TRICHIEEZH LTV EREZ TR0 T 555
WIE, ARGERICREERATEN L 72 < TR B R0,

4. Members of the supervisory authority shall behave, after their term of office, with
integrity and discretion as regards the acceptance of appointments and benefits.

5. FNMMENL, ZOEEWBEOIGHEIR, F7I1IRINT — 2 R#EZES L OMAEKE)., W
71, BEOBINZET 2B HEIR Z W RANZATHE T 5 72 DIC B e . ARy, BRIy, B &
OMBEAYETR, fifk. 1 > 7 708, MEICEEEREICRIEIND Lo L TEAR LR
U,

5. Each Member State shall ensure that the supervisory authority is provided with the

adequate human, technical and financial resources, premises and infrastructure necessary
for the effective performance of its duties and powers, including those to be carried out in
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the context of mutual assistance, co-operation and participation in the European Data
Protection Board.

6. FIMENL, £ ORTEREIN, BEDORKIZ LV Em SNEDORRITHE D X 5 72t Bm

HOB &M FITR> X 9127 2,

6. Each Member State shall ensure that the supervisory authority has its own staff which
shall be appointed by and be subject to the direction of the head of the supervisory
authority.

7. MERENT, BEEREBIAS MBS E B AT D BICIZE OMSIEITITRER N WS T &
TRAE L 72 < TE R B 7220, INREENT. BEERBNCIIRIFOEETHEEZ 522 TER LR
WV, FEEOTPRITATRINZ L TUT R B0,

7. Member States shall ensure that the supervisory authority is subject to financial control

which shall not affect its independence. Member States shall ensure that the supervisory
authority has separate annual budgets. The budgets shall be made public.

048 5 BEMEBIO X LR —|ZBET D — S
Acrticle 48 General conditions for the members of the supervisory authority

1. INBEEN, BB X o R—nNZOMREOBRES E-ITEFIC L > TEMEND L)
TEDRL TR B 7R,

1. Member States shall provide that the members of the supervisory authority must be
appointed either by the parliament or the government of the Member State concerned.

2. BEEHEBI D A X=X, FOMSIPEIZITEE O RN ELS | HAT — FIRFEDO I
THERIZEG & R T T DI BB R L BB a o T D Ax b S e < Tk
SR AN

2. The members shall be chosen from persons whose independence is beyond doubt and

whose experience and skills required to perform their duties notably in the area of
protection of personal data are demonstrated.

3. BUEREBID A > N — DB IE, 55 5 HITHE - T, ARG T, BERL, 7 IEFIREIC X
WITTDHDET 2,

3. The duties of a member shall end in the event of the expiry of the term of office,
resignation or compulsory retirement in accordance with paragraph 5.

4. BEEHEBID A N =N DEF E RICT T2 DO 2 BITRM 2 L TV RV, £
TERLBRICEVAIFRL 2o HEITIE, BEEL T EROIERNLEICL Y TD A
N—Zfiffe, FTITFEEE OMOBREAEZZ T DR ZHET L LN TE D,

4. A member may be dismissed or deprived of the right to a pension or other benefits in its

stead by the competent national court, if the member no longer fulfils the conditions
required for the performance of the duties or is guilty of serious misconduct.
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5. AUN—INEEETITTOEHNG T L2HETh, LW A A= EMmENLHET
1351 &t & T DM & 5k L 72 < TR b 7Rwy,

5. Where the term of office expires or the member resigns, the member shall continue to
exercise the duties until a new member is appointed.

%495  BEEREBIOBSLIZBIY 2 B
Acrticle 49 Rules on the establishment of the supervisory authority

FSIMEENT, ZOHAOFEAANT, UTEERICLVEDLIBD LT D,
Each Member State shall provide by law within the limits of this Regulation:

(a) BEBHERE DXL & & DML,
(a) the establishment and status of the supervisory authority;

(b) BEBHRERED A L R—DFH & Rl T DI B #RBR, B X OHEE,
(b) the qualifications, experience and skills required to perform the duties of the members of
the supervisory authority;

(o) BERERID A N —ZATAnd 2 72 ORI & FIA, Jo J OB DR (2 4 2178

F 7 ITIRZEIC BT D B,

(c) the rules and procedures for the appointment of the members of the supervisory
authority, as well the rules on actions or occupations incompatible with the duties of the
office;

(d) BEEBHEEI D A o x— DR, BT 4 FELLEE T 5, 72720, ZOBRAIORhD 5 F)
DIEMIZBWTC, TOFHE 2T 592 & BNEEREBE OMN M 2RO 7= DI 51, 4
FELDESTH R,

(d) the duration of the term of the members of the supervisory authority which shall be no
less than four years, except for the first appointment after entry into force of this Regulation,
part of which may take place for a shorter period where this is necessary to protect the
independence of the supervisory authority by means of a staggered appointment procedure;

(e) BBMEBHD X L NR—IZFHEEZRD LN E I D,
(e) whether the members of the supervisory authority shall be eligible for reappointment;

() BEBHREBID A L X=X A Y v 7 OREE % 2 9 2 BHI & —% S,
(f) the regulations and common conditions governing the duties of the members and staff of
the supervisory authority;

(g) BEBHEBID A L R—INEDFEHZ BT D&M % BTN 7- L TR WES, £/
ITERRIBRICEVEFRE R oT-HEICBIT 5, BEEED X R —DREE O TIZR T
5 /l/b_‘jl/ k qEJII/E:o
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(9) the rules and procedures on the termination of the duties of the members of the
supervisory authority, including in case that they no longer fulfil the conditions required for
the performance of their duties or if they are guilty of serious misconduct.

550 5 e L ooSTRRES
Article 50 Professional secrecy

BRI D A L R—B X OR X v 71X, ZOEMR EILREHZ DT, ABOFEMIC
BWTHIS T2 T R TOBEFRICOWVTIE LOFREB ZADR L TUIR LRV,

The members and the staff of the supervisory authority shall be subject, both during and
after their term of office, to a duty of professional secrecy with regard to any confidential

information which has come to their knowledge in the course of the performance of their
official duties.

52 H B L HEIR
SECTION 2 DUTIES AND POWERS

%514 B
Article 51 Competence

1. FEEHEIL., T BT 2 MEEOE LI T, ZOBANT & - T 5 S 7 HERR

AT L 72 < TR 5720,
1. Each supervisory authority shall exercise, on the territory of its own Member State, the
powers conferred on it in accordance with this Regulation.

2. ZOENT —Z OREH EU SN OE B £ 72 1TABE ORI BV TER S, 2D
B E TIPS A E L OB EICHLE ZF > TW A5G ABRIOH VII
BEORBIUE, £ OEFEE F72I30EE O FEILEICI T 2 BB MR E I T
DT D OIS 2 LR < TT R 60,

2. Where the processing of personal data takes place in the context of the activities of an
establishment of a controller or a processor in the Union, and the controller or processor is
established in more than one Member State, the supervisory authority of the main
establishment of the controller or processor shall be competent for the supervision of the

processing activities of the controller or the processor in all Member States, without
prejudice to the provisions of Chapter VII of this Regulation.

3. BEBRERII, T EENEOFNEMENZ X VAT ) MR EIEE L2 o &35,
The supervisory authority shall not be competent to supervise processing operations of
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courts acting in their judicial capacity.

W 525 #H
Article 52 Duties

1. BEEREBIIUA T 2 0 L 722 < TiEe b euy,
1. The supervisory authority shall:

() Z OBLRIOE A OBERLE KX OMRGE,
(@) monitor and ensure the application of this Regulation;

(b) % 73 T TT — X DHMRE LTI ZORBEDONRBADOWHRNCLD2H DWW HEFD
FLSE TSRS L, ZOFEICET 2 EZ @U@ TER L, £ LT, Tl OEE
R & OFAE TN LERIGEITII Y R WMNIC, 207 — 2 OXRE L3 HRIC
TR B OHEPRIL & R 2 T 5,

(b) hear complaints lodged by any data subject, or by an association representing that data
subject in accordance with Article 73, investigate, to the extent appropriate, the matter and
inform the data subject or the association of the progress and the outcome of the complaint

within a reasonable period, in particular if further investigation or coordination with another
supervisory authority is necessary;

(o) fLDETEHER & A It LA 21T 5, E7o, ZoOBRAIOEA & £k 5—

Bz RT D,

(c) share information with and provide mutual assistance to other supervisory authorities
and ensure the consistency of application and enforcement of this Regulation;

W

(@ &I, BRI, FREEEE2Z T2 0O EREN LIRS N LIS AICE
i 5, T LT, T —XOEENEOEEFENEG 2 H LY T TWEAITIE, %Y

RHIENICE DT — 2 ORGEICHER R A RET D,

(d) conduct investigations either on its own initiative or on the basis of a complaint or on
request of another supervisory authority, and inform the data subject concerned, if the data
subject has addressed a complaint to this supervisory authority, of the outcome of the
investigations within a reasonable period;

(&) AT —2 DIRFEIEE 525 X5 R a8l T 5, RS, 1F8ulIE Bl & g EiE
(b STHRAY 0|1k 5 e RN
(e) monitor relevant developments, insofar as they have an impact on the protection of

personal data, in particular the development of information and communication
technologies and commercial practices;

O AT —Z OB TEADHER] & B #1252 720 D3k i JOTB Lo FB
(2T, IR E OMFSCHIA 2 DR 2521 %,
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(f) be consulted by Member State institutions and bodies on legislative and administrative
measures relating to the protection of individuals' rights and freedoms with regard to the
processing of personal data;

(o) % 34 KX TEMRSNTWIHIEZRAT L, 2T 2% EZ T 5,
(9) authorise and be consulted on the processing operations referred to in Article 34;

(h) % 38 @I L ATTHHE O FR~DOERE X T 2,
(h) issue an opinion on the draft codes of conduct pursuant to Article 38(2);

(1) % 43 %+ xR LT/TEOWC T’Jﬁ%ﬁ%ﬁﬂﬂ%%m?é
(i) approve binding corporate rules pursuant to Article 43;

G BRINT — 2 R#EZ B OIEBNCSINT 5,

(j) participate in the activities of the European Data Protection Board.

2. BB, BAT —ZOWBIZET 2 Y X7 —b, THRITFEL B LUMERNC
ONWT—RDORFHAEEmDODH L D 275, F AT OTEINZ OWTCIISFIZEET A2 H D &3

o

2. Each supervisory authority shall promote the awareness of the public on risks, rules,
safeguards and rights in relation to the processing of personal data. Activities addressed
specifically to children shall receive specific attention.

3. BBRERSIL., T2 OXRENSOERN HIUL, O Z OBANT X R 21T
LB E 25 272K TR bR, £ L CHEYARGEAICIE., T HBO =Dz o i

EOBEHEBI & b L < TTe b7au,

3. The supervisory authority shall, upon request, advise any data subject in exercising the
rights under this Regulation and, if appropriate, co-operate with the supervisory authorities
in other Member States to this end.

4. FHF1HEDG) TEL SN EFOR LI TIZHOWT, BB S E 2R L CAHT-0 0k
AU L2 TR B2V, TOKERITEBE R E T 50, TS OEE FE b PR
L7220,

4. For complaints referred to in point (b) of paragraph 1, the supervisory authority shall

provide a complaint submission form, which can be completed electronically, without
excluding other means of communication.

5. BEHEBAIC X 27 — % OXGHE DI D OB O FhiiL, Mkl Lia TXR B2,
5. The performance of the duties of the supervisory authority shall be free of charge for the
data subject.

6. TOERVPPLNTEZBZ THWDLE, FICKE L TUThbL 2 5Haicid, BB
BHEEFRLTH WL, 7237 —F ORREFICER SN REZITDR < TH Luy,
T, BEEEIL, ZOERPHALNEEZEZ TWD EWVS Z EIZOWTIREET
RO TR DR,

6. Where requests are manifestly excessive, in particular due to their repetitive character,
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the supervisory authority may charge a fee or not take the action requested by the data
subject. The supervisory authority shall bear the burden of proving the manifestly excessive
character of the request.

%535 MR
Article 53 Powers

1. FEEEHERICIT, LT DX ) R ZFi7- 72 < TR 720,
1. Each supervisory authority shall have the power:

(a) N7 — X BREIHDRFE DL NI OWT, FHH F XU BT @I T 5, #8708
BT, TOEHE LTI EICEEN R FIEC L 22 0REOHEL ML, 7T —X
DXIRE DIREZIT D,

(a) to notify the controller or the processor of an alleged breach of the provisions governing
the processing of personal data, and, where appropriate, order the controller or the processor

to remedy that breach, in a specific manner, in order to improve the protection of the data
subject;

b)) ZOHANZES SHEMZITHET 27 — 2 OGEOERITIE UL K 5 BEE E 72130
HE T D,

(b) to order the controller or the processor to comply with the data subject's requests to
exercise the rights provided by this Regulation;

(o) BHE, WHE, BIOWERGEZ ORI LT, BEEEOZE 2 R 72012

VERH LD LIERERMET 2 X 0 ITmBT 5,
(c) to order the controller and the processor, and, where applicable, the representative to
provide any information relevant for the performance of its duties;

(d) 26 34 SRIZ L D FRIOFE AT & FRITO Whik ~DUEILZ g fr 35,
(d) to ensure the compliance with prior authorisations and prior consultations referred to in
Acrticle 34;

(e) BERH FIITIE 1R F 21T 5,
(e) to warn or admonish the controller or the processor;

O ZOHAIOKEIER L T I NI XRTOT—XDOEE, HIFR, b LI, iEs
W5, £, TOTF—EZNPRENEZE =FICEEOZ L 21T X olcdmmatd ko

i L2,

(f) to order the rectification, erasure or destruction of all data when they have been
processed in breach of the provisions of this Regulation and the notification of such actions
to third parties to whom the data have been disclosed,;

(9) AT —& OWIL A —IFHY F 7o I TREAN AL T D,

150



(g) to impose a temporary or definitive ban on processing;

(h) B=EF I ITEEEREIC BT 2 ZMA~OT — X OREERET D,
(h) to suspend data flows to a recipient in a third country or to an international organisation;

@) AT —Z OREICEHT 2T X TOMBEIC OV TERERAT D,
(i) to issue opinions on any issue related to the protection of personal data;

G) AT —% OREICET 2T X TOMBEICOWT, ERHES. BUF, hoBOREE., B
F ORI D,

(j) to inform the national parliament, the government or other political institutions as well as
the public on any issue related to the protection of personal data.

2. FEEREESIL, EHEEELITNEENO LU T 255 2 LR TE AR EZ R/ T
IT72 570,

2. Each supervisory authority shall have the investigative power to obtain from the
controller or the processor:

(a) BEEHBEOBRBE LR TIEOIILE RSP LEAT —F BIEFR~DOT 7 £ X,
(a) access to all personal data and to all information necessary for the performance of its
duties;

(b) Z OHANTER LIETEEAMTHOIL T\ D L HEE TE 2 A BRI & 556 121%. £
DIEFE~DIEHBAY | BL S B P 57T — X W BAR~DT 7 & X,

EFRM) TE R SN HHERIZEU 53 KON EREICHER LTI E S e T i 57220,
(b) access to any of its premises, including to any data processing equipment and means,

where there are reasonable grounds for presuming that an activity in violation of this
Regulation is being carried out there.

The powers referred to in point (b) shall be exercised in conformity with Union law and
Member State law.

3. BEEREENZ. FRICHE T4 K@ L 75 RV ZOBIRI~OER & wTEK B I8

HUIERHE 2 iU D MER 2 R 72 72 < TUE R B auy,

3. Each supervisory authority shall have the power to bring violations of this Regulation to
the attention of the judicial authorities and to engage in legal proceedings, in particular
pursuant to Article 74(4) and Article 75(2).

4. HEBHEIX, FRZH 79 &4, B), BLUO)TELRIND LD RATH EOERIIK L

HilF 2 M2 DHER AR T2 72 < TR B 720,
4. Each supervisory authority shall have the power to sanction administrative offences, in
particular those referred to in Article 79(4), (5) and (6).
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%54 5 IHEHE
Article 54 Activity report

FEEWBIIX., ZOIEENCBE T 2 RS E A R L2 T2 b7, 2o EIEE
EiERICigti s, — KRR, ZES, BLOMMT — 2 REZERTLHRENL T
F72 67200,

Each supervisory authority must draw up an annual report on its activities. The report shall

be presented to the national parliament and shall be made be available to the public, the
Commission and the European Data Protection Board.

9 VII&E g s —Eik
CHAPTER VII CO-OPERATION AND CONSISTENCY

BOHE EE
SECTION 1 CO-OPERATION

% 55 5 HHA R
Article 55 Mutual assistance

1. EEMBIIABRIZ —B LR Clif T LOWEA T 5700, BIEFROM At & 48
HIBEATH NE L L, DRTHEET 2700 OHE 25 & ILE T L7227 udie b
720N, AH A SRR TR AL & 72 D IFHGE RO B2, FATOFE AT & FRTO Wik D%
FH. AT, KON FAERMIZEE L COEONRIBAEL S E R TUIR LR, £, A
PG L > TEEBONRENCKT 27 — Z RMEEITENELC DN S 2561013 %
D% DERRDUZ SOV THIHRE L 722 < TE R B 7R,

1. Supervisory authorities shall provide each other relevant information and mutual
assistance in order to implement and apply this Regulation in a consistent manner, and shall
put in place measures for effective co-operation with one another. Mutual assistance shall
cover, in particular, information requests and supervisory measures, such as requests to
carry out prior authorisations and consultations, inspections and prompt information on the

opening of cases and ensuing developments where data subjects in several Member States
are likely to be affected by processing operations.

2. FETEHEEII M OSBRI O OFERICH L, FEROZENLER R KETDH LT
VER A TOMERHEELRL b0 L L, ZOMMIL 1 » AZBIA2VWbDET D, 20D
FEICIIRFIC, FEERICH > TOREEROKRE ., FIIIARRANT S LI LR &
kL L3I S D20 0iilE 2 ENEEh D,
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2. Each supervisory authority shall take all appropriate measures required to reply to the
request of another supervisory authority without delay and no later than one month after
having received the request. Such measures may include, in particular, the transmission of
relevant information on the course of an investigation or enforcement measures to bring
about the cessation or prohibition of processing operations contrary to this Regulation.

3. SREFFICIL, RO ARRERERA S, LELQEFREGDLDOLET L, MY ZDS
NIIERIT, EFESNTERFICE L TORIEDON D RETH D,
3. The request for assistance shall contain all the necessary information, including the

purpose of the request and reasons for the request. Information exchanged shall be used
only in respect of the matter for which it was requested.

4. ZREFLEZ T EEREIT. DTOSLEEZREEOEFIIN D Z L 2o TIRL2R
W,

4. A supervisory authority to which a request for assistance is addressed may not refuse to
comply with it unless:

(a) YHEBEN T OEEFHIKI T 2 FEEMEA G I 2VEE, b LA
(a) it is not competent for the request; or

(b) ZEFEDNASFIC L o TARBRIOHE I3 5 ATREMED & 2 56
(b) compliance with the request would be incompatible with the provisions of this
Regulation.

5. ERE & X TR BRI, M5 OBEEERIC L. 2R S L <IRRIITIGE T, 2%
BB O ZTF - EREOBTIC B 72 Fli L 7o E O IR L2 @k Le < TR B 7220,
5. The requested supervisory authority shall inform the requesting supervisory authority of

the results or, as the case may be, of the progress or the measures taken in order to meet the
request by the requesting supervisory authority.

6. EVEBERSIL. MLOBSEBRERID HRER S ElE . EH¥L T +—~ > FEHW, BT
TFREICL S TTELRTHESLHICRETIRE b D LT 5,
6. Supervisory authorities shall supply the information requested by other supervisory

authorities by electronic means and within the shortest possible period of time, using a
standardised format.

7. MEZBEOEEE 252 TT O W 256 LTh, B AR L TIRB220,
7. No fee shall be charged for any action taken following a request for mutual assistance.

8. EEHEBA Mt T OBERERE O DFER KV 1 » HD S BITHIS Ligino 26, GERL
T BB BRI 51 SR(ICHEV, SN E NI TEIEHEZ Y . 55 57 ROFIHICHE
S THMNT =2 REZB XA EZRDL LD LT D,

8. Where a supervisory authority does not act within one month on request of another
supervisory authority, the requesting supervisory authorities shall be competent to take a
provisional measure on the territory of its Member State in accordance with Article 51(1)

and shall submit the matter to the European Data Protection Board in accordance with the
procedure referred to in Article 57.
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9. YMEEHEIIZ O EHEOANMZIIRTXEbD LT 5, ZOHMIZ3 »H%x
M2 TIER B, YEEMEILEOHEICHOWT, +o2Bllm 2 iz T, B2 <K
MT— 2 REZB DB LORMNEBERICHER T RE b D LT 5,

9. The supervisory authority shall specify the period of validity of such provisional measure.
This period shall not exceed three months. The supervisory authority shall, without delay,

communicate those measures, with full reasons, to the European Data Protection Board and
to the Commission.

10. KINZEERIIAR TRROMASEOFIAE 7+ —~ > b, BLO, BEEHMER L FE7
X HERE & RN T — Z REZ B S L O CE T FBIC CTEREZ T DO Fhi <.
BARENTIZSE 6 HICRNDFEE 7 +—~ v FEEDD T ENTE D, b DOERITH
MOAEIT, 8T RQDFEEFIAIE > THRIRSNHRE LD LT D,

10. The Commission may specify the format and procedures for mutual assistance referred
to in this article and the arrangements for the exchange of information by electronic means
between supervisory authorities, and between supervisory authorities and the European
Data Protection Board, in particular the standardised format referred to in paragraph 6.

Those implementing acts shall be adopted in accordance with the examination procedure
referred to in Article 87(2).

75 56 5k BEMBEBI o dt[R)EH]
Article 56 Joint operations of supervisory authorities

1oEHE MR A SREE O 7= 0 BEEREEIIE, oo i ENC 61T 2 BB BB 2 DFRE S iz A
Y= LAY v 7 LIRT, SRR TTRAMEE, MElE, £OMOEELZBD T~

THD LTS,

1. In order to step up co-operation and mutual assistance, the supervisory authorities shall
carry out joint investigative tasks, joint enforcement measures and other joint operations, in
which designated members or staff from other Member States' supervisory authorities are
involved.

2. BEINBEENZIED T — F ORMBEPRBEBF I & > TREEZZ T LR H 558,

ZHSIMEEOABEEMBIISEIZIS U, SERFRAMER £ 72 3R FEERIC ST 2 4R 2
A2, EEEMEAZ AT 2EEWBNT. 245 niEE o2 B E R 2 8 U) 72 36 R A R £
TTIRERICS IS <L, Zh bIEERICSIMNE R 2 BB 72 <

JIETHRETHD LT D,

2. In cases where data subjects in several Member States are likely to be affected by
processing operations, a supervisory authority of each of those Member States shall have
the right to participate in the joint investigative tasks or joint operations, as appropriate. The
competent supervisory authority shall invite the supervisory authority of each of those
Member States to take part in the respective joint investigative tasks or joint operations and
respond to the request of a supervisory authority to participate in the operations without
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delay.

BB RSB E B R & LT EPEICHIY | M BB ORI A2 1T 72 T
3t Iﬂﬁﬁﬂﬁﬁa’ﬁ CRD D MEETEBE DA = LT A Y v T B 2 B TP THE
5T 5. HDHWIE, FEEEREEOEWNIEOHPA T, MEEE#EO A R — L<
IR F v 712, B ERBEOENIEICE SO BITHITE ORI 2 5.2 2 b D & T 5,
ININDBATHEE, V— T XY EREETEEERD A N —H LIRS v T DR LE
Thh., TOEEIESWTOIITHENRFRETH D, MEEEHED X =8 LITA
Zoo 71, BREERBICE T D ENEZIAST LR TTR LRV, ZOITEOEMT
FAERTEEN A S bD LT 5,

3. Each supervisory authority may, as a host supervisory authority, in compliance with its
own national law, and with the seconding supervisory authority’s authorisation, confer
executive powers, including investigative tasks on the seconding supervisory authority’s
members or staff involved in joint operations or, in so far as the host supervisory authority’s
law permits, allow the seconding supervisory authority’s members or staff to exercise their
executive powers in accordance with the seconding supervisory authority’s law. Such
executive powers may be exercised only under the guidance and, as a rule, in the presence
of members or staff from the host supervisory authority. The seconding supervisory

authority's members or staff shall be subject to the host supervisory authority's national law.
The host supervisory authority shall assume responsibility for their actions.

4. BEEREBAIIAE OEHEEBI O BITICOWTRET N L T2,
4. Supervisory authorities shall lay down the practical aspects of specific co-operation
actions.

5. BEEREBANEE 2 THIZED DG % 1 » HUWIZIASE L7 WG4, oINS 51

FOIHt > TYRMBEEOENICE T 2 EHRELZIRL D & T 5,

5. Where a supervisory authority does not comply within one month with the obligation laid
down in paragraph 2, the other supervisory authorities shall be competent to take a
provisional measure on the territory of its Member State in accordance with Article 51(1).

6. BESEWEERIXER 5 HICED D EHE AN A RTRE b0 &35, ZOWEIX 3
r AEBZ IR DRV, YZEEBHEITZ O EICHOWT, o7 iim & dic, Bl
SEINT — 2 IREZE B LOMMEESICHEK T XEL0 L L, BEHTHRICBT 2 —EM

Do DA HFEZ BT HL b D LT D,

6. The supervisory authority shall specify the period of validity of a provisional measure
referred to in paragraph 5. This period shall not exceed three months. The supervisory
authority shall, without delay, communicate those measures, with full reasons, to the
European Data Protection Board and to the Commission and shall submit the matter in the
mechanism referred to in Article 57.
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28 —HM
SECTION 2 CONSISTENCY

%57 % —HMEOH DA
Article 57 Consistency mechanism

55 46 RITED D HIO T2 | 1R L OWINZE B RIIATICED 2 — B0 & H ]

HaB L TEWCH TR b0 LT 2,

For the purposes set out in Article 46(1), the supervisory authorities shall co-operate with
each other and the Commission through the consistency mechanism as set out in this
section.

55 58 5 WM T — 2 R LB RIT L 2 g
Article 58 Opinion by the European Data Protection Board

1. BEERERANEE 2 HOME A BIRT DA, LB BRI IRIN T — # (REZ BB LV
RN ZE B S ITRER B A WA L2 T U 7e 720,
1. Before a supervisory authority adopts a measure referred to in paragraph 2, this

supervisory authority shall communicate the draft measure to the European Data Protection
Board and the Commission.

2. B 1 HIZED D #RB1E, BRI OREZ B LZLITICET 28BS Ll sh
LHREHLDTHD,

2. The obligation set out in paragraph 1 shall apply to a measure intended to produce legal
effects and which:

(a) BEINHE DT —HF OXMBE O —EZAORMICET 20, b LT sE

DITENVZ R 57 — 2 BEENCET 2 b0, £

(a) relates to processing activities which are related to the offering of goods or services to
data subjects in several Member States, or to the monitoring of their behaviour; or

(b) EUBNTOMAT =2 DEMRBENC L KR EL 52 5N S5 b0, £
(b) may substantially affect the free movement of personal data within the Union; or

(©) %6 34 BN T, FHRHEDON SR L R DU EFRO —EOWIRE B+ b0, 72
X

(c) aims at adopting a list of the processing operations subject to prior consultation pursuant
to Article 34(5); or

(@ % 42 ZQ)QDIFEET — X RH#ERHDOREL HfsT b O, £/
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(d) aims to determine standard data protection clauses referred to in point (c) of Article
42(2); or

() % 42 ZL@ADOEHFHEOR A Z BIET D, FioiX
(e) aims to authorise contractual clauses referred to in point (d) of Article 42(2); or

() % 43 FOEFROFMH THHREEEL OAREZ BIET b O,
(f) aims to approve binding corporate rules within the meaning of Article 43.

3. HEEBREEE F 713N T — X R E SR, FRCEEREEINE 2 THOXM R R A Ly
A, b LT b5 RICHEUT-AHA IR F 72135 56 S0 FIEB T A BB LNEST L

RWNGAIL, TOFELRE —~BEOHDHAMAIBNTHIST DL IRDLZENTE D,
3. Any supervisory authority or the European Data Protection Board may request that any
matter shall be dealt with in the consistency mechanism, in particular where a supervisory
authority does not submit a draft measure referred to in paragraph 2 or does not comply
with the obligations for mutual assistance in accordance with Article 55 or for joint
operations in accordance with Article 56.

4. ABANZ EfE»>—B L THREICHEHT 2720, BINZEESIT—EBEMO® 5454 M
WTHREBICHLT 2K oKRDDHZ LB TE D,

4. In order to ensure correct and consistent application of this Regulation, the Commission
may request that any matter shall be dealt with in the consistency mechanism.

5. BVEMEBIR LOBMNZR 2T, TN OOHEICET 2 FROEEF, MREL L URLE
(BT DG Z . BEIDS L, BEELET +—~ v bz v, EFRFRICE > TERE T~

TbDET D,

5. Supervisory authorities and the Commission shall electronically communicate any
relevant information, including as the case may be a summary of the facts, the draft measure,
and the grounds which make the enactment of such measure necessary, using a standardised
format.

6. N7 — 2 REZBOEERIIFEL T+ —~ I\%FHM‘ BB bR 2To
B ®RZ . BT — 2 IREZBE OB R JORIMNER *F L. BNEEIZE I TFE
ZHAWTEMTLOXEbDET L, ZERITIVHEIZIL T, %2@% (2B D IE I OFHER z 12
L7 TER B2,

6. The chair of the European Data Protection Board shall immediately electronically inform
the members of the European Data Protection Board and the Commission of any relevant
information which has been communicated to it, using a standardised format. The chair of

the European Data Protection Board shall provide translations of relevant information,
where necessary.

7. Ekd'l‘l?~§7ﬁé§%2§§\ 3. WEE OB X DRIRN Do 1256, b L<SIEEH 5 HIC
%’5<E§| HHEZELTHD 1 BEROMNICEE#KES L :ileJII%EEi MO HEFE XS
It RN E S 143 AT ORMAENRTHODET D, ZORMBITHONTIE, KMNT—
&i%a%ééié\%ﬁké WHEHUC L DPRIRICE D 1 7 AURNICEIREN D ~E D LT D,
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ZERIZRPUTIE T, # 1 TS LU 3 HOBERKE & N E B 2B LU 51 RiBIT S

EHER BRI L, Y e HIMNICZ D REZ @M LART RE LD ET 5,

7.The European Data Protection Board shall issue an opinion on the matter, if the European
Data Protection Board so decides by simple majority of its members or any supervisory
authority or the Commission so requests within one week after the relevant information has
been provided according to paragraph 5. The opinion shall be adopted within one month by
simple majority of the members of the European Data Protection Board. The chair of the
European Data Protection Board shall inform, without undue delay, the supervisory
authority referred to, as the case may be, in paragraphs 1 and 3, the Commission and the
supervisory authority competent under Article 51 of the opinion and make it public.

8. # 1 HOBEHEIR LU 51 KICH T 2 EHEM LA T 2 BEMEIL, MMNT — 2 (R
ZEROREZZBFEIZAIL, KINT — 2 RiEZHZOEAR LY ORMOFRN/HESNT
Mo 2 WEOWIZ, BEHEREAEREOMER b L IXBEZAT O Ml h, E72tiE % O *f
REND D5HIT i%h%w: BT +—~ > FE RV, EFRFRIZE > TRINT—#
REZEROZERBIORINEZESITH L, BT & &35,

8. The supervisory authority referred to in paragraph 1 and the supervisory authority
competent under Article 51 shall take account of the opinion of the European Data
Protection Board and shall within two weeks after the information on the opinion by the
chair of the European Data Protection Board, electronically communicate to the chair of the

European Data Protection Board and to the Commission whether it maintains or amends its
draft measure and, if any, the amended draft measure, using a standardised format.

5559 & BINZEBRIT L D AL
Article 59 Opinion by the Commission

1. AHANZ EfE>—B U CHEFEICEH S 5700, 5 58 FIZESDWTHFENREINT
£V 108N, b LIERETHE 61 5oH6)5 6 BEILINIZ, BINEESILE 58
b LT 61 RICHESWTRE SNICFREBA~DORMEATIRT 52 N TED,

1. Within ten weeks after a matter has been raised under Article 58, or at the latest within
six weeks in the case of Article 61, the Commission may adopt, in order to ensure correct

and consistent application of this Regulation, an opinion in relation to matters raised
pursuant to Articles 58 or 61.

2. F 1 U > CTRINEZE B SN R EZ IR L7256, 02 BEEBIIIROIN Z B2 0 RUAE
ZERKIRIZER L, MREOHER S L< i&m@,ﬁ\.%md‘l‘léé\%%JZU\U('J‘NT“—51%E§
ZEIHLTEM LRI B0,

2. Where the Commission has adopted an opinion in accordance with paragraph 1, the
supervisory authority concerned shall take utmost account of the Commission’s opinion and

inform the Commission and the European Data Protection Board whether it intends to
maintain or amend its draft measure.
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3. % 1 HOWIMIZ, BEEEBIIIRELZETIRL T b2,
3. During the period referred to in paragraph 1, the draft measure shall not be adopted by
the supervisory authority.

4. MR EREANBKMNE B SO RMICEMBICHED R WES . SiEEIIRINEE S &
OEINT — 2 R R BRI L, F 1 HOMMAIZEMZTV, ZOMB 2R 5 &
bOLT L, ZOHE. BT 1A OMITRELRIRNT 52 LiFTER,

4. Where the supervisory authority concerned intends not to follow the opinion of the
Commission, it shall inform the Commission and the European Data Protection Board

thereof within the period referred to in paragraph 1 and provide a justification. In this case
the draft measure shall not be adopted for one further month.

760 5k MIREOLER
Acrticle 60 Suspension of a draft measure

1. % 59 R@DOEMEN e ST 1 7 AUNIZ, XREIC K o TRBID IEMEDDOEE
WA S 2220 T, b LT ZEDORIRREIT Lo THRBAN R S Dl gerkiz>u
T BINZBSDRA 2NN TV D 5EITIE. # 58 (DB LU 61 £@)12ih~> T
UTFZERT ETHREE OB LEINT — 2 REZ BV FIT LT AR 2 BRI AL, X
LB B R B OBAIR A IEH T2 K 5 sRD WU 2B A IR T 2 Z & TE 5,
54 59 D% 1 » AUMNIZ, MREIC L > T2 OBAINHESEICIE LS #A S50,
MIFELSEH ST, fRELTBEORWEHA L 25008 5 Mo T, BINER
DVRA R EER T b OGE T, FilD 2 & &7 eI E & b 556121, BN ZE
BT 58 (DKUY 61 F@IZE» THRINT — X IREZB DD RAT LI A A BRE L.
BB D R R B OBRIRZRE T 5 L 91Tk D, AEARIEZEIR LTI,

1. Within one month after the communication referred to in Article 59(4), and where the
Commission has serious doubts as to whether the draft measure would ensure the correct
application of this Regulation or would otherwise result in its inconsistent application, the
Commission may adopt a reasoned decision requiring the supervisory authority to suspend
the adoption of the draft measure, taking into account the opinion issued by the European

Data Protection Board pursuant to Article 58(7) or Article 61(2), where it appears necessary
in order to:

(@) b LELEMREL BN 255, BB R L ORI T — 2 (REZBRITH T 5 RiE
D—HE2KD, £

(a) reconcile the diverging positions of the supervisory authority and the European Data
Protection Board, if this still appears to be possible; or

(b) % 62 F(1)(a) 5| HE U THIE 28R4 T 2,
(b) adopt a measure pursuant to point (a) of Article 62(1).
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2. BMZERIIREHIH ZEDRITR 6T, TOHMIT 12 » AZBA TIR 5220,
The Commission shall specify the duration of the suspension which shall not exceed 12
months.

3. B2 HOWIMIT, BEMWBIIREZTIRT 2 2 LT TER,
During the period referred to in paragraph 2, the supervisory authority may not adopt the
draft measure.

761 5k BWERFOFIE
Article 61 Urgency procedure

1. BISEY g & LT, BEREREN T — 2 OX G ORI 2 ki T 5 L TRA TS D %S
INERTZ L BTG FRCT — 2 O RE OBHEDRIN AL D D 2 & THERATEN K &
KWFond%e. FREFZRRAFREZENREET 2720, & LAXZNUSNOBRE DY,
BT, B B8 RDFNEN B LT FB A AV, BBHERI T4 E DI O G 2h 7 R i &
ETELICRIRT 22N TE D, YHEEREIIZNALOMEIZOVWT, £ ToOME%E
WA BINT — 2 RiEZBERB LUOMINEE RIS L TRMR EK T~ b0 L T2,
EEREB N T — # ORI REFE OIS 255 12 OIZBRORNE N VE LB 2 D856, FrIBEF
DRMDETIZ L > TT —FZ OMBRHEOFGROITHENRE LI BT NP H D K D72
BISEPIRBUZ BN TR, ZRRAFIEE Z AT 5720, SUIMOBRH T, fE5 58 O FIEA
OO LY | BEEEILH 2 REDHIM O A R LB ERE ZE IR LT XU,
EEEHERIIE 2 D DHFEIZOWT, ol 2R TR RN T — 2 RiEZ B S K
ORI ZE B zilan L iud7e 7e 0,

1. In exceptional circumstances, where a supervisory authority considers that there is an
urgent need to act in order to protect the interests of data subjects, in particular when the
danger exists that the enforcement of a right of a data subject could be considerably
impeded by means of an alteration of the existing state or for averting major disadvantages
or for other reasons, by way of derogation from the procedure referred to in Article 58, it
may immediately adopt provisional measures with a specified period of validity. The

supervisory authority shall, without delay, communicate those measures, with full reasons,
to the European Data Protection Board and to the Commission.

2. BEEWEBINE 1 IS T B 2 I . ZOBEKEIEE OBRIRN BB NETE L EZ 2 55
. REHEEOBRSMEOHEBEZE D, BINT — 2 R#ELZB SO RN ESNETH HHH
ZHEOR L, TORARRMEZRD D ENTE D,

2. Where a supervisory authority has taken a measure pursuant to paragraph 1 and considers
that final measures need urgently be adopted, it may request an urgent opinion of the

European Data Protection Board, giving reasons for requesting such opinion, including for
the urgency of final measures.
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3. T— 4 OXGEORIEE T 5 - OICBEADIIGHALE DRI TRV CFEEZ AT 5
BVEHERE N ) R B A U S e o 1oL BB BT R 2 R IS N L AR PR A L RN
T A RELZBSORMPESNETH LA LR L, ZORSRRMAROD Z LN
TE %,

3. Any supervisory authority may request an urgent opinion where the competent
supervisory authority has not taken an appropriate measure in a situation where there is an

urgent need to act, in order to protect the interests of data subjects, giving reasons for
requesting such opinion, including for the urgent need to act.

4. %5 58 R(DDOEEIT & BIRVASER 2 TP LU 3 HO BRI LML, W7 — & ki

ZE OB OB X 2806 2 HELINICERIREN D b D L35,

4. By derogation from Article 58(7), an urgent opinion referred to in paragraphs 2 and 3 of
this Article shall be adopted within two weeks by simple majority of the members of the
European Data Protection Board.

5562 5k EhiEI TR
Article 62 Implementing acts

1. BINZERITIU T ORI CTERMIETAZTRIRT D LN TE D,
1. The Commission may adopt implementing acts for:

(@) %5 60 SR(DIZHE» T ZRPGEARIRS NI &V ) FhiE, & L ITEEWBENXIRE S
TRHET, 5 59 SRITHE - TERIRS NTZBMNE B R D RARIZHE 5 BIR 72V E & M4
AL E W) HRBIZOWT, 5 58 5 L <IEHH 61 FRITih - - BBHER )~ & ik 252 1T
T, AHHIO BB & BHITIR > T EfEZRE A 2 R ET D720

(a) deciding on the correct application of this Regulation in accordance with its objectives
and requirements in relation to matters communicated by supervisory authorities pursuant to
Article 58 or 61, concerning a matter in relation to which a reasoned decision has been
adopted pursuant to Article 60(1), or concerning a matter in relation to which a supervisory

authority does not submit a draft measure and that supervisory authority has indicated that it
does not intend to follow the opinion of the Commission adopted pursuant to Article 59;

(b5 58 KD DEFENET — 2 RFEFRIARE 2 — AR L Z O b D L L TAKRT LMo

WT, 5 59 SRDOHIMNIZIRET D728
(b) deciding, within the period referred to in Article 59(1), whether it declares draft standard
data protection clauses referred to in point (d) of Article 58(2), as having general validity;

() REHiCEDDESMMEOEHA DT DD 7 +—~ v M FIRERET H720
(c) specifying the format and procedures for the application of the consistency mechanism
referred to in this section;

Y

(d) BEHBIR B L OB L RN T — 2 RELZE 2 L DM TETFHFBRICTHERE R
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B HBEOMIRD . K25 58 5(6). OB LVQ)DIFHET +y—~ v FERET D720

IO DOEETRIL, 5 87 FRQ)DFEAETFIAIIE > THIRINRITIUTR B 720,

(d) specifying the arrangements for the exchange of information by electronic means
between supervisory authorities, and between supervisory authorities and the European
Data Protection Board, in particular the standardised format referred to in Article 58(5), (6)
and (8).

Those implementing acts shall be adopted in accordance with the examination procedure
referred to in Article 87(2).

2. H1HQ@BOFHNIIIT 27 — X OMGRHEOFREICE L, L2 G2V BaEE R~ E
YIRS & D55 BRINZ B E1TE 87 £(3) D FMNAIZHE - TR I U 72 S ha VA1 T 4 & R
WIREHOLT D, TNHDET 12 » AZBXRWEFH TAMNAR/RT oD LT 5,
2. On duly justified imperative grounds of urgency relating to the interests of data subjects

in the cases referred to in point (a) of paragraph 1, the Commission shall adopt immediately

applicable implementing acts in accordance with the procedure referred to in Article 87(3).
Those acts shall remain in force for a period not exceeding 12 months.

3. KHIZB T 2HEOKINS L <ITEFRIT, BUNZBESBRAMNTESWD TR L2 Z Oty
DFFEZBRT D b DO TIHR,

3. The absence or adoption of a measure under this Section does not prejudice any other
measure by the Commission under the Treaties.

%63 5 BT
Article 63 Enforcement

L ARBHNCIS W T, — i E O BB X DIEICHIT TRE R E I, BE 52 To
IEEICBNTHITSN LIRS b D LT 5,

1. For the purposes of this Regulation, an enforceable measure of the supervisory authority
of one Member State shall be enforced in all Member States concerned.

2. BERERANNEE 58 (D b (GNTER L CHEG TR ISR B A IR L 2o 1256, XY
AL BB O R B TERNC A R OB TRIRE & 1T 7R B 7R U,
2. Where a supervisory authority does not submit a draft measure to the consistency

mechanism in breach of Article 58(1) to (5), the measure of the supervisory authority shall
not be legally valid and enforceable.

F3HE KNS —HIRERAR
SECTION 3 EUROPEAN DATA PROTECTION BOARD
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%64 & WINT — 2 RiEZES
Article 64 European Data Protection Board

1. AFANZ Ko TN T — 2 RELZB R ERLT D,
1. A European Data Protection Board is hereby set up.

2. BINT =2 RiEZFBE 2T, FNEE R Sz 1 BERMEOR & BN T —Z (kG

EEE TSN b D LT D,
2. The European Data Protection Board shall be composed of the head of one supervisory
authority of each Member State and of the European Data Protection Supervisor.

3. ABANTHEAS HEBEMOERICEE L, HDMEEIZINT 2 DL OS2 Y

ToHHmE, TNOEEAD S L 1 >OEADRE, ERREXHE L L TEMT LD LT 5,
3. Where in a Member State more than one supervisory authority is responsible for
monitoring the application of the provisions pursuant to this Regulation, they shall nominate
the head of one of those supervisory authorities as joint representative.

4. BRMZEZIFEINT — 2 REZ B R DOIEBR LORHEICSINT DM EZATREbD L
L. AREFZHEETH LD LT D, BINT—FRELZBZOEZERIL, BT — 2 1RiEZ%
BEORFHIZHOVWTEER S KMNEZEERITHEMT XD LT D,

4. The Commission shall have the right to participate in the activities and meetings of the
European Data Protection Board and shall designate a representative. The chair of the

European Data Protection Board shall, without delay, inform the Commission on all
activities of the European Data Protection Board.

%5 65 5 MLk
Article 65 Independence

1. BRINT — 2 REZ B RITE 66 53 LUK 67 RITIh > CTEOEBZZHTT DERIZIE. M
SMHNATEI T RE D& T D,

1. The European Data Protection Board shall act independently when exercising its tasks
pursuant to Articles 66 and 67.

2. R 7 — 2 REZR AT, 566 555 1 H(Db) 5B L O 2 HOMNEERIC L 2 8k%
BT 02 &< BHODEBEZITT OB, MEFDEREZROILY, LORRICUE- T2

D LTERB2R0,

2. Without prejudice to requests by the Commission referred to in point (b) of paragraph 1
and in paragraph 2 of Article 66, the European Data Protection Board shall, in the
performance of its tasks, neither seek nor take instructions from anybody.
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66 & BINT —FIREZEZD X XY
Article 66 Tasks of the European Data Protection Board

1. BT — 2 REEESIL, ABHlO—B LIEEHZEE b bOLETH5b0ET 5, 20
BEOT, BINT —2REZERTIALOFEE L EBINEE SN D OEFFIT T, FRZ
UTzRTXcbnET5,

1. The European Data Protection Board shall ensure the consistent application of this

Regulation. To this effect, the European Data Protection Board shall, on its own initiative or
at the request of the Commission, in particular:

(@) EENDENT —Z DIREICIIT Db 5P LFEITT L TN EBERIT S 21T 5, £
DOBBIZIE, ABANSE T 2 UERRFENR G END,

(a) advise the Commission on any issue related to the protection of personal data in the
Union, including on any proposed amendment of this Regulation;

(b) BFEHIT, AL N=DDHOHEFET, b LAIRMEBE RO OEFEIC T, ABLHI O H]
RO D EEM AL, AHAO—E LM 2 R1ET 572010, BB LT~
KIA4 0, 75, BIUORBRFHZART 5,

(b) examine, on its own initiative or on request of one of its members or on request of the
Commission, any question covering the application of this Regulation and issue guidelines,

recommendations and best practices addressed to the supervisory authorities in order to
encourage consistent application of this Regulation;

D O)FDHARTA v 5. BIRORRFFIOERMLRBEHAFMEL. ZhHIZONT
EHNTRINEBRITHRET D,

(c) review the practical application of the guidelines, recommendations and best practices
referred to in point (b) and report regularly to the Commission on these;

(d) %5 57 OB VEAE IV, BEBEBI DR ER T3 L TR Z IR 5,
(d) issue opinions on draft decisions of supervisory authorities pursuant to the consistency
mechanism referred to in Article 57;

(o) BEHEBIM D, —F M L I3HEEHEBIR o B )30 DN 2 R 72 i ids L OV B ] oD 22

e HEtEd 5,

(e) promote the co-operation and the effective bilateral and multilateral exchange of
information and practices between the supervisory authorities;

(O BEREBIMI D, £ Ga T ITE =ES U< IXEEHEI & o, S o it 4 HE
UM 2 Rt 2,
(f) promote common training programmes and facilitate personnel exchanges between the

supervisory authorities, as well as, where appropriate, with the supervisory authorities of
third countries or of international organisations;
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(@) HHRTOT —Z (RAEFERE & OO, 7 — Z (R BT 2 B FZH B B 2 ik
B OSLE D2 HEET D,

(9) promote the exchange of knowledge and documentation on data protection legislation
and practice with data protection supervisory authorities worldwide.

2. MMBEERDBRINT — X IREEEROOLDOE 2RO GG, ZOHEFIORZAMZ R
L7 bT, 20 EICREHREZED D Z LN TE D,
2. Where the Commission requests advice from the European Data Protection Board, it may

lay out a time limit within which the European Data Protection Board shall provide such
advice, taking into account the urgency of the matter.

3. BKINT —Z RELZE DTN EB R B IO 87T ROEZERIIH L, BODRME, TA R
TA v, e, BLXORKRFEHAZEMSL, AFRTREbDETD,
3. The European Data Protection Board shall forward its opinions, guidelines,

recommendations, and best practices to the Commission and to the committee referred to in
Acrticle 87 and make them public.

4. BRINZERIT, BINT — X IREZERCL VSRR, A R4, #5. BX
Ol BFHNCFESW T 7otz BN T — 2 (RELZBRICBAT 5D & T 5,
4. The Commission shall inform the European Data Protection Board of the action it has

taken following the opinions, guidelines, recommendations and best practices issued by the
European Data Protection Board.

56T & i
Article 67 Reports

1. BRINT — Z R Z B RITEHI DB, BINE BRI LA b DTGB R 2 i+
L5HbDET D, BMESBIOHE=EHICKITS, BRAOKRELS LOEANT —Z DLEIC
B3 2RI OV TORERBEFELRETL2XEbD LT D, ZOREFITIT, F 66 5
WV@BEDHTA RTA 2, 75, BLORRFFOFEMANZBEHICET2@MEEZEL b0 L
ERAR

1. The European Data Protection Board shall regularly and timely inform the Commission
about the outcome of its activities. It shall draw up an annual report on the situation
regarding the protection of natural persons with regard to the processing of personal data in
the Union and in third countries. The report shall include the review of the practical

application of the guidelines, recommendations and best practices referred to in point (c) of
Article 66(1).

2. WETARO L, BO#ES, BONEFESB L OBINEERIBESND D LT 5,

2. The report shall be made public and transmitted to the European Parliament, the Council
and the Commission.
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Article 68 Procedure

1. W7 — 2 L BRI Z OB OBMERIC L > TEFZIRT b0 LT 5,
1. The European Data Protection Board shall take decisions by a simple majority of its
members.

2. WINT — ZREZ B ST FIRICEET 2B ORI ZEIR L, B o OEHHEZ KT 5
bDOLET D, R, EIREOEINTINTSGE. b L I EDEHE L7258 ORESHk
BT, FEOMEE 1T ' 7 #—ICBlT 27 7 —T O, B IO 57 ROES
PEREREIC BT 5 FIEZ IR T2 b0 L4 5,

2. The European Data Protection Board shall adopt its own rules of procedure and organise
its own operational arrangements. In particular, it shall provide for the continuation of
exercising duties when a member’s term of office expires or a member resigns, for the

establishment of subgroups for specific issues or sectors and for its procedures in relation to
the consistency mechanism referred to in Article 57.

F695% ZEE
Article 69 Chair

1L BT — 2 REEZERIIMIRBEOT N OZER 1 AB L URIZER 24 22HT 500
T2, BIEERDI S 1 Al%, ZEARICGEEINTOZRWEIRD | BN T — 2 (R EH

TRIFNITR B,

1. The European Data Protection Board shall elect a chair and two deputy chairpersons from
amongst its members. One deputy chairperson shall be the European Data Protection
Supervisor, unless he or she has been elected chair.

2. ZERBLIURZEROMEMISFL L, BHATREE T 2,
2. The term of office of the chair and of the deputy chairpersons shall be five years and be
renewable.

570 & ZEE OIS
Article 70 Tasks of the chair

1. ZERIBUTORBEZAS bD LT 5,
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1. The chair shall have the following tasks:

(@) WNT — 2 REZ BB L ME L, EEERT D,
(a) to convene the meetings of the European Data Protection Board and prepare its agenda;

©) BINT — X REZESOIES. R 57 SOFEG MMM EI T 205 4. MR I
BT %,

(b) to ensure the timely fulfilment of the tasks of the European Data Protection Board, in
particular in relation to the consistency mechanism referred to in Article 57.

2. W7 — 2 (Ri#RBE 2T, ZERBLURIZEROBHEIC OV TEBERTFIACHET D

HIOHTED DL D LT 5,
2. The European Data Protection Board shall lay down the attribution of tasks between the
chair and the deputy chairpersons in its rules of procedure.

1% FHR
Article 71 Secretariat

1 BINT — 2 REZERITFFREHT L0 ET 5, BMNT — 2 IREEEE N OFEE
RzRET b0 L9 5,

1. The European Data Protection Board shall have a secretariat. The European Data
Protection Supervisor shall provide that secretariat.

2. FHBRFZEROIROT, BINT — 2 Ri#EZB 2T, EEFHNS L ORI

BBt b 042,
2. The secretariat shall provide analytical, administrative and logistical support to the
European Data Protection Board under the direction of the chair.

3. FHERIL., FFCUTIZWTEEZAI LD LTS,
3. The secretariat shall be responsible in particular for:

(@) BRINT — 2 {Ri#EZB 2D A % D¥H

(a) the day-to-day business of the European Data Protection Board;

(b) BT — 2 REZB 2O E, REBRB X ORMNEE M OEE, I L O
RN T o

(b) the communication between the members of the European Data Protection Board, its
chair and the Commission and for communication with other institutions and the public;

(c) PHBIs L OUN & & IZ BT D ET-HIFEEOFIH
(c) the use of electronic means for the internal and external communication;

(d) BT HOFR
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(d) the translation of relevant information;

(&) BRMNT — 2 REZEROERHERB L7 41 —7 v 7
(e) the preparation and follow-up of the meetings of the European Data Protection Board;

) BN T — Z REZ B DDPEIR U T2 A L OV O SCEOHE R, SZZR722 6 ONTHIT
(f) the preparation, drafting and publication of opinions and other texts adopted by the
European Data Protection Board.

T2 5k TR
Article 72 Confidentiality

1. BT — 2 (RiEZ B2 TOEmITHE &35,
1. The discussions of the European Data Protection Board shall be confidential.

2. BMNT — 2 REZB2OMKE., M, BIOBE =FHEORRICE VI I
i, BINZEESHHIEC) No 1049/2001 (ZHESW TR AN G2 HLH0, b L IR
INT — 2 IREZE D —RITAB LR WERY | B L35,

2. Documents submitted to members of the European Data Protection Board, experts and
representatives of third parties shall be confidential, unless access is granted to those

documents in accordance with Regulation (EC) No 1049/2001 or the European Data
Protection Board otherwise makes them public.

3. WKM7 — # (Ri#EZ B2 OB ORK BTN A, FMZE LOE =FHEORKIT, K
RICEDDFMBHBEINATT 2L oROEND, ZERIT, FEMFRBL LOHE =FHEEONR

KHEIZ, BOICHE LN SFRBRE BRI O W THESEICERM ST T e 6720,

3. The members of the European Data Protection Board, as well as experts and
representatives of third parties, shall be required to respect the confidentiality obligations
set out in this Article. The chair shall ensure that experts and representatives of third parties
are made aware of the confidentiality requirements imposed upon them.

9 VIII & ok, (BRI RS KO R E
CHAPTER VIII REMEDIES, LIABILITY AND SANCTIONS

573 5 BB~ D AR LA T OHER)
Article 73 Right to lodge a complaint with a supervisory authority

1L &7 =2 OM%ET, BOIZHT2EAT —Z OREPABANCHEL TR L EZD
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G ATBEIIRERE 2 BRIB T 5 Z &< N E OB L TRIRE B LT

THHERZAET LD LT D,

1. Without prejudice to any other administrative or judicial remedy, every data subject shall
have the right to lodge a complaint with a supervisory authority in any Member State if they
consider that the processing of personal data relating to them does not comply with this
Regulation.

2. AT — 2 OGRS 27 — 2 OXZREOHRN RS2 R#ET D Lz HIE L.
[E DIEAIZHE U CEYNIERR S A2 HIUR, BB S L <ITA IR, AT —Z 0L L -
TABANCIKT 27 =2 OXRGEOHRNRESNTZEBALLE. 1L AU EDOT —Z DXf
REONRE L LT, LiNHEEOREKBICH L TRRE R LILTHHFZA T b0 L

T %,

2. Any body, organisation or association which aims to protect data subjects’ rights and
interests concerning the protection of their personal data and has been properly constituted
according to the law of a Member State shall have the right to lodge a complaint with a
supervisory authority in any Member State on behalf of one or more data subjects if it
considers that a data subject’s rights under this Regulation have been infringed as a result of
the processing of personal data.

3. % 2 HoOMHK, #Bb LTHEIE, AT —ZORENECLLEZLLEITE, 7
— Z DRIFGHE DA EITHNT, BREMEE OB L TARIRE B LILT DM 2 A

TLHHLDET D,

3. Independently of a data subject's complaint, any body, organisation or association
referred to in paragraph 2 shall have the right to lodge a complaint with a supervisory
authority in any Member State, if it considers that a personal data breach has occurred.

%74 5 BEEREERIT KT L T RINERE & KD 2 HEFI
Article 74 Right to a judicial remedy against a supervisory authority

1L FHAAND LATEANZ. BOICEL TR SNEEEEOIEIT L, "lERRE 2K

OOMEFZAETLLDET D,

1. Each natural or legal person shall have the right to a judicial remedy against decisions of
a supervisory authority concerning them.

2. BT =2 OXGEHE L, A LOWFZR#ET D ETHUERREN RIS NRV, b LITH
52 5(D(0) 51236 1F D AR 69 2 IR £ 72135 1A 3 - A LINIC T — # DX R E 2@
MENTVRNE DARARIZEESN T, BEREBI IS 2 85511 2 mlERGH 2 K L MR

EATLHHLDET D,

2. Each data subject shall have the right to a judicial remedy obliging the supervisory
authority to act on a complaint in the absence of a decision necessary to protect their rights,
or where the supervisory authority does not inform the data subject within three months on
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the progress or outcome of the complaint pursuant to point (b) of Article 52(1).

3. BEEEHEBIICR T DR, BB RN E T 2B E oFHIFTICiRES NS b D L T2,
3. Proceedings against a supervisory authority shall be brought before the courts of the
Member State where the supervisory authority is established.

4. BOBEET 2ETIIZR L OB EOEE#RBEDOIREICHELZIT LT —F D%
BlE, YRR~ OEENE 2 A 2N E OB L TH b oREL L L TR F

e Z2mWmbH Lo, BHODECLIMRBEOEEREITKRD S Z LN TE D,

4. A data subject which is concerned by a decision of a supervisory authority in another
Member State than where the data subject has its habitual residence, may request the
supervisory authority of the Member State where it has its habitual residence to bring
proceedings on its behalf against the competent supervisory authority in the other Member
State.

5. MBENIASFICB T 2HHIFTNC LD EEHREZBITT 20D LT 5,
5. The Member States shall enforce final decisions by the courts referred to in this Article.

B 75 5 BHHE S L LB U CRIER 2 5K D 2 HEF)
Article 75 Right to a judicial remedy against a controller or processor

1. 5 73 ROEEMEA~ORRA LI TOMRNZ B0 H 6D DITBRE 2 B T2 2 &7
<, FARRANL, AHANCHE T2 WEANT —F OWERIZ L > TRBANCE-S< B 5 OFEF
WRESINTEEZXDGG. AHERGEZROLMERNEZRT 20D LT 5,

1. Without prejudice to any available administrative remedy, including the right to lodge a
complaint with a supervisory authority as referred to in Article 73, every natural person
shall have the right to a judicial remedy if they consider that their rights under this

Regulation have been infringed as a result of the processing of their personal data in
non-compliance with this Regulation.

2. WHEFIITNIE KT DA, FEED L IFEE D s 2 A3 2 IEEICT
RESNDLIREbDET D, BHENKMENZITHET 20N TH 58 2RE ., Uik
Fna T —Z ORGEMMEE S MBEICTRE L TH RV,

2. Proceedings against a controller or a processor shall be brought before the courts of the
Member State where the controller or processor has an establishment. Alternatively, such
proceedings may be brought before the courts of the Member State where the data subject

has its habitual residence, unless the controller is a public authority acting in the exercise of
its public powers.

3. BRI U % 2 XTI BT 5 BRI 58 OB AP I T BIFH P To
B, T— ¥ DRGE OHERIERET 5 LT, B O FIROM R A 552 L 1T
ERVECRAOHAEIRE | BHTIETRB L RET 5 2 LB TE 5,
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3. Where proceedings are pending in the consistency mechanism referred to in Article 58,
which concern the same measure, decision or practice, a court may suspend the proceedings
brought before it, except where the urgency of the matter for the protection of the data
subject's rights does not allow to wait for the outcome of the procedure in the consistency
mechanism.

4. MBENIARFICEB T 2PN X D EEHREZBITT 20D 235,
4. The Member States shall enforce final decisions by the courts referred to in this Article.

5576 & B PR @
Acrticle 76 Common rules for court proceedings

1. H 73 QDHE S LTI 1 4L EOF — 2 Oxt&E R L L TH 74,

75 ROMER| ZATHE T DHER 2 HT 20D LT D,
1. Any body, organisation or association referred to in Article 73(2) shall have the right to
exercise the rights referred to in Articles 74 and 75 on behalf of one or more data subjects.

2. HEEREBE. ABANCB T DMEDEIT. b LITEAENICBIT SEAT —Z Ri#ED

MERBEEDOOIC, ENTFRE 2 FRZEZIHENEZATL260D LT 5,

2. Each supervisory authority shall have the right to engage in legal proceedings and bring
an action to court, in order to enforce the provisions of this Regulation or to ensure
consistency of the protection of personal data within the Union.

3. MMBENC CTEEA AT 28AFT, fMBEEICSWTHATIRADRE SN TWD LEL
LFY RN D D56, MZEHIPTT Y RN E O Y P I EAE 2 B Y | WATRRER
DA OWTHRET & bDET 5D,

3. Where a competent court of a Member State has reasonable grounds to believe that
parallel proceedings are being conducted in another Member State, it shall contact the

competent court in the other Member State to confirm the existence of such parallel
proceedings.

4. M OIMMPEENZ TRERORE ., RE F T ILERMICEDL D WATHRA N 2 SN TV DHHEE,
BT ERGRR R T2 2 LN TE D,

4. Where such parallel proceedings in another Member State concern the same measure,
decision or practice, the court may suspend the proceedings.

5. MEAENZL, RBRE, &HOWOHERRFEDON %17 O L O RESNIHE, BLIUHRD
FIZEDF 72 HHFE 2 B CHES 2 [EPRIEO T CHREBICEHIRT 272D OFFid ol Z 4 F& %,
MEFIZEHTT DM EN D D,

IEEL, BEFEORNTEKEIE, ZNCHEEGT 2RO ERLBFELL 2D, B
TERLE % 5 6O T HE B Ol 72 5 AR AN . ENIED T CHRIRBARFFFAIC & » THEFEIITOILD K
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T LARIT TR B 7220,

5. Member States shall ensure that court actions available under national law allow for the
rapid adoption of measures including interim measures, designed to terminate any alleged
infringement and to prevent any further impairment of the interests involved.

BB TT G BEE AT D HER & B TRAT:
Article 77 Right to compensation and liability

L OEEROHERES L IIABANCES LRVWEBIOMRERIC KV BELZITEIT, %200
HRFICH L, BHED L IIYBUWE LSS I LRHE DS HE 22T 2N 2 A

THLDOET D,

1. Any person who has suffered damage as a result of an unlawful processing operation or
of an action incompatible with this Regulation shall have the right to receive compensation
from the controller or the processor for the damage suffered.

2. WFHMIIC 2 AL EOFE S L < IHNEENET BHE, KEEE L L < IZ0EE

I ERBI ST EHREEEA D bD LT D,

2. Where more than one controller or processor is involved in the processing, each
controller or processor shall be jointly and severally liable for the entire amount of the
damage.

3. BEEL LIINEENZF OB EAG| X LEFRICH L TEENRWN D & ZEFHT

L%, FEFZO—HS LIIBRTOENELELRND,

3. The controller or the processor may be exempted from this liability, in whole or in part, if
the controller or the processor proves that they are not responsible for the event giving rise
to the damage.

%78 4 Z1Hl
Article 78 Penalties

1 RENT. B2 XEHEDPNEE 2L T 2 EZB DR o725, AHANCBIT 25
HICER LEGA BT 2810280, T OB MEICHITIND X 5 NERETOR
EZRD b0 LT D, TOHANIZRN), BRI DSTIE TR T b,

1. Member States shall lay down the rules on penalties, applicable to infringements of the
provisions of this Regulation and shall take all measures necessary to ensure that they are

implemented, including where the controller did not comply with the obligation to designate
a representative. The penalties provided for must be effective, proportionate and dissuasive.
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2. EHAEPRELE ZHRE L TV D56, TOFHIIREFITHEA SN DINE D LN,
ZOGEETEHE T DA 2 BHE T 5 Z L3,
2. Where the controller has established a representative, any penalties shall be applied to the

representative, without prejudice to any penalties which could be initiated against the
controller.

3. AIMBBENTE 1 B> CTRENECER L RO RBEIZOWTHRE THEH 91 £@)IC
EOLHAETIC, ZLTURINDICHEL 5 DBUEICOWTEIER L, BONEES
W LB _RE b0 LT 5,

3. Each Member State shall notify to the Commission those provisions of its law which it

adopts pursuant to paragraph 1, by the date specified in Article 91(2) at the latest and,
without delay, any subsequent amendment affecting them.

%79 & ATEIHIEAEE
Article 79 Administrative sanctions

1. B EEB IR > TITBRIHIEH E 2 R T HIRZ 52 6N b D LT 2,
1. Each supervisory authority shall be empowered to impose administrative sanctions in
accordance with this Article.

2. FFEHNI T HITBINHIFAEE X, 2R, B SHIERCRITIIE R bR, £
OiEHL, ERKOME., ERIBIOWM, EKOME,. BRADH LITEANC L D EIE
DELN B L OB EDERK OFHE 5 23 5:IHE > THEIT S N2 HH0E J ORRRIOHE E
RO WIEROBIFIC o Te > COBEBMKE L O OREICRE L TRESNDINEHO

9%,

2. The administrative sanction shall be in each individual case effective, proportionate and
dissuasive. The amount of the administrative fine shall be fixed with due regard to the
nature, gravity and duration of the breach, the intentional or negligent character of the
infringement, the degree of responsibility of the natural or legal person and of previous
breaches by this person, the technical and organisational measures and procedures
implemented pursuant to Article 23 and the degree of cooperation with the supervisory
authority in order to remedy the breach.

3. ABHORBITHHEITH O BRI TIZ 2o e, LTOSEICI3EFRmIC L 58S
DHE L, filFzF S Ebluy,

3. In case of a first and non-intentional non-compliance with this Regulation, a warning in
writing may be given and no sanction imposed, where:

(@ BRAPMENT — & 2B LR B L7256, £7203
(a) a natural person is processing personal data without a commercial interest; or

(b) B 250 & ARTHOFEE S L ITHEMEN, ZOTEEZOMB & L TORENT —H
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DI ZAT > 1256
(b) an enterprise or an organisation employing fewer than 250 persons is processing
personal data only as an activity ancillary to its main activities.

14%@%%1 DU &8 F7213m kI L » TYT 9 FITxF L TRK 250,000 = — 1 %2 &
(EFH ORI COERMTE EED ) BHRKT0.5%E Triet: LTRI &b L

‘j—éo

4. The supervisory authority shall impose a fine up to 250 000 EUR, or in case of an
enterprise up to 0,5 % of its annual worldwide turnover, to anyone who, intentionally or
negligently:

(@) T—H ORBREIC L DEFF RS T A AR L v, 720358 12 OB L 0NQ)
WG o TGl 2 et il U< IEAMBER 7 +—~ v M XD RIS Z21Th 70

(a) does not provide the mechanisms for requests by data subjects or does not respond
promptly or not in the required format to data subjects pursuant to Articles 12(1) and (2);

(b) % 12 KD E, 75 OXGHE~OIEFIEL U< ERHA~OXO 1 DI for
CES RS

(b) charges a fee for the information or for responses to the requests of data subjects in
violation of Article 12(4).

5. BEEHSERIX., MF%& CE IRk & ?5%K%LT%k&Mﬂmi~D\%b
IFFEEZ OGS ITIT AR TOERE IH|EKRT 1%E TEREEE L TR~
LD ET A,

5. The supervisory authority shall impose a fine up to 500 000 EUR, or in case of an
enterprise up to 1 % of its annual worldwide turnover, to anyone who, intentionally or
negligently:

(@) 7—Z DRBHEITH L, 5 115, # 12 50)FB LU 14 KICHE L@t 21772
W, b LA EeRERERIE L, 3+ REWHOH 5 7L TORFRIEM AT
YA

(a) does not provide the information, or does provide incomplete information, or does not

provide the information in a sufficiently transparent manner, to the data subject pursuant to
Article 11, Article 12(3) and Article 14;

b)) F1I5EBIOE 16 RICHE LT —F~DT 7B R 52T — X OXLF M Lo F
TAXMENT — 2 DIEEZITOIRV, £2I3ZEEITH L, F 13 FICHE LU R RO

BEaiThbian
(b) does not provide access for the data subject or does not rectify personal data pursuant to
Acrticles 15 and 16 or does not communicate the relevant information to a recipient pursuant
to Article 13;

(© % 17 KICHEL 72N TH B I MRS L < ITHIBRME 285 L2V, F72 13 iR & 4
B DR FE R BN ZITORN, b LIIT —H OMBENANT —2 DY 7 #HE,
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(c) does not comply with the right to be forgotten or to erasure, or fails to put mechanisms
in place to ensure that the time limits are observed or does not take all necessary steps to
inform third parties that a data subjects requests to erase any links to, or copy or replication
of the personal data pursuant Article 17;

(d) % 18 £ITEKR L, AT —% OEEEZE IR TR L2V, b LT —F oxt
REDMMOT 7Y r—va NMEANT —H EZRETL0EHET D

(d) does not provide a copy of the personal data in electronic format or hinders the data
subject to transmit the personal data to another application in violation of Article 18;

(e) % 24 SRICHEL -EHEICH L, FHOEMLEZRELZR WV, b LAIRHRREETT

-

2

(e) does not or not sufficiently determine the respective responsibilities with cocontrollers
pursuant to Article 24;

() #5285, % 315@). BLUE 44 FOICHEL 2L EEZEFH LAV, b LIAR 472
BFEHELT O

(f) does not or not sufficiently maintain the documentation pursuant to Article 28, Article
31(4), and Article 44(3);

(g) FeRlR B DT — 2 BBE L WEAIT, 5805k, 582 KB LU 83 %, RHLUNIE
BoBAHICET 2HAIEITEABRSGICET 27 — 2 0BHATS U R, #dti,
B L ORHARFAA B AT OB E 4 857 L7

(g) does not comply, in cases where special categories of data are not involved, pursuant to
Articles 80, 82 and 83 with rules in relation to freedom of expression or with rules on the

processing in the employment context or with the conditions for processing for historical,
statistical and scientific research purposes.

6. EUEREERIX, T &M E 213k L - TIT 9 F % L TR 1,000,000 —=—m, 4
LLIFHFEEFEOLGAICIIEHR TOEMTE LR D ) BIR KT 2% E Taier e L TR~
XL T5,

6. The supervisory authority shall impose a fine up to 1 000 000 EUR or, in case of an

enterprise up to 2 % of its annual worldwide turnover, to anyone who, intentionally or
negligently:

(@) %6 5. B T 5B LU 8 RITHE LT NT — 2 WFZ BIT DIEARILZ: < | E7213R
Fo3 7 RRE T, FIEREICET 2B ESTTE IO — 2 2 BT 5

(a) processes personal data without any or sufficient legal basis for the processing or does
not comply with the conditions for consent pursuant to Articles 6, 7 and 8;

(b) % 9IFBLUE 81 KICHE., HNHOT — % 20T 5
(b) processes special categories of data in violation of Articles 9 and 81;

(©) %19 BOHEFED L IFERITHED AN
(c) does not comply with an objection or the requirement pursuant to Article 19;
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@ 205077 740 TSN FEICET 52 057 L
(d) does not comply with the conditions in relation to measures based on profiling pursuant
to Article 20;

() %522 %, £ 23 KOV 30 el #E U NEBU ORI, F 7213 FERIEDREF L 2D
AERA 24T 5 72D OB U 72 R E DO FE M A AT D720

(e) does not adopt internal policies or does not implement appropriate measures for ensuring
and demonstrating compliance pursuant to Articles 22, 23 and 30;

(®) 25 256 RIZLDHRKEF O ZITDIRN
(f) does not designate a representative pursuant to Article 25;

(g) HB26RBLOHE2TRIZHLEHEONIL L TORBITERK LIZEAT —F DL
L <IZPROFERZAT 9

(9) processes or instructs the processing of personal data in violation of the obligations in
relation to processing on behalf of a controller pursuant to Articles 26 and 27;

(h) % 31 £BLUE 32 LK o TBAT — X ORFITHT 285 L 2imm, R
B L7 —2x 2 F ik s L IXe 7 —2REICHOWTEA LN
(h) does not alert on or notify a personal data breach or does not timely or completely notify

the data breach to the supervisory authority or to the data subject pursuant to Articles 31
and 32;

(@) 5% 33 kB LU 34 FRICHE U 7o 7 — Z IR EATAN & Jaha L 72\, F 72 3B R K
L HEATORBF E I IXFATHHE LIEANT — 2 LB 2175
(i) does not carry out a data protection impact assessment pursuant or processes personal

data without prior authorisation or prior consultation of the supervisory authority pursuant
to Articles 33 and 34;

G) 355, F36SKLBLOE 3TRICHLHT — X2 RiEL 7 4 P —DEmEIThRn, b L
NFF OB Z BRI R T DDA ET LW

(j) does not designate a data protection officer or does not ensure the conditions for
fulfilling the tasks pursuant to Articles 35, 36 and 37;

& #F395DT—H{E#E—LE LT~ —7 2 AT 5
(k) misuses a data protection seal or mark in the meaning of Article 39;

(D) 2540 0B85 44 RIC K D22 SO, 3@t —7 T — FIZ K> TFFal &
TWRW, FB=FEDS LIREBBEIE L, 38R Em e 6l L <7 —Z & ME %217
o, FFATO X OHERT S

(1) carries out or instructs a data transfer to a third country or an international organisation

that is not allowed by an adequacy decision or by appropriate safeguards or by a derogation
pursuant to Articles 40 to 44;

(m) B535WIChd. T—F U ET-I1TIT —F 7 0 — ORI T D BN S Ofm4 .
U< IT—M F 72 13k A R 2R 1B It b A
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(m) does not comply with an order or a temporary or definite ban on processing or the
suspension of data flows by the supervisory authority pursuant to Article 53(1);

(n) %5 28 5:(3). %5 29 5k, % 34 5:(6)F LUV 53 SR(ITIE D 2 BB B3 2 4, &

7oidxtis, BEfE RO, b L <IXEHA~DNH AV FFR 2770

(n) does not comply with the obligations to assist or respond or provide relevant
information to, or access to premises by, the supervisory authority pursuant to Article 28(3),
Article 29, Article 34(6) and Article 53(2);

(0) % 84 S:D YW LOSFRAZEHE BT 5 Bisx R O BRI A 857 L 720
(o) does not comply with the rules for safeguarding professional secrecy pursuant to Article
84.

T BNEB T, H2HOLERZEZE L, &4, 55 HAR LN 6 HOWE O A K

B9 o HIT, 26 86 RINE» TEEET IR DR EZ G2 6N LD LT 5,

7. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of updating the amounts of the administrative fines referred to in
paragraphs 4, 5 and 6, taking into account the criteria referred to in paragraph 2.

BIXE RFEDT — 2B ORBUT 2 BIE
CHAPTER IX PROVISIONS RELATING TO SPECIFIC DATA PROCESSING
SITUATIONS

%5 80 & EANT — & OB L KELOH H
Acrticle 80 Processing of personal data and freedom of expression

1 InERENE, I mo— i AlL 8 I =o T — % OXIREOHR], 5 IV BmOFHE
BEOEE OWER, 5 V BOH =FHEL O WCEEERE~OEAT — % DEE, &# VI
B OMEEREE, 5 VI oA OB LA MEOKEICH L, REOBBRZED D
HANCAIY | BT — Z R OHER] & S 5 72 DI AN T — 2 OB A i) 72 B 1,
b L <UEEINRY, SCFRIERBLTIT 9 BE ISR T 2 RIS LU 2 1R _RE b D &
_3—50

1. Member States shall provide for exemptions or derogations from the provisions on the
general principles in Chapter I, the rights of the data subject in Chapter I1l, on controller
and processor in Chapter IV, on the transfer of personal data to third countries and
international organisations in Chapter V, the independent supervisory authorities in Chapter
VI and on co-operation and consistency in Chapter VII for the processing of personal data
carried out solely for journalistic purposes or the purpose of artistic or literary expression in

order to reconcile the right to the protection of personal data with the rules governing
freedom of expression.
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2. Each Member State shall notify to the Commission those provisions of its law which it

has adopted pursuant to paragraph 1 by the date specified in Article 91(2) at the latest and,
without delay, any subsequent amendment law or amendment affecting them.

% 81 & EANDOWFEICET 57— O/t
Article 81 Processing of personal data concerning health

1. ABRIOREE R KO 9 @) M) Z 125, HAORERICET 57 — % OWBL, 7—%
DxRE Ok 2 RET 2 72 DI 0D BARR e #2429 2 EU ES L <IZRE
BIZHESE, DOUTOZOICHER SO TRITFIITZR LR,

1. Within the limits of this Regulation and in accordance with point (h) of Article 9(2),
processing of personal data concerning health must be on the basis of Union law or Member

State law which shall provide for suitable and specific measures to safeguard the data
subject's legitimate interests, and be necessary for:

(a) XI5 L 70D T — 2 P LOSFRHIBH ORISR L e D ERMEFE, b LIIMBEEED L
IEFIENTEEMELZ AT O RE LR L - T, RZEOSFMESNIREOND
FIZL D, PHIET. BERET. ER2HE, G IRROREE, E3ERY—e 28
HOBWTITH) T — XD, F720%

(a) the purposes of preventive or occupational medicine, medical diagnosis, the provision of
care or treatment or the management of health-care services, and where those data are
processed by a health professional subject to the obligation of professional secrecy or

another person also subject to an equivalent obligation of confidentiality under Member
State law or rules established by national competent bodies; or

(b) ARAHAEDBZINT D EE~OEAN BB T 03, HLAL, L 0b
T ERERCEE I T D mO A E L B EEOIRGEF DO RNILOFIR DT 21X
(b) reasons of public interest in the area of public health, such as protecting against serious

cross-border threats to health or ensuring high standards of quality and safety, inter alia for
medicinal products or medical devices; or

(c) PEFELRIEHIEE CF Yo — B A~OH LN CRIED SVE 0 A R0 2 R S 5 %,
2 R#EE O Z DMAILORIZE DT
(c) other reasons of public interest in areas such as social protection, especially in order to

ensure the quality and cost-effectiveness of the procedures used for settling claims for
benefits and services in the health insurance system.

2. FESEY, FERFEYE 7 IR ERF A B IS B e R IERZ I o) b R ORI L 72 R D
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2. Processing of personal data concerning health which is necessary for historical, statistical
or scientific research purposes, such as patient registries set up for improving diagnoses and

differentiating between similar types of diseases and preparing studies for therapies, is
subject to the conditions and safeguards referred to in Article 83.

3. FRINE BT, & 1 H(b) 5 ODARE/ LS BIZ BT 5 ARG OMO M, KO 131
DENT — 2 ORI~ DORFERTE IR 3 2 FLvE & B 2 FITRE T 5 HIYT, 55 86 SRITit

S TEEETZRIRT 2HRE G2 DN D LT D,

3. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying other reasons of public interest in the area of public
health as referred to in point (b) of paragraph 1, as well as criteria and requirements for the
safeguards for the processing of personal data for the purposes referred to in paragraph 1.

5 82 % MY oL
Article 82 Processing in the employment context

1. AR T, NEEITERIC X - T, 5 C O HE OFANT — & DL 2 K
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1. Within the limits of this Regulation, Member States may adopt by law specific rules
regulating the processing of employees' personal data in the employment context, in
particular for the purposes of the recruitment, the performance of the contract of
employment, including discharge of obligations laid down by law or by collective
agreements, management, planning and organisation of work, health and safety at work, and
for the purposes of the exercise and enjoyment, on an individual or collective basis, of
rights and benefits related to employment, and for the purpose of the termination of the
employment relationship.

25 MBENTE 1 It » CRIENEICEIR L2 2B FRBEIZOWTHRETHH 91 @I E
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MLTHEMTEbDLETD

2. Each Member State shall notify to the Commission those provisions of its law which it
adopts pursuant to paragraph 1, by the date specified in Article 91(2) at the latest and,
without delay, any subsequent amendment affecting them.

3. INZEEZIT, B 1 HOBEANT —Z OB~ OIRFERE 5 5 S & B 2 IR E
THHBT, % 86 RICW > TEEETEZTRINT DHREZ G AN bD LT 5,
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3. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and requirements for the safeguards for
the processing of personal data for the purposes referred to in paragraph 1.

%5 83 & BESIAY, HEETHHY. 3 LU FRUHA H A T OB
Article 83 Processing for historical, statistical and scientific research purposes

1. AMRIOHFPH T, U TFOHEICBNTOR, AT —Z THEERR, SRR LU
A H TORBENTFSND,

1. Within the limits of this Regulation, personal data may be processed for historical,
statistical or scientific research purposes only if:

(@) 77— DOXHREDKE, b LIXZTNLL EDOREETFAI LAV O T — & Z I3 5 LA
HOFETIE, ZhbDOEMNERTE Z2WEE

(a) these purposes cannot be otherwise fulfilled by processing data which does not permit or
not any longer permit the identification of the data subject;

(b) T —H OXBRE DT SN I ENATRERIF RO BN G 2 vz T — & Mo
B EIIBNRE SN TEY, ZOHEREZANLZETINGD BN ERTTRETH 55
AN

(b) data enabling the attribution of information to an identified or identifiable data subject is
kept separately from the other information as long as these purposes can be fulfilled in this
manner.

2. SRR, BEEHE K ORHARYIRA 217 5 FRIZ, BITOBAICBWToR, AT —H
DFEERE L ITABHNFF 4D,

2. Bodies conducting historical, statistical or scientific research may publish or otherwise
publicly disclose personal data only if:

(@) 7—# DOXRENE TRIZED DRMEICESHCHE LIHE

(a) the data subject has given consent, subject to the conditions laid down in Article 7;

) AT —% DABAA., MERBRORICMELRGA ., E71ET — X OXRE ORI, MK
ARHPMEF E 21T EMRE SN WEPICEB W T, AEOIE L 25854, b LI

(b) the publication of personal data is necessary to present research findings or to facilitate

research insofar as the interests or the fundamental rights or freedoms of the data subject do
not override these interests; or

() T—2OMGENYHT —FEBH L TV L5E
(c) the data subject has made the data public.

3. BNZEBR ST, & 1 HKOE 2 HO BINOIZDITEHNT — & OB BT 2 B & it
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3. The Commission shall be empowered to adopt delegated acts in accordance with Article
86 for the purpose of further specifying the criteria and requirements for the processing of
personal data for the purposes referred to in paragraph 1 and 2 as well as any necessary

limitations on the rights of information to and access by the data subject and detailing the
conditions and safeguards for the rights of the data subject under these circumstances.

5 84 5k TR
Article 84 Obligations of secrecy
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1. Within the limits of this Regulation, Member States may adopt specific rules to set out
the investigative powers by the supervisory authorities laid down in Article 53(2) in relation
to controllers or processors that are subjects under national law or rules established by
national competent bodies to an obligation of professional secrecy or other equivalent
obligations of secrecy, where this is necessary and proportionate to reconcile the right of the
protection of personal data with the obligation of secrecy. These rules shall only apply with

regard to personal data which the controller or processor has received from or has obtained
in an activity covered by this obligation of secrecy.

2. BIMBENLEE 1 B> TEIR L7ZBANC SN T, HETHE 91 £@ICED L H £
TIZ, ZINHICEEE 52 5 UBOWEICOWTIEIE/R <, BINEESICEMT X
DET D,

2. Each Member State shall notify to the Commission the rules adopted pursuant to

paragraph 1, by the date specified in Article 91(2) at the latest and, without delay, any
subsequent amendment affecting them.

7 85 5k AnB L ORBHIEA~DEAFOT — Z (REHLHI
Article 85 Existing data protection rules of churches and religious associations
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1. Where in a Member State, churches and religious associations or communities apply, at
the time of entry into force of this Regulation, comprehensive rules relating to the
protection of individuals with regard to the processing of personal data, such rules may
continue to apply, provided that they are brought in line with the provisions of this
Regulation.

2. % 1 BT » TEENR BRI 28 AT 0 Hak LORAMEE, ARAOF VI ZiCh

ST, MSEEERER AL RIF i iz 6720,

2. Churches and religious associations which apply comprehensive rules in accordance with
paragraph 1 shall provide for the establishment of an independent supervisory authority in
accordance with Chapter V1 of this Regulation.

BXE BEES KON
CHAPTER X DELEGATED ACTS AND IMPLEMENTING ACTS

%5 86 5 MERRZAE
Acrticle 86 Exercise of the delegation

LZEESTEIROMERIT, REIZED HRGUIZBE> THEINL D TH L,
1. The power to adopt delegated acts is conferred on the Commission subject to the
conditions laid down in this Article.

2. F6506), F8%KMB). FIKEM). F1256), F 14 &7, %15 50B). F 17 %09,
%520 %:(6), % 22 (1), % 23 5. % 26 5(5). F 28 5:(5). F 30 5(3). 31 5(5),
95 32 2:(5), 5336 5%). % 34 5:(8). 5 35 5:(11), 5 37 5:(2), % 39 &(2). 43 5:(3).
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2. The delegation of power referred to in Article 6(5), Article 8(3), Article 9(3), Article
12(5), Article 14(7), Article 15(3), Article 17(9), Article 20(6), Article 22(4), Article 23(3),
Article 26(5), Article 28(5), Article 30(3), Article 31(5), Article 32(5), Article 336), Article
34(8), Article 35(11), Article 37(2), Article 39(2), Article 43(3), Article 44(7), Article 79(6),
Article 81(3), Article 82(3) and Article 83(3) shall be conferred on the Commission for an
indeterminate period of time from the date of entry into force of this Regulation.

3. # 6 &(). % 85MB). HIHKMB). F12%06). F 14 &), ¥ 15 50B). # 17 509,
7520 2:(6), 22 5:(4), 5523 5(3), 526 &(5), 28 5(5). 5 30 &£(B). #F 31 5(5).
75 32 %:(5), 5 33 :(6), 5 34 5:(8), 5 35 5(11), % 37 5&(2). 39 5&(2). # 43 &(3).
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3. The delegation of power referred to in Article 6(5), Article 8(3), Article 9(3), Article
12(5), Article 14(7), Article 15(3), Article 17(9), Article 20(6), Article 22(4), Article 23(3),
Article 26(5), Article 28(5), Article 30(3), Article 31(5), Article 32(5), Article 33(6), Article
34(8), Article 35(11), Article 37(2), Article 39(2), Article 43(3), Article 44(7), Article 79(6),
Acrticle 81(3), Article 82(3) and Article 83(3) may be revoked at any time by the European
Parliament or by the Council. A decision of revocation shall put an end to the delegation of
power specified in that decision. It shall take effect the day following the publication of the
decision in the Official Journal of the European Union or at a later date specified therein. It
shall not affect the validity of any delegated acts already in force.
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4. As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the
European Parliament and to the Council.

5. % 6 &=(5), H 85(). # 9 50B). & 12 %&(B), & 14 5(7). # 15 &G, & 17 509).
7520 5:(6). 5 22 5:(4), % 23 5:(3). 26 &(5). 28 5:(5). 5 30 5:(3). #F 31 5&(5).
%5 32 (), # 33 5:(6). % 34 5:(8). 5 35 5k(11), % 37 5:(2). # 39 5:(2). 5 43 &(3),
5544 (7). 79 5:(6), % 81 £(3), 82 KB LU 83 KM@~ TR S NI-Z&
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5. A delegated act adopted pursuant to Article 6(5), Article 8(3), Article 9(3), Article 12(5),
Article 14(7), Article 15(3), Article 17(9), Article 20(6), Article 22(4), Article 23(3), Article
26(5), Article 28(5), Article 30(3), Article 31(5), Article 32(5), Article 33(6), Article 34(8),
Acrticle 35(11), Article 37(2), Article 39(2), Article 43(3), Article 44(7), Article 79(6),
Article 81(3), Article 82(3) and Article 83(3) shall enter into force only if no objection has
been expressed either by the European Parliament or the Council within a period of two
months of notification of that act to the European Parliament and the Council or if, before
the expiry of that period, the European Parliament and the Council have both informed the

Commission that they will not object. That period shall be extended by two months at the
initiative of the European Parliament or the Council.

%875 ZEROFIH
Acrticle 87 Committee procedure
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1. The Commission shall be assisted by a committee. That committee shall be a committee
within the meaning of Regulation (EU) No 182/2011.

2. RIE&SIHT 556, BB No 182/2011 5 5 &AM INbH b D &5,
2. Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011
shall apply.

3. REZ5|I AT 584 BN No 182/2011 45 8 8RS 5 &L LTl S5 b O

&2,
3. Where reference is made to this paragraph, Article 8 of Regulation (EU) No 182/2011, in
conjunction with Article 5 thereof, shall apply.

FXLE REBE
CHAPTER XI FINAL PROVISIONS

% 88 & 545 95/46/EC D FE I
Article 88 Repeal of Directive 95/46/EC

1. 545 95/46/EC 13FEIE &5,
1. Directive 95/46/EC is repealed.

2. Ik bEm~0sRIL, AHA~OSREMRansbDET 5, BRINFER
95/46/EC D 29 FIZE D HENT — % OB BT 5l NREEETS IR 5 3 RUT
ABAITHRL SN DKINT — Z REZ B ~DSIRE Bie T,

2. References to the repealed Directive shall be construed as references to this Regulation.
References to the Working Party on the Protection of Individuals with regard to the
Processing of Personal Data established by Article 29 of Directive 95/46/EC shall be

construed as references to the European Data Protection Board established by this
Regulation.

55 89 4= BRMIFES 2002/58/EC & O BIRE L ONRIFES O BE
Article 89 Relationship to and amendment of Directive 2002/58/EC
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1. This Regulation shall not impose additional obligations on natural or legal persons in

relation to the processing of personal data in connection with the provision of publicly

available electronic communications services in public communication networks in the

Union in relation to matters for which they are subject to specific obligations with the same
objective set out in Directive 2002/58/EC.

2 B4 2002/58/EC D% 1 £@IFHIBRES D b D &35
2 Article 1(2) of Directive 2002/58/EC shall be deleted.

%590 & A
Article 90 Evaluation
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The Commission shall submit reports on the evaluation and review of this Regulation to the
European Parliament and the Council at regular intervals. The first report shall be submitted
no later than four years after the entry into force of this Regulation. Subsequent reports shall
be submitted every four years thereafter. The Commission shall, if necessary, submit
appropriate proposals with a view to amending this Regulation, and aligning other legal
instruments, in particular taking account of developments in information technology and in

the light of the state of progress in the information society. The reports shall be made
public.

%591 & FExhds L ONE
Acrticle 91 Entry into force and application

1. AHANFRINESE RN TORITEZITT20 HA XV AR T LD TH S,
1. This Regulation shall enter into force on the twentieth day following that of its
publication in the Official Journal of the European Union.
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2. It shall apply from [two years from the date referred to in paragraph 1]. This Regulation
shall be binding in its entirety and directly applicable in all Member States.

7V 2T,
Done at Brussels,

RN e 2 1 RN L 2 o
BN B R R BN B R
For the European Parliament The President
For the Council The President
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