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Marketing means:

(1) To make a communication about a product or service that encourages recipients of the communication to
purchase or use the product or service, unless the communication is made:

(i) To describe a health-related product or service (or payment for such product or service) that is provided by, or
included in a plan of benefits of, the covered entity making the communication, including communications about:
the entities participating in a health care provider network or health plan network; replacement of, or
enhancements to, a health plan; and health-related products or services available only to a health plan enrollee that
add value to, but are not part of, a plan of benefits.

(ii) For treatment of the individual; or

(iii) For case management or care coordination for the individual, or to direct or recommend alternative treatments,
therapies, health care providers, or settings of care to the individual.

(2) An arrangement between a covered entity and any other entity whereby the covered entity discloses protected
health information to the other entity, in exchange for direct or indirect remuneration, for the other entity or its
affiliate to make a communication.

(3) Authorization required: Marketing.

(i) Notwithstanding any provision of this subpart, other than the transition provisions in §164.532, a covered entity
must obtain an authorization for any use or disclosure of protected health information for marketing, except if the
communication is in the form of:

(A) A face-to-face communication made by a covered entity to an individual; or

(B) A promotional gift of nominal value provided by the covered entity.

(ii) If the marketing involves direct or indirect remuneration to the covered entity from a third party, the
authorization must state that such remuneration is involved.
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De-identification of protected health information. Health information that does not identify an individual and with
respect to which there is no reasonable basis to believe that the information can be used to identify an individual is
not individually identifiable health information.
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(1) A person with appropriate knowledge of and experience with generally accepted statistical and scientific
principles and methods for rendering information not individually identifiable:

(i) Applying such principles and methods, determines that the risk is very small that the information could be used,
alone or in combination with other reasonably available information, by an anticipated recipient to identify an
individual who is a subject of the information; and

(ii) Documents the methods and results of the analysis that justify such determination;
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(B) All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and
their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly
available data from the Bureau of the Census:

(1) The geographic unit formed by combining all zip codes with the same three initial digits contains more than
20,000 people; and

(2) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to
000.
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(C) All elements of dates (except year) for dates directly related to an individual, including birth date, admission
date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such
age, except that such ages and elements may be aggregated into a single category of age 90 or older
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(i) Agreement required. A covered entity may use or disclose a limited data set under paragraph (e)(1) of this section
only if the covered entity obtains satisfactory assurance, in the form of a data use agreement that meets the
requirements of this section, that the limited data set recipient will only use or disclose the protected health
information for limited purposes.

(ii) Contents. A data use agreement between the covered entity and the limited data set recipient must:

(A) Establish the permitted uses and disclosures of such information by the limited data set recipient, consistent
with paragraph (e)(3) of this section. The data use agreement may not authorize the limited data set recipient to use
or further disclose the information in a manner that would violate the requirements of this subpart, if done by the
covered entity;

(B)Establish who is permitted to use or receive the limited data set; and

(C) Provide that the limited data set recipient will:

(1)Not use or further disclose the information other than as permitted by the data use agreement or as otherwise
required by law;

(2)Use appropriate safeguards to prevent use or disclosure of the information other than as provided for by the data
use agreement;

(3)Report to the covered entity any use or disclosure of the information not provided for by its data use agreement of
which it becomes aware;

(4)Ensure that any agents, including a subcontractor, to whom it provides the limited data set agrees to the same
restrictions and conditions that apply to the limited data set recipient with respect to such information; and

(5)Not identify the information or contact the individuals.
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(Hctr]

Health care operations means any of the following activities of the covered entity to the extent that the activities are
related to covered functions:

(1) Conducting quality assessment and improvement activities, including outcomes evaluation and development of
clinical guidelines, provided that the obtaining of generalizable knowledge is not the primary purpose of any studies
resulting from such activities; population-based activities relating to improving health or reducing health care costs,
protocol development, case management and care coordination, contacting of health care providers and patients
with information about treatment alternatives; and related functions that do not include treatment;

(2) Reviewing the competence or qualifications of health care professionals, evaluating practitioner and provider
performance, health plan performance, conducting training programs in which students, trainees, or practitioners
in areas of health care learn under supervision to practice or improve their skills as health care providers, training
of non-health care professionals, accreditation, certification, licensing, or credentialing activities;

(3) Underwriting, premium rating, and other activities relating to the creation, renewal or replacement of a contract
of health insurance or health benefits, and ceding, securing, or placing a contract for reinsurance of risk relating to
claims for health care (including stop-loss insurance and excess of loss insurance), provided that the requirements of
§164.514(g) are met, if applicable;

(4) Conducting or arranging for medical review, legal services, and auditing functions, including fraud and abuse
detection and compliance programs;

(5) Business planning and development, such as conducting cost-management and planning-related analyses
related to managing and operating the entity, including formulary development and administration, development or
improvement of methods of payment or coverage policies; and

(6) Business management and general administrative activities of the entity, including, but not limited to:

(i) Management activities relating to implementation of and compliance with the requirements of this subchapter;
(ii) Customer service, including the provision of data analyses for policy holders, plan sponsors, or other customers,
provided that protected health information is not disclosed to such policy holder, plan sponsor, or customer.

(iii) Resolution of internal grievances;

(iv) The sale, transfer, merger, or consolidation of all or part of the covered entity with another covered entity, or an
entity that following such activity will become a covered entity and due diligence related to such activity; and

(v) Consistent with the applicable requirements of §164.514, creating de-identified health information or a limited
data set, and fundraising for the benefit of the covered entity.
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