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BT 22—V OG- BLEICOWTT v r— e EbHWTHET S, £/, (B) ¥
DOERAMEMROFEZITV, BEEFTRLBELT L=V FAFEROEHIZOVWTET Y v 7k
L. BEAT b BT, 22— FIZLZLEE G 2 FHEBERSKNLT 5 720 O % 4
Do

DLEOREMR R AR E 2 CLHEEMTORFEE V=W ATICK DT — X TS ICT H—
ERZBIT LT —AIGORIC, FEEELFHABONFIZE > TEFEBROAIHESL LHERF T,
HOMEENRFRY 27 OERBUCE RS izt T bAoA v FRICOWTE R LD D,
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3. N—YFILIEHRODEMKNIZET 5 EEE M

31 N=VYFILFEHROMBFWICEHT SZFEDRKE
AFTE, A=Y FAEROBF I L THEEORREER L2, MR LT DEE, =Y
FAEROFAREATODZHDFT L, TAVI, AFYA A—RAPTVT & LT,

3.1.1 A4

HFETIE, T AN —B#EOR R EIREE LT, BUFB %2 xf 4 & 35 Privacy Act,
B M8 B % %5 & 9 %5 Personal Information Protection and Electronic Document
Act.(PIPEDA) b6V, TOEMRNEZEE T 5774 — 2 v aF—& LT Office of
the Privacy Commissioner of Canada(OPC)823f% & ST\ 5,

EW T ClX, A% U A2 T Personal Health Information Protection Act. (PHIPA :
BN =G AR GEVE) O I E S TR Y, ERBE OB FE 3 17 012 R AE A5 #H o A O
E%1T 9 A% — A7) The Children’s Hospital of Eastern Ontario(CHEO)10/Z 3\ T 3 S 41T
W5 (4.22HBH),

T, BT EHEFHFBO T = 7% A |k Statistic Canada (2B T, W< DD T A B ABREE
AL, TA B AR A BATEETICNE LRI T — 2 2Rt T 22— 22175 T 5,

BB ISR T D EAFHRO BRI SN TIE, OPC BRATT D0 A KT A D& i S
N>z kEeoTnN5,

% ®fth, The Canadian Institutes of Health Research(CIHR), the Natural Sciences and
Engineering Research CouncilNSERC). the Social Sciences and Humanities Research
Council (SSHRC)® =B THEpk X 4125 Panel on Research Ethics (PRE)11L V| FHEXF G A
Mz B EmEICEDLI R O —DHA X APRRRINT WD KT A X AD Article 10.3
ORET —2I12iE. EAOEBRNRATRERZRGA. £ TROVWEAEORBWATHENL TN D,

3.1.2 7AUA

Federal Trade Commissioner(FTC)12/Z, FTC Act.iZ2}-> &, RE CINE L@ AEHRZHRY
VICERK LTHEHT S EEBIET S L & B2, Gramm-Leach-Billy ACT(GLBA)IZ %5
Financial Privacy ®/V— AL Z{T>CW\W5b, £/, A 74 > ETORBEIZET 2 1F#®O B
{22 T Children’s Online Privacy Protection Act.(COPPA)HL E®H T 5, & 52, FTC Tlx
Fair Credit Report Act.(FCRA)IZ %5 = 5 H 1F # B4l #% B (Consumer Reporting Agency: CRA)

8 Office of the Privacy Commissioner of Canada
http://www.priv.gc.ca/index_e.cfm

9 Personal Health Information Protection Act.(PHIPA)
http://www.e-laws.gov.on.ca/html/statutes/english/elaws_statutes_04p03_e.htm

10 The Children’s Hospital of Eastern Ontario(CHEO)
http://www.cheo.on.ca/

11 Panel on Research Ethics
http://www.pre.ethics.gc.ca/eng/index/

12 Federal Trade Commissioner (FTC)
http://www.ftc.gov/privacy/
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o= ERBIZREL TWD,

Department of Justice(DOJ)? Chief Privacy and Civil Liberties Officer(CPCLO) @ ffi{%= % H
&3 5E5JR & LT, The Office of the Privacy and Civil Liberties(OPCL) 13235% & X 41T\ 5,

KE O E W R 72 £ %3 95 Confidentiality and Data Access Committee(CDAC)1473%,
BUMHEBAN O ZRFIHIC DWW T SPW#H221|IC S F = v 7 U X FE R LTV D,

E I 5y B B 1T B A O E PRGSO BRI D0 Tk, Health Insurance Portability and
Accountability Act(HIPAA)IZHK S &, “FAZITOLAICITEMADOFREENTERWVWE I IC
De-Identification #1T>7- b, EfidT 2 L &RoTWnbH6, LrLaenb, HE, T4 RKIT4
VEGLFEENFAE LW, HOEGEELEN ERN o TWnDd, REMEZETIE, MedMining
11778 HIPAA L0 b #ilf) 2O 7B 0@ 217 BRSO 78 R ICRE L TIRE L T
%, MedMining f1:1% Honest Broker System & W\ 5 4 A H ka2 AN ZHMEEZ & O TV 5 (4.2.3
HZH),

SR I, WELZEREFH LR E2ART 2FHHANH 5, 21X, MasterCard +h
® SpendingPulse8|lZF W T, B — FOFMRI S /NGB D534 « FPRILA— R EREEKL TV
%, F7=. Intuit #:0 Mint.com TIZA > 7 A VEEHEFE WP O HEEBIEFEREFERT 20—
Az LTWD,

% O fth, National Center for Supercomputing Applications(NCSA) TiL, &flin 7/ 7 7 A )L
DEAAL%#1T 5 Framework for Log Anonymization and Information Management(FLAIM) &
WIH 7L —AT—7 &AL TWAH1, F7=, Privacy Rulesets W) 2 —HF DTS T A4 R —F
V77 L2 A%2EFT 5 KT 7 F2 Center for Democracy and Technology(CDT) 2 & H & 41 C
£V . W3C Privacy Workshop 72 & T S LTV 520, »<— v FLEH O ~ K 72 £z o0
THI7 VAT AT AF L ADEIITHNPIRTVERREZHLEL T D,

3.1.3 4 %R

UK Ministry of Justice (Fl{E%) N AR P —TH %5 Information Commissioner Office
(ICO)21%5  The Data Protection Act.. The Freedom of Information Act. & B O &I 1o = |
Data Privacy (B3 2 % K &ss . {ERBI o BIEEMER . HHIEZ2T-> T\ 5,

13 The Office of the Privacy and Civil Liberties
http://www.justice.gov/opcl/about-us.htm

14 Confidentiality and Data Access Committee(CDAC)
http://www.fcsm.gov/committees/cdac/

15 Statistical Policy Working Paper #22(SPW#22), Report on Statistical Disclosure Limitation Methodology
http://www.fcsm.gov/working-papers/spwp22.html

16 HIPAA Privacy Rule and Its Impacts on Research
http://privacyruleandresearch.nih.gov/research_repositories.asp

17 MedMining
http:/www.medmining.com/

18 MasterCard, SpendingPulse
http://www.mastercardadvisors.com/us/advisors/en/information_analytics/spendingpulse.html

19 Framework for Log Anonymization and Information Management
http://flaim.ncsa.illinois.edu/

20 W3C Privacy Workshop Day2 — 13 July 2010, Wrap-up discussion
http://www.w3.0rg/2010/07/13-privacy-minutes#item07

21 Information Commissioner Office(ICO)
http://www.ico.gov.uk/
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[Z# /7% CTiX, UK National The Health and Social Care Information Centre(NHS IC)(Z 15
W, EREHRO A Y —t & Secondary Uses Service (SUS)22, B X M4 1k (E41Lk)
WX DEWHRT — X O WwHH % EH T % Pseudonymisation Implementation Project(PIP)23% 52
fti L T\ 5, The Association of the British Pharmaceutical Industry(ABPI)24/ 5 ABPI
Guidelines for the Secondary Use of Data for Medical Research Purposes2s3 51T STV 5,

R ROMET — & OEFRE - %A 1T 9 Data Archives26TiX, T 6 OFEHRO ZRFIH
P—bERZEMALTBY, £ELLHET —Z 3L U CTEA(CLBEN I D,

314 A—RXR b+ 5 U7

A=A N7 VT T, BFHEES & L T Office of the Privacy Commissioner27%2 g & L. M2
BIDLZTITAN—FHEORKRZMEL TWD,

&4y B Cld ., Credit Agency B & O Credit Provider 235 15 # 2 Bt #% 5 B2 (2. Privacy Act.
Part ITIA (2R SN HHUECHE DY Z & L 72> T 5D, Privacy Act. Part IITA TIXREI D7 LY v
FEERRATLDEAERITE ENRVN, 2D DO{EZT National Privacy Principles (2 & 5
THIRSND Z L Lo TND,

F—Z2 M Z7 VT ORGFHTIL, Census 7 — X IZHAT HLEOSITE2 A 7 A4 » ECTENE A #E
72 CDATA Online20% — B2 Z 2k L T\ %, F 7=, Safe work Australia W& FHT — ¥ & A4
> T4 T S On-line Statistical Database(NOSD30% i L T\ 5,

F7o, A—AFZ U 7 TlL, e-Health ZH#E L T\ %, EHFEEHR EHR O PRI Healthcare
Identifier Service (2010 4 7 H 1 HEM@BALE) Zi@ L T L T\ 5, Healthcare Identifier
Service |%, Healthcare Identifier Act.|Z 35 & S LTV 531,

P 2 BRAE SR (2 B B E R R O B\ 22V Tk, National Health and Medical Research
CouncilNHMRC) S T A K Z A 3233% ABH L T\ 5,

22 NHS IC Secondary Uses Service(SUS)
http://www.ic.nhs.uk/services/secondary-uses-service-sus

23 NHS IC Pseudonymisation Implementation Project(PIP)
http://www.ic.nhs.uk/pseudonymisationworkshops
http://www.connectingforhealth.nhs.uk/systemsandservices/sus/delivery/pseudo

24 The Association of the British Pharmaceutical Industry(ABPI)
http://www.abpi.org.uk/

25 ABPI Guidelines for the Secondary Use of Data for Medical Research Purposes
http://www.abpi.org.uk/publications/pdfs/Guidelines_SecondaryUseData.pdf

26 UK Data Archives
http://www.data-archive.ac.uk/

27 QOffice of the Privacy Commissioner (%)
http://www.privacy.gov.au/

28 Australian Bureau of Statistics
http://www.abs.gov.au/

29 CDATA Online
http://www.abs.gov.au/CDataOnline

30 On-line Statistical Database (NOSI)
http://www.safeworkaustralia.gov.au/swa/AboutUs/Publications/DataandStatistics.htm
http://nosi.ascc.gov.au/

31 Department of Health and Aging — Healthcare Identifier Service
http://www.health.gov.au/internet/main/publishing.nsf/Content/pacd-ehealth-consultation

32 Guidelines under Section 95 of the Privacy Act 1988: privacy and medical research(March 2000)
http://www.privacy.gov.au/materials/types/download/8659/6503

33 Guidelines under Section 95A of the Privacy Act 1988(December 2001)
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3.2 EEDTSANY— a3y aF—HE
AEFCIE, 1 CHBLE-SEEO T IA4A RN — s a3y g —HEICONTEHRLE,

3.2.1 Office of the Privacy Commissioner of Canada (OPC) (A + %)

NFERMNDT T AN —FHEORMBE LIRS DDICREINTZaI vy af—Tho,
Privacy Act. £ O Personal Information Protection and Electronic Document Act.(PIPEDA)
O PR ZER L, BERAR (BEREPMIToNTHGE) i, M - JiEic kv ER
Rz 3r s, MENHRLRVGEIZIE, FEABRRBCIEMORINEFEL RO L Z &b iR ER %
ALTWD, Frio, REMITOT T A4 N2 —ICHT 51E5 CTh 5 PIPEDA [ZHfih L 72 512
LTIERFEITHI> 2 &b d D,

OPC Tl&. 77 A4 N —BEORME L R+ 21F0, 7744 N —BEOMBEOHAEL L%
DOt I T 5 AR L O EBMEE~D LR — FD%1T. Privacy Act.® X O PIPEDA (1 %&
S A BUFBUR @ Privacy Impact Assessment(PIA)D L B2 — S, ADT T A R —
HICBDDSIEICET DM EBE WA RIA VU RITHEEZ BT T AN — BT 2% K%,
TIANT—BHEO ML FOFELERL TWD,

OPC T, 7T AN —REARBRICBEA LT V2B DMK E T T 25X A2 U RFPHZE,
FHURFWEER, A REEFRNESEE CEO, B2 M) 7 RFPHER, ikEmBEHFR L
N B S 540 B & & B 2 (External Advisory Committee) % & L. AU ¥ —IZB4 58
SELEZT O EMEL TV D,

3.2.2 The Office of the Privacy and Civil Liberties (OPCL) (7 A Y #1)

Department of Justice(DOJ)® Chief Privacy and Civil Liberties Officer(CPCLO) ® ##ifk % H
e LTREINTZHATH S, Privacy Act:1974 3 L OV E-Government Act:2002 £ D=7
TAT v AnGh, KEROTFTA N —REBIOCAEHECHDITESELERT 2, B
I, I 2T 5,

@ TFIANY—BIUHRMAMEIZEDLS DOJ DR Y & —DRIE & liE

o [EHEMNRTTIANY—BHEFHOFELBR (KU —) ~DOM

® KMHEBLIVOHBR~DT T AN —BEOREICHT 2 EH - BE

® T IANY—BIUAMEHEEIZHEET S DOJ DBUK & OFE

& T ANRNY—IZBT b EMH L E (Annual Privacy Report) & {Eak, AR

F 72, Privacy Impact Assessment(PIA)IZRI L, A X AL T 7 L— FaERK - AT 5
L biZ, DOJ DK WP ES T HEMR AT L0 PIAZFEBL, EREABHLTWD,

3.2.3 Information Commissioner’s 0ffice(1CO) (A F 1) X)

UK Ministry of Justice (Fl{£4E) DNAKR % —Th 5 ICO 73, The Data Protection Act.,
The Freedom of Information Act. & BE#E O il (2 &5 & | Data Privacy (2B 3 2 ¥ M 3 Bl
ORI EMER . W% %217 59, Northern Ireland Office. Scotland Office. Wales Office @ =->®

http://www.privacy.gov.au/materials/types/download/8660/6504
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WhHEA7 4 AL RSN D,
ICO IE. BEERMICIZLLT2E_T 5,
o %&%‘%ﬁﬁiﬁ
> AR XOHEMICET 2MWEDbE
> kT OB T A X 2 DAERK
> (EANOWHEFNIZEET 5 1F HmiR it
® [ fRIR
> Data Protection Act.3 & " Freedom of Information Act.|Z B3 3~ % 351§ & o fig ik
® il - B
> T—Harbu—T 0%
> Freedom of Information Act.{Z 35 < fER AR DA
> BTN U CHEER
Data Protection Act.3 & U8 Freedom of Information Act.(Z B4 2 2 DA
Data Protection Act.¥ X OY Freedom of Information Act.(ZB4+ 5=V LrF— 9

3.2.4 0ffice of the Privacy Commissioner(OPC) (FA—RF+3ZU7)

Department of Prime Minister and Cabinet (25X S AL TV 525, N ICFHRER L OGRS

Fhi 4 DM HEEI TH 5, Privacy Advisory Committee 24 L., OPC ~DO B SHEREZ A L

T\ 5%, Privacy and Freedom of Information Policy Branch & ## L7225 fiik %2 £l 35,

OPC TiZ. Privacy Act:1988 [Z&S &, I A N —BEOLIT 2 E i %,

o [HiEfhis X OB E Rt

o iSO N RY v (T

o &

® N

OPC ® Privacy Advisory Committee |£, 7 U V¥ —AKRFZHF, =2 —P T AT =2 — /LXK
FWHEFZ, v a v A — A b F VU 7 ER1T Chief Privacy Officer. W4 Privacy and FOI Policy
Branch Assistant Secretary, A — A 7 U 7 H B 7 5E 0N TIEBEERMIE Y 7 7>
v 7@ Strategic Operations Director, ¥ A~ =7 INKZNMEFEXETE D 6 4 THEK S 1u, MRHIA
WAR SIS, I A N — BT 55K EDT RANA ZA%4T 9, Privacy Advisory Committee
X, OPCIZxf L CUA T DOFEZ LM T D,
TITANT=RE NG RREICET 20 F
Privacy Commissioner (Z X > TZEITINDH T m Y =7 F ~DIKRHIHE A
EANDTZ AN —(REOERDMBED -, FERFFREGRE & O W BERE
FA=ALTZVTDAI =T 4, EVRA BFICH LT T A Y —Offifl & % M & 5
SNER ORI FERRE IR T o BEEO AR — |
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3.3 HEEDTSA N —BEES
AEHTIE, B1ECHBLEKEICBT L7 T4 N —BEES 2R LT,

3.3.1 A 4%

(1)

(2)

(3)

Privacy Act

BB CHRAT 2B AICEDLE®R (XHELR. T4, avBa—F 7 7 AL EET)
CBE LT, HHREEEBADRELER~OT7 7 22BN E T 5, 1982 FFifilE, 1983 4
MiAT

oG aaRE, AAEREZNET IRIFFEANCEDOZ L EZMLERITNITR LR,
BN BB OER TICH 2 AEHRIZ. BASHREZ LRTIVXIE LB B OO LE
AT, 27T TERY, 2TOIFTHER, BLOKEHRIXTBFEEOE
HTICHL2BFOMMAERICT 78X T OHMEZRL, HFRPERRTRVWEESG., 2H 2 HE
T 5 HEF % 1 >, Privacy of Commissioner of Canada % MEAXBH O AERICT 7 &
ATERW] REDODANWEZZ TG, METLHZEZEMICREL TS, EAFRICT
7 AT 5 LA ENE AT Office of the Privacy Commissioner of Canada(OPC) T ®
Flt & R CREAMRE Z4T 5 2 LN TE 5, OPC OWEBZE LA, $1,000 LLF O
ERFINDLEDRD D,

sk E LT, AEOFER L L TOHNEZ b OXEMHELME O P s . Canadian
Broadcasting Corporation, the Queen’ s Privy Council for Canada (7 F ZX#&EPE) 72 &
PHESNTWD,

Personal Information Protection and Electronic Document Act. (PTPEDA)

Rt 2 =BT 2ANCEOLLERICEHAL, INE, FIHEHRICOWTHEST S Z &
ZEHET S, EL, AEOEFEEZ LT VT 4y vaaag 87 M, FxXy 70, T
N=Z P A Z U ANEHGHNTH D, 2000 il E,

EAFHROEFRELE LTIE, HAZREECTELHERTHD, 2L, MEkOEER DL,
HE. BEOEIPERET LR,

PIPEDA B{RICIEMMR ) IZ7 0D, OPC BNk Z2 T 562 L Lo TWW5d, OPC o#EE
BT FOENRL TENWTRVWDIT TIERNA, BZARFZAEZEZTHELH 5,

WHAAE 722 01, ERLEICEE L7-RESCREAFEE, Privacy Act 253 H S 1125 BU
PR, MAFIAOIZDITEAERA T 28, ol - =i - LE0H07DICEANEFHRE
T 2/ TH D,

Personal Health Information Protection Act (PHIPA)
F 22U AWINCR T D ERGHRONE., . ABAICONTHRET 5, 2004 4 11 A Hi1T,
A, ®5WVWIEFRE SN BN TEAZRFETELHEHREMBAFHRE LTHEL, £OiE
M#EPHIL, A2 ) FIMHNOERBERICHERET L8, EERMAMIN CTEANEREREZZT
5 ANCHfk CTd V. The Office of Information and Privacy Commissioner of Ontario
(IPOMBER%Z1T O, IEENRFLNR o246, M A T$50,000 L FOEI4, il AL T
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(4)

3.3.

(1)

(2)

$250,000 L TOEERBENDHERH 5,

WA E 725 D1k, the Quality of Care Information Protection Act, 2004 & D& PEN
W2V E, BRI > TEABROIE, 1, K[REXALEL SINLIHLE. RO
AW ERMAEROEHADBO N — A ETHD,

Personal Information Protection Act (PIPA)

TV T4y vaanr T MBI 2EAOEANER~DOT 7 2 2AOHRRL, 7V T 1 v
Vaan BT IHANOMBORBRNE, A ARICOWTHRET 5, 2003 4 10 A #l7E,

EAZFFETEOHEMAMAFBHRE LTHREL, HEBOEANGEREZ ST, £ O H i
F. 7V T gy v aan B TINNOMEE T, BESIEEFIMA AL &2, The Office of the
Information and Privacy Commissioner for British Columbia(OIPC) N & & 1T 5, ES N
ORI E . EAT$10,000 BLF O 4, il A LSO T$100,000 LLT O E 4B AN B
SNLIGLENRH D,

HWHANE 2D 00%, HoE - ZF - XEPRHWTH LGS, THFEREICEHINIGE.
FAHFXEPLEFICHT LI LFCHENINLILERETH D,

2 7XAUN

Privacy Act.

KIEE BT R I K > THERFE B SN D58 AT A8 W T, INE, HMFF, FIH, A
S NHMNAREREAERICET2ESTTH L, HREEETORMERFEE GEm) 2720
e, S EBROT, LB AT ACREBRSNTIEREH ST HZ 2T TS, IFHiE
HEBMADOHEROMEL LOEFRICHET L FREZEHAITICRET LI EICED TS,
1974 4 12 A 1T, The Office of the Privacy and Civil Liberties(OPCL) 23 FT& 9 5,

EAEHRIZ, MADOKAL, IDFEZ, oA, - F - BEREEAZFETES D
DML INTo, FHE, @EIsl, ERERE, LERE BERELZEZ0HLOLFEHRTH D,

RFSH EHNFELE DN H D, MHEPEAOHERELELET D2 L2HALSA. MATRE
HHUPFICTHAZR T LENTE D, 72, A EICHE#®REZ X LSS, $5,000 LA
TOEIENRR I D,

Census Bureau & Bureau of Labor Statistics (2 X A #tit H#, U.S. government agency
WTOHEFHMH., T+ Er, F721% U.S. government (2 X - THEFE I IZ IR I 51l
ErRHLEREINTIER) ORGFEH, ERHEEORN, 7TA Y VHESOMREER, o
TR HMZR L 1206140838 %,

E-Government Act.

HABFICB T 2EFBUNY —E 20 EE LREL R LS5 B THIE S iz, 5 208
FCIE, AEAMEFEBICI VT, @B TR 72l A M ONEE - HERF - BAT A2 AT O Hr I
VAT KIZ%F LT, Privacy Impact Assessment(PIA)Z £ 35 = & 2R T\ 5, PIA %,
VAT ADITATHA I N EBLET TANT—REEEBT L EAHME L, BB TEE
REANERAED X DITINE - FHE - LF - FHINTW L0 Z2ohT 2, 2002 4F 12 A
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(3)

(4)

=3

FE o
EANEHRIL, MAZFRFECTEXDEHRE S, EEOBE MG EMBFEE CH 5,
EAEROARNDELETHDLEMY BN, HREZ TR ERORNFITHEICERE
N L7ZHA. BEUTFOBE, £7213$250,000 L FOEI& 2R SN HA1H 5,
HEICKD2REN VX, FRERFHEE (EBARER. MBEEREOI R, 788 5@
HEtR) oMo ERFEE~NMEAANETRE CX OB TESLST — X2 RMIET 22 LT L
o,

Gramm—Leach—-Billy Act. (GLBA)

IEHX 4 FRiX The Financial Modernization Act T 5, 1999 4-pk 7,

Federal Trade Commissioner (FTC) 23T L. $R1T. FEHRSIL, BRIRESFE & Vo 72 BRI
R MEEBI T T, MR RIER TR B XS — A 2 HEF IR T DA
M S5,

Tr7A TN T TANY = L= A BIOE—TH— R — VI KR EIND, 77
AT NT T AN == VE JEEPER SN OB THEF I LT, IWET DI
MELFIZELTTIANT—ICHTLIEMZITO 2L, HEFITEGIND2HEREHIRT
LHFZ LS EERELTND, B—T7H— R — VL, EROEHEZ% T 2Bk L
T, HEFHEBAOHEROTFRHMEL L OS2 E2RET 22 VT 477 UV REORG ZH
ET D,

Children’ s Online Privacy Protection Act. (COPPA)
FHAEFEOBIC, BHO O EOERB AT A ETIESH, £, ZOE®RNE
DEITHEbRTWErDay ba—LEEZMNGETHERTH D, 1998 FEl i, FTC AT
BT D,
ZOERIE 13 A T O O E AN EHR A INE T 5 Web 1 F=° Web Hh— B 2D A
L—F—lZ@fEan, A —4—[ZUTORFEEHA D,
¢ VA LEDTTANY— - R T—IZHTLIX—Ua2EHE L., FAFRLINET D2
TOR=U ML T TANY— - R =12V FT5Z &

® REFIZHLTYA MBI LBEHRINEELICHT 2EMEITV., 05l AE#H
DINEZAT O AN EZT D ORI RRREEZSED Z &

o REFIZHLT, FHOFEAFBTHRELE -FIHRILTHL IV EPOENEE 525
N

o REFIZCATGDO OB AFER~OT 72 FEERME L, THOME ANERZHIFRT
L L. FROMBMAEFRONE, ELFTRHCETLIA T T U MeREET52 &

o THNRBIMT LT —L, 23T APBLOZOMOIFEIHIZHONWT, ZOFEEHITEINT
LT LICHELERDMEAERULOEREZINET D L2RKMHEL LN L

o I DIEE LB AFROTMIE, EetE, X2 VT 0 2T 52 L

_19_



(5)

3. 3.

(1)

(2)

Health Insurance Portability and Accountability Act (HIPAA)

ERIEROEFLOWHEL ZNICEBRT LT T4 NN —Ri#ESEX 2 U 7 o HEERIZOW
TEDIERTH D, ERERIT. MAOBLE, BE REROFER, FEHOOERRKE, @
NZHFT2~NATT O L ZTOERBEICEHESTIHERTH L, £ LT, EERERIT, A
B, HDOWITFmICHREMI N, ~V AT TR ERRER, AHLEREERE. EHE. A
RS, FROKRF AN AT THERE VY —IZ Lo TELR D, HDWIEZ TR LR D,
EREOBEMEMEIT, ~V 27 7 REE | @ERR, sV AT R X —Th D, BHED
A& % 1%, Office for Civil Rights(OCR)(U.S. Department of Health & Human Services)
Th b,

BB L Rpoloa . REGANE LT, — 2> E$100~50,000 & 5 VM iEZ L
EoFiEnF D, L, — NCHT 2 —F O 413$1,500,000 Z X 2\, £72,
FGy L LT R TH $50,000 DL FOFIE, EIE—FUTOBENPBINLILGENH D,

EANDOFF A 72 L CEBEMAEREZEHTEL5—ARN DD, EHICE-sTRODONDGA.
NIEEPRIEE), BOHITB OGS, O T, M. RERBUFEREEZ BN LT 256,
ABEE LT 5E 2 LB RS D,

3 AFXUR

The Data Protection Act.

HHICEHTOHEHRICONT, MECHRARR A DHER., 25T, T b O W4
UHCH D Z L ZBRIZT OV =NV EZEDD, BODPTCWERPCEHENELD LRBOLND Y
Gy le Ny, 7—=2arbrn =1l LTT—FABETDORVEIICERT LI ENT
X HMEFLRD TN D, 1998 44l £, Information Commissioner Office(ICO) 23T 3 %,

EANEHRILZ. AFETLOEANCEHDLLE2TOERTH D, TOHFHRICE> THEHAZFRFETE
DA, EZOBME, WREBRETI2LOBRF-TVE, HDHWVEFICANDZ EDT
ELENDOERICEI > THEAZFETEL2LEbEEND,

B NAGF EAZ DWW T & 2 O MLBR & F2 i 2 4k & T2 o HEH & 72 5,
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4.1.1 CHEO
(URL: http://www.ehealthinformation.ca/)
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(a) Privacy Analytics Re-identification Risk Assessment and De-identification Tool
(PARAT)
CHEO M B OEAEMEZEB LILAZ R T r—RY—1Thb, sl
A7 zaHli LT, HEICEA LI ZLT S, EALEROX@R L TELARY —LTH
D7 =V OFMIC OV TIE, 4.4.1 HTHEMEZR~D,

(b) Data Breach Analyzer and Dashboard
BT —HDTTANY—REDY A7 72 EOMERCIEND 20T L, DY 27 DR
RREOHIEERETHZ LK oEREERILT DY — L TH D,

(¢) Privacy and Confidentiality Knowledgebase

(http://www.ehealthinformation.ca/knowledgebase/)
EAEDOFEE (29 £F). PARAT ¥ — b (26 ff). fiL (6 ff) © FAQ HI72 AV 1O MGk
N—=ZXTh b,

Uboy —noiEn, Bl LF— b EHBRTE 5,
(http://www.ehealthinformation.ca/ap0/tr.asp)
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4.1.2 MedMining
(URL: http://www.medmining.com/)

(1) B
#[E MedMining #ti%. #E® HIPPA(Health information is protected by the Health
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(d) Deliver
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4-2 MedMining @Y —E Xfizke

[1Core Data Elements [1Speciality Data Elements

M Medication Data M Nephrology (& figis:)

B Encounter Data M Neurology (fif&5)

M Cost Data M Obesity (JE7#)

B Procedure Data B Oncology (Jifij5 %)

M Patient Demographics (FR# &) B Pulmonary (fifi¥% &)

W Vital Data (IfilJE7 &) B Rheumatology (VU v~ F %)

M Laboratory Results B Women's Health

M Additional Core Data M Infectious Disease (f&%:4%)
M Gastroenterology (VHIL#39H )
M Diabetes (FEJRI5)
B Cardiovascular (i i %)
HAllergy (7 L /L% —)
B Additional Special Data

4-3 MedMining DRET—4
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4.1.3 SpendingPulse (MasterCard)

(URL:http://www.mastercardadvisors.com/us/advisors/en/information_analytics/spendingp
ulse.html)

(1) #E==
MasterCard 2 L%, 7 — ROFIHKWNG, FHEZEOEEOH 5 FEE 5T OHEILTE)
CKRE : /hEaR e R AR, E - /hEaiR) 2 A8, BEMfTCLrAR—ML, A
FOEURALOBERE, WEEKEZ23ET L2 — X Td D,
MasterCard = TlZ, L TFTOHEAENL 2 5HEORAEM BRI —EXZ21T>TEBY
SpendingPulse (ZZ 9 L7z —ERAD—>2Th 5,

(a) Operational Data
BEIZE S THEAND, KT SV 5 —va b TOFEHNTEL LI RET, BED
EURXACHET L - RIHEEOHEE T — ¥ 242 ft9 %5, ATM Location Services,
Merchant Aggregation Services @ ~ OOV —EANRNHENM STV 5D,

(b) Comparative Information and Reporting
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NWRT SR RIERT—ERZIToTND, GBRONLHEEHRE YV 2a— a0l
AR— ML, FAHAFIZ. EVRADNNT 4+ —< P RACHEHTIIENGH BRI, X
YFR—F T DREDDY =V E) | EPRAOMRAE, I, WEREITONT, EB
MEE/R/RDHILENTED,
SpendingPulse UAMIK D —HS>DH —E XA H{T-> T 5,
@D Portfolio Analytics Performance Packs
BEDRZ Y7 v arz_XR—RC LR — b 73 UAGHICLY, BEDOE XA
BIKDNT 3 —< v ALK E T 5,
@ Comparative Cardholder Dynamics
KEB LMD — RAEVE =D ZHNERPOH/FONDLDT =X O Th o, B
T DMy 7 OMREBIT I,
(¢) Analytics and Models

FT—% R TR GTET v, BEEITE/R SIS RIEBEED T T AKX — R
E. ERROSHOL &b, TETWMVBIERRBI STV D,

(d) Applications and Tools
A= RFEHBEDOHRCH O X REHEI— T ) r—2a OB 5H5E912T 5
ZEThH—FRITEZXET S Find-A-Card, " — FREEZFDO X ¥ o X— DRl @&H,
% D178 & T3 % Campaign Management, S FXFRA— 7 4 U AW & mJGEICT
% Portfolio Diagnostic Engine 72 £ ® Y — )L Z {945,
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(e) Information and Analytics Case Study
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4-4 SpendingPulse (MasterCard) MY —E X s 8
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4.1.4 Mint. com
(URL: http://www.mint.com/)

(1) #E==
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MoOBE LD, HHEREE LT —EZARMAENRFRLCZ LN, ZRAHAYP—EADEREE L
TOFRHMER>TEBY, IDIFRETCHOBE LN ERETY A BB ND,

EAEWRERTETDHENIETIZOWNTE Bloomberg #E23#E L C. HEIZ 72 - 7228,
BRF R CEBRICIRTE SN E V) FHREIHATET TR, HEFOHEMMOE(LRED
L RDTED, TIAR—b I AT 4 REPBEK LR SOLEZ LN TV D2,

42 Mint.com May Begin Selling Access to Anonymous Consumer Data - Bloomberg
http://www.bloomberg.com/apps/news?pid=newsarchive&sid=aWdJdnLqF0Y8zs
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4.1.5 neuGRID
(URL: http://www.neugrid.eu/pagine/home.php)

(1) ==
The European neuroscience community (Z X572 =7 F T, KREDOHD A A — TV H B
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BT 023 T 222 NET 5,
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(a) D2.1 Review document on data protection(legal and procedural issues)
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LHP D R">Th %,

(b) D2.2 Rules for commercial exploitation of data
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(¢) D2.3 PROTOCOL FOR ENSURING DATA PROTECTION/SAFETY IN neuGRID
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WEIED T2 DITHEBET S,

(4) VAZIZRT HEBEK - 7T EA A MER
EAALIEEOBE I, Bt FEHEIT RV,

(5) “WAIHAY—ERADERE
ERMIEE T O, MOA A —VHE L EFZFREEOMEFTHROT — Xy b ERIET 5,

- —iREE
B X —U@Egad B EDOMFIER
RIS

— =

NneuGRID
- BE{LENEROT A—JEEOT—SF 12w &
TUw FETCER

— =

e

4-6 neuGRID MY —E XAz ke
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4.1.

6 ACGT

(URL:http://eu-acgt.org/en/news/newsletters/spring-2009/single-article/archive/2009/marc

h/article/center-for-data-protection-cdp-1.html)

(1)

(2)

(3)

(4)

(5)

WL

ACGT(Advancing Clinico Genomic Trials On Cancer) ClE. il AT — % O{R#EEZ HRFTT 5
t % —_ Center for Data Protection(CDP) Z#%{& L T\ %, #EM A 5 1%, ACGT 7
RYx7 MIECOERT =20 Xa T 4T TAN—IZHTLIRY —2Mlmd o
HLOTHRLS TEARLRY, £/, ACGT Yr v =/ hOT —H{R#ET L — AT — 713,
European Data Protection Regulations ® % N —#iH & JX1F 5 Z & 28 T, EAIGEH O
WNEARICT HT —FRET —FT7 7 T XY 2METH N, EREMERSTND,

BHEOWFE TRz FHERPED O, EALINTZHE T, ACGT DA 7 J7IZE X B,
%< ODMRFNENZMHE > THHREIT O,

E4 112 iE. Custodix Anonymisation Tool(CAT) Z K|35 (4.4.4 THSH),

WS =y FrEROHM (ERE®R, REHFRR L)
WO =Y F RO T, —REFOBLEFHERTH D,

T2 OfE, B ik
EFRo—KEFEOBIEFIEREZEA LT -2ty Mk L, BES 2 ELHZEE O
WFFefm e & bic, EREE ISR 5,

UZZIZHT2HHEK - T A A MR

B4 ALALFE X, Custodix Anonymisation Tool(CAT) (4.4.4 THZM) ZEH L TW5, T
— AR ME . TR AMEROH DIEE N LEATE L & ORI A[HEIC 22 D el 7 & $2
kLT3,

"R Y —E A D RE
e mit o, BRrEHROT =%ty b EBEETDHEFZOMEEFERELZMET S,
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4.1.7 ESSnet
(URL: http://neon.vb.cbs.nl/casc/)

(1) #=

- —iREES ,
(22| [rmmmomm )

— =

ACGT
- Bz FEROEEL,. BE

— =

EEgRta

4-7 ACGT O 4 —E R s 8

RN D FEFHIBR RSN L 2 B DO T n Y =7 OB R—LX—VTHD, ZOWH
/Z. The 4th Framework SDC-project(1996-1998)IZ#:% ¥ . the 5th Framework CASC
project(2000-2003), the CENEX project(2006) % # C. ESSnet(2008-2009)ICFE > T\ 5%,

Zo7uv=rs FOERBABIL, AR B < (Statistical Disclosure Control: SDC) %
TOY—NOREMELVEZIIT LI LICHD, 207y FOBHEDF AT TIROE
VThs,

Task 1.
Task 2.
Task 3.
Task 4.
Task 5.
Task 6.
Task 7.
Task 8.

Dissemination of CENEX results

Making SDC-tools better usable by NSIs
Output checking

Communication; Web and FAQ
Improvement of software for micro data
Improvement of software for tabular data
Synthetic data files

Analysis of problems on linked tables

FRURLMNGEREY VI RELNATWL TRy NY =Ll %2R 4-112FEEDD,
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® 41 JodzHs rYy—IL—

CENEX FTCRKETLE e Yz b, BRI, LFBRAFARE, DE#ET 5 LA — K,
DNy K7 v 7 3)u-ARGUS., T-ARGUS O & #H K. CENEX-Conference @
PR A A

CASC A B R FRICBE D 2 EEBN Y — V2T AT uy=s b, ~A4 71
TS OO b u—EORKFE ., T T AT =2 OBRBIEOBRFITK
E /LY (GRS

u -ARGUS RERELILY —v, 14.4.3 u-Argus] TEEMIZE RS,

t-ARGUS T NRDT —Z EHHBICRET 572D DY —, CASCFr Y =2 T
HMEINT,

Testsets ERY—nATHEHTELI I T—H,

VL E®D1Ez, FAQ. Glossary, Handbook/Case Studies, Links, Papers, Papers, Books

DRX—=UWHY, WTFNLOX—U B L7ZEERIEFRPREFSNL TS,

(2) MY S N—=Y FNEROFH (EREHR, HatFRRE)
fERY — A DOMOFE G L ITRRD 0, EAOHiER - Y — ik EOWUERNR %
MAERELTWS, ARGUS OEB 1T TWW5, [4.4.3 u-Argus] bBHBOZ L,

(3) F—H2ofE, B, A&
BNy —E2A0RD, [F—20fHE, B, A& IOV TORREHILR,

(4) VAZIZHTHEHK - TEAA Y MER
BNy —EADD, BEALLEIZ OV TCORRRFHEIT R,

(5) “WRHMAY—E XDk

ek —

REBMEMTO, RIMNOKFHTFT—&Far re—Lic@MbaEko a7 O

HER—LN=UTHY , GBEOTn V=7 P THESNTZMN, V=1 OEREMREZ1T 5,

ESSnet
- BMOFET T —4 > FO—JUCESH B EO
703 7 FOER—HR—T

- $iE T —9 2 FO-LOTaI 7 -, Bl
Y —ILOIEEREEM

R

[ WErr—9EHEA ]

X 4-8 ESSnet MY —E X FiZHEE
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4.1.8 CDATA Online
(URL: http://www.abs.gov.au/CDataOnline)

(1) MEEL
ZMONORERE R EOMET — 2 LHMT — 22 AL, FIAEIEZA T4 2 THHT.
MTLT, WAXTARTELVATLATHD, BIFEBEOKNT —% OBWE LT, &
HIXEY—ERATH D,
BERT—FHENMEMRETHY 49 RTEORFERNE Y ZICE LD TS,

Age and Population Distribution
Ancestry

Birthplace

Carers

Childcare

Children

Citizenship

Cultural and Language Diversity
Dwellings

Educational Attainment
Employment

Employment by Industry

Family Formation and Dissolution
Fertility and Fertility Intentions
Home Ownership

Hours Worked

Household Characteristics
Housing Costs

Housing Rental

Income Personal Family and Household

Indigenous Education and Training
Indigenous Housing

Indigenous Labour

Indigenous Language and Culture
Indigenous Population Size and
Distribution

Internet and Computer Usage
Labour Force Participation
Language

Living Arrangements

Marriage Partnering Separation and
Divorce

Migrants

Migration Internal

Migration International

Motor Vehicles

Occupation

Population Size and Growth
Religion

School Education

Transport Access and Usage

Type of Internet Connection
Unpaid Housework

Voluntary Work

4-9 CDATA Online DRET—E2DFE VI X

(2) B4 "=y FAEHROF (ERE®, HEtFHRLe L)
WOFS A=Y FAEROHEM T, MAOEREFBEHRARL, AAOGFEEE TH L, FMlE

HRONHER LI 4-10 DB Y Th 5.

(3) F—r2ofEHE, B, Hik
FROBAOFEFHRZ2E, AOREEB IS X T, Mg R 72 & OHBRE R &2 R L.
WHE 2GRS, SR ETREL T2,
Bl 21X, HHHILOFEEFR OEMBE OS2 Ex oL, HiK EICHERERRTH2ED
WHEEITH Z LN TE D,

(4) VAZIZHT HEHK - TEAA Y MER
FMHEENRT 7 BATEHDIX, oM TENINEZT—XTHD, ADLLETIE
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Enwnw, i, AV PH AT —XIZBE LTI, BB EMOBFHEEIC T 5 H 720,
RKUVATLEBMU AT AEHAE LW E, FBLWEETER T IR NEL Abs,

(5) “WAHY—ERDERE
— R AERT O, NAREERT —% LT —% 284t9 25, S5, FIHERZD
T—XEFHA Lo ERe s T OREZRILT 5,

T RBA
HRE. EREHEE, e
AOFEDIEE P

R

CDATAOnline
- AOBEROEER & iR EHROEHR
- FThbESUDEShEa i 9 D3 2T AOEM

— =

—HNEEA. BESTOMFE

K 4-10 CDATA Online @Y —E X8

4.1.9 On-line Statistical DataBase (NOSI)
(URL: http://nosi.ascc.gov.au/)

(1) M=
SZMOFEICET2RELEZE, HEOEEOREL%KEB £ 3% Safe Work Australia @
A DB Th 5,
the National Data Set for Compensation-based Statistics(NDS) & #fi tH L 7= 5518 o 722 4=
BT W T —2DOF T4 VRBEDARETH D,
T HIIROHEB T RS TV D

(a) Number of Claims
1 BB E, fEFE2 R IR Tm T AR T D2MEOR LY CICElbL T —#
Tbh b,

(b) Incidence Rate
TR OAE, HFREDRAEFET, HHFE 1000 AT 50 LML TOMHETERT,
HTHHETICETES MR, BB E L TR bbb Z &b, £, EXSD
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FHOBMEIZARWEWNWIMDEXIRNSHSL, ZOLICT—FOHEICEY . ZORNBOMHE
Ji. WS EFEINTWD,

(¢) Frequency Rate
TR OAE, BFREORERMYTEVHETHDL, BRSO, TP oal, 5
W TE T, PTHLHETICETESTANL, Bl LTHITO WMV EbNDL Z LT D,
Flo, EXENTBOREEL2VEVOIBHVEEZRDDL, ZOXHCT—FoMHlIcky, %
DRFOATT, #WEHBABE STV D,

(d) Median Time Lost From Work
(P oA, BFelICLY) Kbl m@EEMoRitT —%Th s,

(e) Median Total Compensation Payments

(i@ oA, BRREITEIY) KHEDNTRIESDOHRT —2 Th %,

(2) YD S—=Y FEROFME (EHRE®R, SaHEHRR L)
B0 N—Y FEROEHIZ, MAPLGHLNTTEOZ2IZETL2ERTH D,
RONED DB & REF L T2,
® Number of Claims

Incidence Rate

Frequency Rate

Median Time Lost From Work

Median Total Compensation Payments

(3) T—xofE, B, H&E
EROBANSELNT-FEHOZE2ICETHERITMZ T, BEONIE R L2 RMtd 5,

(4) VRAZIZHTHDEBRK - TEZA A MRER
PEAALIC B9 DRt FHEIT e,

(6) “WRHMAY —E XDk
TWICET o E LR, FHOEEORBELZHNE L DB 2AK LT, —&K5EE.
5718 BRI JE B A A Bt 21T 9
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AAOLE - P B BRI

['_ﬁ%ﬁﬂﬁ@_& _ ] [ HEOEZD EIC ]
I BER

— =

On-line Statistical Database
ROANBODBEFRG.
- Number ot Claims
- Incidence Rate
- Frequency Rate
- Median Time Lost From Work
- Median Total Compensation Payments

— =

—RieSEAERA,. SHERAFE

4-11 NOSI| DH—E X R 5

4.1. 10NHS Secondary Uses Service

(URL: http://www.ic.nhs.uk/services/secondary-uses-service-sus)

(1) M=
NHS F# & - # —(The Health and Social Care Information Centre)lX. FxHifR D= Ek

EHEDTDIZ, FEOMREEHERERICET HEMIRME1T O, ERERE TIELZERAE
HIFREZERN L, #ET L5, BERMICRYE I EHRILZ. ROBY Th D,
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(1)Audits and performance
Ambulance, National clinical audits, Complaints, The Quality and Outcomes Framework
(2)Health and lifestyles
Alcohol, Contraception, Diabetes, Diet, Drug misuse, Immunization, NHS stop smoking
services, Obesity, Physical activity, Smoking
(3)Hospital care
Accident and emergency, Cancer, Coronary heart disease, Critical care, Hospital activity
(HESOnline), Maternity, Outpatients, Patient Reported Outcome Measures (PROMs)
(4)Mental health
Mental Health Act, NHS specialist mental health services, Mental Health Surveys
(5)Population, geography and international
Vital Statistics, Digital Mapping, International Statistics collections for the UK,
Populations data and managing the Population Statistics Database (PSD), Primary Care
Mortality Database (PCMD), Geographies and NHS organizational changes,
Neighborhood statistics, GP Registered Populations, Public health
(6)Primary care
Pharmacies, Prescriptions, General practice, Dentistry, Eye care

(TScreening

Breast screening, cervical screening

(8)Social care

Adult social care information, Career support, Learning disability, Older people,
Disability, Children's social care, User surveys

(9)Workforce
NHS staff numbers, NHS staff earnings, NHS staff turnover, NHS and GP vacancies,

Sickness absence

4-12 NHS AR¥F T 2T —4%

(2) WO H N—=Y FAAGHROFM (EFRE®, Fatli s )
WO o =Y F GO, —REEFOERMBERTHL (K 412 FH),
) F—roflE, A, ik

BEA Al &7z — B D EEFRBIRIE M IN 2 T, BE 2 E R IR O ST WA | R BE.
HERBERE AT ICREET 5,

(4) VAZIZHT HEHE - TR A MER
EAALALVER I B 2 A R IE I 2 W,

(6) A —E XD
TABE 2 AR BR[| EPRBE B TR L 72X 4-13 ORIk O EHRBE G # 2 A0 L,
KL TWD,
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- —iRES ,
[ BEEE - BoSEISIR ] [ EEFMFAE DGR ]

— =

NHS Secondary Uses Service
M TFOEEOT—I ST —EZOEHR
- Statistics & data collections
Audits and performance
Health andlifestyles

- Services
Support services
Standards and guidance
Data analytical tools
Wider areas of work

— =

whe. HRBEREIRE

4-13 NHS Secondary Uses Service M4 —E X fiz4E

4.1.11Data Archives
(URL: http://www.data-archive.ac.uk/)

(1) #=
KETRRKOMES, BREBEEOT %y FTHD, 2 KT —~ LU TFTOBEY Th D,
® fFE

® IR Ltk oo il i

MIEEBE DD D 5,000 LL EDOHERNT —Z ~O7 7 8 AR E CERBHOT— 2 %25
e,

FMRENT —F 2T LN TE D, MOVFS T—2FKDOEY TH D,
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(1)Economics

Consumer behaviour; Economic conditions and indicators; Economic systems and
development; Income, property and investment

(2)Education
General; Higher and further; Literacy; Primary, pre-primary and secondary;
Research; School leaving; Teaching profession

(3)Employment and labour
General; Industrial relations; Retirement; Training; Unemployment

(4)Environment, conservation and land use
Energy and fuel; Environmental and conservation issues; Land use and planning;
Natural landscapes; New town studies; Plant and animal distribution

(5)Health
Accidents and injuries; Childbearing, family planning and abortion; Drug abuse,
alcohol and smoking; General; Health services and medical care; Mental health;
Nutrition; Physical fitness and exercise; Specific diseases and medical conditions

(6)History
Administrative history; Agricultural and rural history; Cultural history;
Ecclesiastical and religious history; Economic history; Education history; Gender
history; Historical geography; Historiography; Imperial and colonial history;
Intellectual history; International and diplomatic history; Legal history; Local
history; Medical history; Military, naval and maritime history; Political history;
Population history; Science and technology history; Social history; Transport history;
Urban history

(7)Housing

(8)Industry and management
Agriculture, forestry and rural industry; Industrial/commercial location;
Management and organisation; Trade, industry and markets

(9)Law, crime and legal systems
Crime and law enforcement; Legislation and legal systems

(10)Media, communication and language
Information technology; Language and linguistics; Mass media

4-14 Data Archives AR YZRS T—2 DH4EE
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(11)Politics
Conflict, security and peace; Election and campaign studies; Election returns;
Government and political systems; International politics and organisations; Political
behaviour and attitudes

(12)Population, vital statistics and censuses
Migration; Morbidity and mortality; Population censuses; Population studies; Vital
statistics

(13)Psychology

(14)Reference and instructional resources
Computer and simulation programs; Reference sources; Teaching packages and test
datasets

(15)Regular opinion polls

(16)Science and technology

(17)Society and culture
Community and urban studies; Leisure, tourism and sport; Race relations; Religion
and values; Rural life; Social attitudes and behaviour; Social indicators and quality
of life; Time use

(18)Social stratification and groupings
Child development and child rearing; Elderly; Elites and leadership; Equality and
inequality; Ethnic minorities; Family life and marriage; Gender roles; Social and
occupational mobility; Youth

(19)Social welfare policy and systems
Charities, voluntary organisations and voluntary work; General; Use and provision of
specific social services

(20)Travel and transport

4-15 Data Archives ARRY /S T—2 DD (HE)

(2) WO H N—=Y FAAGHROFM (EFRE®, Fatli s )
HEFPMEO—RT —ZICEFEND D TERR A=Y T AFERBEZOND,
HAREINZ I, 4-14 OFEHE®RN S EAORFHEENICET D H., HADOEFIZH
TOMHW, FMADRBICHET LR LENTENDLZLNBIOND,

(3) T—xofEE, B, H&
X 4-14, X 4-15 2R L7Z@Y O OTFT —X 20>, —FIHE - BESBFEE
[ L

(4) VAZIZRT HEHE - TR A MER
BEALFIEEZTA RELTHEM LTS, T—ZTHITFTANEN, TZTOHA FHLEEIC
LTELAILTAZ LA BEELTWDEEZOLND,

(5) “WFI Y — b 2 DOIYHE
CRRFIRE - BB E T, T & TORLELOHE) & 2 KF—~ LT
B[ TRADIS, WFEEKROT — 4 ¥ v k2RI 5,
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Data Archives
- R ORE - F—9 5B L CRE
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[ —ERAE - RO E J

4-16 Data Archives DH—E X fis8E

4.1.12F &8

FHHFAEZEL T, BEABERICESWTEALESNZ A=Y AR EZRA V2 —EADHE
BUIIEF I DTN & 2R LT,

EFRSIFICBNTE, BEAlkShiz =y PRz RtT o —exaBEishnws, %
OOy TlE, HEtEHE L CRET L7 —2B 20 2R LTI,

ELALE N =Y FUEROERES -2 TIE, TOELBHEEMITICEBSHLTWVD,

4.2 BERAEBROBRIKZWNIZEAT SRR F—LEH

4.2.1 F#HFAEDOBMEARE

%%%Efi361@féftamﬂwﬂ~y%w%$®ﬁ&w B9 % RBFE A ¥ — Lo S itk
BHFEBIZONT, BL4L - BAE7 B 2AOFEEEZHL NI LT,

FEATHE o %t g%, S 2 /4 (The Children's Hospital of Eastern Ontario(CHEO) .
MedMining) & EN 1 (it % —) ThHD, %I, CHEO &#iitt v ¥ —IZ o\ Cid Bl
b7V rEEFEM LT, £7-. CHEO OBEEHE CTHLA L F VA MT T A RN — - a Iy
vaF—IPO)ICH M L CHEO & DRfRZR EIC oW T T Y v V&% FE L7,

XU DI, FEMAEZE L CEETHIHEAZER 4212077,

# 420HH [R=YFNVIEROIE] X, RX—=YV T UIERZINET LEO TR b H
HTHY, WETLHZT—XOfEE, WEIZELTHHENERHRL TSN, AIEEZ/HFTHD
MR T D,

FERIC TEAD X, N—=Y FIEHRO ZRAIHICEL T, BEAEZER L T E D h,
Fhi L TWH5EE, FIEFMZERLTHWLIO0, BRI A—ZOFREILZEDLIITLTND
M MERT D,
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FEA LT v 2%EE] X, BEALINTZT —ZOFMAPEICHT 2HEEOEME R T 5,
EBICEELZEBL CWDEINEI D, EiiL TWHHAE, FETo v 2A0MBEIILE > o TWVD
DO, T—HOEBEFBEIZEDL I/ >TNDDONEMHRT 5,

FEAALTEE] Tix, BALLZERT2BOEECONTHRT 5, EBEICE S WO K20

FIEEAL SN ERBDODLION, EOXIITFHMT 2 DI OV THER #5

Tmﬁﬁ%JTi FEA G B OF RT3 T 2REED X R A2 MR T 5., W - kLS I RDOGA .
Z OB - FERIT T IR R EATEREIEDL LN TE S0, BABHREZREBESE TR,
EWVOIRNITA D, RIS, Y =AM E0YgE, Ritzx T2y —Lv iz v TEL LT IIEE
AAEW A TR ST TR, kmo&w "%, £, TABRBROGE, HOEKWEER- LT
BEALENTZT =X THHEROLNTZT —ZIZOVWTEBEBEIETEY, EWHHFWNITRD,

® 42 FHMARZOAENREHR
B4 - BETmE R

N=Y FNVERDOINE BEES 27 — 2 OfE (Y HH T —F OFiH)
FIH B H O BR O A
2 — YO RE DA

41k 4 AL DA %
FIEOFEM
fE BT A — 2 D P E %
EAT—ZFAICHTHEE HA DA E

FTE TR ()
T — X OB R

B4 AL 7P 4, (LA 95 76 > 47 48
A 4 1
REA 5 1

BEEX S (BB - MR/ TV — /T —F) | EATEBROFIAIC K L FRED x5

4.2.2 The Children’ s Hospital of Eastern Ontario (CHEO)

(1) AH AR 2L

The Children’s Hospital of Eastern Ontario(CHEO)IX, ZF+ ¥ « Ao X U AN « 4 U
Cdh D, PMREREMTEEITORBE THL D, 1974 FICHE L. A% v 7% 4,500 4 FLE

(2008-2009 %) & X415, University of Ottawa Health Sciences Centre & #&# L T\ 5,

72, BELALOFEMENFE L T\ b CHEO Research Institute(CHEO RI)i%. CHEO ff
B DOMIEHERE TH VD | 1984 H TS S 72, University of Ottawa Teaching Hospitals &
HE LTS, CHEO WA TORFEMNIEZRE L E ML T, RO IEMBEEZES
(Research Ethics Board)t, CHEO RI NIZfF/EL T\ %, LA FCik CHEO & CHEORI ##&
L T CHEO Litfi7 5,
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(2) B REET & A

CHEO I8 J 5., EA - BiE7 m A% M 4-17 12T, KL, BEABEROFH Z H5E
LT, EERI :E%‘fﬁi&ﬁﬁmfﬁéﬂéif@%llﬁ%%’“wﬁ IRLTWD, Fre LTk, 7—#4
T RAFBEDY AV BEEICLIIHFENILT—FREEZCoMME2EMELESICH D, LU
TTIEHZIOFIEEZFAT L (F 4-35H]),

F9. RFEEIEL. FIHHEEEZ CHEO o7 —#FIHZEDICH 3, FIAHEGEICIE, T r Y
=7 FOEHR, FEEB, FIALEZWT —ZIZETHERREEZTED 7 £+ —HIZFWALL
LEERZD, ZOBADERII. T—2T7 7 AEXEEBEAMDAC)TH 5, DAC &\ LB
CHEO DA O JEBLiik CH — A ibil s 4FCTh 523, CHEO ¥4, DAC OEHE
RERfL DAARE L 1T RE S B AR D, —RIC.DAC BEEDOEEICLVERENDIZEELTHY .,
VEWZIS L TRAEMRE, 7—2FABGEREICONWT, FEr T 5, TOME,. BREFE
RHFEOFA - A OMERICHE %2 E 35, CHEO OB 41X, AT ITIRELZ 8T 5 72
DO E Z A2 TODHN, BEICIZ 3L OBEN Y — L& H > CTEHEY THEICHIE
LTWns (K 4-170),

wiZ, DAC X, VUAZ&EES PARAT LW IH Y — &2 HANWTEITTDH, 2OV —ILTIL,
ISO/IEC 27002 (¥ EOMMICB T HEHREF 2V T 4R P A L M AT LOMEMEE
EDTRE) 2K TFoy 7 VA MEHFIIHFLTTFoy 7L, VA ZEENIZHE
B4 5 (K 4-17Q), VA7 HEEOFHEMIL 4.2.20@)HEICHIBRTEHT 5,

Uxﬁ%%tljw:ff*% CHEO ICL > THATEDL Y A7 ThIE, IROEEFEITHED 5 28,

FRE L LTI, HEERRIC ’)Xﬁﬁd(é“*f?—ffaﬁﬁﬁ%g %, DAC X, HEEHITx
LTT— ?i@ﬁ%i&@%ﬁﬁ@ — X DEACOEABOBIHIZHONWTH#ELZ L, &FICE

501@%\Jx&ﬂﬁﬁﬁééalf%é&mﬁm%i\%%&Aﬁ%m\%ﬁ%%wm
T2 (M 4-17@),

BB, HIEEIILEIISL TP LE 2 —ZBar b b RRBERILERS LN, 20X
BEOERBIIMETZ 7 RTHDHZ ENE W (X 4-170),

BRI BB EIL. MR EESREB)OHEICER LN DA, £ DEIZ DAC 225 Y
AT BEEDOFER, VAZITHRHFETH D LWV IFEHEST — 2 A HENGBMN SND, 2
NHOEHERIZL T, REB TIEHFEICHT 20292 (K 4-170),

REB TO#F A 24372% . DAC 37 — & XR— A FHF KB L T, ELEREIERL, B
MEICHE S L TEMT S (K 4-1700).,
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Ad. TR iR 1E

Z R (REB)
®T AS.F—
JATEFR > —JWE#
it~
e A2T—57F
a—zBz | [ #tléh%}l% V249 &FT ®
fF
OT® o
® e R / . /
FE
Ll | nim=

B 4-17 CHEO I2H T HERFEHRFAREO T O R

% 4-3 CHEOIZH T 2ERBHRAARIDO IO LR DA
E5 B B S
1 HiEHADN CHEO OF — X7 7 v AEZB S T —=F VI ZRANT F— A
(DAC, A2)IcHFEET 5,
2 DAC 3V A7 BE & EMi+ 5, -
3 UR7EEMPEZIIT, FEE LEABEROBES | - 7 — 2 EAHE

F— A EAEHEICOVTH#ET D, - BWRE
4 (LEWZISLT) HFL 2 —FBSA)» L AR | —
225,
5 DAC ﬁ>6ﬁ?%f“f$§§\%(REB, AlzxrLTY R < U R GERFE

ERE R CRBMT D,
6 Ime%méntﬁn\?—5&~2%@%ma —
WCEABEROEREEKET 5,
7 TR AEEFENDELERE PEAICEMN | —
T 5,

CHEO DEAAL « BRET 72 A ZDWT, #£ 4-4 ([THEH LT,

WHEFT D 3= F L, CHEO TER SN D LT N (2FBMBIAME) 72 2254
T 5.4 Y AIND PHIPA Tl EA L Sl A HR A2 EOE SN E LT %5, CHEO

TIHEAEHROMBEZFHBFEEICEEDD LY, BHTHH LTS, T—XDELA{LIC
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46 i . EMAM, K., DANKAR, F., VAILLANCOURT, R., ROFFEY, T., LYSYK, M.. Evaluating the Risk of
Re-identification of Patients from Hospital Prescription Records. The Canadian Journal of Hospital
Pharmacy, North America, 62, jul. 2009. Available at:
http://journals.sfu.ca/cshp/index.php/cjhp/article/view/812.1Z % -5 % = ZE A WF 72 FT D3ME AL
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47 http://www.privacyanalytics.ca/ CEO (X CHEO @ El Emam {8 1:

48 Khaled El Emam, Fida Kamal Dankar, Romeo Issa, Elizabeth Jonker, Daniel Amyot, Elise Cogo,
Jean-Pierre Corriveau, Mark Walker, Sadrul Chowdhury, Regis Vaillancourt, Tyson Roffey, Jim Bottomley,
A Globally Optimal k-Anonymity Method for the De-Identification of Health Data, Journal of the American
Medical Informatics Association, Volume 16, Issue 5, September-October 2009, Pages 670-682, ISSN
1067-5027, DOI: 10.1197/jamia.M3144.
(http://www.sciencedirect.com/science/article/B7CPS-4X5J6WG-C/2/0f6bb93202b116b49d7aab4891f8d8df)
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3 1 ménlh 2 months 3 mcélnths
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1 123 4 .5 6 7889 1:0 1!1 12131415 - 212223 - 2.8 2.9 ~-35 36 ‘--4.2 4.3 4950 56 57 - 6364 = 70
4-20 E£EL—BIEEROH (ABRLAR)

(Hi#2 : EMAM, K., DANKAR, F., VAILLANCOURT, R., ROFFEY, T., LYSYK, M.. Evaluating the Risk of
Re-identification of Patients from Hospital Prescription Records. The Canadian Journal of Hospital
Pharmacy, North America, 62, jul. 2009. Available at:
http://journals. sfu. ca/cshp/index. php/cjhp/article/view/812.)
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Risk Assessment: Patient Registry [=EX]

Settings ¥ View YAELTR' Missing Data Y Reporis
Population Registry Selected Variables
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v
Marketer Risk ~ iooassssssssssS High |, Gender 4 g

Suppression Level
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S0%
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Risk Threshold 0.2

Ignore Records with Missing Values No

Dataset Size 126225

Equivalence Classes 124615

Manual | Auto

4-21 PARATIZK B YU RIDIHA A—2 (ELIHED
(H8#e: CHEO RI & uOttawa, www.ehealthinformation. ca)
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Settings ¥ View YECR' Missing Data Y Reports
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(g8 CHEO RI & uOttawa, www
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Engine
J N De-identification
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A
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is Certificate Data
Assessment
Report

4-23 PARAT ICEE®RT 5T — 42 DAt (L8 PARAT Brochure,
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49 TPC - Office of the Information and Privacy Commissioner/Ontario | Whats New Summary
http://www.ipc.on.ca/english/About-Us/Whats-New/Whats-New-Summary/?id=145
50 PbDIZiE, A— T Uy R, Z7TUKR, XRAFRA RN IR E, HTILOWGHIZBT2EHBRENZL < AH
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57 Personal Health Information Protection Act (PHIPA, Ontario) “Identifying information” means
information that identifies an individual or for which it is reasonably foreseeable in the circumstances that
it could be utilized, either alone or with other information, to identify an individual.
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OEANEM LB B, BEAFRANEORBET 20XV 7 4 AU —ICHT 5HHA
(fl : BEAE IDIERI— RKOBEH, 77— A7 20EH) 1220 TEEKKIZHTE SN T
WRWZ ENRETOND, L, ZTNHOHEBIX, A4 RITAh0 [RREHRBE., EXE
DEBBLIOEELEOER EE205~%2258) ] THERMICTEGELTVELIEEILND,

4.3.6 EEMIESHEOMRERIFEEEBRAEHDLLEER
EEMFZESIICOWNWT L TFTOESRAH I TWAS, KECIE. 4.3.45H, 4.3.5 HTEAMD
Bz no7-HE Th HEAL., B =FHEE, S EOMRICOWTEREL -,

58 [RIHBMOLE] BELZAAEMIZ. H2Ea b, AANEETHZERARETRVERD b AL

NWNCTEFRTHZLEFAMETHD, BHEINTEZMABMNIZ, RACEMT I, FLITAXLRTHIER S 20,

AAPEET LI EDRNETHLLEROONDIEFZITOLGAIZTEFE 1 6FIIH- TARAOREZSERTNE

RV, AIABEMTRLULEBMAERZR OV BEOHHEZ2BL COLFEIX, BONUDAANDORERLITH

ZEIEFETE RN,

FE P ) MAB SRR FEEET L. BVEOREOFEICIVFEABTREZIGL T2,

MREEANT — 2 OFAE L% f{AFRBREFEET, AAPDL, PHREKOHBAIZIVEEBEAT — X OF|

HAoEIESEX2ARDLNZHAITIE, KRS LT, YEEEL2 TR ThER b, 2B, MACERE %
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® 4-15 ERFIESFOEH - T2 HE

fBét WL OEFFE | B OB~ DR
B NS A BARTREATAF I BT S MM B FR B | AT -
P FAFSTIZ BT 2 i BR S £ A =
AR IR R R I 72 12 B 9 2 FR & - -
B R A S8 2 BT % fa B4R B A —
b hERH I & O D ERIRAFZEIC BT A fR B A —
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vat—DOREN, TNHETIEEANLETH D,
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4.4 BERILY—ILEHICHDIERMEFTMDIER
A, ENAOEALY = ORI Z T L, EAVEMO 70 O s L OEA S 2%
Pz s ks RB Iz TEE LS RE2EHT S,

4.4.1 Privacy Analytics Risk Assessment Tool (PARAT)
(URL: http://www.privacyanalytics.ca/)

(1) B
PARAT (%, # 7} # - Privacy Analytics ftOEZALY — 1 TH Y CHEO (4.1.1 THZMH)

BRE. HFH e FF YA M ERLICHA S TWS, FtEOFE L #F X CHEO @ Khaled El
Emam £+ T& %, PARAT (i3, A ANEREERZEAIL TREST 58O Y 2 7 A EHKRE
L EBRICEAT 2WEN Lo TWnD, VA EFEICEEHZZE L, 1S027002 (i
MICBTOIHEREF 2 VT 4R T A Y AT LD ICHET L2HE R k-EA O HIE
B ST L OICRBRAEZMAIAALTEY, V=& LTORAEITEV, BIEIXAZ
R7a—2y—Lt LTORMBEZER > TSR ITWEK Web Y — /L & L CHEEEZ T2
TEEEINTWND, ZHE, VAIEEEZT LIS, BELSEOMIEE LHREZ L2 DL Y
AU BEEEEMT D7D Th D, PARAT IZIZ. fHFIC L > TEAMDOESWEZE X DRI,
WM Z R 2 WO BEERO FCER L TV a7, xIEEMR Y 27 & EK
BEARTELTND,

(2) EAETFIE
WOFNZLY, T—FDEAIEIT S, PARAT TiX GUI "Rt s Tk v | FEED

RO R DO RERRIT GUI 2 L TYT 9,

(a) HFIDILYRZDHAETELHLEWEOEE
T ERET L2V A0 LEWEICEHTIEFHBIXZFEBEICKI SN S,
1. FIHHGEEOMEOEXF =2V T 4 « TTANRN—RERWR EIZTONT
2. HIDIEOEFX—T 3 EEENIZONT
3. TITANRV—HHNEZTHEOEBORZIITONT

1 oE A X, IS027002 (HARICEB T HIEREF =2V T 4 ~X TP A T AT LOHER)
WCHELTeTF v 7 VA NE, FIAHGEE L LICHERE T O TEET D,

20H AL, B IDbE T 5RE N RNES, LERBITEIORELZF =y 7 U X RO
HACK L CHERET 5, (K 4-2728)

3 DHEAZ, T—XZDHME, T—2DE LT A TEENLTTA N —REDLE
ZHLHHEHATH D,

FRR1-3 DR, VAZOLEWHE.06~0.33)FRET D (X 4-28 &),
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. Remate Remate
HIGh | titetboos  Likelboad

Medium

- .
Low

Fubic

Extent of Mitigating Controls
{Security Maturity Profile)

Mecium Higih

Motives & Capacity
4-27 YRHUEFT (Fi¥) (HE: PARAT, Privacy Analytics, www.privacyanalytics.ca, 2010)

Re-identification Attempt

Remofe
Pikalinnon  Docasional Frobable Frequent

v

Meoium
4-28 YRHUEFT (%) (HE: PARAT, Privacy Analytics, www.privacyanalytics.ca, 2010)

Invasion of Privacy

Lo

(b) VRAIEE

UA7BEEICHNDEBIZIE, E#HF. B IDAIVAZOLEWE, Yo7V 7o
EAw, B"EERD (K 4-29 2H),

YRR B 1%, FEEMICEAZ#EANL 5> 2@ET —% Th b, PARAT Tik, HEIRICHE
AT AT O LI X T D, TR, BHEOARI TIIELS T2 o EER
LHEELTWS (K 4-29-D),

B IDALYV A7 LEWEIT, 7—2FHRER, MMAFICEAGREZEET L2 LICX
DESZLILRDIVATZOMVELETHY . ER@TEELLEHEREONDIETHD
(X 4-29-@),

P TV TOEANE, BEALT 574ty bk b, POBEAOT -4 & E
it T o0 ERET LS (K 4-29-0),



\automatic detection

\ re-identification
) of quasi-identifiers 4

threshold

JULTTA" View ¥ ftisiks 7 Missing Data 7 Repods
Select Dataset

Reidentitication Probabilit
— 0.2

Select Quasi ldentifers Sampling Fraction
[Site ~ ,-\ h

Maternal Postal Code

Baby Birth Date

Mothers Age (Years)

Discharge Date Data Characteris

No. previous PreTerm Babies
- - No., Previous Term Babies [ lgnore records with mi v

variables in Mktiple Gestation i i

Gestation (weeks)

the data set By e

Smoking

Aboriginal Status

Caty/Town

Mother_< Primary Language

Mothers Birth Date

Local Heakth Integration Network (LHIN) v

) proportion of population
/ represented in the data

4-29 PARAT - EE A FO4F EE @
(4 #: PARAT, Privacy Analytics, www.privacyanalytics.ca, 2010, HFIZ==HLSHEFNMNEM)

(c) VURIEEDFELT
PARAT X3 =20 XA TORBEZDOET NV EWRH, KEH LT, B IDLKELET S
W =FH THY ., Prosecutor (#%%). Journalist (Vv —7F U & ), Marketer (~—%4 v
=) EWVH ZHATOY ATEEFFE TS, KBEEET VIR, T OWHELRELBAIC
Ko THEWGIT 5,
4-31 X, MBEL~Y— T v ¥ —DHBEETNLVERELLZEO) A7 ThHhbH, LEW
EZ LRl TWA7e®, ZOFEEOT —FRMIT VAT BEHNOTHEITHANE L0 ) FER
Thd, "B REOV A7 TIE, BrxO= NV OHIDILY 2705 LERKETHY
~— v =V A7 IHIDLY AT OEEHETH D,
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(d)

4-31 )R EE (HE: PARAT brochure,

4o

4-30 HMEBEETI

Prosecutor RIS B
RE F—8 4y b ORICHRERNST LEM>TND

Journalist BUENR: B
s - TF—Aty bk OHRIZHEENNDMEL BN &

¥ —7F U Rk EH-oTLS

Marketer FBEAR 8

F—s Yk ORIZHEE 155 EFAAND A LR
R—7v 83— BN EEHLTLS

S]i=)/e3]

Settings Y View TEUEI AT Missing Data 'Y Reporis

Population Registry
Risk Results for dataset 'Patient Registry’

Prosecutor Risk C — High =4

Marketer Risk _V High -

Suppression Level

/ Prosecutor Risk \ALE = ERE S

S0%
25% 75%
100%

0% 100%
Risk Threshold 0.2
Ignore Records with Missing Values No
Dataset Size 126225
Equivalence Classes 124615 4

Selected Variables

Residence Postal Code 62264 4

Patient Birth Date 10363 4

Gender

4 q

= =

FAT

Privacy Analytics, www.privacyanalytics.ca, 2010)

PARAT Tlix. KEHELTSLE BFAMEICLE2ELILEER+T S LT, VAT %
LEWELFICMZ %, BEA4LOBIZIZ, FIAEOHLEICLD .,
SRR T DR EOBEBA TN TEDL LI ITR-TWVD,

_97_

HEQRHEE O bz



Risk Assessment: Patient Registry_deid =ElX]

Population Registry Selected Variables
Risk Results for dataset 'Patient Registry_deid' Residence Postal Code 9 W
Prosecutor Risk  — Low  Ppatient Birth Date 345
Marketer Risk Y — bow |:cendar 4 @
< Selected Generalization
Suppression Level
_ = Residence Postal Code (Weight: 1.0)
/Prosecutor Risk “UE = s First character
Patient Birth Date (Weight: 1.0)

~ safety Chart Month, Year

g 100 > G PRI,

5 Tap ender (Weight: 1.0)

a g5 not selected

.jj 70

a &0

3] S50 . .

= — ~ Selected Suppression: Optimal

u o o

Threshold
Save Specification

Risk Threshold 0.2
Ignore Records with Missing Values No
Dataset Size 126210
Equivalence Classes 3111 &

4-32 YROUETFE (E41#®) (H#: PARAT brochure, Privacy Analytics, www. privacyanalytics. ca, 2010)

(3) A fE
UAZ7®OLEVEIX 0.056~0.33 THY, ZHIX kEAED k OfEL#EEL TW5DH, filx
iX 0.05 DAL k=20 TEA{LI, 0.33 DAL k=3 TELLEIND, =72 L, EBED
HEH CIET E k=5 DL EOEA{LEFER L T\ 5D,

4.4.2 Cornell Anonymization Toolkit (CAT)
(URL: http://sourceforge.net/projects/anony-toolkit/)

(1) M=

Cornell Anonymization Toolkit(CAT)I%. = — % /L K CK[E) ® Cornell Database Group??
DOWFIEHE B, k-EAME. 1-Z8E1E(-diversity). t-¥T &l (t-closeness) & W\ » 72 EX4 LD 5
Ba—DOANSLHHENRLTNE I GUI THFENICHEZD LI LEZY—LvTh D,
SourceForge.net T/ —AZAa— LA EH TV 5D,

V= VEHEDO RFa2 X MI, BRESEOTEE Yy v a U TRERERI N UEHEORE LA
Bl S LTV 722 WA, SourceForge.net TTFEH O T — X &ffiJkEETCTET 7Y Fr—v 3
vELTARSNTWS,

59 http://www.cs.cornell.edu/bigreddata/privacy/
60 Xiaokui Xiao, Guozhang Wang, Johannes Gehrke: Interactive anonymization of sensitive data. SIGMOD
Conference 2009: 1051-1054
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(2) EAETIE

(a) EALLBIZMNERT —XOHE
EACAIICLER TR FEEOT — 22 HET 5,
® fHRdL 22— K7 — % (MicroData)

& L a— FORMMEDERMetaData)

o L a— FORBRMMIZET 5 ikt E (HierarchiesData, J&% (2 1FERL)

MicroData

1 48 1 1 10 83
2 66 2 1 6 14
3 51 1 1 11 50

MetaData
5 300000

127 0 0 Age
0 126

2 0 1 Gender
1 Male

2 Female

9 0 1 Race
1 White

9 Three or more major races
18 0 1 Education

00 Not applicable

01 No school completed

17 Doctorate degree

100 0 1 Income
0 Ok-1k

99 99k-100k

HierarchiesData(Age)

4 // Number of Levels in the
Hierarchy, excluding the leaf level
21 // Number of nodes in the first
level

0 4 04

5 9 59

100 126 100+
10 // Number of nodes in the
second level

0 14 014

15 24 15-24

95 126 95+

4 // Number of nodes in the third
level

0 24 0-24

65 126 65+

1 // Number of nodes in the fourth
level

0 126 0-126

4-33 Cornell Anonymization Toolkit (CAT) D #1#1F— 42 d 5|

(b) [EACLE

EALALER 2T,

LTWa,

k-EE4 PRI A,
FEA A, FESOMERE.

I-ZARME, t- Tl

— i b & EE L T\ b

EAEREHGDL L2 HELTWND,

CAT (T, VA ZHitkE b Bfii L TRV MESN D HBEH OFFOMZER L, # ID

bV A2 %5 LT, fxDOLa—RIxHdT 28 IDILY 27 ZRHAFICERRT D,

61 Kristen LeFevre, David DeWitt, and Raghu Ramakrishnan.

Incognito: Efficient Full-Domain K-Anonymity.
In ACM SIGMOD International Conference on Management of Data, June 2005
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Criginal Data | Generalized Data | Deleted Data | 0
Age Gender Race Education Tncome  Risk [+
1 48 Masle |Uhite Hieh school eraduate. or GED 83-Bik 4% %
2 66 Female Uhite Gtherade T4k-15k | 8% 2z
» 30 =
3 51 Msle |Uhite Some college, no degree BOk-B1k 3% B
g
4 48 Mske |Uhite Masters degres 3B-3k 3 i
§
5 49 Male Uhite Sth-Biherade 4dk-a5k 5% .
§ B0 Female Uhite Some college, no degree 23k-24k 5%
o -
7 59 Msle |Uhite Some college, no deeree 24-25k 3% IR T | W P PR
. Risk (%)
8 89 Female Uhite Bachelos deeree 43k-aak 3% L
(= | rheshold === 020 2] hum. Tuples [4011

Last Pags Reseale Starting Point ([ fm

Contingency Tables | Joint Densities | Marginal Densities |

 httribute | Ace 3| f Atiribute [Income | 3 | Gompare i (E— o (D=
Background Knowledge of QI Attributes
V] Aze
V| Gender
v Race
v'| Education

[ | Iy

(== [0 %] Pieces of backeround knowledes of Inoome

4-34 CAT - Ef74 A — 2 (B8 Cornel | Anonymization Toolkit Ver1.0.0, Cornell University)

(3) P fE
k-FEAME, - RRME. tE D E &2 FRE L CRHE 3 2 2. BRI R E o FE TR #H 10 %
BRHENTND,

4.4.3 u-Argus

(1) #e
T 7 o HHBCBS)EH L, EU D7 7 > R TR &N T & MBI RimE o 7= 9
DY —=)LTHYH, UAZFM, EA{LOWEEZHT 5,

(2) EAILTFIE
n-Argus [IREFHRIB ORI 2 B & LIcEAICBET oEZ AT 5, 47 FHEHRIC
B OEMICERL TR, REBEF L RFREAOMAGDEL T L L THHT S,
® Global recoding
Local suppression
Top and bottom coding
The Post RAndomisation Method(PRAM)
Numerical Micro Aggregation

Multivariate fixed-size microaggregation

Numerical Rank Swapping

62 CASC(5th FP). CENEX. ESSNet(Eurostat) IZ FY2009 % T, FY2010 & %I/} Eurostat ® TH 2 g L T
W5,
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(3) At fiE
IO TIE, FIAERRET D2 Z L 2Hifee LTW5, FRIC, WERIBRMENIZEEL
WARFIHAT 22 L2 HELTWD,
F 7 U AHEH B TOEMICEL TE, FlIXEALOXIG LT — 212 20 O HEHBI T
DHDLHGE, Z2OEBEOETOMAEDLEOMBHEZLEL T 5, —&iz, BERMOF
THBREE? 100 L EbiE~A 7 eTr—2 & LTRIEEZFATHE LTS,

(4) Bithe 7V 7
F T U HEIRE R T, Argus O BIF#E . Anco Hundepool K & Peter-Paul de Wolf K22 5
u-Argus OEALICONWTe TV U7 LEEERER 4-16 1T T, ok, £ 4-16 TIIA 7
VAR R OMHR CBS & W%,

* 4-16 pu-ArgusE7 Y HFES

KEH | PEE | PI%s
LM ADRE | ® Argus ZBIRT 510%E - ik id, EECHE~OWILE 55 L0 b, A
i Pd Y — ST E T LV SR D H B I

@ T T LU AIITTTANRY—IZET L —RIEND D,
® EU 7 — ¥R DIX., WitT —%BRIZo>WVWT.” How” ZHELTWS D
G AN

2.ELILD | ELLFE | @ KEMES S BITMEALOHAEDLERFLTHE, WD
Gl 15 EAWIHO2WTIX, AWK 5,

EAGEE | @ K-EAMEITEHE EDORLR TH > T,

il 45 A% o (HHEWMENALZ v F Tl TER{RoTEHBY, HitiZREMAD
YTV T ETND, B REHER EITo TV DT TIEE
WinEHERIE D)

® MEFLN (P, ARFEFRELR) = S>OMAEbEITxt
LT, BHERZEMR L, BERICH LT 1002 HLICLTWD,
ZOEEEZBHEMET A 7-DI2 Argus R HT 5,

FEMEME (L | @ 2T XA REY TV TICEDN, ~A 707 —ZDFA. 3

T U ME) EHEOETOMAEGLEFIZONT, BEMICK LT 100 4% BZ
IZLTW5,

@ NT Vw7 a—RT7 7 ANDEE, ETO_OOEBOMAE D
FIZoW T, FREMIC) LT 10,000 % HZIZL T35,

® EXALDOELSWNZ, NV VA METHNCEILRY, EOX
ICLTEINDINZESTEDLD, BREZME LIRS, CBS
Xy hU—INTORAH, TV w7 a2a—RAT7 74 NVITLoTE
5,
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P

® Argus 28 CBS W TEDLN TWHHEITANTH S,
@ v/ uF—X T A NEABETIHEICIE. CBSHNTYLT
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& 4-53 iPad REESHBELER

Est. iPad Shipments (000s)

Country Launch Date Q3/F10 Q4/F10 Q1/Fi1 CY10
us 3-Apr-10 1,855 1,094 1,701 4,651
Australia 28-May-10 37 58 81 176
Canada 28-May-10 58 91 128 277
France 28-May-10 171 270 364 805
Germany 28-May-10 66 105 131 302
ltaly 28-May-10 46 73 91 211
Japan 28-May-10 101 159 215 476
Spain 28-May-10 27 43 54 124
Switzerland 28-May-10 13 20 25 59
UK 28-May-10 124 196 265 585
Austria Jul-10 19 24 44
Belgium Jul-10 16 20 36
Hong Kong Jul-10 32 40 73
Ireland Jul-10 13 16 29
Luxembourg Jul-10 3 4 7
Mexico Jul-10 11 14 25
Netherlands Jul-10 10 12 22
New Zealand Jul-10 19 24 44
Singapore Jul-10 16 20 36
Other Countries N/A 150 150
Total iPad Shipments 2,500 2,250 3,381 8,130

Source: RBC Capital Markets

82 AN BRBEFXRETHs HHFEHIRNEHK
http://www.tca.or.jp/database/2010/11/

83 RBC Capital Markets
http://blog.sohaya.com/2010/05/21/apples-ipad-believed-to-be-outselling-macs-in-the-us/

B B T m— RV R = 2O HEE (FRk 20 4 12 AK)
http://www.soumu.go.jp/menu_news/s-news/090318_1.html
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