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1.

-

Introduction ({ZL&IZ)

JCAN, Japan CA Network, 1s a private authorization project operated independently by
JIPDEC ( Address:3-56-8 Shibakouen, Minato-ku, Tokyoe). JCAN Public CA isa CA
(Certificate Authority) operated by JCAN.
JCAN (Japan CA Network) {3, JIPDEC (Frfedh : EHBEY M3 TEAGES H)
BEESCET AREEERE S 0 V2 2 b THY  JCAN A7 1 o 2 CA (2 JCAN A5HE
HREMERMTE S,

1 Overview (B®)

JCAN Public CA JCAN FPublic CA CPS (Certification Practice Statement) is a document
regulating various procedures having to do with operational maintenance of issuance,
revocation of certificates JCAN Public CA  conduects and operational maintenance of
related Publie Key Infrastructure (hereinafier, “PEI").

The policy of end-entity (“EE") Certificates issued by JCAN Public CA is preseribed in JCAN
Business Cartificate Policy,

In addition, GMO GlobalSign KK, {Locatad : 20-18akuragacka-cho, Setagaya-ku, Tokya)
operates this CA entrusted by JCAN,
JCAN 2371 w2 CACPS (%, JCAN /7Y » 7 CA BT 5 mEH RO RIT, K2h, BT
T A AR (Public Key Infrastructuret A F [PKI) 20 5) OFHaRIZ D58 F
MELR)LARETAILHTHS, JCAN A7) v 2 CA PWTTAT YR o7 47 4
TERE (LLF TEE B L0 3) @OF U 43, JCAN U AEH®ER Y Ao i@+ 5,
fof3, JCAN e EEA 91T, OMO ¥ —s0LH 4 RS (BifEh B
P2 EAT 20-1) 54 CA &35 5,

.2 JCAN Certificate types (JCAN AAERYIRSEEHAEZ L1 )

The certificats types addressed in this CPS are the following:
RCPS TSN ®EY 1 7, UTFoLBNTHS,

2.1 JCAN Public CA Certificates (JCAN/STFY) w7 CAZIEA®)

These are CA Certificates of JCAN Public CA. JCAN Public CA issues EE certificates, such
as, JCAN Business Certificates,
ZihiE "JCAN Public CA” @ CAGEF® T# %, JCAN Public CA {2 JCAN 3/ 4 AFEH
HF EE aEH&E L RTT 5,
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1.2.2LRA Operational Manager certificate (LRA IBFFHEHIIATF)
Loeal Registration Authority ("LRA") is an organization to which the task of verifing the
identity is delegated from the CA. LRA Operational Manager Certificate 1s an EE certificate
1ssued by a designated CSB (Certificate Serviee Body) to an individual who 1s assigned by a
JCAN-aceredited LRA ("Accredited LRA"),
o= N EEE ( “LRAT )&, BERMLEATRSAERINIME TR S, LRARES
(LML L, JCAN IZX WEESRALRA AT, TEELRA) v o) SR+ 50
AT, f50E CSBGEMERM) L 0 RiITEN 5 LRA BEREEHO EE EHETH S,

1.2 3JCAN Business Certificates (JCAN E U A AR
JCAN provides EE Certificates to an organization which has established LEA  (hereinafter,
LRA Organization) , and offers EE Certificates for individual use within the organization.
These EE Certificates are called "JCAN Business Certaificates”, and they are used to
authenticate subsecriber’s identity within and between the organizations for non-monetary
Internet transactions (eg. Secure Login, Digitally Signed Emails). The types of JCAN Business
Certificates which JCAN manages are the following!
JCAN {Z, LRA A3+ 284k (LLF, TLRA MR 25 RUSEANOBEAZERT A
Wodm ¥ 4 7O BE I AR5, ZheofMEE "JCAN U5 ATEH & Lo
vy, N, OEHEmTO, ¥ —F oy P TO&KBEFEDL VRS TRIBE 2EaET
AL (WAL, Secure Login, HFEHA)
CRIRTEZ, JCAN REL S JCAN U VR AGEHEBO ¥ 4 72 FTRIDTFT.

{1) JCAN {Qualified) (JCNZXYT74F)

A Dhgital Certaficate of which *Certificate Profile” 15 1n accordanece with the regulations of
"ETSI01852", And it shall be issued, ceorrespanding to “Act on Electronic Signatures and
Certification Business” of each country, and under the rules of JCAN common rules, with
following of the procedures, confirmed and authanzed by official documents,

However, "JCAN Qualified Certificate * is not prescribed in this CPS.

(2) JCAN (Qualified) & i, SEM# 7 0 7 7 o /L1 ETST101862 2 B-SWTRITE 5 8 HEH
HTHDH, EEFORKTE, WAEMETSI101456 X UEEOE T BHIECE S ETR
B L, JOAN BTN — A1 L SO0 BRETORIL- X » Tithbhv b EL,
4 FHHEOA W AR OPS TIMLE L7y,

(3) JCAN {Advanced) (JeaN 7 ES7 2R B)

EE Certificates issued to the employees and staff of LRA Organisation. "JCAN Advanced
Certificate” are adrmmstered by an LRA Orgamzation. The LRA Organization carries out the
authentication of employees and staff through database checks. The establishment and
maintenanos of staff database (*DB)1s a prerequisite, The DB shall be based on the offiaally
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1ssued documents,

AR ERT AHHE - BREICY LRITT S EE fEHETH S, Yak#gho LRA i, & AGEFE
R -MAT -5 —20BESC LY EET S, 28, HA-WRAF -5 <—-2(CHET3

SR RS HORENRIFL S,
Subjeet Distinguished Name (“DN") includes the real name of the employee or a Pseudonym

{PS?), and 1t 1s described based on:
o Emploved contractor's name (Personnel DB is maintained by the Organization)

T 7 PDNICHEARIPSALER, UTFI KSRk shs,
o HHMEHHEESR (AWDB 2HEPERL WD)

e JCAN (Basic) (JCAN R=rw4)

EE Certificates other than (1) and (2) above, that are issued when |
LRA Organization validates that individuals or members and/or their roles or teams belong

to the argamzation,

or the qualified orgamization authormzed by the LRA Organization vahdates individuals or
members and for their roles or teams belong to an externally-related organization.
This EE 1ssuing service is provided without official documents check. And it 18 also
provided to vahdate existing email addresses. However, this *JCAN Basic EE Certificate”
can be upgraded to "JCAN Advanced EE Certificate” when it 1s validated through official

DB in (2) noted above.

ER(DEAT, UTFTORSICRITENS EERFATHS,
*LRA ik, AREE, $-tORE, SESLRZ ORI 2 LOTHL LS

Gkt 58S,
CEVMEE . LRA #lER L D BEG S-Sl ER AR ER 0 I M U itk A A RS A
EHRT2LOTHE L2 BRTBETHY .,
I 6?0 EE BiTH— AR AR EHIVEL Uiy, FERESHERI TS A
=T FLAGEBREOMSR L5, s, AL RNEHARET 2RE 0, Y- 2

4 JCAN Advanced EE GER 7 » 2 S L5 5 2 L8 Cx %,

at

Subjejet DN of a Digital certaficate 1s as follows:
+ Employed contractor's name  (Real name or P8)

« Stakeholders outside the Organization (Real name or PS)

+ Name of the Organization, Department, Role

* Name of the company or party associated to the Orgamzation

L PS (Prewdonym) 15 an alias, or a false or a fictitious name based on a real name
PS# (Pseudonym : ¥a— F=AL8HF) it HECEAHTShizEs, {8, 905
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- 1D
+ E-mail address
BRI R ARITES WUT, W7 Ycr b Lovg) OBTHRmNe LT,
DN] £ 3) IZITATE VB XN D,
s A MEE (ERAUTIPS A)
- Hlis . A, B
 PtR= s LI A
+ 1D
s A—=AT FIrR

1.3 Document Name and Identification (XES &ER)
Official name for this CPSis JCAN Public CA CPS.
Identafication for referring to the document and the related Paliey 1s the following.
F CP @EXRAWITJCAN U VR AGENHER Y Thi,
AN R T 5 L 2BRTLEO0RNTRTROLEY THS,

1.2.392.200063.30.56100 JCAN ROOT CA CPS
JCAN #— b+ CACPS
1.2.392.200083.30.5150 JCAN ROOT CA Certificate Policy
JCAN — b CA ZEFI#FA U &
1.2.392.200063.30.5300 JCAN Business Certificate Poliey
JCAN E R AGEHF &R &~
1.2.392.200063.30.5400 JCAN Aeereditation CA Common CPS
JCAN B2 CA 30 CPS
1.2.392.200083.30,6401 JCAN Public CA CPS

JCAN 371 %% CACPS
1.4  PKI participants (PK] OM&HE)

4. | JCAN Root CA  (JCAN JL— I CA)
JCAN Root CA 1s a Root CA operated by JIPDEC, It 15 an Administration Authority which
has the authority and responsibility to create and developf the policy of the certificates based
on this CP.
JCAN — | CA iZ, JIPDEC #@EV S0 — MEER TH 5, & CP (233 {HEHFOR
VoA RBTAEE S BEAGI N VERRTHD,

-—

.4.2Designated CSB (Certificate Service Bedy)  (¥53 CSB)
Designated CSB is a business entity which operates the Partner CA for the Crganization,
designated by JCAN. When an Organization applies, Designated CSB creates and operates
the Partner CA after vetting and venfication.
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Besides operating the Partner CA outsourced by the Orgamzation, the Designated CSE itself
may become the Partner CA.
RIECSB &, JCAN #RETH /59— - CA AT 2% HEEZ VS, S—FCAD
WAL o T2 BE . HF CSB (X SR L & - B2aEHE . S/ 3— b CA 2N - K
W4,
fRE CSB 1, LMD HOEICLZTY T4— b CA 2ZICAM+ 5134, 177E CSB
BE A= CA L n T HAWGEH L.

.4.3Partner CA (/3= k3 CA)

Following JCAN Business Certaficate Policy, Partner CA s a CA which issues JCAN Business
Certificates as stated in section 1.2.3. in aceordance with its purpese of use, range of use, and
procedures,
rA— k¥ CAIL, JCAN EV A AGEMRBA ) LIZEV, 1,23 (23280 JCAN 37 3 Z3EW]
EAa, TofMAY), GHEE, FRZEFCERLTRITTIRERTHS,

4. 4JCAN Public CA (JCAN /3TFY w4 CA)

JCAN Public CAis a Partner CA operated by JCAN, Complying with policy set by this
CPS, JCAN Public CAissues JCAN Business Certificates as stated in section 1.2.3 in
accordance with its purpose of use, range of use, and procedures. JCAN Public CA contacts
the subseribers through Aceredited CA,
JCAN /A7 Y 7 CA L, JCAN H#ET 53— FCA TS, RCPSHEEDHHNRY &
(ZPEVY, 123 (ZE#O JCAN U A ATEN # A, oMM AR, MHEE, FRI¥CE
LT RITT S, FIME~OMERHIEE LRA 4 U TiT 9,

4. 5JCAN Accredited LRA  (JCAN 3Z3E LRA)

JCAN Aceredited Local Registration Authority (LRA) is an LRA which JCAN authorizes. An
Aceredited Local Registration Authority vets the authenticity of the DN (Distinguishing
Name) and verifies the identity of the subseriber of JCAN Business Certificates. Furthermore,
the JCAN Aceredited Local Registration Authority operates the life-cyele management (issue,
use, revoke, ) of the certificate under this CP.
JCAN 387F LRA £13 JCAN #538% L/ LRA ©& Y JCAN ¥ R AEHEIZ -+ 5 DN
OWOEREOEE & BAR O JEEREATTH . JCAN 2% LRA 1£, JCAN ¥ 1 AREH &R
JYDF, REHEDT A 7L 2w R—=U A b (BT, MR, X &7,

.4.6Subscribers (BAH)

Subseribers who are 1ssued the JCAN Business Certificates are subjects or the deputy of the
subjects. If the subject to which the certificate is issued 1s an organization, the subsecriber is
an individual designated by the organization.

JCAN EYV A ARMBEORITEZ T AP, RiITL 5 2L BT RBATSELS,
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EGEF EORTA 5 O ERSEGKGOBS PHTIEETE S SR OMA TS S,

4. 7Subjects (¥ 7T x4 b - FABEANFR
The subjects of JCAN Business Certificates may be individuals, orgamzations, 1Ds or email
addresses belonging to companies or parties.
JCAN BV R AGEMH{OH 7L = 7 b, ¥ HECRT 5, @A, #8®, 1D RV A
WNTFLATHD,

4. 8Certificate Applicants (GERMHRFES)

A certificate apphcant is a person who agrees to the Subsenmber Agreement of the CA and
apphes far a certificate on behalf of the subject.

A certificate applicant 1s an individual, appointed from the organization to which the
subject belongs. The subject may be an individual within the erganization, the organization
itself, or an 1D,

GEERIE L, =2 Fofih Y ICERERORIMERCEE L, SRS
HCHB,

HEMBORERE L, 7V 2 2 PAGERNEA, ER, ID FOWTAOMEITENTY, 7
U FHRIRTAMMLREESNEEATHS,

.4.9Relying Parties (IBIEF)

Relying Parties are persons that rely on a subseriber’s certificate and/or a subseriber’s digital
signature, Relying Parties must refer to the revocation information of the CAin arder to
verify the validity of certificate.
faEdil, FIREORARLZEET 58, LR OETFE/A2ERTL2E THS, N
BOFIMELBIET A0, BRF L4 THERADMRA SR Lad s iy,

.5  Certificate Usage (IEBAEBOMAR)

.5. 1Usage (&)

The uses of JCAN Business Certificates are limited to section 1,2.3,
JOAN B R AGEM#2, 128 CRMS NS TRIMTE 5.

.5.2Appropriate Certificate Usages (¥4 SERARD AE)

Appropriate use of JCAN Business certificates are imited in aceordance with this CPS.
JCAN E2 R MM EE, F CPS RO To@d 2 Mg ofRiciis,

.6 Policy Administration (") L &IE)

The Pohey Admimistration Authomty manages this CPS. The Authanty 1s compnised of
members as mentioned below!

One(1) entrusted member of JCAN
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+ Twol2) entrusted member of GlobalSign
Any approval or change of the Poliey regarding this CPS must be decided by the Policy
Administration Authonty. All members of the Policy Adrministration Authority have one vote,
FCPSILE ) U HHBIZLOFREN, UTFOAA—THWHREN S,
*JCAN e FEEZINLA 14
« GlobalSign o EESNDH A 24
AR CPS £ &1l ) L ORBRUEEIZIR ) LFBRHOBRVLETHS, ETORT &
PERG A 300 1 MOMERIEL L2,

2  Publication and Repository Responsibilities (2B&YRD bk
JDEE)

2.1 Repository (UHRI K1)

JCAN Public CA s to release the information about the certificates that it issues in its

online site of Repository (*Repository®). And JCAN Publie CA is to release the information in

about 1ts practices, procedures and the content of certain policies including this CPS, under

certain rules
JCAN /A7) w2 CAE, BT+ 5 RZMF 5 RA JCAN A7) w2 CAD U RS |k
Vicaf 35, £ JCAN A7 U » 7 CAid, £CPS £/, TORHETEH, HEns)
YORECONWT, YRV RV E—EOMTETI.

2.2 Publication of Certificate Information (FEBAHIFMOLM)

JCAN, JCAN Public CA, and Aceredited LRA are to release the following information in
their respective online publicly accessible repositaries to the certificate subscribers and
relying parties:

JCAN, JCAN A7 w2 CA, RUSEE LRA X, MONEEGE VRV IZAML, aEi
HFRERVBREESA 74 o TBBTE5 L5015,
(1) JCAN Repository  (JCAN ViR R V)
+  Raoot CA Certificate, Sub Root CA Certificate
+ The two latest versions of the CP and CPS
A CAGEFAE. Sub — F CAFEHE
+ Ji 3 2 e CP, CPS
(2) JCAN Public CA Repository (JCANAAZ U w2 CA URT YY)
CA Certaficate
Certificate Revocation List ("CRL")

+  Other information regarding certificates which this CA issues
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« CA RER &
« FERESEN Y A+ (CRL)
© K CADBRTTLENAKICHT LT 0o
(3) Accredited LRA Repository (8% LRA)
+  Aceredited LRA Attribute Information Table which includes eontact information,
+ B0 LRA BT —F 0 (252 MRS

2.3 Time and Frequency ofrelease (Z2ABAMBFIAL HifE)

An updated CP aor CP81s to be releassed after approval by the Palicy Admanistration
Authority. CRLs revoeation informations are to be updated regularly  Update frequency is
within the validity period of CRL.

A CP R CPS IZEH ORI, 28 &h s, CRL @ %ML, CRL O dMiiRA TEMAYIZ
¥iHaEng,

3 [dentification and Authentication (3% & IBEE)

Accredited LEA maintains business procedural controls and documents regarding the
performance of identification and verification of the identity of applicants of a certificate,
prior to the issuance of the eertificate or before applicant receive a certificate.
S0 LRA (3, GEFEORITON, iLRlE e S A 20T 2 R FE6E T2 AE P
FORNBER & RO R FR A T 5.,

3.1 Naming

JCAN follows the subseribers’ specific names, including the type of names allocated by a
Subject such as Distinguished Names defined in X.500, Names defined in RFC 822, and
Names defined in X400, And JCAN follows the regulation of personal identification 1n order
toidentify the subseriber,

When applying for the JCAN Business Certifieates, the name of the subseriber must be
structured as prescribed in this CPS.

Futhermore, the name of the issuer of JCAN Business Certificates must be an official

name.

JOAN (3, #IHEF 2 AN 2 280 H A X500 @ Distinguished Names, RFC 822 @
Names, EUEX 4000 Names DL 52,37 V=2 FCBMOYTENRRAMOZ A 7 £ 5T,
it dd LA N O RANCTE 5.

JCAN VX AGEH B4 P4 248G, RIAFOARNS, R CP TREARLZAFTRITT
iRy,
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ads, JCAN €V AGEFE BORITEOBANL, EXNRAFTRFIUIRERY,
3.2 Initial Identity Validation (¥FEOEAFEEE)

3.2. 1Validation of Organization ($A&R®ZIL)
(1) Accredited LRA Authentication  (§E4f LRA WESHE)
JCAN authenticates the orgamzation to which the Aceredited LRA belongs. Authentication is
carried out by whatever method JCAN deems reliable.  This includes verification of the
existence of the orgamzation eoncerned, Standard Company Code, official documents issued
by state and local governments, reliable database which the state and/or the local public body
manages (hereinafter, QGIS) and Third party databases (hereinafter, QIIS) which JCAN
relies on.
JCAN 2, 327F LRA 2R S - @A ORAEA 1T 5. JOCAN (22 @itk 5 L)
WL D Lo TEET S, JORMERIICIE, Yo EERN, Filffo— K,
EHDH A ER RITT 5 adlE, B ARFERSERT AT 5T -7 <
A (UTF TQGISI £ 9), JCAN 2EETHIFE=H7—F~—2 UT TQIS; 2 5H)
FaHN5,

3.2.2Accrediation of LRA Organization (LRA S8§Di2E)
JOAN vets the qualification of the applying LRA organization after authentication of the
Organization. The authentication is earried out by the method stated in Section 3.2.1.
JCAN 18 to validate the applying Organization as an Accredited LRA, if it confarms to the
vetting qualifications.
JCAN (Z, JBE LRA Rl S h o RE H- 28E, 1821 #MOIEE) Il
FiElc L HHOERESE, TRABOREFELITI.
W EICEST S80S, @Al LRA X LTeET 3, |

3.2.3Validation of an Individual within a JOAN Business Certificate issued by Partner CA
(I—FF CADDRITTH JCAN £ DR AMHBDO AR AR
When JCAN Business Certificatos aro issued, Aceredited LRA authenticates the indinidual as
below. Accredited LRA accepts all of the responsibilities regarding an Authentication of an
individual.
JCAN VA3 ARERBORITIZPEL T, f8%E LRA B TR O & AGBAEL 1T 5. 4 AEBREiZMD
HETHOMEEIIEE LRA 24 5,
(1) JCAN (Qualified)
Authentication of an individual and 1ssuance of the certificate concerned are not preseribed
in this CPS.
LR WO RAT R AR ARG, A CPS THEE L A2y,
{2) JCAN (Advanced)
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LRA authenticates the Individual using the Personnel Book managed by the Organization,
In ereating the Parsonnel Book, the existence of the Individual as an employee of the
Organization is confirmed through such eredible materials as @ a eopy of a resident’s cand or
notice of local tax spemal levy determination, employment insurance, resident’s tax, tax
exemption, insurance premium deduction, or reliable documents with validity periods, such

as Dmiver's licenses and Passports.

ARCERET SAWEERE LY LRASEAFEIELTT 9, AWOGRFOEXICH - T,

(EECHS LU O SRS ROUR B m s, RIS WeiRia s (ERR e ixfe (s

FHERRIEM G £ Y BELMEE S TS, WIS REFRE, 2320 — FE O HRIML 5 54

AOFERA & RBVEEFEE: L TiER S 4. ERASFEEREORITERS, [ U Pl TR AEEL

TVWRITT 5.

{8) JCAN (Basic)

LEA confirms the existence of the subject belonging to the organization using methods

belonging to the orgamzation. When 1ssuing the digital certificate to the external

organization (applicant fusiness partner fstudent fpatient ete), proof of identity is limited

ta official certificates or business cards and employee D eards which are maintained and

confirmed by the Organization.

JCAN Basic certificate might become JCAN Advanced when it is eonfirmed through official

documents such as resident’s cards, Driver's licenses, or Health Insurance Cards.
HMBEMEOHEZ L THRENRE I N TV ARITHHRTEHS Z L 4 LRA iR+ 5.
ARoMRMES (MR, RE81%, S/, ¥4 BES) CETHEHELRITTORE
i, ARRERE R LA, RS ONE - BRELTVWSLOKCIRS, i, A67EH
BERE L OSEEIE, YEMTFINFE Advanced [ZF5HZ 2N TE S,

3.2.4Required Information for Subscriber’'s Registration (FIBEEO2RITLERIRER)
Information required for subseriber’s registration regarding certificates stated 1n section
1.2.3. inelude the following:
123 CRESRDEARC VT AREEROMCHEBEN AR TROLEY THD,

(1) | An attribute of 8 Companyfan + JCAN (Advanced)
individual within a Party (status) | + JCAN (Basic)
Personnel Book which manages the

official name of a company/ an

individual within a party
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EFe HENBARTEICHTD 2L
Bt (WE=H), OEAARLERY
HAWEE

(2) | An Organizational Chart where + JCAN (Advaneed)
official names of a company and party | + JCAN (Basic)

organization{Departments, roles) are
managed

R Hikodsk M4, &8 o
IEFE PR AR5 4 (ka2

(3) | Official documents with validity + JCAN (Advanced)

periods, such as Driver's License or

Passport
MRS GQRFEE, S AKR— S, AW
IR 3 D TN

3.2. 5Records for subscriber registration (FIAZTOZHHOICE)
Acecredited LEA records all information used to verify the subseriber identity.
S27E LRA (L, BIRI#E oA NG 4 e+ 572 0 M U £ ToWR 4 F RS RiC it
%

3.3 Identification of Subscribers for Re-Key Requests (BOBERKBHED
HFRAEOXRAHSD)

3.3. 1 General Identification and Validation upon Key Renewal CEROBEIIFIZHITIAAE
BEER & RED)
Identafication of the certaficate subscribers upon key renewal i in aceardance with “3.2 Initial
Identaty Vahidation”
BEIC 51 HREFFR AT A AT, (3.2 PED & AFEE | (%,

3.4  Identification and Authentication for Revocation Requests (&ZhEBiREH
(OF PN 27304113
For the identification and authentication procedures of revoeation requests, Aceredited LRA
validates the revocation request by collating it wath the logged earlier issuance request.
TEH O AT RIT 50 H AN L EBREFH L LT, BE LRA A, WEAKICLAME
TR AR OEMEE T 7.
4 Certificate Life-Cycle Operational Requirements ((FBAEDSA
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FZHAONICHT HERLDEY)

All parties within the JCAN domain ineluding asuthenticated LRAs and subscribers have a
continuous duty to inform the JCAN Publie CA of all changes in the information featured in a
certificate during the operational peried of such certificate and until it expires or gets
revoked,
The JCAN Public CA issues or revokes certificates following a request issued by an

Aceredited LRA

A LRA, BIAE, Toft JCAN fHN O£ TOYEN L, GERISHAMMBYINIZ LD

A, EHELD ETORBYMEAD, HASHEHE LRSI NLIWROETOERIZSWT,

38T LRA 24T LTJCAN A7) o 7 CA CRETHREEA R BELA D,

JCAN #5370 o7 CAIE, B LRA (ZEX VIHHEN A ERIZES T, GERFFLRIT K

A,

4.1  Enrollment Process (EEGABEPIEFEIE)
Upon the request of a certificata, Aceredited LRA verifies the individual as per point 3.2
Imitial [dentity Validation” and approves or rejects the application of the Certificate
conearned.
2 LRA HREH SO B G 528G, 5.2 ICRRBOPIEIOA AFERIZ § L SR AR
ATV MBGES] BN A AR I P S,

4.2  Certificate Issuance (REBAEHIT)
After venfication of Certificate application, Accredited LRA registers the Certificate 1ssuance
request to the JCAN Public CA. If the request of Accredited LRA matches the requirements of
JCAN Publie CA, then the request shall be approved and issued. Issued Certificates are
delivered through Aceredited LEA and sent to the subscribers.
FEM MR OBAER ., SEFE LRA X, JCAN A7 U w2 CA IZAEMERITERA BT 5.
18 LRA 226 BRI, CA OEERCSE L TuviuiE, A ZhBitah s, RiTSfE
F &L, 80F LRA 24 L CTRIAF SRR SRS,

4.2. 1Certificate generation (EEBAM4ERR)
For issuance and renewal of certificates, JCAN Public CA 1ssues the certificates safely, based
on the following conditions:
+ JCAN Publie CA guarantees the unique dentification allotted to the subseribers within
the domain of JCAN Public CA .
+ The confidentiality and integnty of registration data 1s ensured at all times.
+ The authentication of registrars is ensured through appropriate credentials issued to

them,
TMEFEDNRITRUEHFIZML T, JCAN2UZ Y o2 CAIX, UTFIZHESNAIRFIZHEST,
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AL WA EICRITT D
JCAN A7) w2 CAiZ, JCAN A7) v 7 CA aENICHEWTHRECRI S TSN
Fr i OME— A R T S
WigT — 7 OWREIE S TRED, B SVLFRICLo TRESRD.
287 LRA M @8R MwREREIS, JCAN A RITH 2RERIESR, FOMMIZ RiT SN 5WE7%
16 HE A8 U TIRRE S L5,

4.3  Certificate Acceptance (REBAEZEDR4R)
An ssued certificate is deemed accepted by the subseriber when the Accredited LRA confirms
the acceptance of the issued certaficate.
WAT SAZFEMEL, JCAN A7) o 7 CA H 81T HREH B O ZME L 8% LRA 2350 L=
FEAT, fIRFIC Lo ZWMENELRAZENS,

4.4  Key Pair and Certificate Usage (A7 LiAFORAS)

4.4 1Usage of Private Key and Certificate by Subscriber (FIEFIc&DHER. RUEA
FOER)
(1) Subscriber Obligations  (FIM& ¥R
+  Use of the certificate shall only be permitted once the Subseriber has agreed to the
conditions within this CPS and to the Subsenber Agreement.
+ Use the certificate under reasonable conditions, proteet certificates from unauthorized
use and discontinue use of the certificate upon expiration or revocation,
+ Notify the Accredited LRA promptly of any changes in the information submutted that
might affect the trustworthiness of that certificate,
+ Should a erumal phenomenon occur which affects the integrity of the certificate,
revocation of the eertificate concerned shall be requested to Aceredited LREA
+  Secure private keys appropriately and proteet from compromuse, loss, unauthorized

disclosure, modification, or other unauthoerized use,

FIREOBRHEZUTOMRY THS,

« FOPS O FiF A AN L, & CPS LRSIt - T S Rigic 0 23 %
AERTAH -

c EEBASAEMARE T UMM L, FELBENCEINTAZ L, £EmHENHD
TR o8BI, RS E s,

© FEFEOEREZ RS RIETINROZE T L, 8 LRA 12, #-0zms
-

c SEMBOFZ S ERLEEY RIET RS REE LSRG, NEEN B0 kAT
LRAIZERTSHZ &
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c A YR L, B @k FEMT, XA, TOMOTE®RMBNGH
#TEL
4.4.2Relying Party Public Key and Certificate Usage (BIFHIcLALRE. RUNHED
®m)
(2) Relying Party Obligations  (REEEH O ##5)
Obligations regarding reliance on a certificate are as follows!

+  Certificates are verified by using the latest certificate status information published on
the Repositories which are presceribed in this CPS, Certificates are trusted only when
the certificate status information (CRL) is verified as the latest version,

+ Rely on and trust the JCAN Business Certificates only under reasonable

circumstances,

HEF SRMEE DEBIZUTFo@HmY Tha,
c FRCPS THFELEYMNY b TAMT2REGOMAYE 27 — % 248 L T
FFHLHBIEL, AR REHENWRSELL, BRFETHLALBRETE L &8

VIEM A AR AZ &,
« JCAN BV FAGENEA | GHMNLRNT CORE@MTI L,
(3) Conditions of respective Repositories and Websites (UM RY L2741k
[F 33

Subscribers and Relying Parties who access to Repositories and Websites must approve of
the conditions of use published in this CPS.
Acoceptable use of Repositories is as follows:
+  Acquinng certificate information, venfying certificate status, and verifying
corresponding digital signitures.
+  Reviewing other information published on the Website.
SRV RV RE =T M7 22T 50 RCBAEHIT, A CPSORE R U
AU b U TAMEh ORI R ARET A UEY RS,
VRV U O@ERICEY, ATOZ LATREICA2S.
c GEHEMHARGL, MAEORT-FAABAET A2 L, KU T AETEAY
ard sz b
s DT A E RS EOMOFRERE TS L

4.5  Certificate Renewal (RESAEDOEH)
Certificates 1ssued by JCAN will only be renewed 1f the private key is also renewed, The
renewal of the certificates shall follow the same process as outlined in section 3.9
Identification of Subseribers for Re-Key Requests,
JCAN mFEH®iE, @EHLHELLVRERFOEFI S Uiy, BEFRA S REHED
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4.6

Wirid, 188 ROFERPMFORHBHORABE XRLHECLS.
Certificate Revocation (FEBBEDOER)

Upon request from Accredited LRA, JCAN Public CA revokes the JCAN Business certificate

if:

4.7

There has been loss, theft, unauthorized disclesure, or other compromise of the private key
of the subscriber.
The private key of the subsenber is damaged and can no longer be used.
The Subscriber has breached a erucial obhigation under this CPS.
The execution of the cbligations in the CPS is delayed or prevented by a natural disaster,
ecomputer or communiecations failure, or by other phenomenon out of their control, and as a
result, other information 1s threatensd or compromsed.
Information 1n the eartaficate has been modified or differs from the facts.
The Subseriber no longer belongs to or is enrolled in the organization for reasons such as
retirement or withdrawal,
The orgamzation which the subject belongs to decides that the Subseriber Certificate must
be revoked.
Accreditation of LRA 1s revoked by JCAN.
There is a reascnable suspicion that the CA is terminated, or that CA private keys are
compromised,
JCAN Public CA decides to cancel the acereditation of the LEA for other reasons..
B2E LRA A6 MBERIC L Y, JCAN A7V » 2 CAIE, RO L5 BEIZICAN CVF 2R
HES 2 R+ 5,
- FIRFOREROHE, B, TEMR, FomoGilisoIRG
© FREORERSHE L EHTEL Lo RE
s FPER, ECPSOTORKLZEHILE LGS
© & CPS EBORITRITA, BANY, 2 C=2—¥ NiHEME, ZoREr
AEARGT L gh S, IRRATERAR AR ERERIC = 6 Shafifk Liss
c ERBCEENRAWHICEE RS - EBE, LWL ENELRE2BEBE
+ RER - BORFORS S L O RRE ST REMICATR - £ L2 2o mRE
« Zofl, PIREFRMESHRATGRRS DS ELLTNSHD L LB
« WM LRA L, JCAN @Rt Al Hah -85
s FRCAERTTHEE, XU CAREBRSERLEL L{E2OBALHIBE
o ZOih, A CA P ELHE LSS

Certificate Status Services (FIBARODAT—42AWEEH—ER)

JCAN Publie CA provides CRLs to the Subscribers as well as to the Relying Parties. JCAN
Pubic CA offers certificate status confirmation services including Webinterfaces to Aceredited
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I4RA5.
JCAN 227U w7 CAZ, MIMERFBIESICH LT, CRL £#4t4 45, JCAN AT v 2
CAEBELRAICH LT, YR =TA ¥ 7 2—RA%8r, MtHE A7 — ¥ AR Y —
AR 2.

4.8 End of subscription (FEAOET)

Subseription of JCAN Business Certificate ends when the certificate is revoked, expired or
the service is terminated.
JCAN ©'2 2 A JES ORI, AEHEO RS, FOMRGn, it -oxa8gTLEE
FIZHET T2,

5 Facility, Operational, And Management Controls (& L. &
=2k, ERLOER)

This section deseribes security controls used by JCAN Public CA to perform key generation,
subject authentication, CA certificate issuance, CA certificate revocation, audit, and archival.
ERETiE, 84, Y77 FOIRRE. CA IEMERIT, CA HEMEERD, X, RUT—

WA THRFERMTLEOITICAN AT Y w7 CABERT N2 ) 7 s EFRICOVWTENATS,

5.1  Physical Security Controls (¥pERgY¥EEE)
JOCAN Publhic CAimplements high-security contrals within the data center, These include
restricting personnel and physical access using electronic security mechanisms. The Data
Center implements measures which pmtect against waterdamage, earthquakes, fire, and
other disasters and implements other structural measures to prevent physical damage to the
facility,
JCAN /7Y 7 CA i, BRRER B o BUZNE - & LT, AR - BReY 7 7 = AHlie L |
BFHREXa VT 4 AD=X LA L OMER 22T 4arbn—NE TS ¥—
NIz 5, 7F—FrF—id, k¥, W8, ki FToOMORFEESISZT R0 L
[ R A S,

5.2  Procedural Controls (FHEE)
The JCAN Public CA follows personnel practices that provide reasonable assurance of the
trustworthiness and coompetence of the members of the staff and of the satisfactory
performance of their duties.
JCAN 737U » 7 CA {3, BEROEEHE L@ERCHERO L BHERTICo0T, SEHNARRAE
AR TED AWAEES S,
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5.3  Personnel Controls (ABRIEER)

5.3. 10ualifications, Experience, Clearance Requirements (¥#. BRRUSHDEM)
Employees employed under the employment standards of this CPS or contractor personnel
equivalent are the personnel in trusted positions preseribed in Procedural Controls in seetion
5.2,

A CPS ORI XS R AN ERA, SO RS OSRR A 5.2 580 FHiIF R
Bl oEEI NS (ERATHLS,

5.3.2Training Reauirements  (BFHEEH)
JCAN Fublie CA provides training to their personnel to carry out the CA functions.
JCAN 237 Y 7 CA T, JERERBAETTHE0IE, FOERICHELERKT S,

5.3.3Retraining Frequency and Requirements (D HEERUEM)
Personnel are regularly retrained for the purpose of renewing and maintaiming the

procedural knowledge.
FEIZ T OO WG & R A BEC, RN B A T OERICERT 5,

5.3.48anctions for Unauthorized Actions (B®HSATULVELMTEICH T HB)
JCAN Publie CA will take diseiplinary actions toward personnel whe perform unauthorized
actions, use unauthorized authority, or use unauthomzed systems,
JCAN A7 w2 CA L, BHERTWRVTE, B8HonTHWRVEROER, BaHs5h
TWRNWY AT A4 U7BRICHE L @ETiun & Hl LBy Mk aiT 22885,

5.3. 5Documentation Supplied to Personnel (BRICIREST AN
JCAN Publie CA provides documents to personnel on the first day of training and between

other training sessions.

= b CA L, PIEOPHE X FOMOTHEOIN, BRIZH LW AR 2,

5.4  Audit Logging Procedures (EHEOJOFH)
JCAN Public CAimplement Audit logging. These include logging of audit event, and andit
systems implementad for the purpose of maintaining a secure environment. JCAN Public CA
implements the following controls,
EXo VOFHICR, ZELAHAENTIENTRESLEA S boZ LEEY -1
FHh&Et, JCANAT U w2 CAZ, UTOERAYFEETS,

5.4. 1 Types of Logs to be Audited (BETHOJDIEM)
JCAN Public CA implements the following controls:
JCAN »7 U w2 CAiL, UFOaHREmET 5.
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(1) System Log (VAT AZMTEHY)
Issuance of a certificate
Revoeation of a certificate
Publishing of a CRL
Others (such as Record Log)
+ CAGEHBORT
« CA REM& @ 5
+ CRL @25
o 2O (0 XA CEREE)
(2) Records regarding entry/exit and operation of CA private key, (NBE X CARE
BOBEICRT 5e&E)
= CAfaality isitor entrylexit.
Records regarding operation and life-cyele management of CA private key.
CA {4 2E -0 GRERR
© HESROREICPT S e

5.4 2Audit trail records contain: (BEEV—LOOTICEENDHEE)

* The identification of the operation
» The data and time of the operation
+ The identification of the certificate involved in the operation
« Theadentification of the person that performed the operation
+ Areference to the request for the operation

- i

- WfEO R, B

o« WREICE 0 5 FEH & O

+ BRFE IR Lo A aoiki)

o WREERIZNAT S BRINR

5.4 3Freauency of Processing Log (BEOJ20HATLEE)
Appointed personnel inspect the log file in regular interval and detect and reports when there
is an abnormal event,
—~EORRT, faShtER/lXn X 7oA LB, BEEeLEunl, MiFTxsL9
15,
5.4.4Storage and Protection of Records and Backup (RBBROBFLER, RUNSvHIT v T)
The bog files and auditing trails are recorded, These are appropriately protected using an
Aceess Control Structure.  These Jog files can only be accessed by an Individual appointed to
JCAN Publie CA or for the purpose of inspection by the appointed auditor,
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JCAN /371 w7 CAOEfMmENTH, RURFEEREEEAC LIRS, o X 77 q
N EBERERILRE NS, ThGE, T ARBEMC L0 @IC i Eh, Ry 2Ty
TENS,

5.5  Records Archive (I#BO7—Hh4 )

5.5.1Types of Records Archived (7—hA JEh 3ROSR
JOAN Pubhe CA maintains the details of all CA Certificates, auditing data of 1ssuance and
revocation of CA Certifieates, appheation information of CA Certificates, CRLs, log files, and
any other records which support the application of CA Certificates, These records are
maintained through reliable methods.
JCAN »37Y » 7 CAid, CARERAE, CAMHENRIT - £HoEX7—%, CRL, CARE

WBNIRE, 077 7 4k, RO CA GRS BRER0 BT RO RS, (R0 5 2 ik
TR B

5.5.2Retention Period for Archive (7—hA TREHM)
JCAN Public CA retains records of CA Certificates in a reliable format for no more than
seven years following the date the Certificate expires or is revoked.

JCAN 7370 w7 CAWL, CAIEM BOLHR4, FOMB0NE . kD, BE 7TEM,
BWOHAFETEREGT 5.

5.6 Compromise and Disaster Recovery (fEFafk. RUKTAMALODEIR)
JOAN Publie CA maintamns records on reporting and handling preeadures for incidents and
compromises in a separate internal document. JCAN Publie CA documents the recovery
procedures used if computing resources, software, and/or data are corrupted or suspected of
being corrupted.
JCAN 7Y o7 CAZ, A 237 PRUBHIESRE LEREORE LI RV Epd
P X®E L TEBET 2. JGCANAT Y v 2 CARRl avEa—SYRE. Y7 bo=T, Xt
F= TR LR TR S MR A O LT AL (SO NIEEE)

5.7  Termination of CAor RA (RBAEBRIIBBBORT)
Before terminating its CA or RA (Registrarion Authority) activities, the JCAN Public CA will

take steps to transfer to a designated organization the following information at JCAN Public
CA's own costs:

All information |, data, documents and repositories pertaimng to the JCAN Public CA
Archives and audit trails

BAER L LT oEmA T T ARNT.JCAN A7 D w7 CAIEE R S -k -l Folfiss,
Bk AR A THRET D,

* JCAN 237V w7 CAIZMF 54 < TOMB., 7—7., L&, VHEIRY
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6 Technical Security Controls (it Fxa) 74 BH)

This section deseribes the security measures taken by JCAN Fublic CA to protect its
eryptographic keys and activation data.
AR T, WEREVEELT — 7L BB THEHIIRHT LI EX 2 U 7 4 oM 5,

6.1 Key Pair Generation and Installation (BMAPOD&ERK. RUA VA F—IL)

6.1. 1CA Key Generation Devices (CARERDT /{4 R)
Hardware Security Module ("HSM"), Cryptagraphic Signing equipment for safely generating
and managng private keys, 1s used for generating and managing private keys.
FCANBEROER L FRICE, BERLLSCRETIELWSEMTELI ~F0 =T
X2l T 4ES2— (LIF THSM) &0 3) 2AVS.

6.1.2CA Private Key Generation (CAIERDERM)

The CA generates the CA private keys by following the documented procedures. The
generation of the CA private key requires more than twe authorized staff members servingin
trustworthy positions, And this action requires *Mutual supervision”. Private keys are
managed on HSM and the shared secret system. The generation algorithm shall be the RSA (an
algomthm for publickey encryption) in the way of SHA-1 or SHA-255 hashes, and the key
length is to be 2048 bit minimum.

A= b CAHL, XBEENEFHECE-T CARERALKT S, CAOREROERIL, &
fEEn0R2AULOBRICLAWRLLTE LTS, ZTOTHLHEIRRA 0 RERL,
HSM TEA S, BESBRINTEFRINS, BERT L) XLE RSA SHA Xit
SHA-266 2 L. 8EZR(E 2048bit L5,

6.1.3CA Private Key Usage (CABEROFHEAEK)
Private keys of the JCAN Public CA are used to sign Partner CA Certificates and CRLs.
(Other usage 1s prohibatad,
FCADEERL, CAHVRBITTHAFARLARARLD) 2 FoBRCHEREINS, 20O
FIR IS TS,
6.1.4CA Private Key Types (CARERODS24 T)
The CA private key shall be 2048 bit in length and generated by RSA algorthm, with SHA-1

or SHA-268 hashes.
CAREENL, ME2048 ¥ T, RSATA T XL LA HHT A,
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6.1.5Generation of the Subscriber Private Keys (HBAEOREROEAM)
The Private Key of Subseribers are 2048 bit. in length and uses RSA algorithm. For its
generation, the following method is used!
FIMFREROLERIE, B#E2048 Y » FTRSATA I ZALZER L, FROMAILDS
ETITI :
(1) Generation of Private Keys by JCAN Public CA  (JCAN /A7) w7 CAZ L AWERD
ERE)
When JCAN Public CA generates the private key on behalf of subseribers or LRA, the key
pair and CSR 1s generated according to a safe key generating procedure and by following
the key generation policy referenced above. The CA enforces to subsenbers to use of a PIN
code, The PIN protects the generated private key in PEKSC#12 format. Once subseriber or
LEA receives the PESC#12, all instances of this PKSC#12 are destroyed by CA including
the PIN code. None of the generated private keys are archived.
JCAN 37U v 7 CA FHIAEE LRA (b s THREROERZITI B, E2284%
NS FGT, LRSERON U S CiE L T PRI 027 R1XC8R £ 4K+ 2%, & CA
13, WEREIZME L PIN O H 4 &0, 454 PIN £H O THRER S &1 pkes#1 2 RO
WS- (EIER /S o or— (LAT Iphes#12 EGERE | L4009 24T 5, HIEPIN RO
LI R@mENEIT —h A THT, £TOA 2 AL phes#t] 2 TEGER B0 ER % 2R X
hd,

6.2  Key Pair re-generation and re-instal lation (BA7DBEREBFA VR
k=)

The JCAN Public CA decommissions and destroys keys uged in the past and zero-out

ervptographic devices 1n a secure manner at the end of the hifercyele.  All backup or escrowed

copies of its private keys are also destroyed at the end of the life-eyele.
5= b CARTZA 7 HA 2 AORTEIC  BERFETHRECHB SN TORYIEREL
WRTHNARAEYoORETS, REE, T23TORy I T o /R —c 22 0 -2 #E
BOYFIITA 7 HA 2 ADRTRHIZERIESNDS,

6.2. 1CA Key Generation Controls  {(CA R4£mOHEE)
Please see section 6.1.2
61215,

6.2.2CA Private Key Storage (CAMEROGE)
The private key of the CA 1s stored in an HSM. When outside the HSM, the private key is
always strongly encrypted.
F CA OREEL HSM [CHE L, HSM 04 T CA ORERIHICHS L END,
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6.2.3CA Public Key Distribution {(CA 2BISD3Z )
Public key distribution of the CA's own publie key takes place aceording to the CA's own
practices

A CA BHOLAMMR (1, K CA BHOREEFRIZE- TEITENS,

6.2.4CA Private Key Destruction (CA BESROMIESX)
The CA private keys are destroyed at the end of their lifstimes by at least two trusted
aperatives, The Key destruction process is documented and associated records are archived.
ECADWERL, 74274 LOREIC, BESAEER 2 HUAEOEROE2OOTICE
ExhA, BOBBEONIEICRT L, Ml SERRTRGTFT 2.
6.3 Private Key Protection and Cryptographic Module Engineering Controls
(RERORE. RUMSED 21— ILENOEE

6.3. 1CA Private Key Protection (CARERDNER)
JCAN Publie CA uses HSM which meets the standards of FIPS140-2 Level 2.
JOAN 2371 o # CA ., FIPS140-2 @ L4 3 M OB EL RS L HSM L5 4.

6.3, 2Subscriber's Private Key Protection (FIEAEREROEE)
(2) Subscriber Obligations  (RIF¥H O®HE)
Subseribers must secure the private keys of the certificate on their own.
&L, EEORESLARAEEYOBETLER2CREL2INERG RN,
{3) LRA" = Dbligation  (LRA O 38F%)
LEA salely distributes pkes#12 format certificate and corresponding PIN to the subseribers
and securely protects them.
LRA (Z pkes#12 0G0 8 B OHG+ 2 PIN 2 E&ICRAF R4 L. DoR IR
Liedthnidfa s/evy,
(4) CA Obligation (A= CA O
After generating the of pkes#12 formattad certificate, the CA protects the private key through the
use of a PIN. None of the corresponding PINs are retained: they are destroyed.
A CA (2, phos#12 FEAGEA & & % Uinds L2, fIRGEA & O R E# 4 PKCS#12 & PIN
T L, ST A PIN 2 —WR(FE 7T 5,

6.4  Activation Data (FHEtF—4%)

The JCAN Pubhic CA securely stores activation data assomated with its own pnivate key and
operations,

JCAN /370 » 2 CAZ, HE ORGSR L i I Ml 5 F L7 — 7 LB RIZRET 5.

6.5  Computer Security Controls (A VEA—3DtFaUT1HE)
The JCAN Publie CA implements required ecomputer security controls.
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6.

6.

7

JCAN A7 Y w2 CAR, #ERa/Pa—¥EXall 7 HFRLEWTS.

6

Life Cycle Security Controls

(54747 ILORHFLOEE)

The JCAN Public CA reviews perodic security management controls.
JCAN ATV v CAE, EMRIS X2 V7T 4 WB L V2 — 4 EET 5.

7

Network Security Controls Ry bP7—9+tFa\ T4+ FHE

The JCAN Public CA network is protectad by firewall and intrusion detection system,
EKCADARy b =0i%, Z7AT 24 =N LTERBMCAT MLV RESH D,

Certificate and CRL Profiles

)

This seetion specifies Certificate and CRL Profiles
Ot ra At EHAB T —vv b, ROECRLOF 77 A LARET S,

1.

1 Certificate

(IEBAE. RUCRLOTOT7 74

Profile (REBAERZO274A)L)

The JCAN Public CAssues certificates in the X504 Version 3 Format.

JCAN ATV » 7 CA

PRITTHHAMEL X0 R—TavrdTr— o MoEVER 2D,

Field (74— F)

Value or Value constraint (f, iXfEml#)

Serial Number
S e

Unique value within the CA domain
CADPMONTH—EBLES

Signature
Algorithm
FTHTATN LA

Obect identafier of the algorithm used to sign the certificate.

SHA1 RSA or SHA256 RSA in accordance with RFC3279.
GERRICFATAENCER ST LT ) XA TP =2 R
+

RFC3279 [2iEvy, SHAL RSA Ei-id SHA266 RSA

Issuer Certificate

The name of the CA which 1ssued the digital certificate - wntten in

FEM RERTTH X600 wdentifier (DN) format,

[ FmEB 2 BT L2 CA @A RT, X500 @314 (DN) itk
Valid From Start of the validity period of the certificate
i Zhit sl B 62 1 HESH 00 f ZhIB RS B 26
Valid To End of the validity period of the cortificate
MR T A AE & O E MR EE TR
Subject DN The name of the owner of the digntal ceritificate and other pertinent
HF =2 F DN | information

1 e B WO W O R
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Subject Publie The public key.

Key AES AT & o0 28 BHE I B 5 iR
=y AWM

"

7.1. 1Authority Key Identifier (Authority Key ldentifier #ii3R)
JCAN generally incarporates the Authonty Key ldentifier extension in the EE Certificates
and Intermediate CA Certificates, The Authority Key Identifier is ecomposed of the 160-bit
SHA-1hash of the public key of the CA issuing the Certificate.
JOCAN i, EEREF# & P M CAFZEF Rz L, X500 23— 3 » 3 @ Authority Key
Identifier S 2 A 5, SEH & 3 77858 subjectKeyldntifier SE3E 2 & 1085, Authonty &
BT, AR B A RITTARIEROLMEO 160 £ o @ SHA-1 ~ o v a bl I h

%,

7.1.2Author ity Information Access  (Authority Infermation Access {i3R)
JCAN generally incorporates the Autharity Information Access (*AIA") extension of X.509 the
appropriate EE Certificates and Intermediate CA Certificates.  AIA is incorporated through
the URL of the location where a Relying Party can obtain the issuing CA certificate.
JCAN iz, EE mEF®, BUGEY THIEPM CARERARCH L, X500 S—Ya 30
Authority Information Access L4, BHEE 7 » 7 CAREHELTR®TZ 5 URL
LA .

7.1.3CRL Distribution Points  (CRL Distribution Peints %)
Most JCAN X 506 Version 3 EE user Certificates and Intermediate CA Certificates include
the eRLDistributionPoints extension containing the URL of the location where a Relying
Party ean obtain a CRL to check the certificate’s status.
JCAN @) EE 2 — i & & ] CA GEF &1L, BaEE 2 CAIEA RO 27 — ¥ A 4R+
%4 7=8¢ CRL #Ht§ T % 4 URL £ &7, X500 23—+ 3 > 3 @ cRLDistributionPoints i
BREEL,

7.1.48Subject Key ldentifier  (Subject Key Identifier {i3R)
Where JCAN ineorporates 3500 Version 3 certifieates with a subjectKevldentifier extension,
the keyldentifier based on the public key of the Subject of the Certificate 1s composed of 160
bit SHA-1 hash.
JCAN %5 subjectKeyldentifier #£ %4 X500 /54— 3 & SaEM I A+ 28G5, aEP&O
W2 POLSREIZ S L3¢ keyldentifier i, 180 £ @D SHA-1 /vy =l 6
Hand,
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JCAN Public CA0 CAGEWEFET 17 7 11

M Certificate Profile (Basic Certificate Fields)

AccesslLocation
UniformResourceldentifier

IER Certificate Fields Setting | Data type Explanation —
Value Description
Version [INTEGER 2 2] due to being V3
SerialNumber ILNTEGER <nnnnn> Unique No. allocated by CA
Signature Algorithmldentifier 1.2.840.113549.1.1.5 SHA-1withRSAEncryption
- o —
Validity Validity > V.alld\ty Period (10 year?) Considering CA
Hiarach
[NotBefore UTCTime Yymmddhhmmss YymmddhhmmssZ(YMDHMSZ)
[NotAfter UTCTime Yymmddhhmmss YymmddhhmmssZ(YMDHMSZ)
lssuer Name <CHAR> ’(\‘:an;e of Issuing Authority which issued this
CountryName Printable String JP Country Code (2-letter code)
- Object Identifier (OID) 2.54.10
OrganizationName PrintableString, JIPDEC
OrganizationUnitNam Object Identifier (OID) 2.54.11
e Printable String JCAN Sub Root CAO
CommonName Object Identifier (OID) 2543
Printable String JCAN Sub Root CAO
Subject Name Name of the holder of the certificate
CountryName Printable String JP Country Code (2-letter code)
- Object Identifier (OID) 2.5.4.10
OrganizationName Printable String, JIPDEC
OrganizationUnitNam Object Identifier (OID) 2.5.4.11
e Printable String JCAN Public CA0
Object Identifier (OID) 2543
N
CommonName Printable String JCAN Public_CAO
SubjectPublicKeylnfo SubjectPublicKeylnfo <CHAR> Certlflca.te Subscriber (Subject) ' s Public Key
Information
Algorithm Algorithmldentifier 1.2.840.113549.1.1.1 Public Key Algorithm: rsaEncryption
SubjectPublicKey BIT STRING <nnnn> 2048bit Public Key
M Certificate Profile (Basic Certificate Fields)
Setting Explanation
ftems criticality Data Type Vﬂue Description
X . Object Identifier (OID) 2.5.29.35 CA Key Identifier
h Key I fi FALSE
authority Key Identifier OCTET STRING <CHAR> SHA—1 Value according to RFC5280 4.2.1.2
. . Object Identifier (OID) 2.5.29.14 Subscriber Key Identifier
bjectKeyldentifi FALSE  [=dect identiiier
Sublectfeyidentiier OCTET STRING <CHAR> SHA-1 Value according to RFC5280 4.2.1.2
KeyUsage TRUE  |Object Identifier (OID) 2.5.29.15 Purpose of Public Key contained in the Cert
KeyCertSign BIT STRING 1 for the purpose of Verifying electronic signature
CRLSign BIT STRING q for the purpose of ehcrlptmg the key of
common key to distributing key
certificatePolicies FALSE  |Object Identifier (OID) 2.5.29.32 Certificate Policy
policyldentifier
certPolicyld Object Identifier (OID) 1.2.392.200063.30.5300 OID of Certificate Policy
policyQualifiers
policyQualifier]D Object Identifier (OID) 1.3.6.1.5.5.7.2.1(id—qt—cps)
qualifier 1A5String http://www.jipdec.or.jp/repository/ REpO.SItONS URI._ where certificate policy and
the like are published
olicyQualifierlD Object Identifier (OID) 1.3.6.1.5.5.7.2.2(id-gt-unotice)
qualifier Visible String JCAN Business CP. Name of certificate Policy
Basic Constraints TRUE  |Object Identifier (OID) 252919 252919
[ca BOOLEAN TRUE
|Path|enConstraint |INTEGER 0
FALSE i i ifi ion i
GRLDistriburionPoints Object Identifier (OID)  [2.5.29.31 i’g;lr_’)“at“’" to obtain certificate revocation list
distributionPoint
FullName
uniformRes . .
ourceldenti |A5String http://crl.globalsign.net/jcansubrootcal [to set up a URL
fior crl http:// *kkkkkkkk
authorutyInfoAccess FALSE  Object Identifier (OID) 1.3.6.1.55.7.1.1 CA Access information
AccessMethod Object Identifier (OID) 1.3.6.1.5.5.48.2

IA5String

n/jcansubrootcal.crt

http://secure globalsign.net/cacert/jca

to Publish URL of the Certificate of CA that
issued this certificate
http:// kskskokok




= o .
JCAN EE GEBHE 71 7 7 1 /L (Basic)
JCAN (Basic)
IEH Certificate Fields Setting Data Type Explanation —
Value Description
Version INTEGER 2 [2] as itis V3
SerialNumber INTEGER <nnnnn> Unigue No. allocated by CA
Signature Algorithmidentifier S(H{A;\gl‘tg??ggzgc?r])t;o)n Signature Algorism (SHA1)
Validity Validity <n> 1 year after issuance date
|NotBef0|’e UTCTime Yymmddhhmmss YMDHMS
|NotAfter UTCTime Yymmddhhmmss YMDHMS
Name of Issuing CA which issued this Cert.
Issuer Name <CHAR> State theSubject DN as contained in CA Certificate.
CountryName Printable String JP
StateName Printable String * ok ok ok ok ok
LocalityName Printable String * ok k ok ok k
OrganizationName Ol?Ject ldenFlfler (0ID) 2.54.10
Printable String
OrganizationUnitName Ol?ect lden‘tlfler (oID) 2.54.11
Printable String
CommonName Ol?Ject ldenFlfler (0ID) 2543
Printable String
. Name <CHAR> Name of the holder of the Cert
Subject
State user name, server name, etc.
CountryName Object Identifier (OID) 2546
Printable String(2) Country code
StateName Object Identifier (OID) 2548
Printable String(24) Prefecture where organization is located
LocalityName Object Identifier (OID) 254.7
PrintabIeStrin_g_(24) Locality where organization is located
- Object Identifier (OID) 25410
N
OrganizationName Printable String(54) Organization name
- . Object Identifier (OID) 2.54.11
OrganizationUnitName! Printable String(32) “OU-1"+JCAN Accreditation No.
- . Object Identifier (OID) 25411
N 2 a ,,
OrganizationUnitName Printable String(16) OU-2"+LRA Organization's own management No.
Object Identifier (OID) 2543
CommonName PrintableString(32) English name of Object to \{vhlch the cert is issued
(acceptable for alphanumeric charater)
SubjectPublicKeylnfo <CHAR> Certificate Subscriber (Subject) ' s Public Key Info.
Algorithm Algorithmldentifier 1.2.840.113549.1.1.1 (rsaEncryption) |Public Key Algorithm: rsaEncryption
SubjectPublicKey BIT STRING <nnnn> 2048bit Public Key
JCAN (Basic)
Setting Explanation
ltems criticality Data Type Value Description
. - Object Identifier (OID) 2.5.29.35 CA Key Identifier
thority Key Identifi FALSE
authortty ey Tdentimer OGTET STRING <CHAR> SHA-1 Value according to RFC5280 4.2.1.2
. . Object Identifier (OID) 2.5.29.14 Subscriber Key Identifier
FALSE =2
subjectKeyldentifier OGTET STRING {CHAR> SHA-1 Value according to RFG5280 4.2.1.2
KeyUsage TRUE [Object Identifier (OID) 2.5.29.15 Purpose of Public Key contained in the Cert
DigitalSignature BIT STRING 1 for the purpose of Verifying electronic signature
KeyEncipherment BIT STRING 1 f?r t.he Purpose of encripting the key of common key to
distributing key
DataEncipherment BIT STRING 1 for the purpose of data encription
extendedKeyUsage FALSE |Object Identifier (OID) 2.5.29.37 Purpose of Extension key use
clientAuth Object Identifier (OID) 1.3.6.1.5.5.7.3.2 TLS Client Verification
emailProtection Object Identifier (OID) 1.3.6.1.5.5.7.3.4 used for S/MIME
msEncryptionFile System)| Object Identifier (OID) 1.3.6.1.4.1.311.10.3.4 used for Microsoft specification Encription File system
certificatePolicies FALSE |Object Identifier (OID) 2.5.29 .32 Certificate Policy
policyldentifier
|certPoIicyld Object Identifier (OID) 1.2.392.200063.30.5300 desiganate OID for Certificate Policy
policyQualifiers
policyQualifierID Object Identifier (OID) 1.3.6.1.5.5.7.2.1(id—qt—cps)
e X . . . Repository’s URL where certificate policy and the like
lifi .
qualifier IA5String http://www.jipdec.or.jp/repository/ are published
policyQualifierID Object Identifier (OID) 1.3.6.1.5.5.7.2.2(id—qt-unotice)
qualifier Visible String JCAN (Basic) Type of certificate
Basic_Constraints FALSE |Object Identifier (OID) |2 5 29 19 252919
CA BOOLEAN FALSE
subjectAltName FALSE |Object Identifier (OID) 25.29.17 Subscriber Identifier
|rfc822Name IA5String Subscriber's email address, which is required for S/MIME
cRLDistriburionPoints FALSE |Object Identifier (OID) 2.5.29.31 Information to obtain CRL
distributionPoint
FullName
i “http:/fcrl globalsign.netjcanpublicca0.crl”
uniformResou 1A5String prtrgobasignneticany URL of the CRL
rceldentifier
authorutylnfoAccess FALSE |Object Identifier (OID) 1.3.6.1.5.5.7.1.1 CA Access information
AccessMethod Object Identifier (OID) 1.3.6.1.5.5.7.48.2

AccesslLocation
UniformResourceldentifier

IASSTRING

http://secure.globalsign.net/cacert/

ican/jcanpublicca0.crt

URL of the Certificate of CA that issued this certificate
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JCAN EE ir#HE 1 7 7 4 /L (Advanced)
JCAN (Advanced)
- . ) Explanation
S
I5H Certificate Fields etting Data Type Vaine Desoription
Version INTEGER 2 [2] as itis V3
SerialNumber INTEGER <nnnnn> Unique No. allocated by CA
Signature Algorithmldentifier S(H1A;‘g‘|:8???§2;7ﬁtl5°)n Signature Algorism (SHAT)
Validity Validity <n> 1 year after issuance date
|NotBef0re UTCTime Yymmddhhmmss YMDHMS
|NotAfter UTCTime Yymmddhhmmss YMDHMS
Name of Issuing CA which issued this Cert.
Issuer Name <CHAR> State theSubject DN as contained in CA Certificate.
CountryName PrintableString JP
StateName PrintableString * k ok k ok x
LocalityName PrintableString * k ok k ok x
OrganizationName Ol? ect lden.tlﬁer (oID) 2.54.10
Printable String
OrganizationUnitName Ot?Ject lden‘tlfler (0ID) 25.4.11
PrintableString
Object Identifier (OID) 2543
CommonName > -
Printable String
. Name <CHAR> Name of the holder of the Cert
Subject
State user name, server name, etc.
CountryName Object Identifier (OID) 2.5.4.6
Printable String(2) Country code
StateName Object Identifier (OID) 2548
PrintableString(24) Prefecture where organization is located
LocalityName Object Identifier (OID) 2.54.7
PrintableString(24) Locality where organization is located
- Object Identifier (OID) 2.54.10
OrganizationName Printable String(54) Organization name
- . Object Identifier (OID) 2.54.11
0] N 1 = G
rganizationUinitName Printable String(32) OU-1"+JCAN Accreditation No.
OrganizationUnitName2 Object Identifier (OID) 2.5.4.11
Printable String(16) “OU-2"+LRA Organization’s own management No.
Object Identifier (OID) 2543
N " - - —
CommonName Printable String(32) English name of Object to Yvhlch the cert is issued
(acceptable for alphanumeric charater)
SubjectPublicKeylnfo <CHAR> Certificate Subscriber (Subject) ' s Public Key Info.
Algorithm Algorithmldentifier 1.2.840.113549.1.1.1 (rsaEncryption) |Public Key Algorithm: rsaEncryption
SubjectPublicKey BIT STRING <nnnn> 2048bit Public Key
JCAN (Advanced)
Setting Explanation
Items criticality Data Type Value Description
. - Object Identifier (OID) 25.29.35 CA Key Identifier
thority Key Identifi FALSE
authortty ey “dentiner OCTET STRING <CHAR> SHA~1 Value according to RFC5280 4.2.1.2
. . Object Identifier (OID) 2.5.29.14 Subscriber Key Identifier
FALSE [=2Ject lde
subjectieyldentifier OGTET STRING <CHAR> SHA-1 Value according to RFC5280 4.2.1.2
KeyUsage TRUE  [Object Identifier (OID) 2.5.29.15 Purpose of Public Key contained in the Cert
DigitalSignature BIT STRING 1 for the purpose of Verifying electronic signature
KeyEncipherment BIT STRING 1 ﬂ.)r t.he Purpose of encripting the key of common key to
distributing key
DataEncipherment BIT STRING 1 for the purpose of data encription
extendedKeyUsage FALSE |Object Identifier (OID) 2.5.29.37 Purpose of Extension key use
clientAuth Object Identifier (OID) 1.3.6.1.5.5.7.3.2 TLS Client Verification
emailProtection Object Identifier (OID) 1.3.6.1.5.5.7.3.4 used for S/MIME
msEncryptionFileSystem| Object Identifier (OID) 1.3.6.1.4.1.311.10.3.4 used for Microsoft specification Encription File system
certificatePolicies FALSE |Object Identifier (OID) 2.5.29 .32 Certificate Policy
policyldentifier
|certPoIicyld Object Identifier (OID) 1.2.392.200063.30.5300 desiganate OID for Certificate Policy
policyQualifiers
policyQualifier]D Object Identifier (OID) 1.3.6.1.5.5.7.2.1(id-qt—cps)
qualifier 1A5String http://www.jipdec.or.jp/repository/ Repos'to.rys URL where certificate policy and the like
are published
policyQualifier]D Object Identifier (OID) 1.3.6.1.5.5.7.2.2(id-gt-unotice)
qualifier Visible String JCAN (Advanced) Type of certificate
Basic_Constraints FALSE |QObject Identifier (OID) |2 529 19 252919
[ca BOOLEAN FALSE
subjectAltName FALSE |Object Identifier (OID) 25.29.17 Subscriber Identifier
|rF<:822Name 1A5String Subscriber’'s email address, which is required for S/MIME
cRLDistriburionPoints FALSE |Object Identifier (OID) 2.5.29.31 Information to obtain CRL
distributionPoint
FullName
i "http://crl.globalsign.net/jcanpublicca0.crl”
uniformResou 1A5String prkr.giobarsign.neticany URL of the GRL
rceldentifier
authorutylnfoAccess FALSE |Object Identifier (OID) 1.3.6.1.5.5.7.1.1 CA Access information
AccessMethod Object Identifier (OID) 1.3.6.1.5.5.7.48.2
A Locati 5 i
coess_ocation IA5STRING http://seoure.globalsignnet/cacert/ ;o 4f the Gertificate of GA that issued this certificate
UniformResourceldentifier can/jcanpubliccal.crt
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DROP TABLE IF EXISTS c¢_jcan_history;
DROP SEQUENCE IF EXISTS c_jcan_history_id_seq;

-— Name: c¢_jcan_history Type: TABLE Owner: fxsystem

CREATE TABLE c_jcan_history (

id serial, —— Xk P EEE B R
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GRANT SELECT, INSERT, DELETE, UPDATE ON c¢_jcan_history TO GROUP fxuser;
COMMENT ON COLUMN “c_jcan_history”. “id” IS ' %k 1 35 1% i g g
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COMMENT ON COLUMN “c_jcan_history”. “jcan_email”

COMMENT ON COLUMN “c_jcan_history”. “jcan_ps”

COMMENT ON COLUMN “c_jcan_history”. “jcan_pin”

COMMENT ON COLUMN “c_jcan_history”. ”“jcan_number”

COMMENT ON COLUMN "¢ ican historv”. “ican name” IS
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THATH a—FKER%Z, 238 CHRET LT 7V r—va v ERiEa—FO L LE 24T
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THAT 5,
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KU AT AT, SFEEOEEINFAET D, 24D D%EHIEL, Docd845(CSB : A & FHf#k D FRFE)
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HETCHET LI vA Y EZOMELZL TIZRT,
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RTHNIZIJEITA 2 EZ2AELTW5, CSB ik, FEH Z L 1T E - R E SN -RIAHETH 5,
Bz X, ¥ —FOBHLOVEFIFHEORITSE 250 JIPDEC 2 P2 HE L T\ 5,

Fo. ERICRE L&HUMC, BEROBEBHEZITOBMEDAZY ) ERELTVD,

FEEIOBRE FRIZRT, B R %2 £ L7720 SASB X, HONE L TV D ERICHRE
SNTWVWD ASB (Zxf L THAFE =2 — FOFATIRIESL, 22— NIZBE AT 2 i - pE dh OO ff #Os

HEx2ITD, SASB & SAB TRV T2 HIL, BENHHRL S LD, BEHFAIERKLIMHETF
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C&Bﬁﬁﬁoit\0$3ﬁﬁikuﬁﬁéhéﬁﬁfﬁb a— FERICBWT, BZLIg#
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System

| < Z2ZZZ Industry >

| < YYYY Industry > ASB
< Semiconductor Industry > (country A )

Origina

or
&unterfeit

\ X

N
Access log

SASB ( self-managed )

Self Authentication Service Body

Manufacturing
Code

Package, Chip mark
Shipping Label, RFID

____________

""""" =3 Consumer

1

1
1 Consumer i !
1

1

1
Customer |7

Device Customer

Maker

M 2-1 £ RINOBER

2.2 a—F@ERIZOWT
AL AT LT, 2FBEORBIE=— FRFET D, UTICTOMEZRT,

SA4t AL — MHBIHE=2— FOCLTF LCO)
> 20T DEETFINOBRINDLIT—FTHD,

> RIS O b L — R ST RIS NS Z A BELTVS,
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< Mark of Authentication code >

Shipping Label , Box , Tray Device
=
=1
=1 ) —
| =) ==
\
—— =7 =7 _
outside box \ /{..,/_.if"""Fniddle box Device Tray Device
Authentication code for
License Plate | Authentication code for Device

country industry ASB Authentication code
JPXXX CAAXAXQAXKXAOXXQAAOXA

&=
. Recognition Organization

& JPDEC or SIA or ---- Traceability for Quality

BBEEBBBEBBBBB—EEEEEEEEEEE—LLLLLLL—WW—XXX—YYY

2254V RTL—F, THNARI—FHE

221 4R T L— FARBHEI— F(LO)
TAB AT L — FHORBREA— FOMEZ LT ICRT,

K224 VRTL— FARIEI— FRE

FAT - Bgk - HF | - LCIL, ASB 23%4T L. SASBAMAT 52— K Th 5,
SASB 3B ARE I gk L 7= 5 1%, ASB S ET 5,

BT N © SASBiE, 2— FZBAT LIRS, ITOREEIT O,
BERAE KL, g AR EBEET r—~ v P TED BN E
RTHY ., TFAMREET — 2% % ASBIZERFET 2,

Z DA - LC DfEIE, ASBWAEWT LT X LRMETH %,
LCTiX. ASB @ = — FGRAIFE )RS 2,




Authentication code for Device

@® Data-matrix coded PKG Mark -
on Packaged Device ; INFURUTOPA

| Authentication code for Device \

BBEBBBBBBBB —EEEEEEEEEEE—LLLLLLLL—WW—XXX—-YYY
L J

] 1
T |
< Non—Secret > < Secret > Encryption

Product name - Stamping information Key assumed to be able to trace
Manufacturing information

237N ARIA—FDA A—DH

¥ ZOLCHEBEOMSARITR ERZIE LWL, Bk, BONAn 7T 2%
WEBEHLTHIETHZEEZHBEL TS,

2.2.2 T/\’onLnIEFﬁ:_ }‘(DG)
TNA ABFEH 2 — ROEZ LI FIZRT,

ﬁ 2-3 T/\'quL.nIEFﬁ:l—Fm§

FE{T - bk - FH | - DC %, SASB 2 {E - %47 L, ASB BT 53— F T %,
DC /%, SASB 78 ASBIZX L TEBEZIKET 52— FTh 5,
SASB 73l ABFIZ B Gk L7 #IE, ASB BT 5,

W 700 - DC oA, HEDOMHEH T &L O EkE, SASB 2®
EEICRETE S,
Z D « DC iZiX. Non-Secret ¥i47 & Secret Fi M & 5,

Non-Secret {57 1%. 7 3 RCHIFESNTWHa— R EH
THOLNDFEHREFLTHLZ L ZMBELTWND,

Secret #4531, SASB S EE RS LT, EHT D
BFMEHEELTWD, OO, ZOHZIT, ETHEETH D,




License plate &
Authentication code for License plate

The License plate is pasted to
the Box . Shipping Label , Device Tray

* Each country sets the recognition organization.
ex. I NAmerica: SIA J, [ JAPAN: JIPDEC ]

* It is shown that the license plate is authentication code
for license plate that the recognition organization issued.

- Authentication code & Data-matrix code are printed in License plate.

I Authentication code for License Plate I

< License plate >

=
.gs Country Industry ASE No Authentication code

- JPXXxx AXQAXQAXXAOXXQAAQOXAQ
-{ Recognition Organization

JIPDEC or SIA or XXX

-4 54 RA—FDA A —VH

% ASB (%, LC. DC #B#fF1F, LC & DC #HEHAE L-RREET, thoa— FREEBEL T
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23 BET7IUr—a v ERa—FLUALIZDONT
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WTHETLIEF 2T 4 DOL_XLERLEBDOTHY, BIED LT TlER<, =&
K DREEZ R T 5 b DO TR,

R2A4ABEFIVS—2a3 DAL

L~L B 3 B e OV IH
Cyber Safety,
L~UL 4 Social impact,

Critical infrastructure
Safety,

L~ 3 High Damage,

Health and safety

High quality,
High Cost - Value,
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Security

Future business model - Risk,

Traceability Effect

L~/ 1

BEICHLL 24246 L T b SASB Tif, B BT T2 ESY 2716 LR E21TH5 2
CEBELTCWSED, ERROL-LIGCTHLR a— FAHKDOSK SA I/ S 2 EE L T
WHItELZHE LA L &35, FEMIZHOWTIE, TC247 WG1 D& B2 2,

2.4 ETILDEEIZDONT
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FOREA% R
(CsB)
ex : JIPDEC

EREER
(ASB)
ex . JEITA

SRELIER
Trust-Chain o
EEHIE

L—R
TEHmE 8

MREE
(hL—R 2 53% (RF)

BEA—h
(SASB)

25 ETIHMERX

2.5 VATLDODEKEZEIZOWNT

ARy AT AT, SASB BEMRAE T — ROWI O b L— AW A ASB 1283 5, SASB X
ASB OEGEIER L PVFEDOHEN ST O TIE CSB BRI T 5B FiEHEICL > THRERT D, £
7. BEIZASBICH I N EMAEMRT LT, ERUESC L — 22 EETE 5,

ASB Server

|Code Registered| [ Trace-1 ... Trace-2 ... Trace-3 ... J—— ACL

Anti-Counterfeiting

Traceability

ﬁg).; ‘ |>'3:14:15

Customer
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.

3. &4 1. R FEi2 kA amTT ! \

HEMEI—FHEN J
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/

IS _—

BPREICL BRI

-1 R RO NERE

2.5.2 IR L —RFERDONE

Wit b L — Z ORI O WTIET, MIREE R EMMEH 21T O BRENERHKTH S ASB
(2R Gk L72RBRE 2 — F(DC R LOCH T 28t b LV — A EHREZBE R ENHRT 22 LT, E
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Fo, EECTEFHEHEEZHWEBEERRO T 7 ¥ 251828 E+ 5, SASB NERNICHE
MRZFREL., P —AEROBTRRELZHIRT 2, ZOHRBIEICEFIEAELH VWD,

TROFIRTIEZ, REBIERENFFLTVWLI-GEEZNN—a— XXy S 82X > TRGE= —
REBAHIY | St B o eflila — a2 b L2, (DARYiER & FRICFEME R b L — 2t
W)OFRZ ASBICIKIET 5, QASBIZB I TV A RGEFEAEO a2 — REfER L, & 512(2-1)
MAEDOHERT 7 A L)L) OMEREITV, (2-2HER(T 7 A LN RE > 72 H W % i
5, QMAEREIER EICHIR(T 72 AL -WICRA>T-EREBMT LU TH D,

2-2. RRHEE2

ACL 72HALAR

a—4f, ACL "
BHa—F, WIEME &aiKE
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LARILEEER EE. LAL2 bbbbbbb , 1 A-B-D
| FE. LArs ceeecece, 1 A-B
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2.6 LWEIO—[ZDL\T
AIET O RIRBIZEES L | AR AT LD 7 0 — 2P FIZRT,

(1) = aiHEfH

(2) B 7 = —X

A 4

B) = — MR - FIH7 =—X

(4) HEHE 7 =— X

A 4

A

p| (6) FL—RHERT = —X

(7 FL—2EBRYIRT = — X

A

-9 B0 —HER

2.6.1 BAT#ERE

& 2-5 BATEMBPE

H(T)

pun|
|

k) AR AL

(&

ARSI LT UFRFEL TS 2L &5,
- CSB(# [H D BFEH R : JIPDEC % HiE)
- ASBCESH K : JEITA % 4871F)
EAEEIC, ASB X, CSB b ETFAEHEZAF L. AFLLE

AEPAE 1L, SASB

RBENT 7 AT H Web = NI LT, BWUICRESNLTWD Z & LT 5,




2.6.2 SASBEfF 7z —X

& 2-6 SASBEHE Iz —AHE

(T N, — 1 & dSVS(3)

SASB X%§% 7 = — XL, AT AT A2 SASB ¢ L THIARET 27 2—XTh D,
SASB |%, ASB & CSB IZxf L THMEDOIFHZ LY | HExaAT 5, Z O {LE T ASB
MO AT AFIHICET % ID/IPWD # AF L, CSBhoEFIEHEEZAFTLH, K
VAT AT, AFLICEFEREZHWT, SASB ORBGELZ1T 9,

B CSB (T4 % %@k

@

SASB X CSBiZ., HHOEFEHERORET — % 2 XET 5,

BiFT — X ICIFHYEOEBE R TH DI A LT FLARLREFHREZELT — 4
Thbh, JCANIOXKGRT — X LR TH D,

CSB X SASB b3 f5 Lo dkT — ¥ 2 %8k L B it EDILT — % % SASB
IZEET 5, CSBILHEATIC, IEAMOEEM L HIBT D,
SASBIZCSB L% G LB FiFHEDO TT — 4 2 H W THEFIEAELZ AR L,
BRRERET D,

WASB (T4 % ik

@

@

SASB X ASB 2, KTV AT LAHDOBRGRT — ¥ 2R ET 5, BT — X ITITHY
FOEELETHHA—NT RLASREFEREEGLT X ThH D,

ASB X SASB 6% 5 Lo BT — X 288k L, HlEla /A VIFICHLE LR D
F— 4% % SASB 25T 5,

SASB X ASB " oHZELETF—ZEZHOTUMR 74 > LTAKRY 2T L% FH
T 5,

CSB [n) i % &% - E¥EBEL, BIiEAELZAFET L, (TBE)
CREOREEWEN) T L ORENLE, (EE)
s P —2BEEHEORGEEIT,

s FL—REREOBEAEIT I,

ASB [ 1 % ik - ¥EEG L, ID/IPWD 2755, ((EE)
CEEOREEFEAN) T L OBENSLE, ((FE)
- P —ABBEOBEELIT I,

© ML — AMERE OBREREAT O,

1 JIPDEC JCAN |k v 7*X— 7 http://www.jipdec.or.jp/project/anshinkan/jcan/index.htm]l
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263 a—FEHF-FAAIz—X

® 2-1 - FEF-MATI—AWE

- i — 1 (8)

(BR)N—HNF2

a— REREk - FIH T 2 — XX, SASBAART AT L ZFM L 72— N&2 8k ORI AT
57 x—XToH5, SASB I, ASBIZH L T, 22— ROHALEEK LTV, FHT 5,
B, LCIZASB A REET L7120, A LU, DC X SASB N REET D72, ik
LRSS, Flo, IEAKRORE L2 — FiX SASB A EHT 5,

BLC O¥E

@

SASB (X ASB 12 LC O %% - BEAKIEZ1T D,

LC D3 1%X ASB 7379 72, SASB 78 LC 0¥ ER 2 M LIEAT S, LC
OIENMKIEIZIZ, LC OEMAMT T2 ENMNEATH D,

FVBAKBEE TINTERED X A I 7 T—EXE LT LC OIEFROEEZAT
HDTENTE D, B, LC OFAEREE G I3 2 IS H B R E %)
I% SASB N EHE T 5,

SASB /X ASB 233 %& L 7= LC %%,

Ef, BHROEZFEICOVWTIE, BELFERZVIY 55729, SASB K
ASB 1 TEFIEFAZEICL A2 AEFRIELITH 2 &L CHEHFZMR L. BEKOR
FALEITWVEZOL I AVICMEO H 2 8EIC L > TREMEZH 2T, (5

< Authentication code for License plate >

‘ ASB

\\'L‘

Authentication code for
issue License Plate

- - JPXXX VZBRCABLY G34W3KWULZD
Code JPXXX Q38ROCXAPSRUPS43KOUD
JPXXX XSBXDM7DAYTVMPNBDVEF
JPXXX Z98VWZ2TEEASCWCWNUM

..........................

| y Information

Traceabilty for Quality | | L
Manufacturing Information

B 2-10 LCRBLEIO—OHER




BDC D&k

@

SASB |% ASB |12 DC D ¥k %17 9,
DC ?™33F1x. SASB 23475 7=, SASB 3% % L7- DC % ASB 2 fEzR L, ®
BAhF o/ Lickic, BT 5, BEEKEIZITZ, DCOBEREMHTTHZ &0
WHTH 5,
FVBAMCEEIIICEEDOX A I T EEE L DC OBEHROEE%
TH 2 LM TE %, 7285, DC ORI ARG LMK 5 FHIF 7 IECRE
S)1% SASB N EMi T 5,
SASB X ASB 3 %% L7 DC #% W5,

R, FHROEZFICONWTIE, BERFEFHRZVIY 557290, SASB KT
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