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2. JCAN/XR & L TOEHMIEIADEIR

JCAN /"R %, EFLO A SRR ICFRGE Y — B X 124272 ID (Identification) & & L
TENGHR I 50mE FREBH Z2ES# L 7= PKI (Public Key Infrastructure) H#H AL, F
HIEONAHE T, BFHICHIAE & DS AT R B FASMEL AR EE < TIXR 6720, ZORMZR D
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A RPRPFE SN TND Z &0 PC 2R 2L LICSGE OMIEARE LTHRET LI LI
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Type B 71— FIZHATIE, FRERBIRD — FONRAR— M FESCBIBIERNEITT Hids
A—RELTHIHEINTEY, ERENDMBO 7 +—~ v FEFIH L, AFMEL RN &0
O, B — REOBFWEEBET 2850 64 ENIMRFT G 60 Liehy, Atk e 558l
BB RAUTHR L TREBMBARTHD LB XD,
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2.2.3 SINh—F (EFHER)
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CEBRDULENDDEDEZND, BIFORGE —EAH#ET 7Y Fr— g VEARHELE
DFEREN O VI IEREPCTH M AT ET 2D TH D,

3.2 MET7JUS— 3 VEREDAE
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4.3.1 y—ERBHIFR

4.3.1 y—E REHEIEHR
H—EX (A)  EXIDEHR WA
B— FHFEICERINTWD, I— FETAEHICET 28R ID fFlE L AT 2,
Bz A LW T vy 72T al0z Avd,

A=RIY/E & 47vv7 Write¥—HY Read F—72L

I D&E5 : 16Byte : tLEH S - FAE S - FEF R E

A 16Byte : 71— RETA&E OART CEA D & 71 £ 72134 5F)

AT 16Byte : 71— NETE&EOFTE CEA D 2 £ 72134 %F)
BENHIRR - 8Byte : 71— FAMMIROVEEFEA B (YYYYMMDD /4 %5)
JRPETE 8Byte : FHEEHITB VT, B2 L oBIEHREZ A (B HEX)

H—ER (B) : &MY —ERBEFER
R LM —e X (C1~C4) (BT 2 BMHEEHREZTLAT 5,

Tuay 78 67uy7 Write ¥ —HY Read ¥—5HY

FIHIRATEEX all'0’

B —EXER 2787y 7)
F¥EFa—F: 4Byte: 74— T LB a— &S
P—E2ES . 4Byte : Bk —vE X a— FE5

IBINFEITIE®R 47 ey7)
BIRITEEE 2 — N : 4Byte : FEH I —F (BHFFEHR)
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BINFEITH : 8Byte : —ERBMOBEFEFEA H (YYYYMMDD £

)

H—EX (C1), (C2), (C3), (C4)
BN —ER2AZTOBRIERT 27y 7 T, BHRRHAS DY CHEHETEE,
AL O
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4.3.2 BEXE
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FCF 74 —F A EB RN Y 7H—, =V 7RAAMEEF —, ¥ — 2 BEHHHEF — Ot
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BAie N2 BL%EAL % FNS CHETIHEERH Y 5, F1-. 1 — FEITEDHGHRS — 20
ek, MiiBF—iL, FeliCa OEM L& b CTHELRBEFERCTH LD, BT HHEITIE, B
fifenRBA¥A & FNS ICHET HRBENRHY 5, £z, H— FEITESHHES — 20 5
i, 74— 7 LB L OFREGENIBLETH D,

[—E2F—DFH - EH]
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Write % — : FCF HH R ot 2 43 5,
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SR E LA - TEHR - i+ 5,
Y—EX (B)
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FiAEETERITERLRY, £, —EBOEXa2 VT 4 HELTFLILERDH L, DI
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7200,

CTOEME I VT T HEHD 3 ODEAF NI OVTLLFIZR~ 5,

5.1 EHRFBRIIVEZIERICT S

AT ERGERE Y ) r— a VORET, &7 7V r—va B EETAEA
BOMERARARD & ZDLLN HERGTOANEFSRELOREOHWKE ZHNT 5 [E
NikplF =) #zEE LT, 20 HMEANENES] oxhcLic TETE) R [&4r). THERR)
EEoTIMERE VAT A ETEHEL T —EAZREL TV D LORKRETHD,

Y= RADRUEFIEE RD & HEGEE ORI, TEARIES] 720288,
Z OO IMERIZT AT A EICEEFERE L TR LORBETH S,

ROV AT KL OfiftE & IERIHE B 25 &, JCAN /XA & RBREIC B 7o {8 G ABIE
g &IE THRIH D ATRE R TE R D % LB /MR TRERT D,

JCAN/RA TA—ub

HREES | DEE x
EaALE
3 #1502
A—FAZRAR | REERECHER

RiTEFEI—F

FEg (ES1E)

1RRT—F (EE1L)

K 5-1 Z7#+—<vw hMtHk

[ A ID 1]
Tuy 47y Write ¥—H1Y Read ¥—72 L

HIHE X : 2Byte  IEHEA. URIE. WEFE. FSE R ERIRED DXy
ID %5 : 12Byte tLEF 5 - FAEF S - IEFFRE

AP A 1 : 16Byte M EI(ZIG U CHTAEE DL E

G 2 : 16Byte MBI U TCHTAEE OB L



H— REZHMR  : 8Byte H— FEDWIROWEEHEA B (YYYYMMDD -£4405)
FAEEELEHMN : 8Byte FHEFEHIIBWT, BT L oM RATTA (BH
)

[JCAN /<2 {E 4]
7uay 78 :37m>y27 Write ¥—®Y Read ¥x—&HY
BITEF¥E=—FR  : 16Byte JCAN TEHLH{EFEa— K
e i : 16Byte & FAEHIREO i@k (K 5-1k)
INAT — R : 16Byte JCAN /RAFRFENA T — K (HF511)

5.2 BRIV —EXATRELGMAMBERIESATLTED
*E B FESE ORI ISR A2 F - g v oik, THETE) <2 T&4y ). THERR) 1%, A
béT%ﬁﬁ%w%%@t \:n%ﬁéﬁ%uﬁkﬁé&ﬁaﬁ®EW\Eﬁ@&@@%%
BHNKEIZD ZEBREREREE X D,
it\_M%mﬁm%%iVXTAh;oT%~&%ﬁﬁéik@\ﬂ%?éyx?Aﬁ@
FNEHRZ N ENEBT 5 DI, E%%’%%%ﬁ%ékﬁié
ZOZENDL, JCAN /A TIX, FRARC LB E NGRA 1 7n & Sl TR 23 ATRE 722 16 s
IME, BT AT DEICEOD, HAHAWIE, BV —E A=Y TIEBNRET S L oL, [T
Bl e TH4y . THERR) [2oW T odu@ibiIfTdrian,
REEIC OV T, FEFZE AKX JCAN 2|2 iﬁ?‘:f JCAN RAN G E R ES
HMéﬁéFKMNAXM@7G77A(ﬁﬁM%ﬁLT AEAEEZLE LT —E R
REE LTS R T 5 2 E D EE L,
KMNNZT®% FEBAEOF AT EIC OV TIE, 6. JCAN /2 % V7= F7ERH E O F) H
A A=) THT 2,

3 BHROTVERIZIEFH—ERF—%HRET D
MMNAX@%%ﬁ_i%~EX%—%mL ERCT 7B AR T 5, —E X%
—1Z JCAN /S 2 OF|HBIFRIZFE LI REDO RN T 5, 728 JCAN /S AF R IZ DUV,
ShORGFERE L 722720, HUillX FCF 7 4+ — 7 AOFHBRICFEEL TS FCF 7 4+ —7
LEBENGET D,
T THEOY—EAX—O@EHAFIEIILLTO®EY,
[AARID =Y 7]
Read % — s L
Write &%— : FCF % Rl o — 267 5,
BRFBEEE TN — FOIATR, B2 L ICxF—%2 A4V ¥
FF— (K¥—) ICEFE L7z L CEE - AT, PEREICRIT
EBEELTHELBEA) T XA E L ECRRELT
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W, PRBIFEMTEZR- TR - T 5,
[—e2xEH ) 7]
Read ¥ — : FCF FHRNEH L, 7+ — 7 22848k cif -l 2,
Write % — : FCF ¥4 Rl o ¥ —2 LF T 5,
BN —E AR, BIT2HY T L8R EFFERITRITEILICK
X—HWREL, 74HNFTB~OEZARLEZITI,
[JCAN <2 =Y 7]
Read % — : JCAN FH R OR ¥ —2 LHFT 5,
WK *—% FCF F#%/m2 b HfG L, JCAN h— b 2% —|ZAH
L7z bTo7r—7 258 THET D,

Write % — : JCAN TR o F— 2 G35,
BRI FEZ T — NIRRT, B2 Ll —% ﬁﬁ‘iﬂ‘ %
FF— (K¥—) ZEF L FLTEHR-EHT 5, PEEITIHIT
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Ehn—e2xx=) 7]
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= RAZBMNT 52 BAARFET BN —E R, g —%
FCF ¥R/ bHBE L, BttoA ) UFd—28F L7z ETH
AhENOMHEYF—E2ZITIY , FH - EHT 5,

Write % — : Read F—DEH L F L,
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1. PKI status 1in Korea
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Related Law

-

Electronie + Ministry of Knowledge & Economy
Trade « Established in 1999 / revised in 2002, 2005, 2007
Basic Law + Legal effectiveness for electronic documents
>
Electroii * Ministry of Public Administration and Security
Signatigy (lglls(t)fi{:ﬁ\ssl?ed 11 1999 / revised in 2001, 2005
Law (NPKI) ) ' e S — B

* Legal force clarification for a electronic signature

P
Electronie * Ministry of Public Administration and Security

Government - Established in 2001

Law (GPKI) | - Regulation for official document in government

4
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Stages of Korea PKI

+ Introduction: 1999 ~ 2001
B Electronic Signature Law, Accredited CAs
B Interoperability among Accredited Cas

+ Take-off: 2002 ~ 2005
B Providing User-friendliness, Increase in certificates and applications
B Mandatory use of certificates (Banking, Stock)
W Cross Certification for NPKI and GPKI
+ Maturity: 2006 ~ 2008
B Upgrading of PKI technologies(RFC3280, RSA 2048)

B Addition of Root CA Certificate to Microsotft IE for secure web server
B Providing users with secure environment (HSM)

+ Reinforcement: 2009 ~ 2011
B Enhancement of electronic Signature Cryptosystem
B improvement of certificate storage and reissuance procedures

g

BEPKIOREBES

o AR 1999~2001%
B EFERE. BEseal=m
B R EZILEEE

+ HE{LER: 2002~20054F
BEOSTIORLE, EFIRER IV 7 IS — 3 00OER
m EFIHEEOEROERL (@, )
m NPKI& GPKIDFEEESE

o FREAEA: 2006 ~20084
BPKIFT//82—07 v 75 L— K (RFC3280. RSA 2048)
B 32 PWebY— /38— 258 LU F=Microsoft IEA® )L— FCADIEMN
B 1—F—IRIFT-ZL24GEE (HSM) QiR

o SB{EER: 2009~20115
mELESAHADEIL
B EFIBAEREFEEBXfTFHRONE
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Accredited CA

o 5 CAs are accredited by MOPAS until now

FSC < »  MOPAS

! !

FSS KISA
Sionkoren’ | yes@D | (pSG | Zeosscerr | Travesy)
i RA RA
I t.;n?.nmcrEIB (Financial (Post Office RA RA
1155};1)1;:;1(1.5) ’ Institutions(CB)) ete.)

f
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Number of accredited certificates

5 Accredited CAs issued accredited certificate to subscriber around

20,000,000
18,000,000
16,000,000
14,000,000

12,000,000

certificates

10,000,000
8,000,000
6,000,000
4,000,000
2,000,000

o}

20omillion in total

Shopping Mall — Credit Card )
Now., 2005
Cyber Trading
Mar., 2003

Internet Banking

E-Bidding
Oct., 2000

2000 2001 2002 2003 2004 2005 2006 2007 2008

7
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Status of certificate usage

Portion of Certificate = Multiple purpose : Used for all e-transaction by a
corporation or an individual

4 Corporate
362 = Limited purpose : Used only for special purpose

(banking, cyber trading) by a corporation or an
individaul

UifEs m Multiple
purpose
urpose
% 7%/0 12%

4 Individual 84%

m Credit card
8%

m Cyhber

trading
10%

mBanking
63%

Individual Certificate g

Global IT Solution Leader
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2. Practical use of
Electronic Signature in PKI
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Financial Business
o Cyber Securities Trading

Securities corporations provide online stock service based on accredited
certificate

Online stock users must use the accredited certificate for secure online
transaction ('03. 3)
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Financial Business

o Cyber Securities Trading : Service Process

Certification

Client Secuntizs Company Authority
1) Certificate 2)User
Fpplication Registration S
L N - . —» Certification
Registration Authori
Online Sysh i Authority
“ i »  System
Trading 3) Cetificate
Client fBae
Program 4) Certificate ) .
based Login Login Process Server  w— Cmiﬁ(ale" oCsp
Server Toolkit stams 7 System
[ \(
Client
Toolkit 5) Certificate - . / \\
based Ord Jrder Process Server B
| A il I CRLDaa ¥ Directory
SenverToolkit | ~ System

>koscom Global IT Solution Leader

1) The Client applies a certificate to
the CA via the RA in order to execute
online trading transactions.

2) The RA requests User Registration
to the CA.

3) The Client connects to the CA and
receives a certificate.

4) "Login Process Server” executes the
certificate verification and electronic
signature verification via OCSP or
CRL.

5) After the certificate verification, the
online order transactions are
executed electronic signature and
verification automatically.

11

st il

Client

Online
Trading
Client

Program

Toolkit

o BFIIHWE H—EXTAOEX

Certification
Secuntizs Company Authorty
1) Certificate 2) User
application Registration Corificat
W * et ot —» Ceribication
Registration Authority
Gt Authority
2 » stem
3) Cettiffcate &
[ssumce
4) Cartificate )
Denmace Caryn
based Login Login Process Server 4— — »  ocsp
Server Toolkit Status / Systzm
5) Certifiicate i > '/ \\
based Order Order Process Server B
L) LN CRLDwa ¥ Dircctory
Server Toolkit —*  System

1) BEEEHEREZN LU CEIARICE
FEEBEEE WAL, £33 1 2k
L—FT4 T %EHT 5

2) BHEBIIFEIRICA——&iH%E

BERTD

3) FEEIFIIRICER L. EFEIHA
E+#FITH5
o4s4v7atRY——] A
EFIIAEOABTEEZE L., OCSP
£/ ACRLEZECTCEFEADEK
AEETT S
EFIREOABTERER. 3
A F—HF—+bZH 23T
Eg%ﬁm&ﬁﬁé@%tiﬁé
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o
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Financial Business
o Cyber Securities Trading : Security Features

Certification and Sections to be encrypted

Trading System Accredited CA : ; . ) .
= ® Certificate issuance/reissuance/renewal via RA system
Pl " "-:—C\ 5 H i s 1 :
=) ® Userregistration, system login-in and online transter

Certificate Method of authentication and encryption

Management

® C/Stype-enctypted communication using plug-in
security modules

® Certificate validation via OCSP and CRL

® Secure certificate password linked with keyboard
security modules

® As 2 factor-authentication, electronic certificate is
used with security card and OTP (One Time Password)

Expected effects

® Integrity, confidentiality and non-repudiation of
financial transaction’s hitories

Online-certification of users

Secure financial transactions via End-to-End security

Mobile Phone PDA  PC

iz

>koscom Global IT Solution Leader

B FiEERE: X o) T HEE
RILEESIEREOESY D3y

® TR EL AT LICL S ETIHAEOAT/ BN/ EEH
® 188 LIAFALAOT, FT 0 EnE

Trading System Accredited CA

Certificate REEA T EESIE

ol 95 54t 2 UF ¢ ED a— Lk BC/SBoE
S4{bE1E

Wipeless OCSPH L UCRLES - LI EFiBAEDESM F« »
7

C (]

Secure
channel ‘Interne’
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Financial Business

o Internet Banking
» 19 Banks and Post Office provide internet banking service based on
accredited certificate
+ Internet banking users must use the accredited certificate for secure online
transaction (‘02. 9)
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e-Payment Business
o Internet Shopping : Credit Card

+ Credit card should be used with accredited certificate to enhance the
security of digital payment process

+ Regarding the transaction of over 300,000 won internet shopping,
purchasers are required to use accredited certificate ('05. 11)
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e-Tax Business

o c-Tax invoice

+ Toreducetaxpayers compliance cost and to enhance transparency of busin
ess transaction between business companies, the e-Tax Invoice is to be com
menced from January 1st, 2010

+ Thee-Tax Invoice is an online tax invoice system which enables online issua
nce and distribution of a tax invoice, and transmission to the NTS
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e-Tax Business

A 4

Canonicalization

h 4
Extract target node
according Xpath of
transform

v
Create Digest

| 4

Create digital signature
(SignedInfo)

Y
Attach additional
informaticn v

Attach the signature
to XML document

SN
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A
Encrypt with random
symmetric key
depending on the
selected a\'qorithm

Collect
encrypted data
(EncryptedContentInfo)

v
Encrypt the random
symmetric key with a
public key of Mational
Tax Service v
Collect
encrypted key
(KeyTransRecipientInfo)

Attach additional info
such as version
Complete encrypted

message to be sent
(EnvelopedData)

| XML-sign | | XML-enc |
y Packaging
Load XML document “’(Llp to 100)

o c-Tax invoice : Security Features

Certification and Sections to be encrypted

® Applying detached signature to e-tax invoice
® Encyption is used for transferring e-tax invoice to

NTS securely

Method of authentication and encryption

® W3C XML Signature Syntax and Processing (RFC

275)

® IETF RFC 3852 CMS (Cryptographic Message Syntax)
® Issueridentification of e-TaxInvoices using

certificates
Expected effects

® Integrity, confidentiality and non-repudiation of e-tax
invoice

® Monotonous work and failures in manual handling
decreased

® Face-to-face confrontation between taxpayers and
officials decreased

® Increasing use of e-tax invoices which are reliable and
secure 16

EFHRE - M8

o e-Tax Invoice: % 1

| XML-sign

| | XML-enc

Load XML document
A J

Canonicalization

v
Extract target node
according Xpath of
transform

h J

Create Digest
A 4

Create digital signature
(Signedinfo)

Y
Attach additional
information v

Attach the signature
to XML document

=

B

Packaging
(up to 100)
A

Encrypt with random
symmetric key
depending on the
selected a\‘gor'ithm

Collect
encrypted data
(EncryptedContentinfo)

v
Encrypt the random
symmetric key with a
public key of National
Tax Service v
Collect
encrypted key
(KeyTransRecipientInfo)

Attach additional info
such as version
Complete encrypted
message to be sent
(EnvelopedData)

') T 4 t48E
R EEBEHEOE Dy

® o Tax Invoice~ &EEE R &M
® 155 1kIZ & \eTax Invoice® EfRT I EET 2

REEA TSI
® W3C XML Signature Syntax and Processing (RFC
3275)
® IETFRFC 3852 CMS (Cryptographic Message
Syntax)
® T FI[EAE(C & Ze-Tax InvoiceF|TE DB ILIER

BESN DR
SRIES

® o TaxInvoicelC T 271, HEE T

® S {FECFEECIIBIADIT S —F{ER

® jffnE & BE OET OEAmeEe VIR Y AR

® {SHM LM TIET % eTax InvoiceF| HHEL K
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e-Procurement Business
o e-Procurement : Service Process

Certification and Sections to be encrypted

Suppliers & Buyers e-Procurement system : 5 = -
® ;accredited Cas issue certificate to suppliers and

1 P - : buyers
Web browser [ [ ]

\ RA system User registration, system login-in and submitting and
Certificate | opening application documents
s — .
" . / o Method of authentication and encryption
id Security S/W \ Bidding system

| | L | ® Applying XML Signature and XML Encryption to
application document to application documents

® Online identification of suppliers and buyers who use
electronic certificates

- ® TSP (Time Stamping Protocol)
Secure ‘Cerﬁﬁcaie ® KNS (Key Management System)
Channel J Managemen —
S Lo Expected effects

® Verifving forgery and modification of bid document
® Company identity and ban a bid of illegal company

CA Kms TSA ® Prevention of opening problems caused by loss or
damage of encryption private key
Accredited CA ® Prevention of troubles for the bidding deadline

® Proofof existence of bid documentat certain time

17
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EFiflE
o BFIIEY—EXRTOLX

FiILEESitag0OES 3w
® 5O DERILE AFEE B AE I CETIIRER
| |\ S
[ \ RA system ® I — 5 LIAFAOTAL BFEFECIELS
Iéerﬁﬁcate ||'|| ; i T
lﬁlmagmu.'“ == f =
Bid Security S/W I'l, ;' Bidding system AT S
— | | I — ® H:iFEHIINMLESR & XMLIES{L% &R
® EriAiEAFHLCHeEESBAEOCT ST
BoriEs
® TSP (4L T FOrRTl)
- ® KEMS (F—<Fx—2 A 27 L0)
Secure Certificate
Channel Managem

S _ HEFIN 2R

® I WEDES BLUNTAOEIL
® FEDEHR ELEEICL D NALOEL
cA KMS TSA ® BE S ATEH Ot £ (3EENER TIRE A58
Accredited CA ® [LALHRRRIZRE D 2 FILEERLE
® FFELICHIT S AFKEDTROIIEA T
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e-Procurement Business
o e-Procurement : Bijo HSM

Certification and Sections to be encrypted

Using Suppliers’ and Buyers’ certificates stored in Bio
_ : HSMs

Promoting mandatory use of BIO HSM on joining in

» USB2. : : :  « Mobile Phone wireless environment such as PDA and mobile phone
HE Storing Bio-info : (24 pin) ® User registration, system log-in and submitting and
« Private key and cert.  +Bio-info scan opening application documents

« Personal distinguishing info ) . . .
Method of authentication and encryption

PKCS#11 APT as interface of PKI application and BIO
HSM
BIO HSM API to manage HSMs

Application

E-Bidding ] Certificate 1 Bio-securetokeu]
I

icati i Mgmt. Program e
L Application ) Mgmt. Progra ) Expected effects

e S ® Certificate owners can create their electronic signature
) via verifying fingerprint information stored in BIO
BIO HSM BIO HSM HSM and prevent problems caused by lent or lost
PKCS#11 API] API ] mgmt. API J cel‘tiﬁcatels :
s > - ® BIO HSM offers dedicated hardware-based key
BIO HSM Program management to protect personal certificate from attack
® Allelectronic signing operations are performed within

3

the BIO HSM to increase performance and maintain  *
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BFE

RILEBESEHEEOES

o EF:fE: BIO HSM

® BIOHSMiCfRES fiicfiiit®E. #LUBIAEDS
‘I:[ J[ ][ ]} FiEBRE AR
R : . ® PDAGIERTEL & D) L 2B A 3EEIZBIO
; . . . . HSM{E B 3751 1T 7381k
« USB2. o i «MobilePhone @ 1 —H—54 L AFLOT4 BFEEHEOIEGES
« Storing Bio-info (24 pin) =m
et st B dlad s RIEHR &S
® PRI7 74—, 32 *BIOHSM® 1 4 7z — 2
) ) ) ® HSM= &3+ 2BI0O HSMAPI
E-Biddin Certificate io- .
Applicati?)n ] Mgmt. Prograul E;;llﬁcgrr:gtgl‘:q HfFEn 2R
- - - ® ETHAEOFRAEL. BIOHSMICIRTE & NIiSHIER
— EBILT. EFSEEMFHLAY. EFIIBEOESD

) ) mENER TE U 2B E/LE LY TES
BIO HSM ] BIO HSM J ® BIOHSMIZ LY, /=Ko PR—2OF -k —J A

-

PKCS#11 API J

API mgmt. API v RAE[REIZA S o, BADEFIIAEE WEN S
S S ” CEMTER
BIO HSM Program o ETESONBITATBIOHSMAEI TET IR AT
B, 73— AQEELTF ) T o QNI ORI
s 18
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e
Public Business

o Public Service

+ Housing subscription deposit system, Education, Medical Information, e-
bidding ('06)

+ Housing subscription, the year-end tax adjustment, NEIS, National health
Insurance, etc.
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(Etearn1zza #32
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Mobile Business

o Mobile e-Signing

Authentication and Sections to be encrypted

3. Sign for checking payment

using the saved certificate ® Certification service via mobile phone where user’s
in mobile phone

certificate is stored
® Ableto use in 3 mobile service providers’ environment
(SKT, KT, LGT)

2. Send a payment
request message will
be signed

Method of authentication and encryption

il 4. Send a signed

payment check message ® Sending encrypted or signed data by performing
computing operation inside mobile phone

® Service VM is installed in mobile phones in order to
use certificates

® Storing certificates into a mobile phone to prevent

memory hacking

I Expected effects

® User have control to save and sign anywhere, anytime

® Expand the PSE to mobhile phone
5. Process the payment for

User response

20

\
E/NA)

o ENSMILEFEL

3. Sign for checking payment FiILEESitag0OES 3w
using the saved certificate ® I —F—OEFIESREL - IESEE( L T
in mobile phone P & = 2 i

2. Send a payment
request message will
be signed

® 3ODENTILY—E2TON FEBIEE (SKT., KT,
LGT) TEHTEE

ZEE AT S

® ERBHEATHEFRTT A &LY, BBE{ET—
QBB ET - ERA(E

® EWmESE I _Service VM% 1 /2 +—ILL T, EEFL
BAEZ{ERT S

® T FiEiEFERESEICRETI S &Ly, AEY
Ny FLTERRIET S

| HEFTnsoE

® L — —[JEFTPERMICHIIS NG C LU RELE
BEHETE S

5. Process the payment for e =
user response ® PSEZ {EmEEEIC LA
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Mobile Business

o Certificate Moving to Mobile

Authentication and Sections to be encrypted

® Certification service via mobile phone where user’s
1. Mobile authentication certificate is stored
- Send an issue auth code ® Ableto use in 3 mobile service providers’ environment
(SKT, KT, LGT)

2. Send an
auth code -

Method of authentication and encryption
4. Send cert. anthp :

® Sending encrypted or signed data by performing
computing operation inside mobile phone

® Service VM is installed in mobile phones in order to
use certificates

® Storing certificates into a mobile phone to prevent
memory hacking

3. PC authentication
Expected effects

® User have control to save and sign anywhere, anytime
® Expand the PSE to mobhile phone

21
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W - a]r - EE. —
o B/\AIJLILICHFE S EFEHAS
HiLEBSEHEOEY g
o I —*)L:—G)EE?EEEEE wRFELICIERESC L 5583
i 1. Mobile authentication T=Ea \ s
B er - Send an issue auth code ® 3OMENTILT—ERTONA HEE (SKT, KT,
LGT) T{#EHETEE
4, Send cert. an RSN CESIE
® IEREEATHEFETT 2424y, IBS{ET—
QOELMNET - T A(E
- o EEETICSarvice VM%E « 2 F—IL LT, BFEE
Ser E BRE=HERET 2
\ ® ETIEAEZEREEIFRET A HCLY, AFY
My FUTERRIET S
h 3. PC authentication
HiFZh 208
® 1 —H—[dIBFICEFRICHHE e Z &Gl RFEE
BEHEITES
® PSE =18 ESE (- HilT
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Ubiquitous Business

o Device Authentication
* Due to the developments of IT services, variety of authentication
methods are invented and the needs are still growing
* Notjust networks and humans but variable devices also

Traditional Network Environment A Ubiquitous Network Environment I
. ' 5 e

= ' ! < s
- @ N
Asis /) =3
Extending the L e ey «.| RFID/USN Environment Broadcasting Telecammunication
. - L] W Enwi U-City Ere t
Authentication -’ N, - i i
. 551 Server, ETC'" To be

Corts. :.: Intermet Banking, Loq-m.

N | ‘I? """"" :
‘.

10/Pass B e
Human < Human

Humen Extending the Target of Authentication

U-heakh Enviconment | i

Device « Device
Device

22
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 Traditional Network Environment o __ Ubiquitous Network Environment i

I
BIO ;
» e '
oTP
As:is m ﬁ
st ttene.,, Bresdeastiog Telecotmutcaten

**,| RAD/USK Environment
L Environmert

Authentication " ' %
o SS{S!!\I!.FK%.' To be

U-healkth Enviconment S

R

ID/Pass "'.F‘.""'l"l'-”-"'-u e SR S i
Human < Human Human « Device Device « Device

Device

Humen Extending the Target of Authentication
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Ubiquitous Business
o Device Authentication
@ Sections to be encrypted

® Devices accessible via network

4 Cortte sppicstion snd nssance ® Interconnectdevices
1) Dwvhes, Divicn Administrstee, i

pmmmmme L Method of authentication and encryption

® Authenticaton basedon device identity information
such as MAC and serial number

® Device certificates to confirm that a device has passed
authentication tests and approved

® Key management and encryption such as Diffie-
Hellman key exchange, electronic signature and
encryption (for integrity of data tranferred)

08 oo |

Expected effects

® Enhance security of device-based service and improve
reliabilities

® Ensured services via device identity and authentication
RFID URC Cable Set Top ccTv CMLA ® Raise reliability of services via certification services
Robot Modem ® Integrity of a diverse of transferred information and
enecryption
® Able to extend certification services of diverse devices

23
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3. Problems and
Improvement Measures

24
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Problems Overview

+ 7 certificate Hacking Incidents from

2005 ~ 2009
B Totaldamage (in USD) : 0.1 Million

¢ 2007 ~ 2008 : Certificate Stolen
¢ 2008 ~ 2009 : Certificate Online illegal

Reissuance
Cerfiticate Stolen - - 2 2
lllegal Reissuance 1 - - 1 1

25
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¢ 2005~2009FDE I E-BFEHEND/\v ¥
VORE TH
B HERE 108 KL

¢ 2007~20084F: BFIIBAE DR

¢ 2008~20094F  BFIBAEDA 54 ViEZEB
Z AT

Cerfiticate Stolen - - 2

Illegal Reissuance 1 - - 1 1
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Hacking Incidents Analysis

& Certificates Stolen

B Most Internet Banking users store certificates in
PC hard disk instead of portable storage such as
USB memory

® about74% of users store certificates in PC hard disk

B Because the security of PC hard disk is weak, the
information of certificates and secret cards can
be easily stolen by hacking

26
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Hacking Incidents Analysis

+ Illegal online reissuance of certificate

B Personal ID information requred for online
reissuance is exposed to hacking due to careless
handing etc.

® Personal ID information : Social Security Number, Account
Number, Account Password, Secret Card

B Online personal ID information can be hacked
through keyboard hacking programs (e.g.
keylog) as user types the information in using a
keyboard

27
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o BFEAEDA V54 VEZBRXM
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FEETRYKRWVEEIZEYNYF O TDOREERE

Ay
® BEADIDER HLRRES. QESEE. 7HYY F/IiRT—
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PKI Security Improvement Measures

B Adopt Safer Certificate Storages
® Buildsecure storage infrastructure e.g. security tokens,
cellphone(USIM) etc.
® Encourage public to use portable storage device
® Secure mobile banking and revitalize using certificate in
mobile banking
B Improvementof Reissuance Process
® Enhancementof online authentication method
® Notice of event of certificate issuance
B Upgrade the Digital Signature Algorithm
B Publicity Activity for Safe Use of Certificates

28
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Adopt Safer Certificate Storage

B Build secure storage infrastructure e.g. security
token(HSM), cellphone(USIM)
- ® Replace PKI user S/W employing HSM

B Encourage using portable storage

® Emodify certificate storage device selection

S window to encourage users to store certificates in

ruEA A ~tahle etarace inetead of hard dicelr drive 1 )
el potable storage instead of hard disk drive in PC
MEFEE OE4 022 WERES ®NE mEDAD

® As the number of security tocken users increase,
delete save in hard disk option from the storage
device selection window

|ﬁ I EW [wen

2g

R L BEFHPEREFEOEA

B REA VISR NSOFVYDORE X2
)54 b—%2 > (HSM) . ESESE (USIM)
.- s OHSM®EDPKIA—Y—Y JRD I T7ADEZTHRZ

BR—A2TIRML—DERDIRE
@ EFHERETNAADRIRY Y4V KYEEEL
T. BAOIBEEEFIPCON—FKT A A2 K34 7T

EIETUSAEY

e [FG <. R=2TLLGRML—DILRET S LI
R, A BEMTS

, O EFaUTa b= A -OHIER HITH
W ARL—DFARAOBRI 4 Ko bn—
FTFa4 RO9~ADREAF T a v E2BETS
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Improve reissuance procedures

B Fortify online identification procedure
® When identifying online, confirm additional
information including personal information (Social
security Number, Account Number, Account Password)
and one time password (Sercret Card, OTP Token) etc
» Authentication through cellphone SMS and landline phone

® Provice accredited CAs with internet banking incident
information (IP Address, MAC, Resident Registration
Number etc.) to prevent illegal online reissuance
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BXHFIEORE

A o14 B TiERFIED@EIE
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Improve reissuance procedures

B Fortify online identification procedure
(continued)
® User to choose whether to be identified online or in
PErson
» Encourage identifiction in person to prevent illegal reissuance of
certificates

B Notice users in the event of certificate issuance
® Send notice on reissuance to the user’s
cellphone(SMS) or landline phone
® Build and operate 24-hour service system in accredited
CA for users to file damage reports on illegal
reissuance
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Upgrade the Electronic Signature Algorithm

B RSA 1024 bit and SHA1 algorithm no longer safe
after 1 year
B Change of Key size and Electronic Signature
Algorithms
® Increase User Certificate Key size of RSA Algorithms
from 1024 to 2048
® Change of hash algorithm from SHA1 to SHA2
B Modification of PKI user SW
® for PKI application to support new algorithms and new
certificates

g2
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5 2048|218 A5
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Upgrade the Electronic Signature Algorithm

B Change of Electronic Signature Algorithm

~ Dec. 2010
Digital Signature Hash Validity Period
Root CA 2048 bit 160 bit 20 years
CA 2048 bit 160 bit 10 years
User 1024 bit 160 bit 1 year
Jan. 2011 ~
Digital Signature Hash Validity Period
Root CA 3072 or 2048 bit 256 bit 20 years
CA 2048 bit 256 bit 10 years
User 2048 bit 256 bit 1~2years

83
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~ Dec. 2010
Digital Signature Hash Validity Period
Root CA 2048 bit 160 bit 20 years
CA 2048 bit 160 bit 10 years
User 1024 bit 160 bit 1 year
Jan. 2011 ~
Digital Signature Hash Validity Period
Root CA 3072 or 2048 bit 256 bit 20 years
CA 2048 bit 256 bit 10 years
User 2048 bit 256 bit 1~2years
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4. Introduction to KOSCOM
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.
Introduction to KOSCOM

B Established by MoFE and Korea Exchange
® To computerize the Securities Market and the Member Systems (in 1977)
® Organization : 5 Headqurters, 16 Departiments, 1 Office (17 Divisions)
@ Staffs: 4 Corporate Directors and 574 Employees

B Main Businesses of Koscom
® Exchange IT Services, Financial Information Services, Financial IT
Solution Services, IT Infrastructure Services
» IT Infrastructure Servicess : Security Service (Certification Service,
Information Sharing and Analysis Center, Certified e-Document
Authority), Network Service, DR & BCP Center
B SignKorea
® [ssuers 4,5000,000 Certificates for Investiment Banks (38 Securities
Companies, 10 Futures Companies) and 5 Conumnercial Banks
® Issues 1,200,000 General Purpose Personal Certificates (fee-charging)
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Thank You

e-mail : mse@koscom.co.kr

homepage : www.koscom.co.kr www.signkorea.com

address : Koscom Corporation
33, Yeouido-dong Yeongdeungpo-gu Seoul 150-9777, Korea
tel : +82-2-767-7348
fax : +82-2-767-7390
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A1 R ER-

EEFEBAETOT74L (1/2)

WEIBE 70774 )L (Basic Certificate Fields)

(GEBAZ O 274JL)

OrganizationName

) R i JCANF Ty
JEE Certificate Fields B TA547 Bl - —
i NE
Version INTEGER V3 Df=l2)
SerialNumber INTEGER CANEIYSTH—RBLES
] Algorithmldentifier SHA-256withRSAEncryption
Signature (1.2.840.113549.1.1.11)
Validity Validity SIHEOEHYM (£, iTE) Bt
YymmddhhmmssZ(4E B BB 22)
NotBefore UTCTime MEITHIZT-HASHALIROEENAR
B
NotAfter UTCTime YymmddhhmmssZ(£E A B B2 #)2)
BFERELRATLHE(CA) DAFT. X500 &
lssuer Name B4 (DN) Tt
CA SIBAZICEENS subject LRILDNE 1k
CountryName Printable String JP
StateName Printable String Tokyo
LocalityName Printable String Minato—Ku
IV ERIF(0ID) 25410

Printable String

JIPDEC+ID_ISOD KR EEE L X%
1SO/IEC6523_Code (0147506022) or
1SO/IEC8824_0ID (1.2.392.200063)

F7V M #AIF (0ID)

25411

SubjectPublicKey

OrganizationUnitName
Printable String Head Quarter
A7V M#ERIF(0ID) 2543
CommonName
Printable String JIPDEC Head Quarter CAl
Subject Name BT REDHEENLH
uojee 1Y ORAROY—N\ERELRR
CountryName Printable String JP
StateName Printable String [OP: Option] Tokyo
LocalityName PrintableString [OP] Minato-Ku
o FIVH MR F(0ID)  [254.10
OrganizationName
Printable String 1D_1.2.392.200063_JIPDEC
T IV MERIF(0ID)  [|2.54.11
OrganizationUnitName
Printable String +81-3-3436-7500www jipdec.orjp X643 F LAMIZHIR
FIVx) MR F (0ID) (2543
CommonName
Printable String BN_shunin_shizaibu
SerialNumber INTEGER 10.1023.20100137 XEBRES
SubjectPublicKeyInfo IHEMAE (XFE) OARRICETER
Algorithm Algorithmldentifier 1.2.840.113549.1.1.1 (rsaEncryption)
BIT STRING 2048bit0) 2N FAGE

CASIEAZIZikTE ?
WA?
*+7Fav?

*+Fav?

WAE?

WR?

Sy
YN

WA
WA



EEFERIETRT7ML (2/2)
MEIBAE 70774 )L(Standard Certificate Extensions)

A BE| s 5 bx | g
) . A7V #ERIF (0ID)  [2.5.29.35
authority Key Identifier FALSE -
OCTET STRING RFC5280 4.2.1.2 [CEDCSHA-1/\vw>afE
: . FIVzYMERIF(0ID)  [25.29.14
subjectKeyldentifier FALSE -
OCTET STRING RFC5280 4.2.1.2 [CED(SHA-1/\vw>afE
KeyUsage TRE 1320/ M#BIF (0ID)  [2.5.29.15
DigitalSignature BIT STRING 1
NonRepudation BIT STRING 1
KeyEncipherment BIT STRING 1
DataEncipherment BIT STRING 1
KeyAgreement
KeyCertSign
CRLSign
EncipherOnly
extendedKeyUsage FALSE [+ J2 1 MBI F (OID)  |2.5.29.37
clientAuth A7V #BIF (0ID)  [1.36.1.55.7.3.2
emailProtection F Y REBIF(0ID)  [1.3.6.1.55.7.34
msSmartcardLogin A7V MEBIF (0ID)  [1.3.6.1.4.1.311.20.2.2
msEncryptionFileSystem AITTTHMERF(OID)  [1.36.1.41.311.1034
certificatePolicies FALSE [+ TR #RIF (OID) |2 5 .29 .32
policyldentifier
certPolicyld A7V M#BIF (0ID)  [1.2.392.200121.1.1.1
policyQualifiers
policyQualifierlD F IV H#BIF (0ID)  [1.3.6.1.5.5.7.2.1(id-qt-cps)
qualifier IA5String https://www.jipdec.or.jp/ra/repository/
policyQualifierlD F IV HhEBIF (0ID)  |1.3.6.1.5.5.7.2.2(id-qgt-unotice)
qualifier UTF8String JCAN Business CP
subjectAltName FASSE|F DU/ b @RI F (OID)  [25.20.17
DirectoryName
countryName PrintableString JP
organizationName UTF8String — BB EE A BABREFH LGRS
organizationalUnitName UTF8String EMER. EF
commonName UTF8String BAKER
rfc822Name IA5String nihon—taro@jipdec.orjp
OtherName
UPN(FY o L4) A7V M#BIF (0ID)  [1.3.6.1.4.1.311.20.23
UPN(FY 2RV R) UTF8String ActiveDirectory® 7)1/ L%
issuerAltName FALSE [+ #R1F (0ID)  [25.29.18
DirectoryName
countryName Printable String JP
organizationName UTF8String —BEBEEAN B R FREFHSHERS
organizationalUnitName UTF8String ER
subjectDirectoryAttributes FALSE
attrType
attrValues
cRLDistriburionPoints FALSE [+ TSR F (0ID)  |2.5.29.31
distributionPoint
FullName IV MERIF(OID) (22342 .20
uniformResourceldentifier IA5String http:/ /Fkskkskkork
authorutylnfoAccess FALSE [+ 5214 M8 BI F(0ID) 1.3.6.1.5.5.7.1.1
AccessMethod AV NERIFOID)  [1.3.6.1.55.7.48.2
Gi;?;;LRoecsfﬁ:eldentifier IASSTRING hittp/ Stk
FALSE

netscape—cert-type

A7V Y8R F(0ID)

2.16.840.1.113730.1.1

Sy

Sy

BELEL

\

WA
*+Fay
*+Fay
DY}

DY
*Fay
*Fay

RS ?

RO
MmN

il

S

BIT STRING

SSL client, S/MIME

SUNICEER S SEANTHS



subCAGEBRE (1/2)

WEIBE 0774 )L (Basic Certificate Fields)

JCANF v 7H
18R Certificate Fields BE F—ARAT o
B | RE
Version INTEGER v3 Df=Hr2)
SerialNumber INTEGER CANEIN L TR —BARES
Signature Algorithmldentifier ?I—:Az—gzgv:;tggf;\fr;cxr;tlon
Validity Validity SIAEOEMMM(0F?) CAREEER
NotBefore UTCTime YymmddhhmmssZ(£F A B B 53 #2)
NotAfter UTCTime YymmddhhmmssZ(£ A BB 5 #2)
Name %??Eﬂﬁéiﬁﬁbfzﬁkﬂﬁ(cm DAHI, X500 FEAIA
Issuer (DN) Tagil
CountryName Printable String JP
StateName Printable String [OP: Option] Tokyo
LocalityName PrintableString [OP] Minato—Ku

OrganizationName

A7 xH MR F (0ID)

254.10

Printable String

JIPDEC+ID_ISOD AR EEH LI EI1—FE
1SO/IEC6523_Code (0147506022) or
1SO/IEC8824_0ID (1.2.392.200063)

OrganizationUnitName

AT YR F (0ID)

25411

Printable String JCAN Root CA1
FIVYM#RIF(0ID) 2543
CommonName
Printable String JCAN Root Certificate Authority
Subject Name EFIIRAZEOREED LT
CountryName Printable String JP
StateName PrintableString [OP: Option]
LocalityName Printable String [oP)
A7V #iRIF (0ID) 25410

OrganizationName

Printable String

JIPDEC+ID_ISODAREEEL-EI—FSE
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ATV xH LRI F (0ID)
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OrganizationUnitName

Printable String Head Quarter

ATV M#RIF(0ID) 2543
CommonName

PrintableString JIPDEC Head Quarter CA1
e~Mail

SerialNumber

SubjectPublicKeylnfo

SubjectPublicKeylnfo

SEREFAEE (EHE) DLRRIETHER

Algorithm

Algorithmldentifier

1.2.840.113549.1.1.1 (rsaEncryption)

SubjectPublicKey

BIT STRING

2048bit? 2B

R
AN
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e . JCANF v H
HE B 5547 o \
aitcaity X | RE
. " FICxH B F (0ID)  [25.29.35
authority Key Identifier FALSE N
OCTET STRING RFC5280 4.2.1.2[2FJ<SHA-1/\vw o fE
ATV M#RIF (0ID)  [25.29.14
subjectKeyldentifier FALSE -
OCTET STRING RFC5280 4.2.1.2[ZED(SHA-1/\w¥ afE
KeyUsage TRUE 1TV #BIF (0ID)  [2.5.29.15
DigitalSignature
NonRepudation
KeyEncipherment
DataEncipherment
KeyAgreement
KeyCertSign BIT STRING 1
CRLSign BIT STRING 1
EncipherOnly
extendedKeyUsage
certificatePolicies FALSE | A D1/ #iRIF (OID)  |2.5.29.32
policyldentifier
[certPolicyld ATTTHREAITF (OID) | —DoID
policyQualifiers
policyQualifierlD ATV HE#RIF(0ID)  |1.3.6.1.5.5.7.2.1(id-qt-cps)
qualifier 1A5String URL
policyQuialifierID
qualifier
policyMapping
Basic Constraints TRUE |A DU/ RIF(0OID)  [2529 19
[cA BOOLEAN CA-TRUE PathLenConstraint:0
subjectAltName
DirectoryName
countryName
organizationName
organizationalUnitName
commonName
e—Mail
issuerAltName
DirectoryName
countryName
organizationName
organizationalUnitName
subjectDirectoryAttributes FALSE
|attrType
|attrVaIues
cRLDistriburionPoints FALSE | A D1y i#iAIF (OID)  |2.5.29.31
distributionPoint
FullName FIVHM#RIF(OID)  [2.2342.0
::lformResourceldentlﬁ [A5String URL
subjectinfoAccess FALSE
authorutylnfoAccess FALSE (AT x4/ R 8ERIF (OID)  |1.3.6.1.5.5.7.1.1
AccessMethod ATV xHr#AIF(0ID)  |1.3.6.1.5548.2
Accesslocation IA5String URL
- FALSE | A D) A F (0ID)  |2.16.840.1.113730.1.1
netscapecerttype SSLCA . S/MIME GA

RN
A

YN

RN
AN

AL
WA

EALEL

fERALGL
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) ~ JCANF Y745
I8 B Certificate Fields BRE F—REALT EER N .
B | AR
Version INTEGER v3 D=2
SerialNumber INTEGER CANEIYHTE—BLES
. Algorithmldentifier SHA-256withRSAEncryption
Signature (12.840.113549.1.1.11)
Validity Validity SIBRE DA AR (304) ~203045FT
NotBefore UTCTime YymmddhhmmssZ(%E A B B 2#2)
NotAfter UTCTime YymmddhhmmssZ(% A BB #2)
BFIEAEERITLIHEI(CA) DAFT, X500
Name #A% (ON) TRt
Issuer
CountryName Printable String JP
StateName Printable String Tokyo
LocalityName Printable String Minato—Ku
F IV RERIF (OID) (25410
OrganizationName JIPDECHID_ISOD AR EEHE LI BRI~ FF
Printable String ISO/IEC6523_Code (0147506022) or
ISO/IEC8824_0ID (1.2.392.200063)
FITPHREAIF(OID)  |254.11
OrganizationUnitName
Printable String JCAN Root CA1
ATV RERIF(OID)  |2543
CommonName
Printable String JCAN Root Certificate Authority
Subject Name BEFIHAEDOFRAEEDER
CountryName Printable String JP
StateName Printable String Tokyo
LocalityName Printable String Minato—Ku
ATy MR F(0ID)  [25.4.10
OrganizationName JIPDEC+ID ISOD AR LEHE L= ¥ I— %
Printable String ISO/IEC6523_Code (0147506022) or
1SO/IEC8824_0ID (1.2.392.200063)
ATV MERIF(OID) |25 4 11
OrganizationUnitName
Printable String JCAN Root CA1
ATV MERIF(OID) 2543
CommonName
Printable String JCAN Root Certificate Authority
e—Mail
SerialNumber
SubjectPublicKeylnfo SubjectPublicKeylnfo AREFAE (EHE) ORI SR
Algorithm Algorithmldentifier 1.2.840.113549.1.1.1 (rsaEncryption)
SubjectPublicKey BIT STRING 2048bit() 1A BASE

WA
*Fay
*Fay
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Basic Constraints

470z 51 F (0ID)

252919

EA BE F—5547 B Jﬂ(ﬁ ﬁ;:f
subjectKeyldentifier CaLSE ATz hERF(0ID)  [25.29.14 ‘
OCTET STRING RFC5280 4.2.1.2[ZEJ{SHA-1/\vialE

KeyUsage TRUE 14D/ RIF (OID)  [2.529.15

DigitalSignature

NonRepudation

KeyEncipherment

DataEncipherment

KeyAgreement

KeyCertSign BIT STRING 1

CRLSign BIT STRING 1

EncipherOnly

TRUE

CA

BOOLEAN

CATRUE PathLenConstraint:NULL




1.12 Rt ERM-2

(CRLZAaZ774JL)

ECRLZOT74)L
EEE] BE T—4554F B R VSR EE RG]
Version INTEGER v WA
Signature ELTINTYRL
[algorithm oID 1.2.840.113549.1.1.11 sha256RSA WA
Issuer
CountryName PrintableString  [JP WA
StateName PrintableString [[Option] Tokyo *+Fay
LocalityName PrintableString _[[Option] Minato-Ku *T ay
OrganizationName JIPDECHD ISOD IR R EEH LI N %
PrintableString |1SO/IEC6523_Code (0147506022) or WA
ISO/IEC8824_0ID (1.2.392.200063)
OrganizationUnitName PrintableString [Head Quarter WA
CommonName PrintableString [JIPDEC Head Quarter CA1 WA
ThisUpdate UTCTime YymmddhhmmssZ 4 [E D F 3 HE ) 201041 A208 09:00:00 (7B
NextUpdate UTCTime YymmddhhmmssZ RIEI0) i A B B 2010%1H27H 09:00:00 |#%E
Revoked Certificates K$HEhBEEHE
[userCertificate INTEGER SMENBTREDLUT IS/~ B
|revccationDate UTCTime El=lE WHIE
crlEntry Extensions KIS BEAEEDLEEE
reasonCode BHI—FO—FO5REAILIPA: PKIB S fiifi#ER LY S| )
lunspecified O[RIETE
keyCompromise 1|8 (efasait)
cACompromise 2|CAGE{A1L (CAfEFA1E) FFvay
affiliationChanged FALSE JFEESE (==L 0.6.8
superseded PALES IEERALELY)
cessationOfOperation S5EREL
certificateHold 6|GEBAERE
removeFromCRL 8|CRLANS D HIER
holdInstructionCode EZiERI—F
id-holdinstruction-none 1M LAY ® (A
id-holdinstruction—callissuer FALSE ARTHEICERTD LB
id-holdinstruction-reject 3| FEFAEEZ {41370
invalidityDate FALSE #EENE GeneralizedTime ERALAL
certificatelssuer TRUE FEBAERITE  RHECRLEMAEICE FEALEL
crlExtensions
AuthorityKeyldentifier FALSE |OCTET String |SHA1/\vY 2 {E WA
issuerAltName FALSE CRLEITEDHIZ ERALELY
cRLNumber FALSE |INTEGER CRLOBLET —roivil) WA
deltaCrindicator TRUE T IVECRL{E AFFIZEHF ERALAL
issuingDistributionPoint TRUE I HECRL{E FEFICER T
distributionPoint kil
onIyConta!nsUserCerts EE§=IEEH§(DH EALAL
onlyContainsCACerts CASIBRE D&
onlySomeReasons BEDKIIEH
indirectCRL [l $%CRL
freshestCRL FALSE TIVECRL{E FARFIZEH EALAL
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