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1-1

(ECOM)

1-1

<...>

<...0K>

<...NG>

[...]

1.2.
CAdES

XAdES




JIS
XAdES (XAdES-T
XAdES-A) CRL
2.1.
CRL
CRL
HTTP
CRL
TSA
2.2.
"aaa” XML
enveloping XML Object
base64 encode (YWFh)
XML 1




2.3.

1 XML

<?xml version="1.0" encoding="UTF-8" ?>

<ds:Signature Id="Signature-I1D1" xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

base64

<ds:SignatureValue> "aaa”

</ds:Signature>

'"TARGET_BBB.bin"(
1024000 )

0x01-0x09,0x00

UTCc2002 1 1 O O O UTC2035
12 31 23 59 59 CRL
XAdES "<
>-\/132.xml”
base64
“aaa” fiQN50+x7Qj6CNOAY/amgRRigBU=

TARGET_BBB.bin

gpGOalwroxRIGyeXw7tHFbrgtxM=

00:00:00 23:59:59

12:00:00
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uTC

2.4. XAdES-T
2.4.1. <EST-ATTACH-NORMAL-OK 10001>
TSA
XAdES-T 2-1
CRL

2-1 <EST-ATTACH-NORMAL-OK 10001>

valid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.3 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.3 23:59:59

2.4.2. <EST-ATTACH-EXPIERED-NG 10002>
TSA
CRL
XAdES-T 2-2
CRL

2-2 <EST-ATTACH-EXPIERED-NG 10002>

invalid

2001.1.3 12:00:00

2001.1.3 12:00:00

2001.1.1 00:00:00 2001.1.1 23:59:59

CRL 2001.1.2 00:00:00 2000.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

-11-




2.4.3. <EST-ATTACH-REVOKED-NG 10003>

XAdES-T

TSA

2-3

CRL

2-3 <EST-ATTACH-REVOKED-NG 10003>

(invalid)

2001.1.2 12:00:00

2001.1.2 12:00:00

2001.1.2 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.4 00:00:00 2001.1.4 23:59:59
CRL 2005.1.1 12:00
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.4 00:00:00 2001.1.4 23:59:59

2.4.4. <EST-ATTACH-SIGTS-REVOKED-NG 10005>

CRL

TSA

XAdES-T

2-4 <EST-ATTACH-SIGTS-REVOKED-NG 10005>

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.3 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.4 00:00:00 2001.1.4 23:59:59
CRL 2005.1.2 12:00:00
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.4 00:00:00 2001.1.4 23:59:59

CRL

-12 -



2.45. <EST-ATTACH-ES-SIG-REVOKED-NG 10006>
XAdES-T Signature

2-5 <EST-ATTACH-EE-SIG-FORGED-NG 10006>

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2002.1.4 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.4.6. <EST-ATTACH-SIGTS-SIG-FORGED-NG 10007>
XAdES-T SignatureTimeStamp TimeStampToken

SignedData Signerlinfo signature

2-6 <EST-ATTACH-SIGTS-SIG-FORGED-NG 10007>

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.4.7. <EST-ATTACH-ES-MESSAGEDIGEST-FORGED-NG 10008>
XAdES-T SignedInfo Reference DigestValue

2-7 <EST-ATTACH-ES-MESSAGEDIGEST-FORGED-NG 10008>

CMS
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(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.4.8. <EST-ATTACH-SIGTSTST-MESSAGEDIGEST-FORGED-NG 10009>
XAdES-T SignatureTimeStamp
signedAttributes MessageDigest

2-8 <EST-ATTACH-SIGTSTST-MESSAGEDIGEST-FORGED-NG 10009>

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.4.9. <EST-DETACH-NORMAL-OK 10010>
XAdES-T

2-9 <EST-DETACH-NORMAL-OK 10010>

(valid)

2001.1.1 12:00:00
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2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2001.1.2 23:59:59
2.5. XAdES-T
2.5.1. <EST-ATTACH-SIGTIME-REVOKED-OK 10004>
TSA
CRL XAdES-
XAJES V1.3.2 SigningTime

2-10 <EST-ATTACH-SIGTIME-REVOKED-OK 10004>

(valid)

2001.1.1 12:00:00

2001.1.4 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
CRL 2005.1.2 12:00:00
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
2.6. XAdES-A
2.6.1. <ESA1-ATTACH-NORMAL-OK 70001>
XAdES-A

2-11 <ESA 1-ATTACH-NORMAL-OK 70001>

(valid)

2001.1.1 12:00:00
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2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00
Archive 1 TSA 2001.1.1 2035.12.31
Archive TS TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.6.2. <ESA1-DETACH-NORMAL-OK 70002>

XAdES-A

2-12 <ESA1-DETACH-NORMAL-OK 70002>

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00
Archive 1 TSA 2001.1.1 2035.12.31
Archive TS TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.6.3. <XAdESA1-ATTACH-ATS-MI-UNMATCH-NG 70011>

Messagelmprint

XAdES-A

TSTInfo
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2-13 XAdJESA1-ATTACH-ATS-MI-UNMATCH-NG 70011

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

Archive 1 2001.1.3 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59

Archive TS TSA

CRL

2001.1.4 00:00:00 2035.12.31 23:59:59

2.6.4. <ESA1-DETACH-ATS-MI-UNMATCH-NG 70012>

Messagelmprint

XAJES-A
TSTInfo

2-14 <ESA1-DETACH-ATS-MI-UNMATCH-NG 70012>

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

Archive 1 2001.1.3 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59

Archive TS TSA

CRL

2001.1.4 00:00:00 2035.12.31 23:59:59

2.6.5. <ESA2-V173-ATTACH-NORMAL-OK 70013>

XAdES-A




2-15 <ESA2-V173-ATTACH-NORMAL-OK 70013>

(valid)
2001.1.1 12:00:00
2001.1.1 12:00:00
Archive 1 2001.1.3 12:00:00
Archive 2 2001.1.4 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive TS1 TSA CRL 2001.1.4 00:00:00 2002.1.3 23:59:59
Archive TS2 TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.6.6. <ESA2-ATTACH-ATS-MI-UNMATCH-NG 70014>

XAdES-A

2-16 ESA2-ATTACH-ATS-MI-UNMATCH-NG 70014

(invalid)
2001.1.1 12:00:00
2001.1.1 12:00:00
Archive 1 2001.1.3 12:00:00
Archive 2 2001.1.4 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive TS1 TSA CRL 2001.1.4 00:00:00 2002.1.3 23:59:59
Archive TS2 TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.6.7. <ESA2-DETACH-NORMAL-OK 70015>

XAdES-A
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2-17

ESA2-DETACHE-NORMAL-OK 70015

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

Archive 1 2001.1.3 12:00:00
Archive 2 2001.1.4 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive TS1 TSA CRL 2001.1.4 00:00:00 2002.1.3 23:59:59
Archive TS2 TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.6.8.

<ESA2-DETACH-ATS-MI-UNMATCH-NG 70016>

XAdES-A

2-18 ESA2-DETACH-ATS-MI-UNMATCH-NG 70016
(invalid)
2001.1.1 12:00:00
2001.1.1 12:00:00
Archive 1 2001.1.3 12:00:00
Archive 2 2001.1.3 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive TS1 TSA CRL 2001.1.4 00:00:00 2002.1.3 23:59:59
Archive TS2 TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59
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2.7. XAdES-T
XAdES-T

2.7.1. <OFF-T-1>

OFF-T-1

ES-T

10001

EST-ATTACH-NORMAL-OK

2.7.2. <OFF-T-2>

OFF-T-2

XAdES-T

10001 EST-ATTACH-NORMAL-OK
10002 EST-ATTACH-EXPIRED-NG

2.7.3. <OFF-T-3>

OFF-T-3
XAdES-T
10001 EST-ATTACH-NORMAL-OK
10003 EST-ATTACH-REVOKED-NG

2.7.4. <OFF-T-4>

OFF-T-4

XAJES-T

10001 EST-ATTACH-NORMAL-OK
10002 EST-ATTACH-EXPIRED-NG
10003 EST-ATTACH-REVOKED-NG

2.7.5. <OFF-T-5>

OFF-T-5

XAdES-T
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10001

EST-ATTACH-NORMAL-OK

10002 EST-ATTACH-EXPIRED-NG
10003 EST-ATTACH-REVOKED-NG
10005 EST-ATTACH-SIGTS-REVOKED-NG

2.7.6. <OFF-T-6>

OFF-T-6
XAdES-T Signature
10001 EST-ATTACH-NORMAL-OK
10006 EST-ATTACH-ES-SIG-FORGED-NG

2.7.7. <OFF-T-7>

OFF-T-7
XAdES-T Signerlinfo
10001 EST-ATTACH-NORMAL-OK
10007 EST-ATTACH-SIGTS-FORGED-NG

2.7.8. <OFF-T-8>

OFF-T-8
XAdES-T DigestValue
10001 EST-ATTACH-NORMAL-OK
10008 EST-ATTACH-ES-MESSAGEDIGEST-FORGED-NG

2.7.9. <OFF-T-9>

OFF-T-9
XAdES-T MessageDigest
10001 EST-ATTACH-NORMAL-OK
10009 EST-ATTACH-SIGTSTST-MESSAGEDIGEST-FORGED-NG
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2.7.10. <OFF-T-10>

OFF-T-10
XAdES-T
10010 EST-DETACH-NORMAL-OK
2.8. XAdES-A
2.8.1. <OFF-A-1>
OFF-A-1
XAdES-A
70001 ESA1-ATTACH-NORMAL-OK
70011 ESA1-ATTACH-ATS-MI-UNMATCH-NG
2.8.2. <OFF-A-2>
OFF-A-2
XAdES-A
70002 ESA1-DETACH-NORMAL-OK
70012 ESA1-DETACH-ATS-MI-UNMATCH-NG
2.8.3. <OFF-A-3>
OFF-A-3
XAdES-A
70013 ESA2-ATTACH-NORMAL-OK
70014 ESA2-ATTACH-ATS-MI-UNMATCH-NG

2.8.4. <OFF-A-4>

OFF-A-4

XAdES-A

70015

ESA2-DETACH-NORMAL-OK
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70016

ESA2-DETACH-ATS-MI-UNMATCH-NG
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XAdES

CAdJES/XAJES
CRL
CAdES/XAJES T, A)
@
3-1
XAdES
(XAdES-T) (XAdES-A)
3.1.
5
e XAdES-T
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XML

XAdES-T

XAdES-T
XAdES-T
XAdES-A

Enveloping

XAdES-A
XAdES-A

Enveloping, Enveloped, Detached

QualifyingProperty

Detached Enveloped

QualifyingProperty

XAdES-T
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3-1

XAdES-T (ON-T-BASIC)

ON-T-BASIC-ENVELOPING Enveloping XML

ON-T-BASIC-DETACHED Detached XML

ON-T-BASIC-ENVELOPED Enveloped XML

XAdES-T (ON-T-TSA)

ON-T-TSA-AMANO-ENVELOPING AMANO TSA

ON-T-TSA-PFU-ENVELOPING PFU TSA

ON-T-TSA-SEIKO-ENVELOPING SEIKO TSA

XAdES-T (ON-T-PROP)

ON-T-PROP-SIGNINGTIME SigningTime

ON-T-PROP-EPES-FREEXML SignaturePolicyldentifier XML

Policy

ON-T-PROP-EPES-TR102038-V111 SignaturePolicyldentifier ETSI
TR 102038v1.1.1 XML

ON-T-PROP-SIGNATUREPRODUCTIONPLACE | SignatureProductionPlace

ON-T-PROP-SIGNERROLE-CLAIMED ClaimedRole SignerRole

ON-T-PROP-DATAOBJECTFORMAT DataObjectFormat

ON-T-PROP-COMMITMENTTYPEINDICATION

CommitmentTypelndication

ON-T-PROP-ALLDATATS-CLAIMEDTIME

AllDataObjectsTimeStamp
SigningTime

ON-T-PROP-INDVDATATS-CLAIMEDTIME

IndividualDataObjectsTimeStamp
SigningTime

ON-T-PROP-COUNTERSIGNATURE

CounterSignature

ON-T-PROP-SIGNINGCERTIFICATE

SigningCertificate

XAdES-A (ON-A-BASIC)

ON-A-BASIC-A1-ENVELOPING Enveloping Refs
ArchiveTimeStamp 1

ON-A-BASIC-A1-DETACHED Detached Refs
ArchiveTimeStamp 1

ON-A-BASIC-A1-ENVELOPED Enveloped Refs

ArchiveTimeStamp 1

ON-A-BASIC-A2-ENVELOPING

ArchiveTimeStamp 2
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ON-A-BASIC-A3-ENVELOPING

ArchiveTimeStamp 3

XAdES-A

(ON-A-PROP)

ON-A-PROP-A1-REFS

Refs ArchiveTimeStamp

ON-A-PROP-A1-REFS-REFSONLYTS

Refs RefsOnlyTimeStamp
ArchivfeTimeStamp

ON-A-PROP-A1-REFS-SIGANDREFSTS

Refs SigAndRefsTimeStamp

ArchiveTimeStamp
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Pr'g”:rgrei SignaturePolicyldentifier v
P SignatureProductionPlace v
SignerRole v
Signed [DataObjectFormat v
Data CommitmentTypelndication v
Object |AllDataObjectsTimeStamp v
Properties [IndividualDataObjectsTimeStamp v
CounterSignature v
SignatureTimeStamp vivivlv|vlvlv]v]v]lvlvlv]v]v]v]v]v]|v]v]|v]|v]v]|v]v
CompleteCertificateRefs vivlv
CompleteRevocationRefs v v
AttributeCertificateRefs
Unsigned |AttributeRevocationRefs
Signature |SigAndRefsTimeStamp v
Properties [RefsOnlyTimeStamp v
CertificateValues viv]iv]|v]|v]v]v
RevocationValues viv]iv]|v]v]v]v
AttrAuthoritiesCertValues
AttributeRevocationValues
ArchiveTimeStamp 111(1]213|1|1f1
Unsigned
Data
Object
Property

C?: Choice
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3.2.

(PKCS#12 or JKS)

(ECOM )
(ECOM )
) (
(ECOM
2

)

CRL
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3.2.1.

ZIP
ECOM

02_ONLINE/
01_CADES/ CAdES
ON-T-BASIC-ATTACHED/

02_XADES/ XAdES
ON-T-BASIC-ENVELOPING/

03 CERTS/ -
99_WORK/
CADES 1 _ /
CADES 2_
XADES 1

—

(PKCS#12  JKS)

CAdES

XAdES

3.2.2.

o TARGET_AAA.txt

e Enveloping

"aaa" ASCII
¢ TARGET_CCC.bin
e Detached

10K

0x01020304050607080900

e TARGET_DDD.xml

e Enveloped

XML
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¢ TARGET-SIGPOL-FREEXML.xml
e ETSI TR 102 038

OID 123453

¢ TARGET-SIGPOL-TR2038.xml
e ETSI TR 102 038 v1.1.1
OID 1.23.45.2

3.2.3.
01_CADES 02_XADES
3.2.4.
. "sig.der"
o CRL
CRL DATA/

ChangelLog.ja.txt (SJIS)

XML

"sig.xml"

ChangelLog.en.txt

3.2.5. CRL

CRL

XML
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CERT-SIG-EE.cer - ( )

CERT-SIG-EE-CS1.cer - ( )
CERT-SIG-SUBL.cer - CA ( )
CERT-SIG-ROOT.cer - CA ( )

CRL
EE CRL
EE CRL

CERT-SI1G-SUB1.x.crl - CRL
CERT-SIG-SUB1-CS1.x.crl  — CRL
1) CA CA CRL
2) CRL " ox.crl"
TSA
<ON-T-TSA>
CERT-TSA-EE.cer ~TSA ( )
CERT-TSA-SUB1.cer ~TSA CA ( )
CERT-TSA-ROQT .cer ~TSA CA ( )
TSA CRL
CERT-TSA-SUB1-ST1.x.crl SignatureTS CRL
CERT-TSA-SUB1-ST1-CS1.x.crl SignatureTS CRL
CERT-TSA-SUB1-CT1.x.crl ContentTimeStamp CRL
CERT-TSA-SUB1-DT1.x.crl AllDataObjectsTimeStamp CRL
CERT-TSA-SUB1-IT1.x.crl IndividualDataObjectsTimeStamp CRL
CERT-TSA-SUB1-ROT1.x.crl RefsOnlyTimestamp TimestampedCertsCRLs
CRL
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CERT-TSA-SUB1-RST1.x.crl
CERT-TSA-SUB1-AT1.x.crl
CERT-TSA-SUB1-AT2.x.crl
CERT-TSA-SUB1-AT3.x.crl

SigAndRefsTimestamp ESCTimeStamp CRL

1 ArchiveTimeStamp CRL
2 ArchiveTimeStamp CRL
3 ArchiveTimeStamp CRL

CertificateValues RevocationValues

CRL
3.2.6. ZIP
ZIP
e 01 CADES 02_XADES ChangelLog.ja.txt
ChangelLog.en.txt

o 01_CADES 02_XADES
[CADES or XADES] [ (Lor 2D1I I ]
( ) CADES_1_ENTRUST 20071024

i ZIP

e ECOM

3.2.7.

ECOM
99 WORK
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3.3.

ETSI TS 101 903 v1.3.2 XAdES MUST

MUST

QualifyingProperties

SignatureTimeStamp MUST
SigningCertificate Keylnfo MUST
X509Data.X509Certificate Keylnfo
SignedInfo.Reference
( 1) MAY
TSA 3 TSA MAY
ETSI TS 101 903 v1.3.2 XAdES MUST
XML MUST
MUST
SignatureTimeStamp MUST




3.4. XAdES-T (ON-T-BASIC)

3.4.1. <ON-T-BASIC-ENVELOPING>

Enveloping XAdES-T
Enveloping MUST
“/TARGET_AAA.txt” MUST
Signedinfo.Reference
ds:Object MUST
Reference  Transforms Base64 RECOMMEND

3.4.2. <ON-T-BASIC-DETACHED>

URI
Detached XAdES-T

<ON-T-BASIC-ENVELOPING>

Detached MUST
http://ecom-es-test.ath.cx/repository/ TARGET_CCC.bin | MUST

SignedInfo.Reference
Reference  URI URI MUST
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3.4.3. <ON-T-BASIC-ENVELOPED>

XML Enveloped
XAdES-T

<ON-T-BASIC-ENVELOPING>

Enveloped MUST

JTARGET_DDD.xml MUST

SignedInfo.Reference

Reference URI MUST
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3.5. XAdES-T (ON-T-TSA)

3
TSA TSA
3.5.1. <ON-T-TSA-AMANO-ENVELOPING>
TSA Enveloping XAdES-T
<ON-T-BASIC-ENVELOPING>
TSA TSA MUST
3.5.2. <ON-T-TSA-PFU-ENVELOPING>
PFU TSA Enveloping XAdES-T
<ON-T-BASIC-ENVELOPING>
TSA PFU TSA MUST
3.5.3. <ON-T-TSA-SEIKO-ENVELOPING>
TSA Enveloping XAdES-T
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<ON-T-BASIC-ENVELOPING>

TSA

TSA

MUST
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3.6. XAdES-T

XAdES-T

3.6.1. <ON-T-PROP-SIGNINGTIME>

(ON-T-PROP)

SigningTime

<ON-T-BASIC-ENVELOPING>

QualifyingProperties

SigningTime

MUST

ETSI TS 101 903 v1.3.2 G.2.2.16
SigningTime

MUST

ETSI TS 101 903 v1.3.2 G.2.2.16

MUST

SigningTime

RECOMMEND

3.6.2. <ON-T-PROP-EPES-FREEXML>

XAdES-EPES
SignaturePolicyldentifier

XML
XAdES-T

<ON-T-BASIC-ENVELOPING>
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QualifyingProperties
SignaturePolicyldentifier MUST
OID uri:0id:1.2.3.4.5.3 MUST
XML MUST
http://ecom-es-test.ath.cx/repository/ TARGET-SIGPOL-FREEXML.xml
SignaturePolicyldentifier MUST
(1)
3.6.3. <ON-T-PROP-EPES-TR102038-V111>
XAdES-EPES ETSI TR 102 038 v1.1.1 XML
SignaturePolicyldentifier XAdES-T
<ON-T-BASIC-ENVELOPING>
QualifyingProperties
SignaturePolicyldentifier MUST
OID urn:0id:1.2.3.4.5.2 MUST
XML MUST
http://ecom-es-test.ath.cx/repository/ TARGET-SIGPOL-XML2038.xml
SignaturePolicyldentifier MUST
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3.6.4. <ON-T-PROP-SIGNATUREPRODUCTIONPLACE>

SignatureProductionPlace XAJES-T

<ON-T-BASIC-ENVELOPING>

QualifyingProperties

SignatureProductionPlace MUST

SignatureProductionPlace MUST

3.6.5. <ON-T-PROP-SIGNERROLE-CLAIMED>

ClaimedRole SignerRole XAdES-T

<ON-T-BASIC-ENVELOPING>

QualifyingProperties

ClaimedRole SignerRole MUST

SignerRole MUST

3.6.6. <ON-T-PROP-DATAOBJECTFORMAT>

DataObjectFormat XAdES-T

<ON-T-BASIC-ENVELOPING>
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QualifyingProperties
MimeType “text/plain” DataObjectFormat MUST
DataObjectFormat MUST
MimeType

3.6.7. <ON-T-PROP-COMMITMENTTYPEINDICATION>

CommitmentTypelndication XAdES-T

<ON-T-BASIC-ENVELOPING>

QualifyingProperties

CommitmentTypelndication MUST

CommitmentTypelndication MUST

3.6.8. <ON-T-PROP-ALLDATATS-CLAIMEDTIME>

AllDataObjectsTimeStamp  SigningTime XAdES-T

<ON-T-BASIC-ENVELOPING>

QualifyingProperties

AllDataObjectsTimeStamp SigningTime MUST
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ETSI TS 101903 v1.3.2G.2.2.16 MUST
SigningTime
ETSI TS 101 903 v1.3.2 G.2.2.16 MUST
SigningTime RECOMMEND
3.6.9. <ON-T-PROP-INDVDATATS-CLAIMEDTIME>
IndividualDataObjectsTimeStamp  SigningTime
XAdES-T
<ON-T-BASIC-ENVELOPING>
QualifyingProperties
IndividualDataObjectsTimeStamp SigningTime MUST
ETSI TS 101903 v1.3.2 G.2.2.16 MUST
SigningTime
ETSI TS 101 903 v1.3.2 G.2.2.16 MUST
SigningTime RECOMMEND

3.6.10. <ON-T-PROP-COUNTERSIGNATURE>

CounterSignature XAdES-T

<ON-T-BASIC-ENVELOPING>
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QualifyingProperties
EE-ON-SIG-ECOMSAMPLE-OK CounterSignature | MUST
CounterSignature SignatureTimeStamp MUST
CounterSignature MUST

3.6.11. <ON-T-PROP-SIGNINGCERTIFICATE>

SigningCertificate XAdES-T

<ON-T-BASIC-ENVELOPING>

QualifyingProperties

SigningCertificate MUST

SigningCertificate MUST




3.7. XAdES-A (ON-A-BASIC)

3.7.1. <ON-A-BASIC-A1-ENVELOPING>

Enveloping XAdES-A

<ON-T-BASIC-ENVELOPING>

QualifyingProperties

CertificateValues | MUST

RevocatoinValues MUST

ETSI TS 101 903 v1.3.2 ArchiveTimeStamp 1 MUST
ArchiveTimeStamp TimeStampToken TSA RECOMMEND

TimeStampToken certificates crls
TimeStampToken  TSA MUST
CertificateValues RevocationValues MUST
SignatureTimeStamp

RECOMMEND

3.7.2. <ON-A-BASIC-A1-DETACHED>

Detached XAdES-A
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<ON-T-BASIC-DETACHED>

QualifyingProperties

CertificateValues | MUST
RevocationValues MUST
ETSI TS 101 903 v1.3.2 ArchiveTimeStamp 1 MUST
ArchiveTimeStamp TimeStampToken TSA RECOMMEND
TimeStampToken certificates crls
TimeStampToken  TSA MUST
CertificateValues RevocationValues MUST
SignatureTimeStamp
RECOMMEND
3.7.3. <ON-A-BASIC-A1-ENVELOPED>
Enveloped XAdJES-A
<ON-T-BASIC-ENVELOPED>
QualifyingProperties
CertificateValues | MUST
RevocationValues MUST
ETSI TS 101 903 v1.3.2 ArchiveTimeStamp 1 MUST
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ArchiveTimeStamp TimeStampToken TSA RECOMMEND
TimeStampToken certificates crls
TimeStampToken  TSA MUST
CertificateValues RevocationValues MUST
SignatureTimeStamp
RECOMMEND
3.7.4. <ON-A-BASIC-A1-ENVELOPING>
Enveloping XAdES-A
<ON-A-BASIC-A1-ENVELOPING>
QualifyingProperties
ETSI TS 101 903 v1.3.2 ArchiveTimeStamp 2 MUST
ArchiveTimeStamp 1 RECOMMEND

3.7.5. <ON-A-BASIC-A3-ENVELOPING>

Enveloping XAdJES-A
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<ON-A-BASIC-A2-ENVELOPING>

QualifyingProperties

ETSI TS 101 903 v1.3.2 ArchiveTimeStamp 3 MUST

3.8. XAdES-A (ON-A-PROP)

3.8.1. <ON-A-PROP-A1l-REFS>

CompleteCertificateRefs CompleteRevocationRefs
XAdES-A

<ON-A-BASIC-A1-ENVELOPING>

QualifyingProperties

CompleteCertifiacteRefs, CompleteRevocationRefs MUST

Refs MUST

3.8.2. <ON-A-PROP-A1-REFS-REFSONLYTS>

RefsOnlyTimeStamp XAdJES-A

<ON-A-PROP-A1-REFS>

QualifyingProperties

RefsOnlyTimeStamp MUST
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3.8.3. <ON-A-PROP-A1-REFS-SIGANDREFSTS>

SigAndRefsTimeStamp XAdES-A

<ON-A-PROP-A1-REFS>

QualifyingProperties

SigAndRefsTimeStamp

MUST

3.9.

HTTP(TCP/80)
http//ecom-es-test.ath.cx/repository/

3.10.

e CAdES-T/XAdES-T
e CAdES-T/XAdES-T
e CAdES-A/XAdES-A
e CAdES-A/XAdES-A

JIS
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3.10.1.

3.10.2.

80%

80%
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CAdES
4.1.
XAdES
4.1.1. XAdES-BES
ds:Signature
ds:Signedinfo
ds:CanonicalizationMethod Canonical XML( REC-xml-c14n-20010315 )
RSAwithSHAL(http://www.w3.0rg/2000/09/xmldsig#rs

ds:SignatureMethod a-shal)

ds:Reference

XML Canonical XML

ds:Transforms

ds:DigestMethod http.//www.w3.0rg/2000/09/xmldsig#shal

ds:DigestValue

ds:SignatureValue

( ds:X509Data ds:X509Certificate
ds:Keylnfo )
ds:Object (SingingCertificate )
QualifyingProperties (SingingCertificate )
SignedProperties (SingingCertificate )
SignedSignatureProperties (SingingCertificate )
I ISigningCertificate SHA1
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4.1.2. XAdES-T

ds:Signature

ds:SignedInfo

ds:CanonicalizationMethod

Canonical XML( REC-xml-c14n-20010315 )

ds:SignatureMethod

RSAwithSHA1(http://www.w3.0rg/2000/09/xmldsig#rsa-shal)

ds:Reference

detached

ds:Transforms

XML Canonical XML

ds:DigestMethod

http://www.w3.0rg/2000/09/xmldsig#shal

ds:DigestValue

ds:SignatureValue

ds:Keylnfo ( ds:X509Data ds:X509Certificate
ds:Object
QualifyingProperties
SignedProperties (SingingCertificate )
SignedSignatureProperties (SingingCertificate )
SHA1

I ISigningCertificate

UnSignedProperties

UnSignedSignatureProperties

I ISignatureTimeStamp

4.1.3. XAdES-A( )

ds:Signature

ds:SignedInfo

ds:CanonicalizationMethod

Canonical XML( REC-xml-c14n-20010315 )

ds:SignatureMethod

RSAwithSHA1(http://www.w3.0rg/2000/09/xmldsig#rsa-shal)

ds:Reference

detached

ds:Transforms

XML Canonical XML

ds:DigestMethod

http://www.w3.0rg/2000/09/xmldsig#shal

ds:DigestValue

ds:SignatureValue

I ISigningCertificate

ds:Keylnfo ( ds:X509Data ds:X509Certificate
ds:Object
QualifyingProperties
SignedProperties (SingingCertificate )
SignedSignatureProperties (SingingCertificate )
SHA1

UnSignedProperties

UnSignedSignatureProperties

SignatureTimeStamp

CompleteCertificateRefs

CompleteRevocationRefs

CertificateValues

RevocationValues

CRC )

ArchiveTimeStamp
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4.1.4. XAdES-A( )

ds:Signature

ds:SignedInfo

ds:CanonicalizationMethod

Canonical XML( REC-xml-c14n-20010315 )

ds:SignatureMethod

RSAwithSHAL(http://www.w3.0rg/2000/09/xmldsig#rsa-shal)

ds:Reference

detached

ds:Transforms

XML Canonical XML

ds:DigestMethod

http://www.w3.0rg/2000/09/xmldsig#shal

ds:DigestValue

ds:SignatureValue

ds:Keylnfo ( ds:X509Data ds:X509Certificate
ds:Object
QualifyingProperties
SignedProperties
SignedSignatureProperties
I ISigningCertificate SHA1

UnSignedProperties

UnSignedSignatureProperties

SignatureTimeStamp

CompleteCertificateRefs

CompleteRevocationRefs

CertificateValues

RevocationValues

CRC_ )

ArchiveTimeStamp

ArchiveTimeStamp

4.2.
4.2.1. TimeStampToken

TimeStampToken CMS SignedData JIS
certificates, crls
version v3(3)
digestAlgorithms { SHA1}
encapContentinfo TSTInfo
certificates TSA
crls CRL
signerinfos ( =1)
signerinfo 160bit
Version v1(1)
sid TSA IssuerAndSerialNumber
digestAlgorithm SHA1
signedAttrs
contentinfo =tSTInfo(1.2.840.113549.1.9.16.1.4)
messageDigest
eSSSigningCertificate (SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs
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4.2.2. TSTinfo

v1(1)
policy TSAPolicyld=0.1.2.3.4.5
messagelmprint
hashAlgorithm SHA1
hashedMessage 160bit
serialNumber TSA (1)
genTime GeneralizedTime( 3 )
accuracy 500
ordering TRUE
nonce 0x1234567890( )
tsa directoryName=TSA
extensions
1 TSA
TSA 1 TSA
4.3.
4.3.1.
V3
5 ASN.1 INTEGER(__1)
SHA1withRSA
DN PrintableString( DN PrintableString )
UTCTime( 2000/1/1 0:00:00 2035/12/31 23:59:59
DN PrintableString
X.509
|keyUsage
4.3.2. RootCA
V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
2048bit
X.509
keyUsage CertSign, CRLSign TRUE
subjectKeyldentifier SHA1-160bit FALSE
basicConstraints TRUE
[CA TRUE -




4.3.3. SubCA

4.3.4.

V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
1024bit
X.509
keyUsage CertSign, CRLSign TRUE
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifien FALSE
[keyldentifier SHA1-160bit -
basicConstraints TRUE
[CA TRUE -
cRLDistributionPoint FALSE
|DistPt.fullName.UR|http:// /**/*.crl -
End Entity
V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
1024bit
X.509
keyUsage digitalSignature, nonRepudiation TRUE
basicConstraints ( ) FALSE
[cA -
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifier FALSE
[keyldentifier SHA1-160bit -
cRLDistributionPoints FALSE
|DistPtfullName.URI __|http:// /**/*crl -
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4.3.5. TSA

V3
SHAIwithRSA
DN PrintableString
UTCTime
DN PrintableString
1024bit
X.509
keyUsage digitalSignature, nonRepudiation TRUE
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifier FALSE
|[keyldentifier SHA1-160bit -
extkeyUsage 1.3.6.1.5.5.7.3.8(timeStamping) TRUE
cRLDistributionPoints FALSE
[DistPt.fullName.URI http:// /**/*crl -
4.3.6. /TSA CRL
V2(1)
SHA1withRSA
DN PrintableString
thisUpdate UTCTime
nextUpdate UTCTime
revokedCertificate
userCertificate
revocationDate UTCTime
crlEntryExtensions
[cRLReason FALSE
X.509
[cRLNumber FALSE
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