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2.1

e CRL
CRL

TSA

2.2

3 3
'TARGET_BBB.bin’(
1024000

uTC2035 12 31

'data.der’

HTTP
CRL

'TARGET_AAA.txt/(
)

11aaan

0x01-0x09,0x00
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SHAl

e TARGET_AAA.txt
SHA-1: 7e240de74fb1ed08fa08d38063f6a6a91462a815

e TARGET BBB.bin
SHA-1: 82918e6b4c2ba314491b2797¢3bb4715bac0b713

2.3
o 00:00:00 23:59:59
o 12:00:00
o uTcC

2.4

e ES-T, ES-C, ES-X Long, ES-A

o (SHA-1, SHA-256, SHA-512)
e BES EPES

e RFC3126 ETSITS101733v1.5.1/v1.6.3 v1.7.3

e SigningTime, SignatureTimeStamp
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ESS SigningCertificateV2

30

10001 EST-ATTACH-NORMAL-OK

BES ES-T
10002 | EST-ATTACH-EXPIRED-NG |
ES-T
10003 | EST-ATTACH-REVOKED-NG |
genTime
ES-T
10004 | EST-ATTACH-SIGTIME-REVOKED-OK |
SigingTime
SigningTime ES-T
10005 | EST-ATTACH-SIGTS-REVOKED-NG |
SigningTime
ES-T
10006 | EST-ATTACH-ES-SIG-FORGED-NG |
signerinfo  signature ES-T
10007 | EST-ATTACH-ES-SIGTS-SIG-FORGED-NG |
signature ES-T
10008 | EST-ATTACH-ES-MESSAGEDIGEST-FORGED-NG |
signedAttrs MessageDigest CMS ES-T
10009 | EST-ATTACH-SIGTSTST-MESSAGEDIGEST-FORGED-NG |
MessageDigest CMS ES-T

10010 | EST-DETACH-NORMAL-OK |
BES ES-T
20001 | EST-OTHERCERT-SHA256-OK |
SHA-256 OtherSigningCertificate CMS ES-T
20002 | EST-SIGTS-SHA256-0K |
TSTinfo  Messagelmprint Signerinfo  DigestAlgorithm SHA-256
signatureAlgorithm ~ SHA256withRSA

ES-T
20003 | EST-SIGTS-SHA512-OK
TSTinfo  Messagelmprint Signerinfo  DigestAlgorithm SHA-512
signatureAlgorithm ~ SHA512withRSA

ES-T

20004 | EST-CONTENT-TIMESTAMP-OK
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signedAttributes ContentTimeStamp CMS ES-T

20005 | EST-INDEPENDENT-SIGNATURES-OK

2 signerinfo ( ) ES-T

20006 | EST-EPES-WITHOUT-HASHCHECK-OK

signaturePolicyldentifier ~ CMS EPES ES-T

20007 |EST—EPES-NORMAL-OK

SignaturePolicyldentifier CMS EPES ES-T

20008 |EST—EPES-POLICY—HASH-NOT—MATCH-NG

SignaturePolicyldentifier CMS

ES-T

20009 |EST—EPES-NOT—BEFORE-VIOLATION-NG

signingPeriod  notBefore
ES-T

20010 | EST-EPES-MANDATED-SIGNEDATTRS-VIOLATION-NG

mandatedSignedAttr SigningTime

ES-T

20011 | EST-EPES-EXTERNAL-SIGNEDDATA-VIOLATION-NG

externalSignedData  TRUE

ES-T
20012 | EST-ESSCERTV2-SHA256-0K
SHA-256 ESSSigningCertificateV2 CMS ES-T
20013 | EST-ESSCERTV2-SHA256-FORGED-NG
SHA-256 ESSSigningCertificateV2 CMS ES-T
20014 | EST-ESSCERTV2-SHA512-0K
SHA-512 ESSSigningCertificateV2 CMS ES-T
20015 | EST-ESSCERTV2-SHA512-FORGED-NG
SHA-512 ESSSigningCertificateV2 CMS ES-T
20016 | EST-COUNTER-SIGNATURE1-OK
ES-T
20017 | EST-COUNTER-SIGNATURE1-FORGED-NG
signature ES-T
20018 | EST-COUNTER-SIGNATURE2-OK
ES-T
20019 | EST-COUNTER-SIGNATURE2-FORGED-NG
signature ES-T

40001 |ESC-ATTACH-NORMAL-OK

BES ES-C
40002 |ESC-DETACH-NORMAL-OK
BES ES-C
50001 |ESXL-ATTACH-NORMAL-OK
BES ES-X Long
50002 |ESXL-DETACH-NORMAL-OK
BES ES-X Long

60001 | ESXL-ATTACH-SIGTS-VALIDATIONINFO-NOT-INCLUDED-OK

-13 -




TSA

ES-X Long
70001 | ESA1-ATTACH-NORMAL-OK |
1 CcMS ES-A
70002 | ESA1-DETACH-NORMAL-OK |
1 CMS ES-A
70003 | ESAI-V173-ATTACH-NORMAL-OK |
ETSITS 101 733 v1.7.3
1 CcMS ES-A
70004 | ESAI-V173-DETACH-NORMAL-OK
ETSITS 101 733 v1.7.3
1 CcMS ES-A
70005 | ESAI-V173-ATTACH-ATS-FORGED-NG
ETSITS 101 733 v1.7.3
ES-A
ES-A
70006 | ESAI-V173-DETACH-ATS-FORGED-NG
ETSITS 101 733v1.7.3
ES-A
ES-A
70007 | ESA2-V173-ATTACH-NORMAL-OK
ETSITS 101 733 v1.7.3
2 CcMS ES-A
70008 | ESA2-V173-DETACH-NORMAL-OK
ETSITS 101 733 v1.7.3
2 CcMS ES-A
70009 | ESA2-V173-ATTACH-ATS-FORGED-NG |
ES-A
ES-A
70010 | ESA2-ETSI173-DETACH-ATS-FORGED-NG |
ES-A
ES-A
80001 | ESAI-ATTACH-ETSI151-OK |
ESTITS 101 733 v15.1 ES-A
80002 | ESA1-DETACH-ETSI151-OK |
ESTITS 101 733 v15.1 ES-A

25 ES-T
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2.5.1<EST-ATTACH-NORMAL-OK 10001>

ES-T

TSA

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL

2001.1.2 00:00:00 2001.1.2 23:59:59

TSA

2001.1.1 2035.12.31

TS TSA CRL

2001.1.1 00:00:00 2035.12.31 23:59:59

2.5.2<EST-ATTACH-EXPIRED-NG 10002>

TSA
CRL
ES-T
(invalid)
2001.1.3 12:00:00
2001.1.3 12:00:00
2001.1.1 00:00:00 2001.1.1 23:5959
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

ES-T
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2.5.3<EST-ATTACH-REVOKED-NG 10003>

CRL

TSA

ES-T

(invalid)

2001.1.2 12:00:00

2001.1.2 12:00:00

2001.1.2 12:00:00

2001.1.1 2035.12.31

CRL

2001.1.4 00:00:00-2001.1.4 23:59:59

CRL

2005.1.1 12:00

TSA

2001.1.1 2035.12.31

TS TSA

CRL

2001.1.4 00:00:00-2001.1.4 23:59:59

2.5.4<EST-ATTACH-SIGTIME-REVOKED-OK 10004>

CRL

TSA

ES-T

(valid)

2001.1.1 12:00:00 (=SignatureTS)

2001.1.4 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL

2001.1.3 00:00:00-2001.1.3 23:59:59

CRL

2001.1.2 12:00:00

TSA

2001.1.1 2035.12.31
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TS TSA CRL 2001.1.3 00:00:00-2001.1.3 23:59:59

2.5.5<EST-ATTACH-SIGTS-REVOKED-NG 10005>

TSA
SigningTime
CRL
ES-T

(invalid)
2001.1.1 12:00:00
2001.1.1 12:00:00
2001.1.3 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.4 00:00:00-2001.1.4 23:59:59
CRL 2005.1.2 12:00:00
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.4 00:00:00-2001.1.4 23:59:59

2.5.6<EST-ATTACH-ES-SIG-FORGED-NG 10006>

ES-T CMS SignedData  Signerinfo signature

(invalid)
2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
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TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.5.7<EST-ATTACH-SIGTS-SIG-FORGED-NG 10007>

ES-T SignatureTimeStamp TimeStampToken
CMS SignedData Signerinfo signature

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.5.8<EST-ATTACH-ES-MESSAGEDIGEST-FORGED-NG 10008>

ES-T CMS SignedData  signedAttributes
MessageDigest

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

-18 -



2.5.9<EST-ATTACH-SIGTSTST-MESSAGEDIGEST-FORGED-NG
10009>

ES-T SignatureTimeStamp
signedAttributes MessageDigest

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.5.10 <EST-DETACH-NORMAL-OK 10010>

ES-T

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
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26 ES-T

2.6.1<EST-OTHERCERT-SHA256-OK 20001>

<EST-ATTACH-NORMAL-OK>
ESSSigningCertificate
SHA256

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

TSA 2001.1.1 2035.12.31

TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.6.2<EST-SIGTS-SHA256-OK 20002>

ES-T
SHA256 SHA256withRSA

e TimeStampToken TSTInfo Messagelmprint SHA256
e TimeStampToken Signerinfo DigestAlgorithm SHA256

e TimeStampToken Signerinfo  SignatureAlgorithm
SHA256withRSA

(valid)
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2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.6.3<EST-SIGTS-SHA512-OK 20003>

ES-T
SHAS512 SHA512withRSA

e TimeStampToken TSTInfo Messagelmprint SHA512
e TimeStampToken Signerinfo DigestAlgorithm SHA512

e TimeStampToken Signerinfo  SignatureAlgorithm
SHA512withRSA

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

TSA 2001.1.1 2035.12.31

TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
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2.6.4<EST-CONTENT-TIMESTAMP-OK 20004>

ES-T

CMS

(valid)

2001.1.1 12:00:00

2001.1.1 09:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL

2001.1.2 00:00:00 2001.1.2 23:59:59

TSA

2001.1.1 2035.12.31

TS TSA CRL

2001.1.1 00:00:00 2035.12.31 23:59:59

2.6.5<EST-INDEPENDENT-SIGNATURES-OK 20005>

( )
ES-T
CA
(valid)
1 2001.1.1 12:00:00
1
1 2001.1.1 12:00:00
1 2001.1.1 2035.12.31
2 2001.1.1 13:00:00
2
2 2001.1.1 13:00:00
2 2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
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2.6.6<EST-EPES-WITHOUT-HASHCHECK-OK 20006>

signedAttributes
EPES(Explicit Policy Electronic Signatures)
ES-T

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

TSA 2001.1.1 2035.12.31

TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

OID 12345

SHA1 afld3ea7aef706a898191dd257218f5e9acafaal

2.6.7<EST-EPES-NORMAL-OK 20007>

signedAttributes EPES
ES-T
EPES ES-T

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
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TSA

2001.1.1 2035.12.31

TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
OID 1.2.3.4.5.20000
SHA1l 90490e8e411bd495415988298d07ab45922e8bff

2.6.8<EST-EPES-POLICY-HASH-NOT-MATCH-NG 20008>

EPES

ES-T
SignaturePolicyldentifier CMS

ES-T

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
OID 1.2.3.4.5.20000
SHA1l 90490e8e411bd495415988298d07ab45922e8bff
CMS LFLFIFAFAfAFLFLFLFLFAFLFLFLFLFLFLFIFLFLS

2.6.9<EST-EPES-NOT-BEFORE-VIOLATION-NG 20009>

EPES ES-T
signingPeriod  notBefore
(2035 12 31 )
ES-T

(invalid)
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2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
oID 1.2.3.4.5.20009
SHA1 eab88babhb6ffc05343fc8efOcaba7dd4920b7e02

signingPeriod.notBefore

2035.12.31 23:59:59

2.6.10 <EST-EPES-MANDATED-SIGNEDATTRS-VIOLATION-NG

20010>

EPES ES-T

commonRules
mandatedSignedAttr
ES-T

signerAndVerifierValue signerRules
signingTime  OID

signingTime CMS
ES-T

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL

2001.1.2 00:00:00 2001.1.2 23:59:59

TSA

2001.1.1 2035.12.31

TS TSA CRL

2001.1.1 00:00:00 2035.12.31 23:59:59

OID

1.2.3.4.5.20010

SHA1l

5a6¢c1d137cal39771adbd8d41c868d682ded8b20

mandatedSignedAttr

1.2.840.113549.1.9.4
1.2.840.113549.1.9.5(signingTime)
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1.2.840.113549.1.9.16.2.15

2.6.11 <EST-EPES-EXTERNAL-SIGNEDDATA-VIOLATION-NG 20011>

EPES ES-T
commonRules  signerAndVerifierValue signerRules
externalSignedData TRUE
ES-T
ES-T

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
OID 1.2.3.4.5.20011
SHA1 b363f51a65438136d26ce87f3078657df52b5dc4
externalSignedData TRUE

2.6.12 <EST-ESSCERTV2-SHA256-OK 20012>

ESSSigningCertificateV2
SHA256

(valid)
2001.1.1 12:00:00
2001.1.1 12:00:00
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2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.6.13 <EST-ESSCERTV2-SHA256-FORGED-NG 20013>

ESSSigningCertificateV2

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.6.14 <EST-ESSCERTV2-SHA512-OK 20014>

ESSSigningCertificateV2

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
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2.6.15 <EST-ESSCERTV2-SHA512-FORGED-NG 20015>

ESSSigningCertificateV2

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.6.16 <EST-COUNTER-SIGNATURE1-OK 20016>

ES-T

CA

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

2001.1.1 13:00:00

2001.1.1 13:00:00

2001.1.1 2035.12.31

CRL

2001.1.2 00:00:00 2001.1.2 23:59:59

TSA

2001.1.1 2035.12.31
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TS TSA

CRL

2001.1.1 00:00:00 2035.12.31 23:59:59

2.6.17 <EST-COUNTER-SIGNATURE1-FORGED-NG 20017>

ES-T

signature

CA

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

2001.1.1 13:00:00

2001.1.1 13:00:00

2001.1.1 2035.12.31

CRL

2001.1.2 00:00:00 2001.1.2 23:59:59

TSA

2001.1.1 2035.12.31

TS TSA

CRL

2001.1.1 00:00:00 2035.12.31 23:59:59

2.6.18 <EST-COUNTER-SIGNATURE2-OK 20018>

ES-T

CA

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31
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2001.1.1 13:00:00

2001.1.1 13:00:00

2001.1.1 14:00:00

2001.1.1 14:00:00

2001.1.1 2035.12.31

2001.1.1 2035.12.31

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.6.19 <EST-COUNTER-SIGNATUREZ2-FORGED-NG 20019>

ES-T

signature

CA

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

2001.1.1 13:00:00

2001.1.1 13:00:00

2001.1.1 14:00:00

2001.1.1 14:00:00

-30 -




2001.1.1 2035.12.31

2001.1.1 2035.12.31

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
2.7 ES-C
ES-C ECOM
2.8 ES-C

2.8.1<ESC-ATTACH-NORMAL-OK 40001>

ES-C

TSA

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL

2001.1.2 00:00:00 2001.1.2 23:59:59

TSA

2001.1.1 2035.12.31

TS TSA CRL

2001.1.2 00:00:00 2001.1.2 23:59:59

ES-C
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2.8.2<ESC-DETACH-NORMAL-OK 40002>

ES-C

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.9 ES-X Long

2.9.1<ESXL-ATTACH-NORMAL-OK 50001>

ES-X Long

TSA
ES-X Long

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
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2.9.2<ESXL-DETACH-NORMAL-OK 50002>

ES-X Long

(valid)
2001.1.1 12:00:00

2001.1.1 12:00:00
2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.10 ES-X Long

2.10.1 <ESXL-ATTACH-SIGTS-VALIDATIONINFO-NOT-INCLUDED-O
K 60001>

ES-X Long
TSA
ES X-Long

(valid)
2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31

TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
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2.11 ES-A

2.11.1 <ESA1-ATTACH-NORMAL-OK 70001>

ECOM 2005 RFC3126

ES-A

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00:00
Archive 1 TSA 2001.1.1 2035.12.31
Archive TS TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.11.2 <ESA1-DETACH-NORMAL-OK 70002>

ArchiveTimeStamp
ES-A

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31
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CRL

2001.1.2 00:00:00 2001.1.2 23:59:59

TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00:00
Archive 1TSA 2001.1.1 2035.12.31

Archive TS TSA

CRL

2001.1.4 00:00:00 2035.12.31 23:59:59

2.11.3 <ESA1l-V173-ATTACH-NORMAL-OK 70003>

ETSI TS 101 733 v1.7.3

ES-A

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

Archive 1 2001.1.3 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59

Archive TS TSA

CRL

2001.1.4 00:00:00 2035.12.31 23:59:59

2.11.4 <ESA1l-V17/3-DETACH-NORMAL-OK 70004>

ETSI TS 101 733 v1.7.3

ES-A
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(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

Archive 1 2001.1.3 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59

Archive TS TSA

CRL

2001.1.4 00:00:00 2035.12.31 23:59:59

2.11.5 <ESA1l-V173-ATTACH-ATS-FORGED-NG 70005>

ETSI TS 101 733 v1.7.

3

ES-A

(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

Archive 1 2001.1.3 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59

Archive TS TSA

CRL

2001.1.4 00:00:00 2035.12.31 23:59:59

2.11.6 <ESA1l-ETSI173-DETACH-ATS-FORGED-NG 70006>

ETSI TS 101 733 v1.7.

3

ES-A
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(invalid)

2001.1.1 12:00:00

2001.1.1 12:00:00

Archive 1 2001.1.3 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive TS TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.11.7 <ESA2-V173-ATTACH-NORMAL-OK 70007>

ES-A

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

Archive 1 2001.1.3 12:00:00
Archive 2 2001.1.4 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive TS1 TSA CRL 2001.1.4 00:00:00 2002.1.3 23:59:59
Archive TS2 TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.11.8 <ESA2-V17/3-DETACH-NORMAL-OK 70008>
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ES-A

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

Archive 1 2001.1.3 12:00:00
Archive 2 2001.1.4 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive TS1 TSA CRL 2001.1.4 00:00:00 2002.1.3 23:59:59
Archive TS2 TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.11.9 <ESA2-V173-ATTACH-ATS-FORGED-NG 70009>
ES-A
(invalid)
2001.1.1 12:00:00
2001.1.1 12:00:00
Archive 1 2001.1.3 12:00:00
Archive 2 2001.1.4 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive TS1 TSA CRL 2001.1.4 00:00:00 2002.1.3 23:59:59
Archive TS2 TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59
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2.11.10 <ESA2-V173-DETACH-ATS-FORGED-NG 70010>

ES-A

(invalid)
2001.1.1 12:00:00
2001.1.1 12:00:00
Archive 1 2001.1.3 12:00:00
Archive 2 2001.1.3 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive TS1 TSA CRL 2001.1.4 00:00:00 2002.1.3 23:59:59
Archive TS2 TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59
2.12 ES-A

2.12.1 <ESA1-ATTACH-ETSI151-OK 80001>

ECOM ETSI TS 101
733 v1.5.1
ES-A

(valid)
2001.1.1 12:00:00
2001.1.1 12:00:00
2001.1.1 2035.12.31
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CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00:00
Archive 1TSA 2001.1.1 2035.12.31
Archive TS TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.12.2 <ESA1-DETACH-ETSI151-OK 80002>

<ESA1-ATTACH-ETSI151-OK>

ES-A
encapContentinfo

DER

<ESA1-ATTACH-ETSI151-OK>

(valid)

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00:00
Archive 1 TSA 2001.1.1 2035.12.31
Archive TS TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.13 ES-T

ES-T
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2.13.1 <OFF-T-1>

OFF-T-1

ES-T

10001 EST-ATTACH-NORMAL-OK

2.13.2 <OFF-T-2>

OFF-T-2
ES-T

10001 EST-ATTACH-NORMAL-OK
10002 EST-ATTACH-EXPIRED-NG

2.13.3 <OFF-T-3>

OFF-T-3
ES-T

10001 EST-ATTACH-NORMAL-OK
10003 EST-ATTACH-REVOKED-NG

2.13.4 <OFF-T-4>

OFF-T-4
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ES-T

10001 EST-ATTACH-NORMAL-OK
10002 EST-ATTACH-EXPIRED-NG
10003 EST-ATTACH-REVOKED-NG

2.13.5 <OFF-T-5>

OFF-T-5
ES-T
10001 EST-ATTACH-NORMAL-OK
10003 EST-ATTACH-REVOKED-NG
10004 EST-ATTACH-SIGTIME-REVOKED-OK
10005 EST-ATTACH-SIGTS-REVOKED-NG

2.13.6 <OFF-T-6>

OFF-T-6
ES-T Signerlinfo
10001 EST-ATTACH-NORMAL-OK
10006 EST-ATTACH-ES-SIG-FORGED-NG

2.13.7 <OFF-T-7>

OFF-T-7

ES-T

Signerlinfo
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10001 EST-ATTACH-NORMAL-OK

10007 EST-ATTACH-SIGTS-SIG-FORGED-NG

2.13.8 <OFF-T-8>

OFF-T-8
ES-T MessageDigest
10001 EST-ATTACH-NORMAL-OK
10008 EST-ATTACH-ES-MESSAGEDIGEST-FORGED-NG

2.13.9 <OFF-T-9>

OFF-T-8
ES-T MessageDigest
10001 EST-ATTACH-NORMAL-OK
10009 EST-ATTACH-SIGTSTST-MESSAGEDIGEST-FORGED-NG

2.13.10<OFF-T-10>
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OFF-T-10

ES-T

10010

EST-DETACH-NORMAL-OK

2.14 ES-T

ES-T

2.14.1 <OFF-T-OP-1>

OFF-T-OP-1
OtherSigningCertificate SHA-256 ES-T
10001 EST-ATTACH-NORMAL-OK
20001 EST-OTHERCERT-SHA256-OK

2.14.2 <OFF-T-OP-2>

OFF-T-OP-2
SHA-256
ES-T
10001 EST-ATTACH-NORMAL-OK
20002 EST-SIGTS-SHA256-0K

2.14.3 <OFF-T-OP-3>
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OFF-T-OP-3

SHA-512
ES-T
10001 EST-ATTACH-NORMAL-OK
20003 EST-SIGTS-SHA512-0OK
2.14.4 <OFF-T-OP-4>
OFF-T-OP-4
CMS ES-T
10001 EST-ATTACH-NORMAL-OK
20004 EST-CONTENT-TIMESTAMP-OK
2.145 <OFF-T-OP-5>
OFF-T-OP-5
( ) signerinfo 2
ES-T
10001 EST-ATTACH-NORMAL-OK
20005 EST-INDEPENDENT-SIGNATURES-OK

2.14.6 <OFF-T-OP-6>
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OFF-T-OP-6

EPES ES-T
10001 EST-ATTACH-NORMAL-OK
20006 EST-EPES-WITHOUT-HASHCHECK-OK

2.14.7 <OFF-T-OP-7>

OFF-T-OP-7
EPES ES-T
10001 EST-ATTACH-NORMAL-OK
20007 EST-EPES-NORMAL-OK
20008 EST-EPES-POLICY-HASH-NOT-MATCH-NG

2.14.8 <OFF-T-OP-8>

OFF-T-OP-8
EPES ES-T notBefore
10001 EST-ATTACH-NORMAL-OK
20007 EST-EPES-NORMAL-OK
20009 EST-EPES-NOT-BEFORE-VIOLATION-NG

- 46 -




2.14.9 <OFF-T-OP-9>

OFF-T-OP-9
EPES ES-T signerRules
mandatedSignedAttr
10001 EST-ATTACH-NORMAL-OK
20007 EST-EPES-NORMAL-OK
20010 EST-EPES-MANDATED-SIGNEDATTRS-VIOLATION-NG

2.14.10<OFF-T-OP-10>

OFF-T-OP-10
EPES ES-T externalSignedData
TRUE, ES-T
10001 EST-ATTACH-NORMAL-OK
20007 EST-EPES-NORMAL-OK
20011 EST-EPES-EXTERNAL-SIGNEDDATA-VIOLATION-NG

2.14.11<OFF-T-OP-11>

OFF-T-OP-11
ESSSigningCeritificateV2 SHA-256 ES-T
20012 EST-ESSCERTV2-SHA256-OK
20013 EST-ESSCERTV2-SHA256-FORGED-NG
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2.14.12<0OFF-T-OP-12>

OFF-T-OP-12
ESSSigningCeritificateV2 SHA-512 ES-T
20014 EST-ESSCERTV2-SHA512-OK
20015 EST-ESSCERTV2-SHA512-FORGED-NG

2.14.13<0OFF-T-OP-13>

OFF-T-OP-13
ES-T
10001 EST-ATTACH-NORMAL-OK
20016 EST-COUNTER-SIGNATURE1-OK
20017 EST-COUNTER-SIGNATURE1-FORGED-NG
20018 EST-COUNTER-SIGNATURE2-OK
20019 EST-COUNTER-SIGNATURE2-FORGED-NG
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2.15 ES-C

2.15.1 <OFF-C-OP-1>

OFF-C-OP-1

ES-C

40001 ESC-ATTACH-NORMAL-OK

2.15.2 <OFF-C-OP-2>

OFF-C-OP-2

ES-C
40001 ESC-ATTACH-NORMAL-OK
40002 ESC-DETACH-NORMAL-OK

2.16 ES-X Long

2.16.1 <OFF-X-1>

OFF-X-1

ES-X Long

50001 ESXL-ATTACH-NORMAL-OK

=49 -



2.16.2 <OFF-X-2>

OFF-X-2

ES-X Long

50002 ESXL-DETACH-NORMAL-OK

2.17 ES-X Long

2.17.1 <OFF-X-OP-1>

OFF-X-OP-1
ES-X Long
50001 ESXL-ATTACH-NORMAL-OK
60001 ESXL-ATTACH-SIGTS-VALIDATIONINFO-NOT-INCLUDED-OK
2.18 ES-A

2.18.1 <OFF-A-1>

OFF-A-1

ECOM ES-A
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70001 ESA1-ATTACH-NORMAL-OK

2.18.2 <OFF-A-2>

OFF-A-2

ECOM ES-A

70002 ESA1-DETACH-NORMAL-OK

2.18.3 <OFF-A-3>

OFF-A-3
ETSI TS 101 733 v1.7.3 ES-A
70003 ESA1-V173-ATTACH-NORMAL-OK
70005 ESA1-V173-ATTACH-ATS-FORGED-NG

2.18.4 <OFF-A-4>

OFF-A-4
ETSI TS 101 733 v1.7.3 ES-A
70004 ESA1-V173-DETACH-NORMAL-OK
70006 ESA1-V173-DETACH-ATS-FORGED-NG
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2.18.5 <OFF-A-5>

OFF-A-5
ETSI TS 101 733 v1.7.3 ES-A
70007 ESA2-V173-ATTACH-NORMAL-OK
70009 ESA2-V173-ATTACH-ATS-FORGED-NG

2.18.6 <OFF-A-6>

OFF-A-6
ETSI TS 101 733 v1.7.3 ES-A
70008 ESA2-V173-DETACH-NORMAL-OK
70010 ESA2-V173-DETACH-ATS-FORGED-NG
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2.19 ES-A

2.19.1 <OFF-A-OP-1>

OFF-A-OP-1

ETSI TS 101 733 v1.5.1 ES-A

80001

ESA1-ATTACH-ETSI151-OK

2.19.2 <OFF-A-OP-2>

OFF-A-OP-2

ETSI TS 101 733 v1.5.1 ES-A

80002

ESA1-DETACH-ETSI151-OK
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CRL

CRL

JIS
CAdES-T CAdES-A

CAdES/XAJES

CRL
CAJES/XAJES (T, A)

3-1
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3.1

CAdES-T
¢ CMS

CAdES-T
. 3

CAdES-T
¢ CAdES-T

CAdES-A
¢ Attached, Detached

CAdES-A
¢ CAdES-A

Attached, Detached

CAdES-T

-55 -



3-1

CAdES-T (ON-T-BASIC)
ON-T-BASIC-ATTACHED CMS
ON-T-BASIC-DETACHED CMS
CAdES-T (ON-T-TSA)
ON-T-TSA-AMANO-ATTACHED AMANO TSA
ON-T-TSA-PFU-ATTACHED PFU TSA
ON-T-TSA-SEIKO-ATTACHED SEIKO TSA
CAdES-T (ON-T-ATTR)
ON-T-ATTR-SIGNINGTIME SigningTime
ON-T-ATTR-EPES-RFC3125 SignaturePolicyldentifier RFC
3125 ASN.1
ON-T-ATTR-SIGNERLOCATION SignerLocation
ON-T-ATTR-SIGNERATTRIBUTES-CLAIMED ClaimedAttributes
SignerAttributes
ON-T-ATTR-CONTENTHINTS ContentHints
ON-T-ATTR-COMMITMENTTYPEINDICATION CommitmentTypelndication
ON-T-ATTR-CONTENTTS-CLAIMEDTIME ContentTimeStamp  SigningTime

ON-T-ATTR-CONTENTREFERENCE

ContentReference

ON-T-ATTR-CONTENTIDENTIFIER

Contentldentifier

ON-T-ATTR-COUNTERSIGNATURE

CounterSignature

ON-T-ATTR-ESSCERTV2 ESSCertV2

CAdES-A (ON-A-BASIC)

ON-A-BASIC-A1-ATTACHED 1 ArchiveTimeStampV2
ON-A-BASIC-A1-DETACHED 1 ArchiveTimeStampV2
ON-A-BASIC-A2-ATTACHED 2 ArchiveTimeStampV2
ON-A-BASIC-A3-ATTACHED 3 ArchiveTimeStampV2
CAdES-A (ON-A-ATTR)
ON-A-ATTR-A1-ARCTSV1-ATTACHED 1 ArchiveTimeStampV1

ON-A-ATTR-A1-TIMESTAMPEDCERTSCRLS

TimestampedCertsCRLs ArcTS

ON-A-ATTR-A1-ESCTIMESTAMP

ESCTimeStamp ArcTS
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CAdES

3-2
oo (el [e) ko] §e]
(o] ol ko] ko] Kol o] o] ko] ko] fo) Ke) (o] fe] Ko
il Kt K] E] ] e e e e e e e e e e e Y e e e e e
o I et Bt et el Bl B R R e R R R R R E Y E R B Es
S B I i B B B B B B B B BA B B B RS BN B B B B B2
olo|z|a|a|3 333131313333 3 2| e|e|e| 3| 2| 2
ololr|>»I>|x|x[x|x|B[D|D|IB|D|D[|IJ|ololalolmlolo
S EEEEEBEEEEEEEEEEREEEE
SNENBEEHEEEHEEHEEE BB B B EE
A NI E R R E EE EE EH R E R E R E
R EI NG E EEE E R MR EEEEEEE
I T
TEST CASE ID mm > > 52| 0|o|5[2(23|F]| 22| 2|2lala|a|2| 4l =2
Uojoggwoqgm—i:uggmzzlzpzbm
NE R R N B B E B R Lol 1] B e i ke el BN B
Y R 1 1 I O e = = o|o|o|o|3|5|4
@) = n Iy = - >
ac m o|C <|>|Z|= > bR m
m w) b = Tl=z|m|To| 4 gl
() m m|Z|z|m|ES olalT
e |1z[m[o]=| & & m
@) o|g9|m m o Py
= ol2 =
Zl B2 8
- WE :
2y
O % ()
ContentType viv| v]|v]|v|v]v]v]|v viv]v|v v viv]lv]v
MessageDigest viv]v]v]|v|v]|v]|v]v v]|v v v v v
ESSSigningCertificate cijcifcifcijcyca|cijcyca|cici|ccci|cy [ci|cicifcicicicy
ESSSigningCertificateV2 C1{C1|C1|C1|C1|C1{C1|C1C1CaCjCrCcaCy] v |CLCCrClclcyycCy
OtherSigningCertificate cijcifcifcijcyca|cijcyfca|cicifccci|cy [ci|cicifcicicicy
SigningTime v v
Signed [SignaturePolicyldentifier v v
Attributes |SignerLocation o
SignerAttributes v
ContentHints v
CommitmentTypelndication v
ContentTimeStamp v
ContentReference v
Contentldentifier v
CounterSignature v
SignatureTimeStamp viv|v]v]|v|v]lvv]v|v|v]v]lv]v]v|v]|v]v]v]v
CompleteCertificateRefs viv]v]v
CompleteRevocationRefs viv]lv|iv]v]v]v
ianed AttributeCertificateRefs
gln5|gtne AttributeRevocationRefs
Prlgn:rtji(rees ESCTimeStamp v
P TimestampedCertsCRLs
CertificateValues viv]vlv]v]v]v
RevocationValues viv]v]v]|iv]v]v
ArchiveTimeStampV1 1
ArchiveTimeStampV2 111123 111
C1: Choice however ESSSigningCertificate is recommende BLANK: Option v :Mandatory 123: Number of ArcTS
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3.2

*

* & o o

(PKCS#12 or JKS)

(ECOM )
(ECOM )
) (
(ECOM
1,2

)

CRL
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3.2.1

ZIP

ECOM

02_ONLINE/
01_CADES/ CAdES -

ON-T-BASIC-ATTACHED/ - CAdES

02_XADES/ XAdES -
ON-T-BASIC-ENVELOPING/ -

03 CERTS/ (PKCS#12  JKS)

99 WORK/ -
CADES 1 _ /o
CADES 2_
XADES_1_

XAdES

3.2.2

e TARGET_AAA.txt

. (attached)
"aaa" ASCII

e TARGET BBB.bin

. (detached) 1M
0x01020304050607080900
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e TARGET-SIGPOL-RFC3125.der

¢ ETSITR101272v1.1.1 RFC 3125 ASN.1 DER
OID 123451

3.2.3
01_CADES 02_XADES
3.24
o "sig.der” "sig.xml"
. CRL
°
CRL DATA/
e ChangeLog.ja.txt (SJIS) ChangeLog.en.txt
3.25 CRL
CRL
CERT-SIG-EE.cer - ( )
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CERT-SIG-EE-CS1.cer

CERT-SIG-SUBL.cer - CA ( )
CERT-SIG-ROOT.cer - CA ( )
CRL
EE CRL
EE CRL
CERT-SIG-SUBL1.x.crl - CRL
CERT-SIG-SUB1-CS1.x.crl  — CRL
( D CA CA CRL
2) CRL "x.crl”
TSA
<ON-T-TSA>
CERT-TSA-EE.cer ~TSA ( )
CERT-TSA-SUB1.cer ~TSA CA ( )
CERT-TSA-ROOQT .cer ~TSA CA ( )
TSA CRL
CERT-TSA-SUB1-ST1.x.crl SignatureTS CRL
CERT-TSA-SUB1-ST1-CS1.x.crl SignatureTS CRL
CERT-TSA-SUB1-CT1.x.crl ContentTimeStamp CRL
CERT-TSA-SUB1-DT1.x.crl AllDataObjectsTimeStamp CRL
CERT-TSA-SUB1-IT1.x.crl IndividualDataObjectsTimeStamp CRL
CERT-TSA-SUB1-ROT1.x.crl RefsOnlyTimestamp TimestampedCertsCRLs
CRL
CERT-TSA-SUB1-RST1.x.crl SigAndRefsTimestamp ESCTimeStamp CRL
CERT-TSA-SUB1-AT1.x.crl 1 ArchiveTimeStamp CRL
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CERT-TSA-SUB1-AT2.x.crl 2 ArchiveTimeStamp CRL
CERT-TSA-SUB1-AT3.x.crl 3 ArchiveTimeStamp CRL

CertificateValues RevocationValues

CRL

3.2.6 ZIP

ZIP

e 01 CADES 02_XADES Changelog.ja.txt

ChangeLog.en.txt

. 01_CADES 02_XADES

[CADES or XADES]_[ Qor LI  1I ]
( ) CADES_1_ENTRUST 20071024

. ZIP

e ECOM

3.2.7

ECOM
99 WORK
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3.3

ETSI TS 101 733 RFC 3126 CAdES MUST
MUST
ContentType, MessageDigest MUST
ESSSigningCertificate ESSSigningCertificateV2 OtherSigningCertificate | MUST
SignatureTimeStamp MUST
(1 MAY
TSA 3 TSA MAY
ETSI TS 101 733 RFC 3126 CAdES MUST
CMS MUST
MUST
SignatureTimeStamp MUST
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3.4 CAdES-T (ON-T-BASIC)

3.4.1<ON-T-BASIC-ATTACHED>

( attached enveloping )
CAdES-T
encapContentinfo.eContent MUST
“/TARGET_AAA.txt” MUST

3.4.2<ON-T-BASIC-DETACHED>

(detached )
CAdES-T

<ON-T-BASIC-ATTACHED>

encapContentinfo.eContent MUST

“/TARGET_BBB.bin” MUST
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3.5 CAdES-T (ON-T-TSA)

3
TSA
TSA
3.5.1<ON-T-TSA-AMANO-ATTACHED>
TSA CAdES-T
<ON-T-BASIC-ATTACHED>
TSA TSA MUST
3.5.2<ON-T-TSA-PFU-ATTACHED>
PFU TSA CAdES-T
<ON-T-BASIC-ATTACHED>
TSA PFU TSA MUST

3.5.3<ON-T-TSA-SEIKO-ATTACHED>
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TSA CAdES-T

<ON-T-BASIC-ATTACHED>

TSA TSA MUST
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3.6 CAdES-T (ON-T-ATTR)
CAdES-T
3.6.1<ON-T-ATTR-SIGNINGTIME>
SigningTime
<ON-T-BASIC-ATTACHED>
SigningTime MUST
ETSI TS 101 733 v1.7.3 C.3.6 MUST
SigningTime
ETSI TS 101 733 v1.7.3 C.3.6 MUST
SigningTime RECOMMEND
3.6.2<ON-T-ATTR-EPES-RFC3125>
CAdES-EPES ETSITR 101 272v1.1.1 RFC 3125
ASN.1 SignaturePolicyldentifier CAdES-T

<ON-T-BASIC-ATTACHED>
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SignaturePolicyldentifier

MUST

“/TARGET-SIGPOL-RFC3125.der”

MUST

OID 123451

MUST

“J/TARGET-SIGPOL-RFC3125.der”

MUST

3.6.3<ON-T-ATTR-SIGNERLOCATION>

SignerLocation CAdES-T

<ON-T-BASIC-ATTACHED>

SignerLocation

MUST

SignerLocation

(1

MUST

3.6.4<ON-T-ATTR-SIGNERATTRIBUTES-CLAIMED>

ClaimedAttributes SignerAttributes

CAdES-T

<ON-T-BASIC-ATTACHED>

ClaimedAttributes SignerAttributes

MUST

ClaimedAttributes SignerAttributes CertifiedAttributes

MAY
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SignerAttributes ClaimedAttributes MUST

CertifiedAttributes MAY

3.6.5<ON-T-ATTR-CONTENTHINTS>

ContentHints CAdES-T

<ON-T-BASIC-ATTACHED>

ContentHints MUST

ContentHints MUST

3.6.6 <ON-T-ATTR-COMMITMENTTYPEINDICATION>

CommitmentTypelndication CAdES-T

<ON-T-BASIC-ATTACHED>

CommitmentTypelndication MUST

CommitmentTypelndication MUST
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3.6.7<ON-T-ATTR-CONTENTTS-CLAIMEDTIME>

ContentTimeStamp  SigningTime CAdES-T
<ON-T-BASIC-ATTACHED>
ContentTimeStamp SigningTime MUST
ETSI TS 101 733 v1.7.3 C.3.6 MUST
SigningTime
ETSI TS 101 733 v1.7.3 C.3.6 MUST
SigningTime RECOMMEND
3.6.8<ON-T-ATTR-CONTENTREFERENCE>
ContentReference CAdES-T
<ON-T-BASIC-ATTACHED>
ContentReference MUST
ContentReference MUST
ContentReference

3.6.9<ON-T-ATTR-CONTENTIDENTIFIER>
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Contentldentifier CAdES-T

<ON-T-BASIC-ATTACHED>

Contentldentifier MUST
Contentldentifier MUST
3.6.10 <ON-T-ATTR-COUNTERSIGNATURE>
CounterSignature CAdES-T
<ON-T-BASIC-ATTACHED>
EE-ON-SIG-ECOMSAMPLE-OK CounterSignature MUST
CounterSignature SignatureTimeStamp MUST
CounterSignature MUST
3.6.11 <ON-T-ATTR-ESSCERTV2>
SigningCertificate ESSSigningCertificateV2

CAdES-T

<ON-T-BASIC-ATTACHED>
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ESSSigningCertificateV2 MUST
ESSSigningCertificateV2 MUST
SHA1
ESSSigningCertificateV2 RECOMMEND
SHA-256 SHA-512
ESSSigningCertificateV2 MUST
3.7 CAdES-A (ON-A-BASIC)
(CAdES-A)
3.7.1<ON-A-BASIC-A1-ATTACHED>
CAdES-A
<ON-T-BASIC-ATTACHED>
CertificateValues MUST
CompleteCertificateRefs
ETSI TS 101 733 v1.7.3 MUST
ArchiveTimeStamp 1
ArchiveTimeStamp TSA RECOMMEND
certificates
crils
TSA MUST
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CertificateValues RevocationValues MUST
CompleteCertificateRefs CompleteRevocationRefs
SignatureTimeStamp
RECOMMEND
3.7.2<ON-A-BASIC-A1-DETACHED>
CAdES-A
<ON-T-BASIC-DETACHED>
CertificateValues MUST
CompleteCertificateRefs
ETSI TS 101 733 v1.7.3 MUST
ArchiveTimeStamp 1
ArchiveTimeStamp TSA RECOMMEND
certificates
crls
TSA MUST
CertificateValues RevocationValues MUST
CompleteCertificateRefs CompleteRevocationRefs
SignatureTimeStamp
RECOMMEND

3.7.3<ON-A-BASIC-A2-ATTACHED>
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CAdES-A

<ON-A-BASIC-A1-ATTACHED>

ETSI TS 101 733 v1.7.3 MUST
ArchiveTimeStamp 2
ArchiveTimeStamp 1 RECOMMEND

3.7.4<ON-A-BASIC-A3-ATTACHED>

<ON-A-BASIC-A2-ATTACHED>

ETSI TS 101 733 v1.7.3 MUST
ArchiveTimeStamp 3

-74 -




3.8 CAdES-A (ON-A-ATTR)

3.8.1<ON-A-ATTR-A1-ARCTSV1-ATTACHED>

RFC 3126 ETSI TS 101 733 v1.4.0 ArchiveTimeStampV1

<ON-A-BASIC-A1-ATTACHED>

ETSI TS 101 733v1.7.3  ArchiveTimeStampV2 RFC 3126 MUST
ETSI TS 101 733 v1.4.0
ArchiveTimeStamp(V1l) 1

SignaturePolicyldentifier MUST

"J/TARGET-SIGPOL-RFC3125.der" MUST

RFC 3126 ETSI TS 101 733 v1.4.0 MUST
ArchiveTimeStamp(V1)

"J/TARGET-SIGPOL-RFC3125.der" MUST

3.8.2<ON-A-ATTR-A1-TIMESTAMPEDCERTSCRLS>

TimestampedCertsCRLS CAdES-A

<ON-A-BASIC-A1-ATTACHED>

ETSI TS 101 733 v1.7.3 TimestampedCertsCRLSs MUST
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ETSI TS 101 733 v1.7.3 TimestampedCertsCRLSs MUST
3.8.3<ON-A-ATTR-A1-ESCTIMESTAMP>
ESCTimeStamp CAdES-A
<ON-A-BASIC-A1-ATTACHED>

ETSI TS 101 733 v1.7.3 ESCTimeStamp MUST
ETSI TS 101 733 v1.7.3 TimestampedCertsCRLSs MUST
3.9

HTTP(TCP/80)

http//ecom-es-test.ath.cx/repository/
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3.10

e CAdES-T/XAdES-T
e CAdES-T/XAdES-T
e CAdES-A/XAdES-A

e CAdES-A/XAdES-A

JIS

3.10.1

3.10.2

80%

80%

- 77 -



-78 -



4.1

CMS SignedData
signedAttributes
unsignedAttributes CMS

4.1.1 BES (Basic Electronic Signature)

VEersion v3(3)
digestAlgorithms { SHA1}
encapContentinfo /
certificates
crls
signerinfos ( =1)
signerinfo 160bit
version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs
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4.1.2 EPES (Explicit Policy-based Electronic Signature)

version v3(3)
digestAlgorithms { SHA1}
encapContentinfo /
certificates
crls
signerinfos ( =1)
signerinfo 160bit
version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
sigPolicyld (SHA1 )
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs
4.1.3ES-T
Version v3(3)
digestAlgorithms { SHA1 }
encapContentinfo /
certificates
crls
signerinfos ( =1)
signerinfo 160bit
version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs
[signatureTimeStamp
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4.1.4ES-X Long

version v3(3)
digestAlgorithms { SHA1}
encapContentinfo /
certificates
crls
signerinfos ( =1)
signerinfo 160bit
version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs
signature TimeStamp
completeCertificateRefs| ECOM
completeRevocationRef{ECOM
certificateValues ECOM
revocationValues ECOM
4.1.5ES-A ( )
Version v3(3)
digestAlgorithms { SHA1}
encapContentinfo /
certificates
crls
signerinfos ( =1)
signerinfo 160bit
Version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs
signatureTimeStamp
completeCertificateRefs| ECOM
completeRevocationRef§ECOM
certificateValues ECOM
revocationValues ECOM
archiveTimeStamp
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4.1.6 ES-A ( )
Version v3(3)
digestAlgorithms { SHA1}
encapContentinfo /
certificates
crls
signerlnfos ( =1)
signerinfo 160bit
version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs
signatureTimeStamp ( )
completeCertificateRefs|ECOM
completeRevocationRef{ECOM
certificateValues ECOM
revocationValues ECOM
archiveTimeStampl ( )
archiveTimeStamp? ... ( ) |

4.2

4.2.1 TimeStampToken

TimeStampToken

CMS SignedData

ES-X Long, ES-A

ECOM
certificates, crls
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version v3(3)
digestAlgorithms { SHA1 }
encapContentinfo TSTinfo
certificates ECOM TSA
crls ECOM CRL
signerinfos ( =1)
signerinfo 160bit
Version v1(1)
sid TSA IssuerAndSerialNumber
digestAlgorithm SHA1
signedAttrs
contentinfo =tSTInfo(1.2.840.113549.1.9.16.1.4)
messageDigest
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs
4.2.2TSTInfo
v1(1)
policy TSAPolicyld=0.1.2.3.4.5
messagelmprint
hashAlgorithm SHA1
hashedMessage 160bit
serialNumber TSA (1
genTime GeneralizedTime( 3 )
accuracy 500
ordering TRUE
nonce 0x1234567890( )
tsa directoryName=TSA
extensions
20012 70003 messagelmprint
SHA-256
1 TSA
TSA 1 TSA
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4.3

4.3.1
V3
5 ASN.1 INTEGER( 1)
SHA1withRSA
DN PrintableString( DN PrintableString )
UTCTime( 2000/1/1 0:00:00 2035/12/31 23:59:59 )
DN PrintableString
X.509
|keyUsage
4.3.2 RootCA
V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
2048bit
X.509
keyUsage CertSign, CRLSign TRUE
subjectKeyldentifier SHA1-160bit FALSE
basicConstraints TRUE
[CA TRUE -
4.3.3SubCA
V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
1024bit
X.509
keyUsage CertSign, CRLSign TRUE
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifien FALSE
|keyldentifier SHA1-160bit -
basicConstraints TRUE
|CA TRUE -
cRLDistributionPoint FALSE
| DistPt.fullName.URIhttp:// /**/*crl -
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4.3.4 End Entity

V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
1024bit
X.509
keyUsage digitalSignature, nonRepudiation TRUE
basicConstraints ( ) FALSE
[ca -
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifier FALSE
[keyldentifier SHA1-160bit -
cRLDistributionPoints FALSE
|DistPt.fullName.URI __|[http:// /**/*crl -
4.3.5TSA
V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
1024bit
X.509
keyUsage digitalSignature, nonRepudiation TRUE
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifier FALSE
[keyldentifier SHA1-160bit -
extKeyUsage 1.3.6.1.5.5.7.3.8(timeStamping) TRUE
cRLDistributionPoints FALSE
[DistPt.fullName.URI http:// /**/*.crl -
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4.3.6 TSA RootCA
V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
2048bit
X.509
keyUsage CertSign, CRLSign TRUE
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifier FALSE
keyldentifier SHA1-160bit -
authorityCertlssuer directoryName(PrintableString) B
authorityCertSerialNumber (0x00) -
basicConstraints FALSE
[CA TRUE -
4.3.7 TSA
V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
1024bit
X.509
keyUsage digitalSignature, nonRepudiation TRUE
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifier FALSE
keyldentifier SHA1-160bit -
authorityCertlssuer directoryName(PrintableString) -
authorityCertSerialNumber  |(0x00) -
basicConstraints ( ) FALSE
[CA -
extKeyUsage 1.3.6.1.5.5.7.3.8(timeStamping) TRUE
cRLDistributionPoints

[DistPt.fullName.URI

https:.// /**/*crl

FALSE
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4.3.8

/ / ITSA

CRL

V2(1)

SHA1withRSA

DN

PrintableString

thisUpdate

UTCTime

nextUpdate

UTCTime

revokedCertificate

userCertificate

revocationDate

UTCTime

crlEntryExtensions

[cRLReason

FALSE

X.509

[cRLNumber

FALSE

4.4

signPolicyHashAlg

SHAl

signPolicylnfo

signPolicyldentifier

1.2.345*

dateOflssue

2001.01.01

policylssuerName

0u=SIGNATURE-POLICY-AUTHORITY,0=ECOM,c=JP,

fieldOfApplication

“for ..."

signatureValidationPolicy

signingPeriod

notBefore

notAfter

commonRules

signerAndVerifierRules[0]

signerRules
externalSignedData?
mandatedSignedAttr messageDigest, sigPolicyld
mandatedUnsignedAttr signatureTimeStamp
mandatedCertificateRef?

mandatedCertificatelnfo?

signPolExtensions?

verifierRules

mandatedUnsignedAttr

signPolExtensions?

signingCertTrustCondition[1]
signerTrustTrees CA
signerRevReqg EE=crlCheck(0), CA=crlCheck(0)

timeStampTrustCondition[2]

ttsCertificate TrustTrees[0]? TSA CA

ttsRevReq[1]?

EE=criCheck(0), CA=crICheck(0)

attributeTrustCondition[3]

algorithmConstraintSet[4]

commitmentRules

signPolExtensions

signPolExtensions

signPolicyHash
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4.5

signPolicyHashAlg SHA1
signPolicylnfo
signPolicyldentifier 1.2.34.5*
dateOflssue 2001.01.01

policylssuerName

0u=SIGNATURE-POLICY-AUTHORITY,0=ECOM,c=JP

fieldOfApplication

“for .."

signatureValidationPolicy

signingPeriod

notBefore

notAfter

commonRules

signerAndVerifierRules[0]

signerRules
externalSignedData?
mandatedSignedAttr messageDigest, sigPolicyld
mandatedUnsignedAttr signatureTimeStamp

mandatedCertificateRef?

mandatedCertificatelnfo?

signPolExtensions?

verifierRules

mandatedUnsignedAttr

signPolExtensions?

signingCertTrustCondition[1]

signerTrustTrees

CA

signerRevReq

EE=eitherCheck(3), CA=eitherCheck(3)

timeStampTrustCondition[2]

attributeTrustCondition[3]

algorithmConstraintSet[4]

commitmentRules

signPolExtensions

signPolExtensions

signPolicyHash
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