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Script Kiddy
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5.1

511

512

68



513

BASE64
http//wwww.adult123456.com/ABC/%1%8%3%6......&g%5/  ABC/%1%8%3%6......&g%5
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60,000

HOST **_*** ne_jp
1P 220111 o Fxx
ID 319713962

2005/ / 08:18:47
1

support@***.com

info@ **.**

30,000

71




515

worm

http://www.e-words.jp

2003 8 Windows
Windows2000 Windows XP

Code-Red
Windows NT 2000 Web

Code-Red
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Sassar

2004 5 Windows

Microsoft 4 Windows

Sassar 7 2004 5 8 Sassar
18

5.2
Web
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Klez

Outlook
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Happy New Year

Happy New Year
christmas.exe Keyluc Maldal.c
Zacker.c Outlook

Internet Explorer
Web Web

Windows

Outlook
““Happy New Year”

christmas.exe

Web

523

phishing ”” fishing ”” sophisticated
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Enter Your Credit Card/Debit Card Information

Credit
card/debit

card

‘ Credit Card: Visa, MasterCard, American Express, Discover.

Debit Card: Visa, MasterCard.

number

Pin Code

Expiration  yvionth: | = Day: | El Year: | M

date . . . . .
Leave day as --, if day on credit/debit card is not listed

Cvv2

Bank Name |

Your SSN

(Social Security |

Number)
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Network Address Translation

40

NAT
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WindowsXP
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WindowXP
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5-3

SSID

WEP

WPA

MAC Linux

WindowsXP

Bluetooth
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14 15
58.9 65.0
23.2 15.8
17.9 19.2

1 15
58.0 64.3
0.6 1.7
1.4 1.4
1.1 0.9
0.1 0.2
0.0 0.1

WindowsXP  Service Pack
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7,000

http://[www.keishicho.metro.tokyo.ip

http//www.moj.go.jp/MINJI/minji68.html
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56

56
375 211

369 272

306 532

198 181

145 104

76 87

57 23

16
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553

15
40.0 1 8.8
27.7 11.2 44.1 7.7 101.4 6.7
84.9

http://[www.mext.go.jp/b_menu/toukei/main b8.htm

http://sweb.nctd.go.jp/support/index.html

for KIDS http!//[www.kids.soumu.go.jp/index.html
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5.6

2004

Web

1

2003 1 11
47,246
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Word  Excel

Web
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6.2

6.3
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FLASH

http://[www.yappa.co.jp/site/products/fset_projects.html

http://www.viewpoint.com/democd/jewelry/Razolith/index.htm

http://accessory.subaru.co.jp/legacy/3d/3d.html#top
http://www.nissan.co.jp/SKYLINE/V35/0106/DATA/MAIN/index.html

6.4
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100
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2006 1 31

2004 08 20
http:/japan.cnet.com/sve/nlt2?1d=20070635

1 2004 09 08

http:/mikkeibp.jp/wes/leaf/ CID/onair/biztech/rep02/330106

2004 09 08
http://japan.cnet.com/sve/mnlt2?1d=20072464

2004 09 16
http//it.nikkei.co.jp/it/manage/column.cfm?i=20040916cn000cn

5 - 2004 09 30
http:/japan.cnet.com/sve/nlt2?1d=20074891

WPC EXPO 2004
2004 10 25
http://enterprise.watch.impress.co.jp/cda/topic/2004/10/25/3692.html
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2004 11 01
http!//internet.watch.impress.co.jp/cda/news/2004/11/01/5222.html

2004 11 08
http://www.itmedia.co.jp/enterprise/articles/0411/08/news060.html

[13 »

2004 11 10
http://itpro.nikkeibp.co.jp/free/ITPro/NEWS/20041110/152412/

Visa 2004 11 12
http://japan.cnet.com/news/sec/story/0,2000050480,20075732,00.htm?tag=nl

2004 11 16
http!//internet.watch.impress.co.jp/cda/news/2004/11/16/5420.html

2004 11 18
http:/japan.cnet.com/news/sec/story/0,2000050480,20075908,00.htm?tag=nl

2004 11 19
http://www.itmedia.co.jp/enterprise/articles/0411/19/mews093.html

2004 11 19
http://internet.watch.impress.co.jp/cda/news/2004/11/19/5489.html

2004 11 22
http:/japan.cnet.com/special/story/0,2000050158,20075963-2,00.htm

“ ? PhishWall
2004 11 24
http!//internet.watch.impress.co.jp/cda/news/2004/11/24/5506.html

100



10 —APWG 2004 11 26
http://enterprise.watch.impress.co.jp/cda/foreign/2004/11/26/3987.html

2004 11 29
http://japan.cnet.com/news/sec/story/0,2000050480,20076884,00.htm?tag=nl

2004 12 02
http://japan.cnet.com/news/sec/story/0,2000050480,20077603,00.htm?tag=nl

2004 12 02
http://internet.watch.impress.co.jp/cda/event/2004/12/02/5633.html

2004 12 02
http://japan.cnet.com/news/sec/story/0,2000050480,20077723,00.htm?tag=nl

2004 12 03
http://www.nikkei.co.jp/news/keizai/20041203AT1F0300B03122004.html

2004 MessageLabs 2004 12 07
http://internet.watch.impress.co.jp/cda/news/2004/12/07/5677.html

2004
2004 12 07
http://pcweb.mycom.co.jp/mews/2004/12/07/101.html

2004 12 07
http!//www.itmedia.co.jp/news/articles/0412/07/news008.html

2004 12 07
http://hotwired.goo.ne.jp/news/business/story/20041207107.html

N 2004 12 08
http/it.nikkei.co.jp/it/newssp/crime.cfm?i=2004120806753wg

Yahoo!
2004 12 08
http://internet.watch.impress.co.jp/cda/mews/2004/12/08/5710.html
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Yahoo 2004 12 10
http//[www.itmedia.co.jp/enterprise/articles/0412/10/mews071.html

11 29 2004 12 16
http://japan.cnet.com/news/sec/story/0,2000050480,20079730,00.htm?tag=nl

CEO CIO
2004 12 14
http://[www.ciojp.com/contents/?1d=00001971;t=0&iclips

IE --ActiveX 2004 12 20
http:/japan.cnet.com/news/sec/story/0,2000050480,20079758,00.htm?tag=nl

2004 12 24
http://[www.npa.go.jp/cyber/policy/phishing/main.htm
http://www.npa.go.jp/cyber/policy/phishing/phishing110.htm

eBay 2005 01 05
http://japan.cnet.com/news/sec/story/0,2000050480,20079906,00.htm?tag=nl

Firefox -- 2005 01 11
http://japan.cnet.com/news/sec/story/0,2000050480,20079959,00.htm?tag=nl

2005 01 20
http://[www.itmedia.co.jp/enterprise/articles/0501/20/mews031.html

85 --12 2005 01 21
http://japan.cnet.com/news/sec/story/0,2000050480,20080199,00.htm?tag=nl

Anti-Phishing Working Group
2005 01 24
http!//internet.watch.impress.co.jp/cda/news/2005/01/24/6169.html

2005 01 27
http!//internet.watch.impress.co.jp/cda/news/2005/01/28/6269.html
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24
2005 01 27
http!//internet.watch.impress.co.jp/cda/news/2005/01/28/6251.html

2004 09 01
http://japan.cnet.com/sve/nlt2?1d=20071404

1 2004 10 25
http:/mikkeibp.jp/wes/leaf/CID/onair/biztech/rep02/338436

1 93 2004 10 26
http://hotwired.goo.ne.jp/news/technology/story/20041026303.html

2004 10 27
http://www.atmarkit.co.jp/fwin2k/insiderseye/20041027spyware/spyware.html

2004 11 5
http://[www.atmarkit.co.jp/fsecurity/rensai/trend02/trend01.html

MS § Exchange
2005 01 06
http//www.itmedia.co.jp/news/articles/0501/06/news017.html

MS B
2005 01 07
http!//[www.itmedia.co.jp/news/articles/0501/07/news008.html

2005 01 07
http!//www.itmedia.co.jp/news/articles/0501/07/news076.html

MS Microsoft AntiSpyware
2005 01 17
http//www.itmedia.co.jp/news/articles/0501/17/news038.html
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WSJ MS 2005 01
http//www.itmedia.co.jp/news/articles/0501/17/news085.html
2005 IT 66 2005 01
http://japan.internet.com/wmnews/20050125/4.html
SPYACT -IT ? 2005 01

http://pcweb.mycom.co.jp/mews/2005/01/28/011.html

Wi-Fi 2004 09 08
http://blog.japan.cnet.com/watanabe/archives/001601.html?tag=nl
Philadelphia LAN

2004 09 09
http://blog.japan.cnet.com/lessig/archives/001606.html?tag=nl
WiFi

2004 09 24
http://www.itmedia.co.jp/anchordesk/articles/0409/24/mews025.html

—16
2004 10 21

http://it.nikkei.co.jp/it/sp/wpcexpo2004.cfm?1=20041021yt000yt

2004 10 27

http:/japan.cnet.com/column/pers/story/0,2000050150,20075380,00.htm

WPA LAN 2004 11 09
http://[www.itmedia.co.jp/enterprise/articles/0411/09/news024.html

2004 11 19
http://[www.itmedia.co.jp/enterprise/articles/0411/19/mews002 4.html
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2004 12 17
http://pcweb.mycom.co.jp/mews/2004/12/17/001.html

[ ) 2005 01 Oe6
http://[www.itmedia.co.jp/lifestyle/articles/0501/06/news025.html

) LAN 2005 01 21
http!//www.itmedia.co.jp/news/articles/0501/21/news021.html

° 2004 09 07
http://blog.japan.cnet.com/kenn/archives/001595.html?tag=nl
IPA/ISEC 2004
1 6 21,957 2003
17,425

) D - 2004 09 09
http://japan.cnet.com/sve/nlt2?1d=20072743

6 1 SenderPolicy
Framework SPF

JPEG
2004 09 29
http:/japan.cnet.com/sve/nlt2?1d=20074838
Windows JPEG

® JPEG --Windows
2004 09 29
http://japan.cnet.com/sve/nlt2?1d=20074837
MS 2 JPEG

Windows
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® JPEG

2004 09 30
http:/japan.cnet.com/sve/nlt2?1d=20074872
Windows JPEG

® JPEG AOL 2004 10 01
http:/japan.cnet.com/sve/nlt2?1d=20074921

[ ]
2004 11 12
http:/japan.cnet.com/news/media/story/0,2000047715,20075725,00.htm?tag=nl

] Skulls --Symbian OS
2004 11 22
http:/Hapan.cnet.com/news/sec/story/0,2000050480,20076008,00.htm?tag=nl

[ ) 2004 12 17
http//www.itmedia.co.jp/enterprise/articles/0412/17/news011.html

® PHP Santy 2004 12 28
http//www.itmedia.co.jp/news/articles/0412/28 mews006.html

® Santy AOL  Yahoo! 2004 12 28
http//www.itmedia.co.jp/news/articles/0412/28 mews007.html

® AQOL 2004 12 28
http//[www.itmedia.co.jp/news/articles/0412/28 mews009.html

[ ) 4 2004 12 28
http://www.itmedia.co.jp/news/articles/0412/28 mews012.html

® XPSP2 2004 12 28
http//www.itmedia.co.jp/news/articles/0412/28 mews014.html

® Cabir 2004 12 29

http//[www.itmedia.co.jp/news/articles/0412/29/mews005.html
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Santy 2005 01 01
http//www.itmedia.co.jp/news/articles/0501/01/news003.html

—FBI
2005 01 07
http!//www.itmedia.co.jp/news/articles/0501/07/news010.html

Skulls Flash 2005 01 08
http!//[www.itmedia.co.jp/news/articles/0501/08/news010.html

2005 01 11
http:/japan.cnet.com/news/sec/story/0,2000050480,20079974,00.htm?tag=nl

FTC 2005 01 12
http!//www.itmedia.co.jp/news/articles/0501/12/news012.html

2005 01 12
http!//www.itmedia.co.jp/news/articles/0501/12/news020.html

Windows Media DRM 2005 01 12
http!//www.itmedia.co.jp/news/articles/0501/12/news025.html

MS Windows Update
2005 01 12
http//www.itmedia.co.jp/news/articles/0501/12/news046.html

2005 01 18
http://www.itmedia.co.jp/news/articles/0501/18/mews009.html

Baba-C 2005 01 19
http://www.itmedia.co.jp/news/articles/0501/19/mews018.html

2005 01 20
http://www.itmedia.co.jp/enterprise/articles/0501/20/mews093.html

Baba 2005 01 21
http:/Hapan.cnet.com/news/sec/story/0,2000050480,20080193,00.htm?tag=nl
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CNN 2005 01 21
http://[www.itmedia.co.jp/enterprise/articles/0501/21/news055.html

MSN Messenger 20056 01 21
http//www.itmedia.co.jp/enterprise/articles/0501/21/mews011.html

2005 01 25
http://internet.watch.impress.co.jp/cda/news/2005/01/25/6187.html

Bagle - 2005 01 28
http://japan.cnet.com/news/sec/story/0,2000050480,20080323,00.htm?tag=nl

2004 11 09
http://[www.atmarkit.co.jp/fsecurity/special/30xss/xss01.html

IE SP2
2004 12 17
http://[www.itmedia.co.jp/enterprise/articles/0412/17/mews009.html

8 Web
2004 11 08
http!//www.nri.co.jp/news/2004/041108.html

2004 11 10
http!//[www.itmedia.co.jp/enterprise/articles/0411/10/mews053.html

2004 11 16
http://ascii24.com/news/i/topl/article/2004/11/16/652559-000.html

2004 11 19
http://japan.cnet.com/news/sec/story/0,2000050480,20075966,00.htm?tag=nl

108



2004 11 19
http://japan.cnet.com/news/sec/story/0,2000050480,20075923,00.htm?tag=nl

2004 11 29
http://japan.internet.com/ecnews/20041129/12.html

2004 2004 12 07
http://it.nikkei.co.jp/it/column/nih.cfm?i=20041206s2000s2

2004 12 17
http://japan.cnet.com/news/sec/story/0,2000050480,20079748,00.htm?tag=nl

HTTP
2004 12 18
http://lwww.atmarkit.co.jp/fsecurity/special/52ssl/ssl.html

Windows 2004 12 28
http!//www.itmedia.co.jp/news/articles/0412/28/mews036.html

McAfee 2004 10 2005
2005 01 05
http://www.itmedia.co.jp/news/articles/0501/05/mnews010.html

McAfee 2005 01 11
http://www.itmedia.co.jp/news/articles/0501/11/mews007.html

10 2005 01 11
http://www.itmedia.co.jp/news/articles/0501/11/mews010.html

2005 01 12
http:/japan.cnet.com/column/sec/story/0,2000051108,20079964,00.htm?tag=nl

PayPal 2005 01 20
http://www.itmedia.co.jp/news/articles/0501/20/mews057.html
2005 01 20

http!//[www.itmedia.co.jp/enterprise/articles/0501/20/mews008.html
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2005 01 21
http//www.itmedia.co.jp/news/articles/0501/21/mews067.html

2005 01 21
http://[www.itmedia.co.jp/enterprise/articles/0501/24/news001.html

2005 01 28
http:/japan.cnet.com/column/sec/story/0,2000051108,20079965,00.htm?tag=nl

2005 2005 01 28
http:/fapan.cnet.com/column/mori/story/0,2000050579,20080300,00.htm?tag=nl
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