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3. Signature Policy Specification

RFC3125

3.1

Electronic Signature Policies

SignaturePolicy

ASN.1

SignaturePolicy ::= SEQUENCE {
signPolicyHashAlg

signPolicylnfo

Algorithmldentifier,

SignPolicylinfo,

signPolicyHash SignPolicyHash OPTIONAL
}
signPolicyHashAlg
signPolicyHash - -
SignPolicylInfo ::= SEQUENCE {
signPolicyldentifier SignPolicyld,
-- 0ID
dateOflssue GeneralizedTime,
policylssuerName PolicylssuerName,
TieldOfApplication FieldOfApplication,
signatureValidationPolicy SignatureValidationPolicy,
-- 4.3.2
signPolExtensions SignPolExtensions OPTIONAL
-- 4.3.10
}
SignPolicyld ::= OBJECT IDENTIFIER
PolicylssuerName ::= GeneralNames
FieldOfApplication ::= DirectoryString
fieldOfApplication

78




3.2

SignatureValidationPolicy

SignatureValidationPolicy ::= SEQUENCE {

signingCertTrustCondition

4.3.6
timeStampTrustCondition

signingPeriod SigningPeriod,
commonRules CommonRules,
-- 4.3.3
commitmentRules CommitmentRules,
-- 4.3.4
signPolExtensions  SignPolExtensions OPTIONAL
-- 4.3.10
}
SigningPeriod ::= SEQUENCE {
notBefore GeneralizedTime,
notAfter GeneralizedTime OPTIONAL }
SigningPeriod
3.3 CommonRules
CommonRules ::= SEQUENCE {
signerAndVeriferRules [0] SignerAndVerifierRules OPTIONAL,
-- 4.3.5

[1] SigningCertTrustCondition OPTIONAL,

[2] TimestampTrustCondition OPTIONAL,

4.3.7

attributeTrustCondition [3] AttributeTrustCondition OPTIONAL,

-- 4.3.8
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,

-- 4.3.9
signPolExtensions [5] SignPolExtensions OPTIONAL

-- 4.3.10

}
4.3.4
4.3.4
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* signerAndVeriferRules

*

signingCertTrustCondition

*

timeStampTrustCondition

3.4

CommitmentRules

CommitmentRules ::

CommitmentRule SEQUENCE {
selCommitmentTypes

signerAndVeriferRules

4.3.6
timeStampTrustCondition
attributeTrustCondition
algorithmConstraintSet

signPolExtensions

signingCertTrustCondition

SEQUENCE OF CommitmentRule

SelectedCommitmentTypes,

[0] SignerAndVerifierRules OPTIONAL,

4.3.5
[1] SigningCertTrustCondition OPTIONAL,

[2] TimestampTrustCondition OPTIONAL,

4.3.7
[3] AttributeTrustCondition OPTIONAL,
-- 4.3.8
[4] AlgorithmConstraintSet OPTIONAL,
-- 4.3.9

[5] SignPolExtensions OPTIONAL
4.3.10

SelectedCommitmentTypes :
empty
recognizedCommitmentType

:= SEQUENCE OF CHOICE {

NULL,
CommitmentType }

CommitmentType ::= SEQUENCE {
identifier CommitmentTypeldentifier,
fieldOfApplication [0] FieldOfApplication OPTIONAL,
semantics [1] DirectoryString OPTIONAL }
CommitmentType
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3.5 SignerAndVerifierRules
SignerAndVerifierRules ::= SEQUENCE {
signerRules SignerRules,
verifierRules VerifierRules
}
ES-FORMATS
SignerRules ::= SEQUENCE {
externalSignedData BOOLEAN OPTIONAL,
mandatedSignedAttr CMSAttrs,

-- CMS
mandatedUnsignedAttr CMSAttrs,

-- CMS
mandatedCertificateRef [0] CertRefReq DEFAULT signerOnly,
mandatedCertificatelnfo [1] CertinfoReq DEFAULT none,
signPolExtensions [2] SignPolExtensions OPTIONAL

-- 4.3.10

}
CMSattrs ::= SEQUENCE OF OBJECT IDENTIFIER

CertRefReq ::= ENUMERATED {

CertiInfoReq ::= ENUMERATED {

signerOnly (1),

fullpath (2)

}
none (0) ,
signerOnly (1) , N
fullpath (2) -

3

externalSignedDate

eContent

CMS Cryptographic Message Syntax

81




mandatedSignedAttr

mandatedUnsignedAttr

mandatedCertificaterRef

RFC2634 ESS

mandatedCertificatelnfo

CMS

CMS

SigningCertificate

VerifierRules ::= SEQUENCE {

mandatedUnsignedAttr MandatedUnsignedAttr,

-- CMS
signPolExtensions SignPolExtensions OPTIONAL
-- 4.3.10
}
MandatedUnsignedAttr ::= CMSAttrs
CMSattrs ::= SEQUENCE OF OBJECT IDENTIFIER
MandatedUnsignedAtter CMS
3.6 SigningCertTrustCondition

SigningCertTrustCondition ::=  SEQUENCE {

signerTrustTrees CertificateTrustTrees,

signerRevReq CertRevReq
3

CertificateTrustTree CerRevRep
4.3.7 4.3.8

CertificateTrustTrees ::=  SEQUENCE OF CertificateTrustPoint
CertificateTrustPoint ::= SEQUENCE {

trustpoint Certificate,

CA
pathLenConstraint [0] PathLenConstraint OPTIONAL,
acceptablePolicySet [1] AcceptablePolicySet OPTIONAL,

82




nameConstraints [2] NameConstraints OPTIONAL,
policyConstraints [3] PolicyConstraints  OPTIONAL
3
pathLenConstraint CA
acceptablePolicySet CA
nameConstraints CA
policyConstraints CA
CertRevReq ::= SEQUENCE {
endCertRevReq RevReq,
caCerts [0] RevReq
-- CA
}
RevReq ::= SEQUENCE {
enuRevReq EnuRevReq,
exRevReq SignPolExtensions OPTIONAL}
EnuRevReq ::= ENUMERATED {
clrCheck ),
ocspCheck D,
bothCheck (2),
eitherCheck 3,
noCheck 4,
other (5)
}
CertRevReq TSA CA
0 CRL 1 OCsP 2 OCSP CRL 3 OCSP CRL 4
5
3.7 TimeStampTrustCondition
TimestampTrustCondition ::= SEQUENCE {
ttsCertificateTrustTrees [0] CertificateTrustTrees OPTIONAL,
-- TSA
ttsRevReq [1] CertRevReq OPTIONAL,
-- TSA
ttsNameConstraints [2] NameConstraints OPTIONAL,
-- TSA
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cautionPeriod [3] DeltaTime OPTIONAL,

signatureTimestampDelay [4] DeltaTime OPTIONAL

ttsNameConstraints ttsCertificateTrustTrees

cautionPeriod

signatureTimestampDelay

3.8 AttributeTrustCondition

AttributeTrustCondition ::= SEQUENCE {
attributeMandated BOOLEAN,
howCertAttribute HowCertAttribute,
attrCertificateTrustTrees [0] CertificateTrustTrees OPTIONAL,

-- AA
attrRevReq [1] CertRevReq OPTIONAL,
-- AA

attributeConstraints [2] AttributeConstraints OPTIONAL

}

HowCertAttribute ::= ENUMERATED {
claimedAttribute ),
certifiedAttribtes ),
either )}

AttributeConstraints ::= SEQUENCE {
attributeTypeConstarints [0] AttributeTypeConstraints

OPTIONAL,
attributeValueConstarints [1] AttributeValueConstraints
OPTIONAL }
AttributeTrustCondition
howCertAttribute X.501
X.509 ES-FORMATS  RFC3126
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3.12.3

3.9

AlgorithmConstraintSet

AlgorithmConstraintSet ::= SEQUENCE {
signerAlgorithmConstraints

eeCertAlgorithmConstraints

caCertAlgorithmConstraints

[0] AlgorithmConstraints OPTIONAL,

[1] AlgorithmConstraints OPTIONAL,

EE
[2] AlgorithmConstraints OPTIONAL,

CA
aaCertAlgorithmConstraints [3] AlgorithmConstraints OPTIONAL,
-- AA
tsaCertAlgorithmConstraints  [4] AlgorithmConstraints OPTIONAL
-- TSA
}
AlgorithmConstraints ::= SEQUENCE OF AlgAndLength
AlgAndLength ::= SEQUENCE {
alglD OBJECT IDENTIFIER,
-- ID
minKeyLength INTEGER OPTIONAL,
other SignPolExtensions OPTIONAL
-- 4.3.10
3
3.10 SignPolExtensions
SignPolExtensions ::= SEQUENCE OF SignPolExtn
SignPolExtn ::= SEQUENCE {
extnlD OBJECT IDENTIFIER,
-- ID
extnvalue  OCTET STRING
3

oID
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