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ID/
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SAML 1
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SAML 1.1  OASIS 2003 9
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SAML 1.1 Security Assertion Markup Language
http://www.oasis-open.org/committees/security/#documents
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Protocol Schema [SAMLPXsd]
Bindings and Profiles [SAMLBInd]
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Security and Privacy Considerations [SAMLSec]
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Conformance Program Specification [SAMLConform]

SAML

1 @IT Security http://www.atmarkit.co.jp/fsecurity/webserv04/webserv0l.html
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SAML

PEP
PEP
. SAML
SAML Authority
M
Web > Web

2-6
2.1.4 SAML SAML
SAML
SAML
SAML over SOAP over HTTP
OASIS [SAML Bind]
SAML 2-7 SAML Requester
<Request> <Query> SAML
SAML <Response> <Status>
<Assertion> <Response>
<Response> <Status> <Assertion>
SAML <Request> <Response> <Assertion> XML
SAML
SAML (saml) (samlp)

xmins:saml  xmins:samlp
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<Request> _—____—J
<xxQuery> — Query
</xxQuery> \|
</Request>
SAML > SAML _
Requester < SAML Authority
<Response>
<Status>...</Status> <—
<Assertion> \I success
<L&sserﬂon;f§::::::::-J
</Response> \\1
2-7 SAML
2.1.4.1 SAML <Request>
SAML<Request> 2-8
<samlp:Request
RequestID=""1E2002001” // 1D
MajorVersion="1" MinorVersion="0" //Request
Issuelnstant="2002-08-03T10:02:00Z2"/> // uTc
<samlp:RespondWith URI=" 7 /> //
<samlp:xxxQuery>
// xxxQuery
</saml : xxxQuery>
<ds:Signature> ... </ds:Signature> / /XML

</samlp:Requst>

SAML <Request>

2.1.4.2
SAML

SAML

2-9

Query
Query

<AuthenticationQuery>
<AttributeQuery>

<AuthorizationDecisionQuery>

<Response>

<Response> 2-8
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<samlp:Response
ResponselD="123456789" // 1D

InResponseTo=""1E2002001” // 1D
MajorVersion="1" MinorVersion="0" //Request
Issuelnstant="2002-08-03T10:02:00Z2"/> // uTcC
<samlp:Status>
<StatusCode>Success</Statuscode> //
</StatusCode>
<saml :Assertion>
//SAML
</saml :Asertion>
<ds:Signature> ... </ds:Signature> / /XML
</samlp:Response>
2-9
<saml:Assertion> <Query>
<Assertion>
° <AuthenticationQuery> - <AuthenticationStatement>
° <AttributeQuery> - <AttributeStatement>
® <AuthorizationQuery> - <AuthorizationStatement>
2.1.4.3 <Query> SAML <Assertion>
(1) <AuthenticationQuery>

2-10 X.509v3

<samlp:AuthenticationQuery>
<saml :Subject>
<saml :Nameldentifier>
<SecurityDomain>abc.com</SecurityDomain>

<Name>Suzuki@abc.com</Name>
</saml :Nameldentifier>
<saml :ConfirmationMethod>

X.509v3
</sam|:ConfirmationMethod>'——=======::i PKI

</saml:Subject>
</samlp:AuthenticationQuery>

2-10

20



2-11 2-10 <Request>

PKI X.509v3 20

<saml :Assertion
MajorVersion=*“1"
MinorVersion=*“0"
AssertionlD=“2002.12345678”
Issuer=“EntrustJapan*

Issuelnstant=*2002-08-03T10:02:00Z"">
XML
<ds:signature>..... </ds:signature5“===::4

<saml:Conditions
NotBefore=“2002-08-03T10:00:00Z" q
NotAfter=“2002-08-03T10:20:00Z2"/>

<saml :AuthenticationStatement
AuthenticationMethod="“X. 509v3”
Authenticationlnstant="“2002-08-0 0:02:00Z7">

<saml:Subject> <4

<saml :Nameldentifier
SecurityDomain="abc.com” /J
Name=*‘Suzuki”’/> T
</saml :Subject>
</saml :AuthenticationStatement>
</saml :Assertion>

2-11
2 <AttributeQuery>
2-12
<samlp:AttributeQuery>
<saml:Subject>
<saml :SubjectConfirmation> —
<saml-Assertion>
// 4.10

</saml :Assertion>
</samfirSubjectConfirmation >

</saml:-Subject>

<saml :AttributeDesignator>
<saml : AttributeName>Role</saml : AttributeName>

<saml :AttribiteNamespace>http://abc.com/role |
</saml :AttribiteNamespace> j

Role

</saml :AttributeDesignator>
</samlp: AttributeQuery>

2-12

21




2-13 2-13 "Suzuki'

"Manager"

<saml :Assertion..>
<saml:Conditions../>
<saml :AttributeStatement>
<saml :Subject>
<saml :Nameldentifier

SecurityDomain="abc.com” |
Name=*“Suzuki” /£ ——

</saml:Subject>

<Sami TATTribute
AttributeName=“Role”
AttributeNamespace="“http://abc.com”>
<saml :AttributeValue>
Manager
</saml :AttributeVvalue>
</saml :Attribute>
<¥saml :AttributeStatement>

</saml:Assertion>

2-13

3 <AuthorizationDecisionQuery>

2-14

2-15

22



<samlp:AutorizationDecisionQuery>
<saml:Subject>
<saml :SubjectConfirmation>

<saml :Assertion>

//
</saml :Assertion> [
\Dallli .ADDUI tlUll/

// —
</saml :Assertion> ]

</samiTSubjectConfirmation >

<saml :Resorce>

</saml :Resorce>

http://www.abc.com/agreement “Qti

U] A . = Y I - — o)
</ SAlMTP-AULUT TZatTUTNocLrsSTuUITJucT y~

2-14

2-15 2-14
Permit

Permit

<saml :Assertion..>
<saml :Conditions../>
<saml :AuthorizationStatement

Deny

Decision="“Permit”
Resource=*“http://www.Xxyz.com/sales.html’>

<saml :Subject>

<saml :Nameldentifier
SecurityDomain="abc.com”

Name=*‘Suzuki”’/> —

</saml:Subject>
</saml :AuthorizationStatement>

</saml-Assertion>

2-15

2.1.5 SOAP
SAML
SAML over SOAP over HTTP

[SAML Bind]

23
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SAML SOAP

® SOAP SOAP  Header Body SAML
® SOAP SAML<Request>
[ ) SOAP SAML<Response>
2.1.51 SOAP over HTTP SAML
2-16 SAML SAML

POST /SamlService HTTP/1.1

Host: www.example.com ::i HTTP POST
Content-Type: text/xml

Content-Length: nnn

SOAPAction: http://www.oasis-open.org/committees/security

SOAP

<SOAP-ENV:Envelope —

xmIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/”’>
<SOADP_EN\/: Rnrly>

<samlp:Request xmlns:samlp:="." xmIns:saml="." xmlns:ds=".">
<samlp:AuthenticationQuery>

<7samIp:AuthenticationQuery>

</samlp:Request> |
<7SOAP=ENV-Budy -

</SOAP-ENV:Envelope>

2-16 SAML  (SOAP over HTTP)

2-17 2-16 SAML

24



HTTP/1.1 200 OK

Content-Type: text/xml HTTP
Content-Length: nnnn

<SOAP-ENV:Envelope 4________________——J SOAP

xmIns:SOAP-ENV="http://schemas.xmlsoap. org/soap/envelope/”
<SOAP-ENV:Body>

<samlp:Response xmlns:samlp="".."" xmIns:saml="." xmlns:ds=".">
<Status>
<StatusCodevalue="samlp:Success”/>=——
</Status>
<ds:Signature> .. </ds:Signature>

<saml :Assertion> SAML
<saml :AuthenticationStatement> |

</saml :AuthenticationStatement>
</saml:Assertion>
</samlp:Response>
</SOAP-Env:Body>
</SOAP-ENV:Envelope>

2-17SAML  (SOAP over HTTP)

2.15.2 SAML SSO
SAML
Web SAML
Binding and Profiles for the OASIS Security SAML

SSO Web SAML
Web SAML /
/POST [SAMLBInd]
® /
URI Base64
Web Web

2.3 Pull

° /POST
SAML<Request>
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SAML  Web

Liberty
Federated SSO

<AuthenticationQuery>

Web

Push

PKI  PMI

SAML
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2.2 Liberty Alliance Project

® Liberty
® ID-FF
2.2.1 Liberty Alliance Project

Liberty Alliance Project

SAML

1.1 [LibArch11]
[LibArch12]

Liberty 1D( )
ID
ID
Liberty
ID
ID
"Service
Provider”( "SP” ) "ldentity Provider”( "IDP” ) Liberty
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W R NI — I T AT T 47 A

iEE R H—a

2-18 ID
( Liberty 1.1)
Liberty Alliance Project Phase
Phase?2
Phase3 . (ID-SIS)
WebService
Phase2 Web (ID-WSF)
Phasel
ID (ID-F
2002 2003 2004

2-19 Liberty Alliance Project
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2.2.2 Liberty Alliance  SAML

SAML  Web
Liberty Alliance Project
Web
Liberty SAML
Liberty Alliance SSO
SAML SAML

\ J

2-20 SAML Liberty Alliance

Liberty SAML

Liberty
SAML

Request/ IdP

Rejy/e/v ID assertion Request
Subject

WSP

2-21 Liberty Alliance
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IdP Authenticate
<samlp: Request ...>
<samlp: AttributeQuery >
<saml: Subject>
<saml: Nameldentifier
Security Domain="ecom.jp"
Name="rimap"/>
</ saml: Subject>

<saml: AttributeDesignator
AttributeName="Employee |ID"
AttributeNamespace="ecom.jp">
</ saml: AttributeDesignator>
</ samlp: AttributeQuery >
</ samlp: Request>

SAMLA uthentication

<samlp: Response
M gorVersion="1" MinorVersion="0"
Request| D="128.14.234.20.90123456"
InResponseT 0="123.45.678.90.12345678"
SatusCode="Success">

SAM LA uthentication

<saml: Assertion
M gorVersion="1" M inorVersion="0"
Assertionl D="123.45.678.90.12345678"
Issuer="Ecom.jp"
Issuel nstant="2002- 01- 14T10: 00: 23Z">

<saml: Conditions
NotBefore="2002- 01- 14T 10: 00: 302"
NotAfter="2002- 01- 14T 10: 15: 00Z" />

<saml: AuthenticationSatement
AuthenticationM ethod="Password"
Authenticationlnstant="2001- 01- 14T 10: 00: 20Z">

<saml: Subject>
<saml: Nameldentifier
Security Domain="ecom.jp"
Name="rimap" />
</ saml: Subject>
</ saml: AuthenticationStatement>
</ saml: Assertion>
</ samlp: Response>

2-22 Liberty SAML
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3 SAML

3.1
SAML

3.1.1

SAML
SAML
SAML

3.1.2

LGPKI
PKI

LGPKI

SAML
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3.6

3.6.1

3.6.2

SAML

decision points

SAML

SAML

policy
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3.6.3
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® SSO URL SAML
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(provisioning)

SSL IP-VPN
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3.7
SAML

3.7.1

NAT

3.7.2

SAML

IdP

(1dP)

SAML
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a)

ldP IdP
IdP
b)
ldP ldP
c)
IdP
IdP 1
IdP
IdP SAML
1 SAML
1 SAML
IdP (SAML )
IdP 1
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IdP

SAML
ID
A AudienceRestrictionCondition
ID
B AudienceRestrictionCondition
ID A
ID
AuthorizationDecisionStatement
X 1D Decision
AudienceRestrictionCondition
AuthorizationDecisionStatement
Y 1D Decision
AudienceRestrictionCondition
A
B ID
Web
AudienceRestrictionCondition Y
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4 Liberty WS-Federation
4.1 Liberty Alliance
Liberty Alliance

http://www.projectliberty.ora/jp/resources/index.html

Liberty
® Architecture Overview v1.1

Liberty vl1.l

Liberty
® Liberty ID-FF Architecture Overview
Liberty ID-FF v1.2
® Liberty ID-WSF Overview (Draft v1.0-07)

Liberty ID-WSF Draft v.1.0-07 [

Liberty 3

Web

l

|dentity Service
Providers Providers
Users
Web
4-1 Liberty
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4-1 Liberty

Web Liberty
Web Liberty
Liberty
41.1 4.1.6 Liberty 1.1
4.1.1 Web
Web 2
® HTTP
() POST
2 IdP  SP
Service Identity
Providers Providers
4-2 SP IdP Web
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1) HTTP

HTTP HTTP
URI
1. SP HTTP
2.SP 302 HTTP
URI
URI SP
3. IdP  HTTP
2 Location
URI SP
URI
4.1dP  Location 3
SP URI
2 URI
5. SP  HTTP
4 Location
URI
URI IdP 2
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HTTP
IdP  SP
SP IdP

GET
Web

Location

Location URI IdP

URI
GET GET
URI
2
GET URI
GET GET
URI



wr ] K—

-site Transfer ServiceURL  LRURL=  Resource

/ Resource
HTTP/GET 302;
IGET -ste Transfer Service  LRURL= Resource

IDP l
HTTP/IGET 302; :  IDP Auth Service AuthRequest
fP SAML
HTTP/GET  IDP Auth Service AuthRequest
/\ SAML Artifact
HTTP/GET 302; SP Awtion(}onsume’_URL LRURL= Resource SAMLart= ...
HTTP/GET  SP Assertion Consumer URL LRURL= Ra@L;rce SAMLart= ..... IDP - Artifact SAML
SOAP Req  SAMLP Request
SOAP Resp SAMLP Response
. =
SAML
HTTPIGET Resource
4-3 HTTP Liberty Browser Artifact Profile
) POST
POST 2 3
1. SP  HTTP GET
Web
2. SP HTML HTML
1dP action POST method
JavaScript
ECMAscript
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3. Submit JavaScript ECMAscript

HTTP POST
IdP
4. 1dP  Location 3 GET URI
SP URI
2 URI
5. SP  HTTP GET GET
4 Location URI
URI IdP 2 URI
User A | PP | | |
/ Resource R
HTTP/GET 302; : -site Transfer Service URL  LRURL= Resource
IGET -steTransfer Service  LRURL= Raouro.e
HTTP/GET 302; :  IDPAuth Service . AuthRequest
HTTP/GET  IDP Auth Service AuthRequest
HTTP/IGET 200; FORM METHOD POST ACTION= SP Assertion Consumer URL LARES=AuthResponse
HTTP/POST  SP Assertion Consumer URL LAREScAuthResponé
_— SP SAML ’
SAML FORM
EDP SAML
sp SAML
HTTPIGET Resource
4-4 FORM-POST Liberty Browser POST Profile
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©)
[RFC2965] HTTP
IdP SP

Liberty IDP

(4) Web

Web

Web
Web

[LibertyBindProf]

SSL TLS IPSec
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412 Web

Liberty Web
SOAP
4.1.3
SP IdP
1) /
Liberty Version 1.0 / SP IdP
Liberty
2
Liberty IdP IdP
SP

SP IdP

[LibertyAuthnContext]

©)
IdP SP
X.509

[LibertyProtSchema]
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IdP  SP

Liberty Version 1.0

4.1.4
Liberty

Single Sign-On and Federation Protocol

1)

Liberty IdP SP
|dentity Identity
. < > .
Provider A Provider B
Joel23@IDP_A.com JoeS@IDP_B.com
4-5
IdP SP
IdP SP
SP IdP
IdP SP
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4-2 I1dP SP
Ne | IdP SP IdP
1. SP IdP IdP
2. SP
IdP
3. IdP SP IdP
4. SP IdP
IdP
IdP
(2)
IdP SP
IdP
SP
| dentity Service
Provider Provider

2.SP

4-6
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®3)

SP IdP
HTTP
SOAP
SP IdP
4-3
SP IdP
Liberty Web IdP SP URL
URI
URI
Liberty HTML
POST JavaScript URL
ECMAscript
HTML
Liberty WML WML WML
POST HTTP
WML
WAP
Wireless
Session Protocol HTTP
Liberty SP IdP Liberty
POST HTTP
Liberty
Liberty Liberty Liberty
Liberty
HTTP WAP
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Liberty
Liberty Web
IdP SP URI
SP IdP
URI
URI

Liberty POST
JavaScript ECMAscript
JavaScript ECMAscript
HTML
SP IdP HTML
URL

Liberty WML  POST
Liberty WML POST WML WML
HTTP WML
WAP
Wireless Session Protocol

HTTP

Liberty
Liberty SP IdP
Liberty
HTTP URL
POST HTTP
Liberty Liberty
Liberty

Liberty Liberty HTTP
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WAP

Liberty
1
IdP
IdP
IdP
Identity
Provider
3. 1dP
4-7
IdP
SP
IdP

SP

IdP

2.5P IdP

Post

SP

HTTP
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SP

Service
Provider

1dP

URI
SP URI
IdP

IdP
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7.SP IdP

v |
| dentity Service
Provider Provider
4. 1dP
5.1dP URL 6.SP HTTP
sP
4-8
415 IdP
IdP
SP SP
Liberty
SP
[RFC2965] HTTP
Web
DNS
IdP SP
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URL

( )
IdP
IdP
IDP
Web

DNS
/

DNS IdP



DNS SP

AirlineAffinityGroup.inc AAG.inc

DNS
IP SP
CarRental.inc IP
CarRental. AAG.inc
URL
IdP IdP IdP
IdP
IdP SP
AAG ... AirlineAffinityGroup
[ - - Service
|dentity Airline AAG.inc ‘ Provider
Pr_O\_/i de_r CarRental.inc
Airlineinc , | CarRental AAG.inc
3. sp
1. IdP
IdP
4-9 |IdP
SP SP
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1dP URL SP
SP DNS SP

AAG ... AirlineAffinityGroup
[

| dentity Airline AAG.inc :
Provider Serv!ce
Airlineinc Provider .
CarRental.inc
CarRenta . AAG.inc
4.5P
5. URL
IdP ldP
sP
6.SP IdP
4-10 IdP
SP IdP
IdP Liberty
4.1.6
SP IdP IdP

SP
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v v

Service Identity Service
Provider A Provider Provider B
A
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4-11 IdP
2 BP B P |2 Al 3 1P 85 BP B &0 e AP g
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Sarvice Identity Service
Provider A Provider Provider B

4-12 SP
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4.2 \WS-Federation
2003 8
WS-Federation

IBM Microsoft

WS-Policy WS-Trust

IBM, Microsoft

Web

IBM, Microsoft, VeriSign, BEA Systems, RSA Security

WS-Federation

WS-SecureConversation

WS-Federation

WS-Federation

® Federation of Identities in a Web Services World (white paper)

W S-Secure WS- WS-
Conversation Federation Authorization
WS-Policy WS-Trust I WS-Privacy
W S-Security
SOAP Foundation

4-13 Web Service Security Roadmap

OASIS

® \WS-Federation: Passive Requestor Profile (Passive Requestor Profile

® \WS-Federation: Active Requestor Profile (Active Requestor Profile

® Web Service Federation Language
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(WS-Federation

XML

4



4.2.1 4.2.2 Federation of Identities in a Web Services World

(white paper) WS-Federation
4.2.1 ID
1D
InvestAccounts.com
InvestAccounts.com/
Investmentorlal provides

local identity and attributes
for John Doe, provide access
o authorized resources

Pharma456.com ‘ RetireAccounts.com

John Doe @ Pharma456.com logs
into Pharma.com Employes

Portal and accesses saving,
investiment, and other

Information via pannér Ponals

RatireAccounts.com/
SavingsPortal
prownde local identity
and attributes for
John Doe, provide
access to authorized
FMESOUNCEsS

Phamad 56 com vouches for John Doe's identity and altributes (employee 10,
S5N, PIN®), and ferwards a (WS-Security) security token 1o RatireAccounts.com
(and other partners) which is in turn validated by each recelving domain's Identity
Provider enabling the Savings Portal to provide John with a seamless, single

sign-on access (o the Savings Portal

4-14

Federation of Identities in a Web Services World (white paper)
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John Doe Pharma456.com
John Pharma456.com Pharma456.com

John

RetireAccounts.com
( )
InvestAccounts.com( )
RetireAccounts.com

RetireAccounts.com

RetireAccounts.com SSN
PIN
John Pharma456.com
Pharma456.com RetireAccounts.com

RetireAccounts.com

Pharma456.com

Pharma456.com

ID
ID
ID
Pharma456.com
RetireAccounts.com
ID
PIN
ID
Relying party RetireAccounts.com ID
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(1) (Attribute Service)

ID

John Doe

John

Pharma456.com

WS-Federation

uUDDI
(2) (Pseudonyms Service)
"John Doe”
ID
ID
4.2.2 Identity

102

John

Web

John



Identity Web

@

(federation)

passive active requestors
WS-Federation
(2) Identity Providers (ID )
identity
ID identity SAML
ID
Federation ID ID Identity

(3) STS Security Token Service

STS
Web WS-Trust Web
STS
identity provider (IP) STS
Identities

WS-Trust
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ID (  STS) -

ID STS

IP STS
IP(Business456.com) identity
STS(Fabrikam123.com) Fabrikam123.com

Business456.com

Fablikam123.com

TRUST

1. Dbmir_'u identity 2. Present/prove identity
security token and obtain accoss oken

Requestor [ Fabrikam123.com

3. Present/prove access
on messages

4-15 1P STS
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(4)
WS-Federation ( service-managed )
(requestor-managed)

( service-managed ) Web

( requestor-managed )

Web
(realm)
(realm)
WS-Federation IP federated sign-in sign-out
sign-in/sign-out (realm) party
(realm) IP
realm Kerberos Kerberos
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(5) (Pseudonyms)
uDDI

last name( )

XML
XML
(6)
(realm)
Business456.com ID “Fred.Jones”
Fabrikam123.com “Freddo”

Business456.com Fred.Jones
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ID Step3

"anonymous( )
Fabrikam123.com “ Freddo”
Fabrikam123.com(Step4)

“Freddo”

Busi A5G 1 . | Business4568.com

t |

1. Signin as 2. Token is

ABC123E
Frod.mornes Businessdo6.com

4. Set “Freddo@ Fabrikam123.com
as the local pseudonym for
ABC123@Business456. com

3. Access senvice
Requestor = U5ing ABC123@ - Resource
Businessd56.com

4-16

Business456.com IP

Stepl , XYZ321@Business456.com ( Step2)

Business456.com IP

Fabrikam.com Web Fabrikam.com

XYZ@321Business456.com

Freddo@Fabrikam123.com” ( Stepb)
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1. Sign in as 2. Token is 4. Request local 5. Retum
Fred.Jones , ' 2o2'@ pseudonym for  Freddo@
Business458.com XY23218) Fabrikam123.com
Business456.com
3. Acoess service
; Fabrikam123.c0m
Requestor g Using XYZ321@
Busingss456.com Resource
4-17
(realm) "XYZ321@Business456.com”  Business456.com
ID back-map back-mapping
1P
IP
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4.3 Liberty Alliance  WS-Federation
Liberty Alliance = WS-Federation

) Liberty Alliance & WS-Federation: A Comparative Overview
October 2003

(Liberty Alliance Project)

4.3.1
Liberty (ID-FF ID-WSF

WS-Federation
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4-4

Category LComponent Liberty ¥Wa-Federation +
Linkage Account Linking ID-Federation Framework Yes, through Set
messages of Pseudomym
Sennce
Single Sign | Authentication SAML Request W5-Trust Token issuance
O Request Feguest
Authentication SAML Response WE-Trust Token Isswance
Respanze Hesponse
Asseroon SAML Eulhentcaton Erbitrary tokens
Statement
Authertication Authentication Context can
Details be specfied on request and
FESDOTSE
| Profifes Browser Arefact, Form Fassive and Acive with
POST, LEC warations
Session Single Logout Yes s
mitigted by IOF
Sangle Logoat fes s
mitigted by 5P
Session W5-SecureConversation
Credentials
Privacy Opaque |denlifiers | Yes COptional [can wse nan-
opaque & persistent
identifiers}
Management MameRegisiration protocod | Yes, throwgh Set
messages of Pseudomm
Sennce
Policy for released | Usage Directives
aftributes
Encryphed Yes
identifiers and
LRIs
Authorization | Authorizabion Implicit ¥W'5-Trusk
Regquest
Authorization implicit Wi5-Trusk
Responze
Attributes (rofes) fies
Trust Legal Agreements | Can be referenced from
Authentication Conbed
Basiness ian be referenced from
| agreements Authentication Conbesxd
Adfiliations Yes
Intreduction See below
Token WWS-Trusk
Exchange/Mapping
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Encryplion/\WS-Security
| protecied messages |
Metadata Publishing DNS & Enown location;
Can be published in LDDI
Sy
DMS & Kmown location
Schema D-WSF Metadata Wi-MetadataExchange
Discovery | Prncigal 108 Commen Domamn cook'e
Pt ——T W o0
Descoveryl ockupUpdate
Query D-W5F [T a#]]
Descovend ockupReguest
Sacurty Polcy WE-SecurtyPalicy
Trustb Yes Wa-Trust
Introduction 'ﬁ%ﬂ Yes
Federaton
MobtfHicaton of rust | Yes
BTN
Informatson ALrEss Yes, |denbly Setwnce Arribute Setvice
Sharing Store E % [T EE]]
Diata manpuaton Mol 1 VoS- FEGeraton,
Template perhaps Met My Senices
HSDL
Data imterzce ID-Perscnal Profile NGt in Wa-Federaton,
perhaps Net My
Senioes?
Brokenirg Tes
User .mﬂ_w Senvce
Interaction 3 Vs
TErTTEn b

Liberty Alliance & WS-Federation: A Comparative Overview

Appendix: Detailed technical analysis between Liberty Alliance and

WS-Federation
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4.3.2
(1) Linkage
® Liberty Alliance Project
ID-FF

® \WS-Federation

(WSF) Pseudonym Service( )

(2) Request response assertion
Liberty Alliance SAML

WS-Federation WS-Trust (Kerberos, SAML, X509v3, XrML)

IdP(LAP) SecurityTokenService

Policy

® Liberty Alliance Project

Request/ IdP

Rejy//v ID assertion Request
Subject
m sP
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IdP Authenticate
<samlp: Request ...>
<samlp: AttributeQuery >
<saml: Subject>
<saml: Nameldentifier
Security Domain="ecom.jp"
Name="rimap"/>
</ saml: Subject>

<saml: AttributeDesignator
AttributeName="Employee |ID"
AttributeNamespace="ecom.jp">
</ saml: AttributeDesignator>
</ samlp: AttributeQuery >
</ samlp: Request>

SAMLA uthentication

<samlp: Response
M gorVersion="1" MinorVersion="0"
Request| D="128.14.234.20.90123456"
InResponseT 0="123.45.678.90.12345678"
SatusCode="Success">

SAM LA uthentication

<saml: Assertion
M gorVersion="1" M inorVersion="0"
Assertionl D="123.45.678.90.12345678"
Issuer="Ecom.jp"
Issuel nstant="2002- 01- 14T10: 00: 23Z2">

<saml: Conditions
NotBefore="2002- 01- 14T 10: 00: 302"
NotAfter="2002- 01- 14T 10: 15: 00Z" />

<saml: AuthenticationSatement
AuthenticationM ethod="Password"
Authenticationlnstant="2001- 01- 14T 10: 00: 20Z">

<saml: Subject>
<saml: Nameldentifier
Security Domain="ecom.jp"
Name="rimap" />
</ saml: Subject>
</ saml: AuthenticationStatement>
</ saml: Assertion>
</ samlp: Response>
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® \WS-Federation (WS-Trust Token Issuance Request)

Web Services Trust Language (WS-Trust) Version 1.0

Policy
Security
s‘l;-:kgn
rvice Secun
/ i | Tnker? 1CIa|ms
Policy
Requester
Claims |—| Sgeunty
\ '
Policy
Web
Service Sacaly
Cun
[ Token Claims |
Security Token
<SEnvelopexmins:S="..." xmins=".../secext" xmins:wsu=".../utility>
<SHeader>
<Security>

<UsernameT oken wsu:ld="myT oken">

<Username>NNK </Username>

<Nonce>FK Jh...</Nonce>

<wsu:Created>2001-10-13T 09:00:00Z </wsu:Created>
</UsernameT oken>
<ds:Sgnaturexmins.ds="...">

</ds:Signature>
</Security>

</SHeader>
<SBody wsu:ld="req">
<Request Security Token>
<TokenType>wsse X 509v3</T okenType>
<Request Type>wsse: Regl ssue</RequestType>
<Base>
<Reference URI="#myT oken"/>
</Base>
</Request Security T oken>
</SBody>
</S Envelope>
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Response

<SEnvelopexmlIns:S="..." xmins=".../secext" xmIns:wsu=".../utility">
<SHeader>

<Security>

<Binary Security T oken
wsu:ld="myT oken2"
VaueType="wsse: X 509v3"
EncodingType="wsse:Base64Binary ">
DFJHuedsujfnrnv45JZ c0...

</Binary Security T oken>

<ds:Sgnaturexmins:ds="...">

</d§: Si gnature>
</Security>

</SHeader>
<SBody>
<Request Security T okenRegponse>
<RequestedSecurity T oken>
<Binary Security T oken
VaueType="wsse: X 509v3"
EncodingType="wsse:Base64Binary">
M IIEZzCCA9CgAWIBA g QEMtJIZcO...
</Binary Security T oken>
</RequestedSecurity T oken>
<RequestedProof T oken>
<ds:KeylInfo xmins.ds="...">
<ds:KeyVaue>

</ds:KeyVdue>
</ds:KeyInfo>
</RequestedProof T oken>
</Request Security T okenResponse>
</SBody>
</S Envelope>

SAML Assertion

<SEnvelopexmIns:S="...">
<SHeader>
<wsse Security xmins.wsse="...">
<saml:Assertion
M gorVersion="1"
M inorVersion="0"
Assertionl D="Security T oken-ef375268"
Issuer="dlliotw1"
Issuel nstant="2002-07-23T 11:32:05.6228146-07:00"
xmins:saml="urn:oasis:names:tc: SAM L:1.0:assertion">

</saml:Assertion>
</wsse:Security>
</SHeader>
<SBody>

</§Body>
</S Envelope>
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(3) Authentication Details
® Liberty Alliance Project

Liberty

Authentication Context

identification, technical Protection, Operational Protection

(security audit, records archival), authentication Method (smartcard ..),

Governing Agreement

® \WS-Federation

(4) Profile

® Liberty Alliance Project

LEC

® \WS-Federation

(5) Session

SingleLogout IDP

Session Credential

WS-SecurityConversation

POST WML(ECMASCcript)

Bindings Profiles

SP

WSF
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Profile Active Profile
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Liberty Alliance Project HTML/SSL
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4.1

4.2

4.3

Liberty 1.1 [LibArch11]
ID-FF [LibArch12]

Federation of Identities in a Web Services World [WSF-WP]

Liberty Alliance & WS-Federation: A Comparative Overview [LibWsfComp]

Web Services Trust Language (WS-Trust) Version 1.0 [WST]
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SAML
SSO
SAML
SAML
Globus Alliance3 SAML
SAML Liberty
Alliance Project Phase 2 Web ID-WSF ID
ID-SIS
IBM Microsoft Web 1D
WS-Federation
e_
SSO
e-Authentication Initiative SAML
Liberty e-Authentication
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[eAuth][NISTeAuth] Authentication Context

PKI ID,

e-Authentication

TF7 EC SAML
SAML

Liberty WS-Federation

SAML ID
OASIS SAML 1.0 Liberty
SAML 2.0

SAML
PKI

3 http://www.globus.org/
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Assertions and Protocol for the OASIS
Security Assertion Markup Language(SAML) V1.1

1. Introduction

1.1. Schema Organization and Namespaces

(1) OASIS SANL

urn:oasis:names:tc:SAML:1.0:assertion

urn:oasis:names:tc:SAML:1.0:protocol

2) URI xsd:string  xsd:anyURI
URI
URI

3) xsd:dateTime UTC
4 xsd: 1D

o

[

xsd: IDREF xsd:NCNAME

(5) SAML

1.2. SAML Concepts

SAML XML

(Authentication Assertion)
(Attribute Assertion)

(Authorization
Decision Assertion)
SAML SAML 3
(Authentication Authority)
(Attribute Authority)
(Policy Decision Point)
SAML SAML
SOAP
over HTTP
SAML
SAML
SAML
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Credentials I Authentication Attribute Policy Decision
Collector Authority Authority Paint
v
A -
- —
..--' =
SAML T

-
L o
Attribute Assertion

IR

Authentication
Assertion

Authorization
Decision Assertion

Y

Policy Enforcement
Point

Application

System Entity Request

Figure 1 The SAML Domain Model

( "Assertions and Protocol for the OASIS Security Assertion Markup Language(SAML) V1.1 Committee Specification, 1 July
2003™)
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2. SAML Assertions

Assertion(saml:AssertionType )

Condition *

saml :ConditionAbstractType

Conditions ? saml :ConditionsType

Advice ? saml :AdviceType
@ Statement saml : StatementAbstractType
2 2} SubjectStatement saml :SubjectStatementAbstractType
% 2. | AuthenticationStatement saml :AuthenticationStatementType

(@)
® | @ | AuthorizationDecisionStatement | saml:AuthorizationDecisionStatementType

AttributeStatement saml :AttributeStatementType

ds:Signature ? ds:Signature (authenticates) XML
MajorVersion xsd:integer SAML1.1 1
MinorVersion xsd: integer SAML1.1 1
AssertionlD xsd: 1D
Issuer xsd:string SAML URI
Issuelnstant xsd:dateTime

Conditions(saml:ConditionsType )

AudienceRestrictionCondition * saml :AudienceRestrictionConditionType (audience) (addressed)
o
2 | DoNotCacheCondition * saml :DoNotCacheConditionType (SHOULD)
é' (MUST NOT)

NotBefore ?

xsd:dateTime

NotOnOrAfter ?

xsd:dateTime
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AudienceRestrictionCondition(saml:AudienceRestrictionConditionType )

bas

Audience *

xsd:anyURI

(audience)

(addressed)

DoNotCacheConditionType(saml :DoNotCacheConditionType )

Condition(saml:ConditionAbstractType

Adivice(saml:AdviceType )

=] AssertionlDReference * xsd:NCName

S.| Assertion * saml :AssertionType
(@]

@ | ( ) * xsd:any

Statement(saml:StatementAbstractType

SubjectStatement(saml:SubjectStatementAbstractType )

Subject

saml :SubjectType

Sub]

ect(saml:SubjectType )

» | Nameldentifier

saml :NameldentifierType

@D
< | SubjectConfirmation ?

2010Yd

saml :SubjectConfirmationType

SubjectConfirmation

saml :SubjectConfirmationType

Nameldentifier(NameldentiferType )

xsd:string

NameQualifier ?

xsd:string
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Format ? xsd:anyURI <Nameldentifier> URI
SubjectConfirmation(SubjectConfirmationType
ConfirmationMethod + xsd:anyURI [SAMLBind]
Eﬁ SubjectConfirmationData ? xsd:anyType
ds:Keylnfo ? ds:KeylInfo
AuthenticationStatement(AuthenticationStatementType )
Subject saml :SubjectType
0 SubjectLocality ? saml :SubjectLocalityType DNS IP
< | AuthorityBinding * saml :AuthorityBindingType AuthenticationStatement SAML
AuthenticationMethod xsd:anyURI URI 7.1
Authenticationlnstant xsd:dateTime
SubjectLocality(SubjectLocalityType )
IPAddress ? xsd:string IP
DNSAddress ? xsd:string DNS
AuthorityBinding(AuthorityBindingType )
AuthorityKind xsd:QName AuthorityBinding SAML
SAML
Location xsd:anyURI SAML URI HTTP
Web  URL SMTP mai | t o:
Binding xsd:anyURI SAML SAML
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AttributeStatement(AttributeStatementType

)

Subject

saml :SubjectType

(%]
[0}
o

Attribute *

saml :AttributeType

AttributeDesignator(AttributeDesignatorType )

AttributeName

xsd:string

AttributeNamespace

xsd:anyURI

Attribute(AttributeType )

AttributeValue +

xsd:anyType

AttributeName

xsd:string

AttributeNamespace

xsd:anyURI

AuthorizationDecisionStatement(Authorizat

ionDecisionStatementType )

Subject saml :SubjectType
(%) - ~
2 [ Action + saml :ActionType
Evidence ? saml :EvidenceType
Resouce xsd:anyURI
Decision saml :DecisionType

Action(ActionType )
xsd:string
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| Namespace ?

| xsd:anyURI

Evidence(EvidenceType )

S | AssertionlDReference xsd:NCName ID

3 | Assertion saml :AssertionType
Decision(DecisionType )

xsd:string
(enumeration)

Permit

Deny

Indeterminate
3. SAML Protocol
3.1. Requests
RequestAbstractType

@ RespondWith * xsd:QName

< | ds:Signature ? ds:Signature XML

RequestlID xsd: 1D

MajorVersion xsd:integer SAML1.1 1

MinorVersion xsd:integer SAML1.1 1

Issuelnstant xsd:dateTime
Request(RequestType )

4 o | RespondWith * xsd:QName
4o - -
D d2 | ds:Signature ? ds:Signature XML
& d Query samlp:QueryAbstractType
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SubjectQuery samlp:SubjectQueryAbstractType 1 SAML
AuthenticationQuery samlp:AuthenticationQueryType
AttributeQuery samlp:AttributeQueryType
AuthorizationDecisionQuery samlp:AuthorizationDecisionQueryType
AssertionlDReference + xsd:NCName AssertionlD
AssertionArtifact + xsd:string
RequestID xsd: D
MajorVersion xsd:integer SAML1.1
MinorVersion xsd: integer SAML1.1

Issuelnstant

xsd:dateTime

Query(QueryAbstractType )

SubjectQuery(SubjectQueryAbstractType

)

Subject

saml :SubjectType

AuthenticationQuery(AuthenticationQueryTy

pe )

Subject

saml :SubjectType

AuthenticationMethod ?

xsd:anyURI

AttributeQuery(AttributeQueryType

)

Subject

saml :SubjectType

(7]
@D
o

AttributeDesignator *

saml :AttributeDesignator
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Resource ? xsd:anyURI
AuthorizationDecisionQuery(AuthorizationDecisionQueryType )

@ Subject saml :SubjectType

2 | Action + saml :Action

% Evidence saml :Evidence SAML

@D

Resource xsd:anyURI

URI

3.2. Responses

ResponseAbstractType
ds:Signature ? ds:Signature XML
ResponselD xsd: D
InResponseTo ? xsd:NCName
MajorVersion xsd:integer SAML1.1
MinorVersion xsd: integer SAML1.1
Issuelnstant xsd:dateTime
Recipient ? xsd:anyURI
Response(ResponseType )
ds:Signature ? ds:Signature XML

3
2 Status

samlp:StatusType

Assertion *

saml :Assertion




ResponselD xsd: 1D

InResponseTo ? xsd:NCName

MajorVersion xsd:integer SAML1.1
MinorVersion xsd:integer SAML1.1

Issuelnstant

xsd:dateTime

Recipient ?

xsd:anyURI

Status(StatusType )

StatusCode

samlp:StatusCodeType

(2]
2 | StatusMessage ?

xsd:string

StatusDetail ?

samlp:StatusDetailType

StatusCode(StatusCodeType )

StatusCode ?

samlp:StatusCodeType

Value

xsd:QName

StatusDetail (StatusDetailType

)

any

namespace="##any”
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4. SAML Versioning
SAML Major Version Minor version Major.Minor

4.1. SAML Specification Set Version

SAML
SAML V1.1 SAML V1.0

(€H) <schema> version SAML
(2) SAML <Assertion>

® SAML

®  SAML

®  SAML
(3) SAML <Request> <Response>

® SAML

) SAML

® SAML

® SAML

® SAML

® SAML

® SAML RequestVersionTooHigh
C))

SAML SAML
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4.2. SAML NamespaceVersion

SAML

URI

Major.Minor URI

5. SAML and XML Signature Syntax and Processing

SAML

® SAML

SAML

SAML

® SAML

® SAML

SAML

€]
(2) SANML

(3) SANML

SAML

SAML

SAML

SAML

SAML
SAML

SAML

SAML SAML
SAML

SAML
SAML

Enveloped XML Digital Signature
"http://www.w3.0rg/2000/09/xmldsig#rsa-shal” RSA

<Assertion>,<Request>,<Response>

<ds:Reference>

(4) <ds:SignedInfo> <ds:CononicalizationMethod> <ds:Transform> Exclusive
Canonicalization

(5) Transforms
signature)”
clan#

“enveloped signature transforms(http://www.w3.0rg/2000/09/xmldsig#enveloped-

"exclusive canonicalization transforms(http://www.w3.0rg/2001/10/xml-exc-

http://www.w3.0rg/2001/10/xml -exc-c14n#WithComments)”

transform
transform
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SAML

(6) <ds:Keylnfo>
Q)
) SAML V1.0
URI reference
V1.0
xsd:string SAML saml
SAML V1.1 saml : IDType xsd:ID
6. SAML Extensions
SAML SAML
and Schema Specification
SAML

6.1.

6.2.

SAML

Assertion Schema Extension

SAML

<Condition>
<Statement>
<SubjectStatement>

SAML

<AuthenticationStatement>
<AuthorizationDecisionStatement>
<AttributeStatement>
<AudienceRestrictionCondition>

SAML

<AttributeValue>
<Advice>

Protocol Schema Extension
SAML
<Query>
<SubjectQuery>
SAML

<Request>
<AuthenticationQuery>
<AuthorizationDecisionQuery>
<AttributeQuery>

<Response>
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cIDType
SAML
"final”

SAML content
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7. SAML-Defined Identifiers

7.1.

7.2,

Authentication Method Identifiers
<AuthenticationStatement> AuthenticationMethod <SubjectConfirmationMethod>
Password urn:oasis:names:tc:SAML:1.0:am:password
Kerberos Kerberos urn:ietf:rfc:1510
SRP RFC2945 Secure | urn:ietf:rfc:2945
Remote Password protocol
Hardware Token urn:oasis:names:tc:SAML:1.0:am:HardwareToken
SSL/TLS SSL TLS urn:ietf:rfc:2246
X.509 X.509  PKI urn:oasis:names:tc:SAML:1.0:am:X509-PKI
PGP PGP web of trust urn:oasis:names:tc:SAML:1.0:am:PGP
SPKI1 SPKI PKI urn:oasis:names:tc:SAML:1.0:am:SPKI
XKMS XKMS trust service urn:oasis:names:tc:SAML:1.0:am:XKMS
XML XML urn:ietf:rfc:3075
urn:oasis:names:tc:SAML:1.0:am:unspecified
Action Namespace ldentifiers
<Action> Namespace

Read/Write/E | Read urn:oasis:names:tc:SAML:1.0:acti
xecute/Delet on:rwedc
e/Control Write

Execute

Delete

Control

Read urn:oasis:names:tc:SAML:1.0:acti
Read/Write/E | Write on:rwedc-negation
xecute/Delet | Execute

165




7.3.

e/Control Delete
Control
~Read
~Write
~Execute
~Delete
~Control
Get/Head/Put | GET HTTP GET urn:oasis:names:tc:SAML:1.0:acti
/Post on:ghpp
HEAD HTTP  HEAD
PUT HTTP PUT
POST HTTP  POST
UNIX File extended user group world urn:oasis:names:tc:SAML:1.0:acti
Permissions on:unix
Nameldnetifier Format Identifiers
<Nameldentifier> Format <Nameldentifier>
urn:oasis:names:tc:SAML:1.1:nameid-format:u
nspecified
RFC2822 urn:oasis:names:tc:SAML:1.1:nameid-format:e
mai lAddress
X.509 XML urn:oasis:names:tc:SAML:1.1:nameid-format:X

<ds:X509SubjectName>

509SubjectName

Windows

Windows

urn:oasis:names:tc:SAML:1.1:nameid-format:W
indowsDomainQualifiedName
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: SAML

SAML

<saml:Assertion
MajorVersion="1" MinorVersion="1"
AssertionlD="20030708.0000"
Issuer="Sample Authority"
Issuelnstant="2003-07-08T702:30:00Z">

1D

<saml :Conditions
NotBefore="2003-07-08T02:30:00Z"
NotAfter="2003-07-18T02:30:00Z">
<DoNotCacheCondition />

</saml :Conditions>

<saml :Advice>
<Assertion>...</Assertion>
</saml :Advice>

<saml :AuthenticationStatement>

</saml :AuthenticationStatement>

AuthenticationStatement, AttributeStatement,
AuthorizationDecisionStatement

<ds:Signature>...</ds:Signature>

[ 7 SANL

</saml :Assertion>

AttributeStatement

AuthenticationStatement

AuthenticationStatement

AuthorizationDecisionStatement

<saml :AuthenticationStatement
AuthenticationMethod="urn:oasis:names:tc:SAML:

1.0:am:password”
Authenticationlnstant="2003-07-08T02:30:00Z">

<saml:Subject>
<saml :Nameldentifier
Format="urn:oasis:names:tc:SAML:1.1:
nameid-format:emailAddress”>
user@example.com
</saml:Nameldentifier>
</saml:Subject>

X.500
Windows

</saml :AuthenticationStatement>

AttributeStatement

<saml :AttributeStatement>

<saml:Subject>...</saml:Subject>

<saml:Attribute
AttributeName="Role”
AttributeNamespace="http://example.com”>
<saml :AttributeValue>
Manager
</saml :AttributeValue>
</saml:Attribute>

</saml :AttributeStatement>
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AuthorizationDecisionStatement

<saml :AuthorizationDecisionStatement
Resource="http://example.com/test.html”
Decision="Permit">

Permit, Deny, Indeterminate

<saml:Subject>...</saml:Subject>

<saml :Action
NameSpace="urn:oasis:names:tc:SAML:1.0:
action:ghpp”>
GET
</saml :Action>

Execute

GET, HEAD, PUT, POST

Read, Write,

</saml:AuthorizationDecisionStatement>
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Bindings and Profile for the OASIS
Security Assertion Markup Language(SAML) V1.1

1. Introductiion

1.1. Protocol Bindings and Profile Concepts

SAML
SAML ( ) SAML SOAP
SAML SOAP
SAML
SAML SAML SOAP SAML
SOAP SAML SOAP
SAML SOAP

2. Specification of Additional Protocol Bindings and Profiles

2.1. Guidelines for Specifying Protocol Bindings and Profiles

5. SAML

6. SAML

8. / SAML confirmation
method

2.2. Process Framework for Describing and Registering Protocol Bindings and Profiles

OASIS Security Service Technical
Committee

[EEN

Identification: URI
2. Contact information:

3. Description:
2.1
4_ Updates:
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3. Protocol Bindings
SAML SOAP
3.1. SAML SOAP Binding

SAML SOAP SAML

3.1.1. Required Information

Identification: urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding
Contact information: security-services-comment@lists.oasis-open.org
Description:

Updates:

3.1.2. Protocol-Independent Aspects of the SAML SOAP Binding

SAML SOAP SOAP
SOAP

3.1.2.1 Basic Operation

SAML SOAP
1. SAML SAML
SAML <Request> SOAP
SOAP SAML SOAP
2. SAML <Response> SOAP
SAML SOAP
SOAP XML
SAML SAML SOAP
SOAP
3.1.2.2 SOAP Headers
SAML over SOAP SAML SOAP
SOAP SAML SOAP

3.1.2.3 Authentication

SAML SAML

3.1.2.4 Message Integrity

SAML SAML

3.1.2.5 Confidentiality

SAML SAML
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3.1.3. Use of SOAP over HTTP

SAML SOAP
SOAP HTTP
SAML

SOAP

SAML SAML over SOAP over HTTP
HTTP SOAPAction
SAML SOAPAction

http://www.oasis-open.org/committees/security

3.1.3.1 HTTP Headers

HTTP SAML

® Cache-Control
Cache-Control
® Expires

3.1.3.2 Authentication

SAML

SSL3.0 TLS1.0

A wWN P

SAML SSL3.0

3.1.3.3 Message Integrity

no-s

HTTP1.1

tore SAML

no-store Cache-Control

Expires

HTTP over SSL3.0

TLS1.0

SSL3.0 HTTP over TLS1.0(6 )

3.1.3.4 Message Confidentiality

SAML

HTTP over TLS1.0(6 )

3.1.3.5 Security Considerations

3.1.3.6 Error Reporting

SAML
1. SAML
2. SOAP
SOAP
SOAP  fault

3. SAML
SOAP Body

SAML
SOAP

SOAP HTTP
SAML<Response>

HTTP [RFC2617]
HTTP over TLS1.0(6 )
HTTP over SSL3.0 HTTP over TLS1.0

SAML HTTP over

HTTP over SSL3.0

403 Forbidden

SOAP
SOAP SOAP HTTP
500 Internal Server Error

200 0K <SOAP-ENV:Body>
SAML  <Status>
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4. Profiles

0ASIS Security Service Technical Committee SAML
SSO

® SAML
® SAML POST

Security Services Technical Committee

® OASIS Web Services Security Technical Committee WSS “SAML "
web SAML

® Liberty Alliance Project SAML

4.1. Web Browser SSO Profiles of SAML

web Web

Web Web

® Web SAML

) Web

URL
SSO
. Destination
Browser Source Site :
Site

| | |
I I I
1. source site |
I I I
I > |
I I I
I I I
I I I
I I I
I I I
1 2. I I
I I I
I I I
| | |
I | |
I I I
I I I
I I I
: : :
| 3 | |
I I I
I I I
I T |
I I I
I I I
I I I
: : :
|4. | |
I I I
I I -

( :"Bindings and Profiles for the OASIS Security Assertion Markup Language(SAML) V1.1 Committee Specification, 27 May 2003)

web SSO
HTTP
® SAML - SAML URL Web
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Web
® Form POST: SAML HTML
HTTP POST
POST
Web
SSO

<saml :Conditions>

4.1.1. Browser/Artifact Profile of SAML

4.1.1.1 Required Information

Web

Web

Web

Web

Web

"cookie domain”

NotBefore NotOnOrAfter
authentication statement

Identification: urn:oasis:names:tc:SAML:1.0:profiles:artifact-01
Contact information: security-services-comment@lists.oasis-open.org

SAML Confirmation Method Identifiers:

method confirmation method

urn:oasis:names:tc:SAML:1.0:cm:artifact

SAML

urn:oasis:names:tc:SAML:1.0:cm:artifact-01

Description:
Updates:
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4.1.1.2 Preliminaries

. Destination
Browser Source Site .
Site
| | |
| | |
| | |
i Step 1 i i
I > l
| | |
| | |
i Step 2 i i
- | |
| | |
| | |
| Stép 3 |
! . >
| | |
| | |
i i Step 4 i
| - |
| | |
| | |
i i Step 5 i
| | -
| | |
| | |
| ' |
| Stelp 6 !
( :"Bindings and Profiles for the OASIS Security Assertion Markup Language(SAML) V1.1 Committee Specification, 27 May 2003)
Step 1 GET <path>?...TARGET=<Target>...<HTTP-Version> https://<inter-site transfer
<other HTTP 1.0 or 1.1 components> host name>
Web
URL
Step 2 <HTTP-Version> 302 <Reason Phrase> Web
<other headers>
Location : https://<artifact receiver host name and path>?<SAML searchpart> <SAML searchpart>
<other HTTP 1.0 or 1.1 components> SAML
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<SAML searchpart>=...TARGET=<Target>...SAMLart=<SAML artifact>...

Step 3 GET <path>?...<SAML searchpart>...<HTTP-Version> Web
<other HTTP 1.0 or 1,1 request components>
Step 4 <samlp:Request> including <samlp:AssertionArtifact> Web SAML
SAML Web

SAML over SOAP over HTTPS
Step 5 <samlp:Response> including or not including assertion Web Web SAML

SAML over SOAP over HTTPS
Step 6
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4.1.1.8 Artifact Format

SAML_artifact

B64(TypeCode RemainingArtifact)

TypeCode = BytelByte2
RemainingArtifact = SourcelD AssertionHandle
TypeCode = 0x0001
SourcelD = 20-byte sequence
AssertionHandle = 20-byte sequence
SAML_artifact TypeCode RemainingArtifact Base64
TypeCode 2 0x0001
RemainingArtifact SourcelD AssertionHandle
SourcelD Web Web
20 Web Web
SAML
AssertionHandle AssertionHandle
Web 20
Web SAML
° Web URL
(authority) Web
o Web URL  SHA- SourcelD
® AssertionHandle
[RFC1750] 8
20
4.1.1.9 Threat Model and Countermeasures
4.1.1.9.1 Stolen Artifact
SAML SAML
URL Web
2,3,4,5
(MUST) SAML
o Web Web
(SHOULD)
° 5 SAML SSO (MUST)
o Web SAML URL
<samlp:Request> Web
(SHOULD)
Web Web
Web (MUST)
o Web
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<samlp:Request> SSO

(SHOULD)
® 5SSO NotBefore NotOnOrAfter Web Web
(SHOULD)
o Web Web
(MUST) Web SSO
(MAY) Issuelnstant
Authenticationlnstant Web
° IP <saml:SubjectLocality>
Web IP IP
(MAY)
4,1.1.9.2 Attacks on the SAML Protocol Message Exchange
4 5
: SAML
4.1.1.9.3 Malicious Destination Site
Web Web
Web Web
Web
4.1.1.9.4 Forged SAML Artifact
SAML
Web
4.1.1.9.5 Browser State Exposure
: SAML Web SAML
Web

- SAML one-use
SSO

4.1.2. Browser/POST Profile of SAML

4.1.2.1 Required Information

Identification urn:oasis:names:tc:SAML:1.0:profiles:browser-post

Contact information:security-services-common@lists.oasis-open.org

SAML Confirmation Method ldentifiers: "Bearer” confirmation method
confirmation method

urn:oasis:names:tc:SAML:1.0:cm:bearer
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Description:
Updates:
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4.1.2.2 Preliminaries

: Destination
Browser Source Site .
Site

| | |

| | |

| | |

i Step 1 : :

I > l

| | |

| | |

i Step 2 : :

N ] l

| | |

| | |

| Step 3 |

l . >

| | |

| | |

i Stép 4 :

> | |

( :"Bindings and Profiles for the OASIS Security Assertion Markup Language(SAML) V1.1 Committee Specification, 27 May 2003)
Step 1 GET <path>?...TARGET=<Target>...<HTTP-Version> https://<inter-site transfer
<other HTTP 1.0 or 1.1 components> host name>
Web
URL
Step 2 <HTTP-Version> 200 <Reason Phrase> Web SSO SAML
<other HTTP 1.0 or 1.1 components> HTML
POST Web

<Body>
<FORM Method="Post” Action="https://<assertion consumer host name and path>"...> URL  SSL3.0 TLS1.0
<INPUT TYPE="hidden” NAME="SAMLResponse” Value="B64(<response>)”"> SAMLResponse
. SAML Base64
<INPUT TYPE="hidden” NAME="TARGET” Value="<Target>"> TARGET
</Body>
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Step 3

POST <path> <HTTP-Version>
<other HTTP 1.0 or 1.1 request components>

TARGET

SAML

SAML

HTTP

Web

SAMLResponse

Step 4
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4.1.2.7 Threat Model and Countermeasures

41.2.7.1 Stolen Assertion

SAML
POST Web
2 3
o Web Web
(SHOULD)
° 3 SAML SSO
® 5SSO NotBefore NotOnOrAfter Web Web
(SHOULD)
o Web Web
(MUST) Web SSO
(MAY) Issuelnstant
Authenticationlnstant Web
° IP <saml:SubjectLocality>
Web IP IP

(MAY)

4.1.2.7.2 MITM Attack
Web SAML HTML
Web Web
Web SAML Recipient https://<assertion consumer host name

and path>

Recipient
4,1.2.7.3 Forged Assertion

SAML
POST SAML
SAML Web issuer

4.1.2.7.4 Browser State Exposure

POST Web Web

Web
SSO
SSO Web SSO
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5. Confirmation Method Identifiers

<SubjectConfirmation>
<ConfirmationMethod>

SAML <ConfirmationMethod>

5.1. Holder of Key

URI: urn:oasis:names:tc:SAML:1.0:cm:holder-of-key

<SubjectConfirmation> <ds:Keylnfo>
[XMLSig] <ds:KeylInfo>
statement(s)

5.2. Sender Vouches

URI: urn:oasis:names:tc:SAML:1.0:cm:sender-vouches

5.3.  SAML Artifact

Recommended URI: urn:oasis:names:tc:SAML:1.0:cm:artifact
Deprecated URI: urn:oasis:names:tc:SAML:1.0:cm:artifact-01

SAML party
4.1.1.1

5.4. Bearer
URI: urn:oasis:names:tc:SAML:1.0:cm:bearer
4.1.2.1
6. Useof SSL 3.0or TLS 1.0
SAML  SSL3.0[SSL3] TLS1.0[RFC2246] X.509 v3
DN
6.1. SAML SOAP Binding

TLS TLS_RSA_WITH_3DES_EDE_CBC_SHA cipher suite
TLS_RSA_AES_128 CBC_SHA cipher suite

6.2. Web Browser Profiles of SAML

SSL SAML POST
SSL_RSA_WITH_3DES_EDE_CBC_SHA cipher suit
TLS TLS_RSA_WITH_3DES_EDE_CBC_SHA cipher suit
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7. Alternative SAML Artifact Format

7.1. Required Information

Identification: urn:oasis:names:tc:SAML:1.0:profiles:artifact-02
Contact information: security-services-comment@lists.oasis-open.org

Description:
Updates:

7.2. Format Details

TypeCode = 0x0002
RemainingArtifact = AssertionHandle SourcelLocation
AssertionHandle = 20-byte sequence
SourcelLocation = URI
TypeCode 2 0x0002
RemainingArtifact AssertionHandle  Sourcelocation
AssertionHandle 4.1.1.8
SourceLocation UTF-8 SAML URI
desitination site 4.1.1
SourcelD SourcelLocation Web
8. URL Size Restriction (Non-Normative)
Microsoft:
IE 2083 2048 POST  GET

POST

Netscape Enterprise Server
4096
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C Security and Privacy Considerations for the OASIS
Security Assertion Markup Language (SAML) V1.1

(OASIS Standard, 2 September 2003)

Document identifier oasis-sstc-saml-sec-consider-1.1
Location http://www.oasis-open.org/committees/documents.php?wg_abbrev=security

Security and Privacy Considerations for the OASIS Security Assertion Markup Language
(SAML) V1.1

1. Introduction

SAML [SAMLCore] SAML
[SAMLBind] the 0ASIS Security Assertion Markup Language(SAML)
SAML
SAML reviewers
SAML
SAML
SAML
SAML [SAMLGloss]
4
SAML 5 SAML
2. Privacy
SAML
2.1. Ensuring Confidentiality
SAML
4.2
SAML
( IP )
(
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anonymous
2.2. Notes on Anonymity
anonymity

2.2.1. Definitions That Relate to Anonymity

anonymity [Anonymity]
“ anonymity”
2 anonymity
1 “ Anonymity Unobservability Pseudonymity” [Anonymity]
anonymity
anonymity
...... anony ity anonymity
[Anonymity]
Anonymity( ) I anonymity
Unobservability( )

Pseudonymity( )

SAML anonymous
anonymous Course 6@mit.edu Courseb
MIT
Non-anonymity Dingledine Freedman Molnar Freehaven
[FreeHaven]
anonymity pseudonymity true name)
“ true name”
Vinge May
anonymity
[FreeHaven]
anonymous
SAML anonymity
anonymity
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( 2.2.2 )
SAML anonymity
( 2.2.3 )
2.2.2. Pseudonymity and Anonymity
( )
XYz 23 34
[Anonymity]
anonymity (SAML “
anonymity” )
anonymity
2.2.3. Behavior and Anonymity
Joe Klein anonymity
Klein “ Primary Colors” “ Anonymous” Primary Color
Vassar Don Foster
Foster
Klein ( )
SAML anonymous ( )
21 anonymous
( )
2.2.4. Implications for Privacy
(holder of key ) anonymity
anonymity
( anonymity )
anonymity anonymity
3. Security
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3.1. Background

IETF
)
SAML
SAML
SAML
IETF
3.2, Scope
SAML
SAML
PKI )
SOAP
SAML )
3.3. SAML Threat Model
SAML
SAML
SAML

SAML

IETF

RFC[Rescorla-Sec]

(deployer)
( )"

SAML

SAML

PK1

[Rescorla-Sec]
SAML

SAML
SAML
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SAML
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4. Security Techniques

SAML

4.1. Authentication

4.1.1. Active Session

SAML

[IPsec]

4.1.2. Message-Level

RFC2246[RFC2246]
SANL

XML [XMLSig] the OASIS Web Services specifications[WSS]

(
XML

4.2. Confidentiality

4.2.1. In Transit

RFC2246[RFC2246] IP
2

4.2.2. Message-Level

XML [XMLEnc] XML

4.3. Data Integrity

4.3.1. In Transit

RFC2246[RFC2246] IP

4.3.2. Message-Level

XML [XMLSig]

XML

[1Psec]

[1Psec]
CRC
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4.4. Notes on Key Management

44.1.

4.4.2.

(CRL)

45. T

HTTP
TLS/SSL

Access to the Key

)

Binding of Identity to Key

XML [XKMS]

LS/SSL Cipher Suites

SSL3.0 TLS1.0[RFC2246]
cipher suites(

)

cipher suite
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CA
(0CSP)
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45.1. What Is a Cipher Suite?

cipher suites
SSL_DHE_DSS_EPORT_WITH_DES40_CBC_SHA

SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA cipher suite
“ EXPORT”
cipher suite 4 SSL
SSL cipher suite

cipher suite

1. SSL
anonymous (anonymous
SAML

) “ RSA”
authenticated Diffie-Hellman“ DHE_DSS”

2.
(512 ) (40 )

3. RC4 DES (DES40

3DES-EDE) null ( suites ) “ cipher block chaining” (CBC)

(Null SSL
null cipher suites
)
4. MD5  SHA1
SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA cipher suite SSL
authenticated Diffie-Hellman DHE_DSS export grade (EXPORT)
DES (DES40_CBC) MAC SHA1 (SHA)
SSL cipher suites
cipher
suites cipher suites
cipher suites
4.5.2. Cipher Suite Recommendations
cipher suites SAML (X.509v3
)
suites
TLS_RSA_WITH_3DES_EDE_CBC_SHA(TLS )
SSL_RSA WITH_3DES_EDE_CBC_SHA(SSL )
IETF AES

AES cipher suites

TLS_RSA_WITH_AES_128 CBC_SHA
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5. SAML-Specific Security Considerations

SAML

5.1. SAML Assertions

SAML
SAML
<DoNotCacheCondition>
( )
SAML
(
)
5.2. SAML Protocol
SAML
5.2.1. Denial of Service
SAML DoS SAML
( DOM tree ) / (
)
5.2.1.1. Requiring Client Authentication at a Lower Level
SAML (
HTTP over TLS/SSL SOAP over HTTP
) DoS
DoS
( SAML DoS
)
( 1P

5.2.1.2. Requiring Signed Requests
5.2.1.1
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DoS

XML

<ds:SignatureProperties>

5.2.13.

DoS
SAML

DoS

Restricting Access to the Interaction URL

SAML
DoS

5.3.  SAML Protocol Bindings

SAML

53.1.

SAML

53.1.1.

(SAML [SAMLBind]
) the O0ASIS Security Services Technical Committee
SOAP

SOAP Binding
SOAP
SOAP-over-HTTP

Eavesdropping

SOAP
SOAP

confirmation method

SOAP

SOAP SOAP SOAP

SOAP SOAP
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XML [XMLEnc] SOAP
(deployer) SOAP
SOAP
5.3.2
( SMTP S/MIME
SOAP
5.3.1.2. Replay
SOAP
SOAP
DoS
SAML
SAML
SAML
(RequestlID)
“ charge per request”
5.3.1.3. Message Insertion
SOAP
SOAP
5.3.1.4. Message Deletion
SOAP

HTTP(HTTPR) [HTTPR] SRMP for MSMQ[SRMPPres]

5.3.1.5. Message Modification

SOAP

<AttributeDesignator>
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HTTP over TLS/SSL
)
IPSec
HTTP/TLS SOAP
XML
( )
SOAP
SOAP
SAML



SAML

SAML SOAP
SOAP XML [XMLSig]
SAML
SAML [SAMLCore]
(
4.4 )
SOAP
SOAP over HTTP over TLS/SSL
5.3.1.6. Man-in-the-Middle
SOAP (MITM)
( )
SOAP
( 5.3.1.5 )
SOAP (
) " ”
SOAP
SOAP
over HTTP over TLS/SSL
5.3.2. Specifics of SOAP over HTTP
SOAP Basic over server-side SSL certificate-backed authentication over
server-side SSL HTTP over
TLS/SSL
HTTP over TLS
( IPSec )
full TLS with certificates SOAP over HTTP
HTTP over TLS
(SSL  TLS under HTTP )

/ /

HTTP with TLS/SSL
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5.4. Profiles of SAML

SAML [SAMLBind] SAML
SAML SAML
the OASIS Security Services Technical
Committee SAML 2
(8S0) 2
SAML
SAML POST

(The OASIS Web Services Security Technical Committee  SAML

SAML
“ SAML token profile” of the WSS specification[WSS-SAML] )
5.4.1. Web Browser-Based Profiles
SAML POST
Web SAML
TLS HTTP
5.4.1.1. Eavesdropping
(
) HTTP HTTP over
TLS/SSL[RFC2246] 1P [1Psec]
5.4.1.1.1. Theft of the User Authentication Information
Web
Web
Web
Web Web
HTTP over TLS
5.4.1.1.2. Theft of the Bearer Token
Web
Web Web
Web Web
Web ID 2
AudienceRestrictionConditionType condition
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Web
Web Web ID

Web ID Web Web
Web

5.4.1.2. Replay

5.4.2.1 5.4.3.1

5.4.1.3. Message Insertion

5.4.1.4. Message Deletion

SAML SAML

SAML

5.4.1.5. Message Modification

° SAML
o SAML
® (
) (
)
cipher suite HTTP over TLS/SSL
5.4.1.6. Man-in-the-Middle
( )
TLS/SSL cipher suite (

) X509v3
HTTP over TLS/SSL
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5.4.2. Browser/Artifact Profile

SANL
[SAMLBind]

5.4.2.1. Replay

SAML

5.4.3. Browser/POST Profile

POST SAML [SAMLBind]

5.4.3.1. Replay

Web

6. References
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Glossary for the OASIS Security Assertion Markup Language (SAML) v1.1
sstc-saml-glossary-1.1-draft-05

Liberty 1.2

liberty-glossary-v1.2-JP.pdf

Web Services Federation Language (WS-Federation)

http://www-106.ibm.com/developerworks/library/ws-fed/#onefiveterminology
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Access / { SAML }
Access Control / { SAML, Liberty }
(
[RFC2828]

Access Control Information / { SAML }

(contextual information) [X.812]

IP

Access Rights / {SAML)
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(read) (write) (execute) (add)

(modify) (delete)
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Account / { Liberty }

Account Linkage / { Liberty }

Identity Federation
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WS-Security WS-Trust Web
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