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Pillar 1 Legal Framework and Enforcement

Pillar 11 Electronic Security of Payment Systems
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Cooperation

Pillar VI Education and Prevention of E-Security Incidents
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© 00N 01

. Information Security Officer
. Risk Management
. Access Controls/Authentication

The first line of defense is access controls; these can be divided into
passwords, tokens, biometrics, and public key infrastructure (PKI).

. Firewalls

. Active content filtering

. Intrusion detection system (IDS)
. Virus scanners

. Encryption

. Vulnerability testing

10. Proper systems administration
11. Policy Management Software
12. Business Continuity/Incident response plan (IRP)

FoundSecure

Foundstone

FoundScan

Rating Service

FoundSecure

"FoundScore Risk Rating ”

1999

FoundSecure

FoundSecure FoundScore Risk Rating
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1 FoundSecure
Step#1( ) —

Penetration Test

Recommendation

Fix Recommendation

Verify Fix

Step#2 ( ) —
FoundScan MVAS Managed Vulnerability Assessment Service  Subscription

FoundScan

FoundScan

FoundScan MVAS FoundScan

32IP 1 $25,000
1
72
IP IP
FASL 255|P
20 GUI
FoundSecure
Found Score 90 FoundSecure
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90

Found Score

100 Vulnerability 4
Exposure 4 Vulnerability Exposure
Yes/No
Total Score 4
4
4
0-25 Poor
26 - 50 Below Average
51-70 Average
71 -85 Above Average
86 — 100 Excellent
— VulnTrank
FoundScan
VulnTrank —
90 FoundSecure
FoundSecure
Trending
Trending
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100

FoundScore: Vulnerabilities
High Risk Vulnerabilities

20 25 50 50 50 points
Medium Risk Vulnerabilities

7 0 0 0 10 points
Low Risk Vulnerabilities

34 0 0 0 5 points
Vulnerabilities 50
FoundScore: Exposure
Number of Non-Essential Services
DNS, FTP, HTTP, HTTPS(SSL), SMTP, SSH 6 1 6 44 20 points
Number of Machines with No-Essential Services

4 1 4 40 15 points
UDP Permitted
53(DNS) UDP (inbound) Yes - 10 30 10 points
ICMP_Permitted
ICMP (inbound) Yes - 5 25 5 points
Vulnerabilities/Exposure 25

Poor

Vulnerabilities
50

6 FoundSecure

FoundScore

50

Medium Low

High Risk Vulnerabilities

FAA- Federal Aviation Administration
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E-Risk Insurance







e-Government
IT
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