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(Policy Statement Set)
Policy
Rule —— Target subjects
Obligations( ) Condition( ) resource(
Effect action( )

6-2 XACML
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<rule ruleld="//medico.com/rules/rulel”
effect="Permit"
xmlns="...” xsd
<target>
<subjects>
<saml:Attribute AttributeName="RFC822Name"
AttributeNamespace="//medico.com'>
<saml :AttributeValue>*
<resources>
<saml:Attribute AttributeName="documentURI"
AttributeNamespace="//medico.com'>
<saml :AttributeValue>//medico.com/record.*
<actions>
<saml :Action>read</saml :Action>
<condition>
<equal>
<saml :AttributeDesignatorAttributeName="requestor" AttributeNamespace=".../"/>
<saml :AttributeDesignator AttributeName="patientName"

AttributeNamespace=".../"/>

6.1.3 PKI/PMI
SAML Authentication Authority Assertion
PKI Certification Authority Authentication
Authority Certification Authority PKI
SAML Attribute Authority PK1 Attribute
Authority
6-2  SAML X.509 PKI PMI CA
AA( )
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X.509 Certification X.509Attribute
Authority(CA) Authority(AA)

Credentis| | | Authentication Attribute Policy Decision

Collector Authority Authority Point (PDP)
SAML I
uthenti cation| Attribute Authorization
Assertion Assertion Decision Assertion
L | - - — e e e e
System Entiry Application » Policy Enforcement
ﬂe'gt_, Point (PEP)
OASIS SAML Spec(http://www.oasis-open.org/committees/security/docs/cs-sstc- core 00.doc
System Entity: SAML

Credentials Collector:
Authentication Authority: Authentication Assertion
Attribute Authority: Attribute Assertion

Policy Decision Point:

Policy Enforcement Point:
Authentication Assertion:
Attribute Assertion:
Authorization Decision Assertion:
Application Request:

6-3 SAML
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6.2 XML

XACML XML

6.2.1 XrML

XrML(eXtensible rights Markup Language)

XML

ContentGuard
2001 11

.|License

sequence encryptedGrant
: sequence forall allprincipals
‘lencrypted License delegationControl keyholder(XMLDSIG)
)| title principal X .
inventory right accessfoderinfo
grant grandGroupe——{ resource (right backup
issuer , etc copy
anyother digitalResource
etc
condition
6-4 XrML
URL print
<license>
<grant>
<keyHolder>
<info>

<dsig:KeyValue> digital signature

<cx:print/>
<cx:digitalWork>

<cx:locator>

print

<nonSecurelndirect URI="http://www.contentguard.com/sampleBook.spd"/>
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6.2.2 ODRL

ODRL(Open Digital Rights Language)

XriL
ODRL

Rights
Parties
;rA_s's_éf'_'_' SR
'Rithgs

(Rights)

IPR Systems
2001 11

context .
rightsholder
percentage(Royalty)

6.2.3 XMCL

XMCL(the eXtensible Media Commerce Language)

2001 6
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Rights display, play... Usage
context(ID, name, role —| modify, aggregate...
offter sell/give,...

asset( move,backup...
permission Drenay, peruse
permission-type || Accept, Register..
requirement o
constraint ~ &—— Attribution
condition *r— count, range,...
party — Cpu, memory,...
agreement transfer permission,...
context format, watermark...
party purpose, ...
permission Datetime
asset Individual, group
revoke
ID permission-type
date constraint
remark permission
6-5 ODRL
RealNetworks XMCL Initiative



Clientinfo
License
contentid
keyinfo(XMLDSIG)
validperiod UseDuration
UsageRights 7 useCount
Coplegh§S [ requre
TransferRights userlinteraction
auth( ) allowedUse
revocationList impRight (
6-6 XMCL
XML
6-1
XML
O ServiceAuthenticationInformation m XACML

service

OID: id-aca 1
SvceAuthinfo ::= SEQUENCE {
service GeneralName,
ident GeneralName,

authinfo OCTET STRING OPTIONAL

O Access ldentity
service
OID: id-aca 2
SvceAuthinfo ::= SEQUENCE {
service GeneralName,
ident GeneralName,

authinfo OCTET STRING OPTIONAL

<Target><subject> tag

<condition>

m XrML

<principal> tag

<condition>

m ODRL

<party>tag

<condition>

m XMCL
<auth>tag
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O Charging ldentity

ID
OID: id-aca 3
letfAttrSyntax ::= SEQUENCE {
policyAuthority[0] GeneralNames OPTIONAL,
values SEQUENCE OF CHOICE {
octets OCTET STRING,
oid OBJECT IDENTIFIER,
string UTF8String

}

O Group

OID: id-aca 4
letfAttrSyntax ::= SEQUENCE {
policyAuthority[0] GeneralNames OPTIONAL,
values SEQUENCE OF CHOICE {
octets OCTET STRING,
oid OBJECT IDENTIFIER,

string UTF8String

}
}
[ ] m XACML
1)-1ServiceAuthentication Information, <Target><resource>,
Access ldentity, Charging ldentity <Target><action>,
ID <Condition>
1)-2 Group tag
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2) Role +Role extension(X.509 Role

Specification Certificate )

Role Authority RoleName

X.509 extension

roleSpecCertldentifier

(

role ATTRIBUTE ::= {
WITH SYNTAX RoleSyntax

ID id-at-role

}

RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralNames

}

roleSpecCertldentifier Extension ::= {
SYNTAX RoleSpecCertldentifierSyntax
IDENTIFIED

BY {id-ce-roleSpecCertldentifier}}

RoleSpecCertldentifierSyntax ::=
SEQUENCE SIZE(1...MAX) OF

RoleSpecCertldentifier

m XrML

<right>, <condition> tag

m ODRL

<permission> tag

m XMCL
<UsageRights>
<CopyRights>
<TransferRights>

tag
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RoleSpecCertldentifierSyntax ::=

SEQUENCE {
roleName [0] GeneralName,
roleCertlssuer [1] GeneralName,

roleCertSerialNumber [2]
CertificateSerialNumber OPTIONAL,
roleCertLocator [3]

GeneralNames OPTIONAL

b
3)
XML
° XML
®
° SAML Web
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6.4 XML

6.4.1 XML

XML

XML

Enveloped

6.4.2 XKMS

XML

W3C
XKMS

Specification(X-KISS)
X-KRSS (XKMS

XKMS XML Signature

W3C

Detached

Enveloping

XML
XKMS(XML Key Management Specification)

XML Key Registration Service Specification (X-KRSS).
XML Key Information Service

) X-KISS  XKMS
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1. Public Key Infrastructure

CA Certification Authority
RA Registration Authority
VA Validation Authority

2. GPKI LGPKI Government PKI, Local Government PKI
PKI
1999 12

GPKI1 LGPK1

Certification Authority

Certification Practice
Statement
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5. (Repository)

6.
7.
8.
9. Certificate Revocation List
OCSP Online Certificate Status Protocol
10.
11.
2000 2001 4

12 5 3 102
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12.

13.

14.

Authority

15.

16.

AA Attribute Authority

TTP Trusted Third Party
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