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2.3

2-2
TTP Trusted Third Party
RFC3161

H/W H/W

TTP

TTP 2-3

H/W  TTP

2-2 TTP
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2.4

PDF Acrobat

2.5

H13.3

H14.3

RFC3126, “Electronic Signature Formats for long term electronic signatures”

Timestamp over signature Archive timestamp

RFC3161
XML
ETSI TS 101 903, “XML Advanced Electronic Signatures(XAdES)”
XML
RFC3161 XML

RFC3125, “Electronic Signature Policies”

ETSI TR 102 038, “XML format for signature policies” XML
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NEMA Standards Publication PS 3 Supplement 41 “DICOM Digital Signatures”
DICOM PKCS#1
RFC3161 DICOM
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RFC3161(IETF PKIX WG)
1SO/1EC 18014-2 2002

1SO/1EC 18014-3 2002

TSA

TSA(TSA

TSA
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4.1
4.1.1 ETSI
ETSI
RFC2630
Cryptographic Message Syntax CMS SignedData
ETSI TS 101 733 Electronic Signature Formats
IETF RFC3126 Electronic Signature Formats for long
term electronic Signatures
(1) ES the Electric Signature
ID Signature PolicylD Other Signed Attribute
Digital Signature
ETSI TS 101 733 Electronic Signature Formats
RFC3125 Electronic Signature Policies
(2) ES-T the ES with Timestamp
ES TSA ES CMS  SignerInfo  SignatureValue

RFC3161

ES
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(3) ES-C the ES with Complete validation data
ES-T
ES-C
ES-T Comp!eFe
_ certificates
e s || ]
V/( 101 i
Signature Other Digital Signature :z\;ZiZE::ZZ
Policy ID Signed Signature
Attribute
4-1 ES ES-T ES-C
(4) ES-X Long the ES with Extended validation data
ES-C CRL O0CSP
ES-X ES-X Long ES-X Typel ES-X Type2
H13 ECom WG TF ES-X Long
ES-X Long
ES-C Complete certificate and

revocation data

4-2 ES-X Long

(5) ES-A the ES with Archived validation data
ES-X Long

T ES-A
ES-A Archive
- Timestamp
ES-X Long Archive
Timestamp
4-3 ES-A
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4.1.2

3 ES
1D ES “ TSA “
\
CA
6 ES-T
7 ES-C
1 \l
ES | ES-T ' ESC 8 ES-X Lomg
+ ES-X Long
AT
10
9 ES-A
[ ES-A
ES-X Long !
\~~ ES-A
DB
ll
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)

CA
0SCP
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(6) ES-T

ES TSA
TSA ES-T
CA CRL OCSP 0SCP
TSA ES-T TSA ES-T
ES ES-T
(7) ES-C
TSA ES-T CA
CRL OCSP ES-T ES-C
(8) ES-X Long
TSA ES-T CA
CRL OCSP ES-C ES-X Long
AT
(9) ES-A
AT ES-X Long TSA
ES-T ES
ES-T ES-C ES-XLong TSA
TSA
ES-A CA CRL 0CSP
0SCP TSA ES-A TSA
ES-A ES-XLong
ES-A
(10) ES-A
AT TSA ES-A
ES-A
ID
ES-X Long CA CRL OCSP
ES
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ES-A

ES-A TSA ES-A
CA CRL 0OCSP 0scp
TSA ES-A TSA ES-A ES-A
ES-A
ES ES-T ES-C ES-XLong
ES-A TSA
TSA ES-A
CA CRL 0OCSP 0scp
TSA ES-A TSA ES-A
ES-A
an
ID
ES-X Long CA CRL OCSP
ES
ES-T
ES-T TSA ES-T ES-X Long
CA CRL 0OCSP TSA ES-T
TSA ES-T ES-T
ES-A
ES-A TSA ES-A
CA CRL 0OCSP 0scpP
TSA ES-A TSA ES-A
ES-A
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4.1.4 TSA

ES-T ES-A

@

TSA TSA

TSA TSA
TSA

Time-Stamping Authorities

@
TSA
PKI
1024bit ECDSA  160bit RSA  1024bit
TSA
TSA
TSA
®
SHA-1  MD5
MD5 SHA-1
4.2

4.2.1 SecurePod

SecurePod
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RSA  1024bit DSA
RSA 1024bit  2048bit
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SecurePod PK1 TSA SecureSeal

SecurePod

SecurePod
CRL Root
4.2.2
1
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2
4
TSA
SecureSeal
3
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{
7 Securegﬁal
CRL Root /
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4= cureSeal ,
7
-
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TSA SecureSeal
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SecureSeal

CRL
CRL CA Root

Root

No CRL
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TSA

TSA

TSA
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XML XML XML
XML XML

5.1

CMS SignedData
Long term signature format(ASN.1) XML Long term signature format(XML)

5.1.1
X.509 CRL 5-1

ASN.1
X509 PK1
CMS
XML

5-1

SIGNED { ToBeSigned } ::= SEQUENCE {
toBeSigned ToBeSigned, --
algorithm  Algorithmldentifier, -
signature BIT STRING --

}
Algorithmldentifier ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL }

28



OBJECT IDENTIFIER RSA DSA ECDSA RSA
shalWithRSAEncription  md5WithRSAEncription

ToBeSigned PKCS#1
RSA Algorithmldentifier parameters

NULL RSA Public Key Modulusn  parameter Public exponent e

DSA  ECDSA

PKCS#1  RSA

RSA PKCS#1

PKCS#1 v1.5 RSA-PSS
Probabilistic Signature Scheme PKCS#1 v2.1 PKCS#1 v1.5

PKCS#1 v1.5 RSA

RSA-PSS
SHA-1 MD5
RSA-PSS
5.1.2 CMS SignedData
IETF SMIME WG RFC2630 RFC 3369
RFC3370 RFC
Cryptographic Message Syntax (RFC 3369)
Cryptographic Message Syntax (CMS) Algorithms (RFC 3370)
CMS  S/MIME
SignedData PKCS#7  SignedData PKCS#7
BitString CMS SigedData Octed String
eConten
Signerinfo
CMS SigedData 5-2
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CMS SigedData

oID

CRL

Siagnerlinfo —

Counter Signature
CMS SigedData

Counter Signature

Counter Signature
Counter Signature

5-2 CMS SigedData

CMS SigedData  ASN.1

ContentlInfo ::= SEQUENCE {
contentType SignedData, --0ID
content [0] content of SignedData Type }

SignedData ::= SEQUENCE { -
version CMSVersion,
digestAlgorithms DigestAlgorithmldentifiers, --
encapContentinfo EncapsulatedContentinfo, --
certificates [0] IMPLICIT CertificateSet OPTIONAL, --
cris [1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerinfos Signerinfos } --

DigestAlgorithmldentifiers ::= SET OF DigestAlgorithmldentifier
Signerinfos ::= SET OF Signerlinfo

EncapsulatedContentinfo ::= SEQUENCE { --
eContentType ContentType, --Data Content Type, SignedData Content Type
eContent [0] EXPLICIT OCTET STRING OPTIONAL } --
ContentType ::= OBJECT IDENTIFIER
Signerinfo ::= SEQUENCE { --

version CMSVersion,
sid Signerldentifier, _—
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digestAlgorithm DigestAlgorithmldentifier, --
signedAttrs [0] IMPLICIT SignedAttributes OPTIONAL, --
signatureAlgorithm SignatureAlgorithmldentifier, -
signature SignaturevValue,

unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL }

EncapsulatedContentinfo

EncapsulatedContentinfo  eContent OCTET STRING
eContent
Role CounterSignature

CertificateSet

CMS SignedData

Signerinfo

TimeStamp Token

UnsignedAttributes CounterSignature Signerinfo

CMS SignedData

5.1.3
EU

UnsignedAttributes

ASN..1
ETSI TS 101 733
IETF Informational RFC

Electronic Signature Formats for long term electronic signatures (RFC 3126)
Electronic Signature Policies (RFC 3125)

ES
ES-T ES-C
ES-A 5-3
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[ — ES_X -
EST ES-A - T
- EST J—
) Comol omplete
Elect. Signature (ES) | C;ﬁ;ﬁ;ﬁg cegiﬁcate Time
| — /| Tmestamp ad ?envocaiion
| signature Other Digital ||| over digital revocafion Data Stamp
/| Policy ID Signed Signature | | | signature references
' Attributes | for
5-3
ES
13 ECOM WG TF
0CSP 0CSP
0CSP
ES-T ES
CRL 0CsP ES-C
ES-X Long
0CSP 0CSP 0CSP
ES-C
ES-X Long
0CSP
CMS SignedData  Unsigned Attribute
ES-A ES-T ES-X Long
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ETSI

5.4.3
ES-T ES-A
ES-A
5.1.4 XML
XML W3C  IETF WG
XML-Signature Syntax and Processing (RFC 3275)
XML ASN.1 CMS SignedData XML
XML XML
CMS SigedData
Enveroped
XML 5-4

5-4 XML
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XML
CMS

XML

XML XML
XML Canonicalization
RFC3076 XML XML
RFC3275 XML
1 * 0

<Signature 1D?> --XML
<SignedInfo> -
<CanonicalizationMethod/> --
<SignatureMethod/> --
(<Reference URI? > -
(<Transforms>)? --
<DigestMethod> --
<DigestValue> --
</Reference>)+
</Signedinfo>
<SignatureValue> --
(<KeyInfo>)? -- ( )
(<Object ID?>)* -
</Signature>

XML SignedInfo SignatureValue
KeylInfo Object
KeylInfo X.509 PGP
Object
XML 5-5
XML XML XML

abc 500 <Signature>
Xyz 400 XML

— ¥

_ SR 4
<Signature> Signature

N

] )

N

Detached Enveloped Enveloping
5-5 XML 3
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Detached <Signature>

XML
Enveloped <Signature>
Enveloping <Signature>
XML
XML
ETSI (XAdES) XAdES-T
XML
XML CMS SignedData
CMS SignedData Signerinfo
XML <Signature>
Detached Enveloped
<Signature>
CMS SignedData SignerInfo  Unsigned Attribute
XML
<Object>
ETSI XML

Properties> <CounterSignature>

XML Detached Enveloped
<Signature>
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<Reference>

Counter Signature

Counter Signature

5-6

<Object>

XML

<Unsigned



\\
d L
TSA TSA TSA
5-6
XML RFC3275 Counter Signature
XML
<Signature> <Object> <UnsigedPropaties>  CMS
<CounterSignature> <CounterSignature>
<CounterSignature> <CounterSignature>
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Counter Signature Counter Signature

P L —

TSA TSA TSA
5-7
5.1.5 XML
ETSI 2002 2 XML ETSI TS 101 903 XML Advanced
Electronic Signatures (XAdES) ASN.1
ES TS101 733 XML ASN.1
XML
XML XML format for signature policies - TR 102 038 (April 2002)
TF5 ASN.1 XML

Minimum XAdES-X-L format

XMLDI SG
I
<ds:Signature ID?> - - - - - - - - - - 4= - - -+ +-+-+
<ds: Si gnedl nf 0> | 11/
<ds: Canoni cal i zat i onMet hod/ >
<ds: Si gnat ur eMet hod/ >
(<ds: Reference URI ? >
(<ds: Transforng>) ?
<ds: Di gest Met hod>
<ds: Di gest Val ue>
</ ds: Ref erence>) +
</ ds: Si gnedl nf o>

<ds: Si gnat ur eVal ue> | 77
<ds: Keylnfo> - - - - - - - - + | 11/
<ds: hj ect >
<Qual i fyi ngProperties>
<Si gnedPr operti es> | 77

<Si gnedSi gnat ur eProperti es> [

37



('Si gni ngTi re) | ]
(SigningCertificate) | ]
(SignaturePolicyldentifier) | ]
</ Si gnedSi gnat ur eProperti es> | ]
</ Si gnedPr operti es> | ]
| |
<Unsi gnedPr operti es> |
<Unsi gnedSi gnat ur eProperti es> | ]
(Count er Si gnat ure) * T -+ ]
(Si gnatureTi meStamp) - - - - - - -
(Conpl eteCertificateRefs) | ] CA
(Conpl et eRevocati onRefs) - - - - -- - - - -+ | CRL, ARLs
(CertificatesVal ues) | CA
(Revocati onVal ues) | CRL, all ARLs
(Archive Ti meStanp)*
</ Unsi gnedSi gnat ureProperties>- - - - - -+-+-+
</ Unsi gnedPr operti es> | ]

[ ] | l

</ Qual i fyi ngProperties> [ || |
</ ds: Obj ect > LI

</ds:Signature> - - - - - - - - - - - - - - - - +-+-+

? Oor 1
* 0 or nore
+ 1 or nore

XML XAdES-T
0CSP 0CSP
ASN.1

5.2

ASN.1 IETF
RFC3161 XML XML ASN.1
base64 XML
XML 2002.10
OASIS DSS TC XML
ASN.1 RFC3161 XML

5.2.1 RFC3161 ASN.1
IETF  RFC3161 ASN.1 TSP
TSA

TSA TSA

TSA

38



Utc TSA CMS SigenData

RFC3161 ASN.1

TimeStampReq ::= SEQUENCE {
version INTEGER { v1(1) },
message Imprint Messagelmprint,
--a hash algorithm OID and the hash value of the data to be

--time-stamped

regPolicy TSAPolicyld OPTIONAL,
nonce INTEGER OPTIONAL,
certReq BOOLEAN DEFAULT FALSE,
extensions [O] IMPLICIT Extensions OPTIONAL }
Messagelmprint ::= SEQUENCE {

hashAlgorithm Algorithmldentifier,

hashedMessage OCTET STRING }

TSAPolicyld ::= OBJECT IDENTIFIER

ETSI
regPolicy
TSA 0ID

nonce

certReq False True

extensions

5-8
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DER

[ TSTInfo
CMS SigedData
TS
TSA
Nonce
\\ TSA
5-8
ASN.1
TimeStampResp ::= SEQUENCE {
status PKIStatusinfo,
timeStampToken TimeStampToken OPTIONAL }
timeStampToken status
timeStampToken
Status RFC2510  PKIStatus
TimeStampToken ::= Contentlnfo
-- contentType is id-signedData ([CMS])
-- content is SignedData ([CMS])
CMS SignedData TSA
SignedData EncapsulatedContentType TSTInfo
TSTInfo ::= SEQUENCE {
version INTEGER { v1(1) },
policy TSAPolicyld,
messagelmprint Messagelmprint,
-- MUST have the same value as the similar field in
-- TimeStampReq
serialNumber INTEGER,

40
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DER
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-- Time-Stamping users MUST be ready to accommodate integers
-- up to 160 bits.

genTime
accuracy
ordering
nonce

GeneralizedTime,
Accuracy

OPTIONAL,

DEFAULT FALSE,
OPTIONAL,

-- MUST be present if the similar field was present

-- In TimeStampReq.

tsa
extensions

TSTInfo

policy TSA
message Imprint
genTime UTC
accuracy
ordering

nonce

tsa TSA

extentions

5.2.2 XML
XML

DEFAULT FALSE

CMS SignedData  Sinerinfo

OASIS DSS TC

TIML Temporal Integrity Markup Language XML

RFC3161

<TimeStampRequest>

<ts:Policy ID=URI></tst:Policy>

<ts:Digest>

<ds:Transforms>...</ds:Transforms>
<ds:DigestAlgolithm>

<ds:DigestValue>
</ts:Digest>

<ts:Nonce>...</ts:Nonce>
<ts:Extensions>...</ts:Extensions>

</TimeStampRequest>

XML
XML
TIML

//
//

//Nonce
//

In that case it MUST have the same value.

[0] GeneralName OPTIONAL,
[1] IMPLICIT Extensions OPTIONAL }
ETSI  TSA

URI

<StatusInfo>

41

Entrust



<TimeStampInfo> Enveloping Signature

<TimeStampResponce>
<ts:StatuslInfo>...</ts:StatusInfo> //
<ds:Signature> A/
o A/ TimeStampInfo Enveloping Signature

</ds:Signature>
</ts:Extensions>....</ts:Extensions> //
</TimeStampResponce>

<ds:Signature>
TimeStamolnfo

Envelopinng Signature

TimeStamolnfo
<TimeStampInfo>
<ts:Policy ID=URI></ts:Policy> //
<ts:Digest> ... <ts:Digest> //
<ts:SerialNumber>...</ts:SerialNumber> //
<ts:CreationTime> ... </ts:CreationTime> //
<ts:Accuracy> ... </ts:Accuracy> //
<ts:Ordering> ... </ts:Ordering> //
<ts:Nonce> ... </ts:Nonce> //Nonce
<ts:Extensions> ... </ts:Extensions> //
</TimeStampInfo>
ASN.1 RFC3161
RFC3161 TSA ts
TSA <Signature>
5.3
TSA
TSA

42
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5.3.1

5.3.2

5.3.3

long

5.3.4

CRL

ETSI

3.2
ETSI
ES-T
ES-T
0CSP revokedDate
CRL
ETSI ES-X
2
ES-T
CMS SignedData  Signerinfo UnSignedAttributes
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5.3.5

CMS SignedData Signerinfo
XML <Signature>
a.
b.
ETSI ES-T a.
CMS SigedData Signerinfo
Signerinfo UnsignedAttributes
b.
CMS SigedData b. Signerinfo
CMS SignedData
a.
XML ETSI
<Signature> <CounterSignature>
SignedData  SignerInfo  SignaturevValue
SignedData Signerinfo UnsignedAttributes
CounterSignature CounterSignature Signerinfo
CounterSignature SignatureValue
SignedData UnsignedAttributes CounterSignature
UnsignedAttributes CounterSignature CounterSignature
CounterSignature CounterSignature
SigendData  Sinerinfo
UnsignedAttributes
XML ETSI TS 101 903 <UnsignedPropaties> <CounterSignature>
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5.3.6 CMS SignedAttribute

CMS SignedData SignedAttribute
ETSI XML <SignedPropaties> <SigningTime>
5.3.7
TSA TSA
out-of-band
5.4
5.4.1
CRL 0CSP
Root CA
CRL ARL
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CA

CA

CA

CA

Root
Top CA
out-of-band
CA
CA
EE
CA
EE
RFC3280 6
CA
ARL CRL
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CMS SigendData XML

CMS SigendData XML

CMS SigendData
Signerinfo  signedAttributes EncapsulatedContentinfo
eContent
Signerinfo signedAttributes eContent ContentType
MessageDigest Attribute signedAttributes
Signerinfo Signerinfo
Signerinfo UnsignedAttributes CounterSignature
CounterSignature TSA
XML <SignedInfo> <Transform>
<KeyInfo> <Reference>
5.4.2
RFC3126 TSA TimeStampInfo CMS SigendData
RFC3126
TSA
CMS SignedData
CMS SignedData
TSA
TSA
TSA
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CA...CA-

TSA

XML XML

5.4.3
ETSI TS 101 733
ES-T
ES-X-Long CRL ES-A
ES-A
ES ES-X-Long
ES 0ID
ES-X-Long
ES-C
DN
0CSP 0CSP
ES

ES-T CMS SignedData UnsignedAttributes
CMS SignedData  UnsignedAttributes CounterSignature

ES-A

ES-X-Long

ES-A
ES-X-Long

ES-A
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ES-T

reference
unsigendAttribute XML
ES-T
ES-X Long
reference  Complete Data
SignedData  unsigendAttribute
ETSI
2
ES
ES-T
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Complete Data CMS SignedData

<UnsigendPropaties>

ES-X-L



ES-T
ES-X-L
5.5
TSP RFC3161
5.5.1
TSA
TSA  GPS
TSA
TSA
5.5.2
genTime
True
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ES-C

TIML

TSA

TSA

Datum

False

genTime



TSA TSA False

5.5.3
TSA HSM
TSA TSA
TSA TSA
TSA TSA
TSA  PKI Time Stamp Authority CA End Entity
TSA TSA
CA  Subscriber End Entity
TSA
5.5.4 TSA
TSA RSA 1024
ES-A
ES-T 2048 CA
10
5.5.5 TSA
TSA
TSA  TSA
TSA
TSA
5.5.6
ASN.1 ETSI TS 101733
XML ETSI TS 101 903
ES XAdES Archive Time
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Stamp
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6.1

(TSA : Time-Stamping Authority)

(TA : Time Authority)
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10.

11.

12.

13.

14.

15.

16.

17.

(NTA : National Time Authority)

01D

TTP  Trusted Third Party

Tamper

ASN.1 :

ISO/1TU-T

BER

CMS SignedData :
IETF S/MIME WG S/MIME

oSl

DER
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18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

CRL :

Certificate Revocation List

Counter Signature :

Detached
XML

Enveroped
XML XML

Enveroping

OCSP (Online Certificate Status Protocol) :

Valid Invalid Unknown

PKCS#1 :
RSA

RSA-PSS :
Probabilistic Signature Scheme PKCS#1
PSS

SignedAttribute :
CMS SigendData

TIML (Temporal Integrity Markup Language) :
0ASIS

XML

TSP :
ASN.1

RFC3161
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X.509

DSS(Digital Signature Service) TC



29. TimeStamp Token :
TSA

30. UnsignedAttribute :

CMS SignedData Counter
Signature

31.
32.

TSA
33.
34.

Canonicalization XML
35.

Counter Signature

36.
CA

37.
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