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[ ] -
MSH
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ebXML
o - ebXML (SOAP
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o - MSH

10



MSH

6-1 ebXML

6.3 version
ebXML SOAP
version

ebXML SOAP
ebXML

ebXML Application

Message Service Interface

SOAP Processing

Header Processing

Header Parging

Me=zage Packaging

Security Services

Reliable Messaging Services

Transport Interface

HTTP FTP SMTP nop
ebXML
ebXML SOAP
ebXML SOAP
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7.1
ebXML
MIME/
e SOAP1.1
XML
[ ]
SOAP
XML
o 1 SOAP

o 1 SOAP

ebXML

7-1 ebXML

7.1.1 SOAP
ebXML

SOAP

SOAP
ebXML

[SOAPATTACH]
MIME
MIME
MIME
XML SOAP
SOAP
7-1

(HTTP,SMTPFTP...)

MIME

SOAP)

MIME

SOAP ENV

SOAP ENV

[ ebxmL

‘ ebXML

SOAP ENV

‘ ebXML

[ ebxmL

MIME
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. (SOAP) 1.1[SOAP]

. SOAP [SOAPATTACH]
SOAP ebXML ebXML SOAP
SOAP ebXML SOAP
7.2
MIME SOAP [SOAPATTACH]
MIME Content-Type
SOAP MIME MIME type
SOAP MIME [SOAP]
text/xml
[RFC2045] MIME Content-1ID
/ start ([RFC2387] )

Content-Type: multipart/related; type="text/xml”’; boundary="boundaryValue”;
start=messagepackage-123@example.com

--boundaryValue
Content-1D: messagepackage-123@example.com

7.3
SOAP [SOAPATTACH] 1 SOAP
MIME
7.3.1 Content-Type
MIME Content-Type [SOAP] text/xml
Content-Type charset

Content-Type: text/xml; charset="UTF-8"

7.3.1.1 Charset

MIME charset SOAP
[XMLMedia] text/xml /
http://www.iana.org/
MIME charset SOAP
MIME charset SOAP
[UTF-8]
text/xml [XMLMedia] MIME

charset=""UTF-8"

7.3.2

Content-ID: messagepackage-123@example.com -—1

13
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Content-Type: text/xml;
charset="UTF-8"

<SOAP-ENV:Envelope

—— ] SOAP

xmlIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/”> |

<SOAP-ENV:Header>

</SOAP-ENV:Header>
<SOAP-ENV:Body>

</§0AP—ENV:Body>
</SOAP-ENV:Envelope>

---boundaryValue
7.4
SOAP [SOAPATTACH]
SOAP ebXML
(8.11 )
ebXML
7.4.1

Content-ID: <domainname.example.com> -—---————————-
Content-Type: application/xml = ———————

<Invoice>
<Invoicedata>
</Inv6icedata>
</Invoice>
7.5 MIME
MIME [RFC2045]
MIME
content-length
7.6 MIME

MIME

14

Manifest

MIME

[SOAP]

ebXML

MIME

content-length



8 ebXML SOAP

ebXML
Body

o ebXML SOAP

e ebXML SOAP
e ebXML SOAP

8.1 XML Prolog

SOAP
XML Prolog

XML Prolog

Content-Type: text/xml; charset="UTF-8
<?xml version="1.0" encoding="UTF-8"7?>
8.1.1 XML

XML SOAP
1.0

8.1.2

MIME
Prolog
(7.3 )

SOAP
SOAP

XML [XML] 4.3.3

MIME Content-Type

SOAP
ebXML SOAP

ebXML SOAP

XML

XML [XML]:

ebXML

SOAP
charset

UTF-8

ebXML SOAP
- XML 1.0 [XML] XML

8.2 ebXML SOAP

[SOAP]
SOAP 8.2.1

ebXML SOAP (xmins

ebXML SOAP
8.2.1
ebXML SOAP

ebXML SOAP

) SOAP Envelope Header

(xmlIns ) (XML Namespace]

http://www.ebxml.org/namespace/messageHeader

15

SOAP Header

XML

XML

Body


http://www.ebxml.org/namespace/messageHeader

8.2.2 xsi:schemalLocation
SOAP W3C XML

http://schemas.xmlsoap.org/soap/envelope/

URI

http://www.w3.0rg/1999/XMLSchema

W3C XML [XMLSchema] 2000 10 24
2001 3 30
XML XML
[XMLSchemal] ebXML SOAP
XML [XMLSchema] ( A )
ebXML SOAP
ebXML TR&P XML [XMLSchema] W3C
SOAP ebXML MSH XML
schemalocation Envelope
schemalocation
MSH

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmIns:xsi="http://www.w3.0rg/2000/10/XMLSchema-instance""
Xxsi:schemaLocation="http://schemas.xmlsoap.org/soap/envelope/

http://ebxml .org/project_teams/transport/envelope.xsd" ...>
ebXML SOAP Header Body ebXML
SOAP
XML schemalocation
ebXML SOAP Envelope ebXML SOAP
Envelope

schemalocation
ebXML SOAP schemalocation

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmIns:xsi="http://www.w3.0rg/2000/10/XMLSchema-instance""
xsi:schemaLocation="http://schemas.xmlsoap.org/soap/envelope/
http://ebxml .org/project_teams/transport/envelope.xsd” ...>
<SOAP-ENV:Header xmlns:eb="http://www.ebxml.org/namespaces/messageHeader""
Xxsi:schemalLocation="http://www.ebxml .org/namespaces/messageHeader
http://ebxml .org/project_teams/transport/messageHeaderv0_99._.xsd"™ ...>
<eb:MessageHeader ...> ...
</eb:MessageHeader>
</SOAP-ENV:Header>
<SOAP-ENV:Body xmlns:eb="http://www.ebxml.org/namespaces/messageHeader""
Xxsi:schemalLocation="http://www.ebxml .org/namespaces/messageHeader
http://ebxml .org/project_teams/transport/messageHeaderv0_99.xsd"™ ...>
<eb:Manifest ...> ...
</eb:Manifest>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

8.2.3 ebXML SOAP
ebXML SOAP

16



e SOAP Header

- MessageHeader — (To/From )

- TraceHeaderList —

- ErrorList — ErrorList

- Signature — [XMLDSIG]

- Acknowledgment — MSH MSH

- Via- ebXML

e SOAP Body

- Manifest — ( )

- StatusRequest —

- StatusResponse — MSH

- DeliveryReceipt — To From
8.2.4 #wildcard
ebXML SOAP

[XMLNamespaces]
http://www.ebxml.org/namespaces/messageHeader
SOAP  mustUnderstand
SOAP mustUnderstand 0 () MSH
SOAP mustUnderstand 1 () MSH errorCode
NotSupported severity  error (11
mustUnderstand 0 mustUnderstand
MSH
8.25 id
ebXML SOAP id id
SOAP XML ID
ebXML SOAP Reference #<idvalue> URI
ebXML SOAP

8.3 SOAP

SOAP Header SOAP Envelope
http://schemas.xmlsoap.org/soap/envelope/

SOAP Envelope

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/* .>

17



<SOAP-ENV:Header>..</SOAP-ENV:Header>
<SOAP-ENV:Body>..</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

SOAP Header

8.4 MessageHeader

MessageHeader

MessageHeader

e From

e To

e CPAId

e Conversationld

e Service

e Action

e MessageData

e QualityOfServicelnfo
e SequenceNumber
e Description

MessageHeader
e SOAP mustUnderstand
e Version

MessageHeader
8.4.1 From To

From

From DUNS

From To
From To

Partyld 1

TraceHeader

ID

8.4.1.1
Partyld

PartyID element

type
EDIFACT ISO 9735

ebXML
10
2
id
To
Partyld
Partyld
1 type
type 2
10.3 ebXML
type 1
type
URI

ANSI ASC X12 105

18

ebXML SOAP Header

SOAP Header

8.2.5

type

To

(85.4

From

Partyld

EDIRA (ISO 6523)



Partyld type Partyld URI [RFC2396]
MSH errorCode Inconsistent severity Error
(11 ) PartylD URI

From To

<eb:From>
<eb:Partyld eb:type="urn:duns'>123456789</eb:Partyld>
<eb:Partyld eb:type=""SCAC'>RDWY</Partyld>
</eb:From>
<eb:To>
<eb:Partyld>mailto: joe@example.com</eb:Partyld>
</eb:To>

8.4.2 CPAId

CPAId
CPAId

CPAId From
To Partyld
URI
CPAId URI

CPAId  ebXML
[ebCPP] CPA CPAId

<eb:CPAld>http://example.com/cpas/ourcpawithyou.xml</eb:CPAld>

CPA CPAId
CPA

CPA

errorCode Inconsistent
severity  Error CPAId
errorCode  NotRecognized severity Error

8.4.3 Conversationld

Conversationld
From To
Conversationld

Conversationld
Conversationld 1

Conversationld Conversationld
<eb:Conversationld>20001209-133003-28572</eb:Conversationld>

Conversationld

19



8.4.4 Service

Service

1 ebXML
service

Service

action [ebBPSS] ( )

<eb:Service>urn:services:SupplierOrderProcessing</eb:Service>

uri:www.ebxml.org/messageService/ Service URI
Service type
8441 type
type Service
type

type Service URI [RFC2396] URI
errorCode Inconsistent severity Error (11
8.4.5 Action

Action Service Action
Service Action

<eb:Action>NewOrder</eb:Action>
8.4.6 MessageData

MessageData ebXML
4
e Messageld
e Timestamp
e RefToMessageld
e TimeTolLive
MessageData

<eb:MessageData>

<eb:Messageld>20001209-133003-28572@example.com</eb:Messageld>
<eb:Timestamp>2001-02-15T11:12:127</eb:Timestamp>
<eb:RefToMessageld>20001209-133003-28571@example.com</eb:RefToMessageld>

</eb:MessageData>

8.4.6.1 Messageld
Messageld [RFC2392]

[RFC2392]

20



8.4.6.2 Timestamp

Timestamp [XMLSchema] timelnstant

8.4.6.3 RefToMessageld

RefToMessageld 0 1 RefToMessageld
ebXML Messageld
RefToMessageld Messageld
(11 )
RefToMessageld ebXML
Messageld 8.13.4 10
StatusRequest StatusResponse RefToMessageld
(9.1 )
8.4.6.4
TimeToLive To TimeToLive
10
8.4.7 QualityOfServicelnfo
QualityOfServicelnfo 3

e deliverySemantics
e messageOrderSemantics
e deliveryReceiptRequested

deliverySemantics
deliverySemantics

8.4.7.1 deliveryReceiptRequested

deliveryReceiptRequested To
From
: DeliveryReceipt
(1) DeliveryReceip To
MSH ( MSH
deliveryReceiptRequested From
([ebCPP]
deliveryReceiptRequested
e Unsigned -
e Signed -
e None -
deliveryReceiptRequested None

21

QualityOfServicelnfo
10

DeliveryReceipt

2

To



deliveryReceiptRequested Signed Unsigned

To
To DeliveryReceipt
From
To errorCode  NotSupported
severity  Error From
DeliveryReceipt Service Action
e Service uri:www.ebXML.org/messageService/
e Action DeliveryReceipt

deliveryReceiptRequested

<eb:QualityOfServicelnfo eb:deliverySemantics="0nceAndOnlyOnce"
eb:messageOrderSemantics="Guaranteed"
eb:deliveryReceiptRequested="Unsigned"/>

8.4.7.2 messageOrderSemantics

messageOrderSemantics
e Guaranteed -

e NotGuaranteed -

messageOrderSemantics CPA MessageHeader
NotGuaranteed

messageOrderSemantics  Guaranteed To MSH Conversationld
SequenceNumber
messageOrderSemantics  Guaranteed SequenceNumber

deliverySemantics OnceAndOnlyOnce messageOrderSemantics  Guaranteed
errorCode Inconsistent severity Error From
(10 11 )

DeliverySemantics OnceandOnlyOnce
messageOrderSemantics (Guaranteed NotGuaranteed)

messageOrderSemantics  NotGuaranteed To MSH

messageOrderSemantics To errorCode
NotSupported secerity Error From
messageOrderSemantics

<eb:QualityOfServicelnfo eb:deliverySemantics="0nceAndOnlyOnce”
eb:messageOrderSemantics="Guaranteed”/>

22



8.4.8 SequenceNumber

SequenceNumber MSH
SequenceNumber Conversationld MSH From MSH
ConversationlD From To MSH
SequenceNumber MSH
1
SequenceNumber deliverySemantics OnceAndOnlyOnce
messageOrderSemantics Guaranteed
From MSH errorCode Inconsisitent severity Error
SequenceNumber MSH
SequenceNumber
MSH
errorCode DeliveryFailure severity Error MSH
(11 )
SequenceNumber MSH
MSH ( 0,1,23,4.. )1 Conversationld
99999999 0 SequenceNumber 0 99999999 ASCII
SequenceNumbe 0
1) MSH
2) MSH  SequenceNumber
3) (99999999 )
SequenceNumber status 1
e Reset — SequenceNumber 1 2
e Continue — SequenceNumber ( 3 )
1 2 SequenceNumber 0 MSH status
Reset 3 status Continue
MSH
SequenceNumber
MSH SequenceNumber SequenceNumber
<eb:SequenceNumber eb:status="Reset’”>0</eb:SequenceNumber>
8.4.9 Description
Description MessageHeader
xml:lang xml:lang [XML]
xml:lang

23



8.4.10 Version
version ebXML SOAP ebXML

version 1.0
version ebXML SOAP

8.4.11 SOAP mustUnderstand

SOAP (http://schemas.xmlsoap.org/soap/envelope/)
mustUnderstand MessageHeader
[SOAP]

8.4.12 MessageHeader
SOAP MessageHeader

<eb:MessageHeader id="." eb:version="1.0" SOAP-ENV:mustUnderstand="1">
<eb:From><eb:Partyld>uri:example.com</eb:Partyld></eb:From>
<eb:To eb:type="someType'>
<eb:Partyld eb:type="someType''>QRS543</eb:Partyld>
</eb:To>
<eb:CPAld>http://www.ebxml.org/cpa/123456</eb:CPAld>
<eb:Conversationld>987654321</eb:Conversationld>
<eb:Service eb:type="myservicetypes'>QuoteToCollect</eb:Service>
<eb:Action>NewPurchaseOrder</eb:Action>
<eb:MessageData>
<eb:Messageld>mid:UUID-2</eb:Messageld>
<eb:Timestamp>2000-07-25T12:19:05Z</eb:Timestamp>
<eb:RefToMessageld>mid:UUID-1</eb:RefToMessageld>
</eb:MessageData>
<eb:QualityOfServicelnfo
eb:deliverySemantics="0nceAndOnlyOnce”
eb:deliveryReceiptRequested="Signed”/>
</eb:MessageHeader>

8.5 TraceHeaderList

TraceHeaderList 1 TraceHeader

TraceHeaderList TraceHeader TraceHeader

TraceHeaderList

o (8.5.3 )
o (a0 )
TraceHeaderList 3
e SOAP mustUnderstand ( 8.4.11 )
. http://schemas.xmlsoap.org/soap/actor/next SOAP actor
e Version ( 8.4.10 )
TraceHeaderList id 8.2.5

8.5.1 SOAP actor

TraceHeaderList http://schemas.xmlsoap.org/soap/actor/next
[SOAP]
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SOAP actor

SOAP

1

)



TraceHeaderList

MSH
TraceHeaderList

8.5.2 TraceHeader

TraceHeader
From MSH

TraceHeader

TraceHeader
e Sender
e Receiver
e Timestamp
e #wildcard

TraceHeader

8.5.2.1 Sender

Sender

e Partyld
e Location

From To

8.5.2.1.1 Partyld

8.5.2.1.2 Location

URI
URI

8.5.2.2 Receiver

Receiver
e Partyld
e Location

From To

MSH
TraceHeaderList
TraceHeader MSH
MSH 1
MSH 1
MSH
id 8.25
Sender Partyld
1

8.4.1.1 Partyld
To

URI CPA

Receiver Partyld

25

MSH

MSH
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Receiver (Partyld Location) Sender
8.5.2.1.2 ).
8.5.2.3 Timestamp
Timestamp TraceHeader MessageData
Timestamp
8.5.2.4 #wildcard
#wildcard 8.24
8.5.3 TraceHeader
8-1
Party A Party B
Application Application
t Message X [ ¢
MSH y MSH
< Message Y
8-1
o 1- A B X

<eb:MessageHeader eb:id="...~"
<eb:From>

<eb: Partyl d>urn:myscheme.com: id:PartyA-id</ eb: Partyl d>

</eb:From>
<eb:To>

<eb: Partyl d>urn:myscheme.com: id:PartyB-id</ eb: Partyl d>

</eb:To>

eb:version="1.0" SOAP-ENV:mustUnderstand="1">

<eb:Conversationld>219cdj89dj2398djfjn</eb:Conversationld>

;éB:MessageData>
<eb:Messageld>29dmridj103kvna</eb:Messageld>

</eb:MessageData>
</eb:MessageHeader>
<eb:TraceHeaderList eb:id="..."

<eb:TraceHeader>
<eb: Sender >

eb:version="1.0" SOAP-ENV:mustUnderstand="1">

<eb: Partyl d>ur n: nyschene. com i d: Part yA-i d</ eb: Partyl d>
<eb: Locati on>http://PartyA com PartyAMsh</eb: Locati on>

</ eb: Sender >
<eb: Recei ver >

<eb: Partyl d>ur n: nyschene. com i d: Part yB-i d</ eb: Partyl d>
<eb: Locati on>http://PartyB. com PartyBMsh</eb: Locati on>

</ eb: Recei ver >
<eb:Timestamp>2000-12-16T21:19:35Z</eb:Timestamp>
</eb:TraceHeader>
</eb:TraceHeaderList>
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854 TraceHeader
8-2
Party A Party B Party C
Routing
Application Application Application
t Message X . ___f_______}_ Message X [ t
MSH < MSH | | MSH oo <« MSH
Message Y Message Y
8-2
. 1- A B X

<eb:MessageHeader eb:id=""..
<eb:From>

<eb:Partyld>urn:myscheme.com: id:PartyA-id</eb:Partyld>

</eb:From>

<eb:To>

<eb:Partyld>urn:myscheme.com: id:PartyC-id</eb:Partyld>

</eb:To>

<eb:Conversationld>219cdj89dj2398djfjn</eb:Conversationld>

;éB:MessageData>
<eb:Messageld>29dmridj103kvna</eb:Messageld>

</eb:MessageData>

</eb:MessageHeader>

<eb:TraceHeaderList eb:id="..

.7 eb:version="1.0" SOAP-ENV:mustUnderstand=""1"">

.7 eb:version="1.0" SOAP-ENV:mustUnderstand=""1"

SOAP-ENV:actor="http://schemas.xmlsoap.org/soap/actor/next">
<eb:TraceHeader>

<eb:Sender>

<eb:Partyld>urn:myscheme.com: id:PartyA-id</eb:Partyld>
<eb:Location>http://PartyA.com/PartyAMsh</eb:Location>

</eb:Sender>
<eb:Receiver>

<eb:Location>http://PartyB.com/PartyBMsh</eb:Location>

</eb:Receiver>

<eb:Timestamp>2000-12-16T21:19:35Z</eb:Timestamp>
</eb:TraceHeader>

</eb:TraceHeaderList>

2- B
<eb:MessageHeader eb:
<eb:From>

<eb:Partyld>urn:
</eb:From>

<eb:To>

<eb:Partyld>urn:
</eb:To>

<eb:Conversationld>219cdj89dj2398djfjn</eb:Conversationld>

id="_ ..~

C

X
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myscheme .com: id:PartyA-id</eb:Partyld>

myscheme.com: id:PartyC-id</eb:Partyld>

eb:version="1.0" SOAP-ENV:mustUnderstand="1">




<eb:MessageData>
<eb:Messageld>29dmridj103kvna</eb:Messageld>

</eb:MessageData>

</eb:MessageHeader>

<eb:TraceHeaderList eb:id="..." eb:version="1.0" SOAP-ENV:mustUnderstand="1"

SOAP-ENV:actor="http://schemas.xmlsoap.org/soap/actor/next">
<eb:TraceHeader>
<eb:Sender>
<eb:Partyld>urn:myscheme.com: id:PartyA-id</eb:Partyld>
<eb:Location>http://PartyA.com/PartyAMsh</eb:Location>
</eb:Sender>
<eb:Receiver>
<eb:Partyld>urn:myscheme.com: id:PartyB-id</eb:Partyld>
<eb:Location>http://PartyB.com/PartyBMsh</eb:Location>
</eb:Receiver>
<eb:Timestamp>2000-12-16T21:19:35Z</eb:Timestamp>
</eb:TraceHeader>
<eb:TraceHeader>
<eb:Sender>
<eb:Partyld>urn:myscheme.com: id:PartyB-id</eb:Partyld>
<eb:Location>http://PartyB.com/PartyAMsh</eb:Location>
</eb:Sender>
<eb:Receiver>
<eb:Partyld>urn:myscheme.com: id:PartyC-id</eb:Partyld>
<eb:Location>http://PartyC.com/PartyBMsh</eb:Location>
</eb:Receiver>
<eb:Timestamp>2000-12-16T21:19:45Z</eb:Timestamp>
</eb:TraceHeader>
</eb:TraceHeaderList>

8.6 Acknowledgment

Acknowledgment

RefToMessageld Messageld

Acknowledgment
e Timestamp

e From

o 1 ds:Reference

e SOAP mustUnderstand ( 8.4.11 )
o SOAP actor

. version ( 8.4.10 )

e id ( 8.2.5 )

8.6.1 Timestamp

Timestamp
[XMLSchema] timelnstant (8.4.6.2 )
8.6.2 From
MessageHeader From (8.4.1

Acknowledgment

28
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From MessageHeader From

8.6.3 ds:Reference

[XMLDSIG]
(http://www.w3.0rg/2000/09/xmldsig#) Reference 1 MSH
Reference

XML [XMLDSIG]
8.6.4 SOAP actor
Acknowledgment http://schemas.xmlsoap.org/soap/actor/next ~ SOAP actor

[SOAP]
Acknowledgment MSH

MSH
8.6.5 Acknowledgement

Acknowledgement

<eb:Acknowledgment SOAP-ENV:mustUnderstand="1" eb:version="1.0"
SOAP-ENV:actor="http://schemas.xmlsoap.org/soap/actor/next" >
<eb:Timestamp>2001-03-09T12:22:30Z</eb:Timestamp>
<eb:From>
<eb:Partyld>uri:www.example.com</eb:Partyld>
</eb:From>
</eb:Acknowledgment>

8.7 Via
Via ebXML (MSH)
SOAP ebXML
MSH To Via
Via
e id (8.25 )
e version ( 8.4.10 )

e SOAP MustUnderstand
o SOAP actor
Via 1
e syncReply
o reliableMessagingMethod
e ackRequested
e CPAId
Via
e Service
e Action

29



8.7.1 SOAP mustUnderstand

SOAP (http://schemas.xmlsoap.org/soap/envelope/)
SOAP mustUnderstand Via
[SOAP]
1 () Via ebXML
[SOAP] faultCode  MustUnerstand SOAP Fault

8.7.2 SOAP actor

Via http://schemas.xmlsoap.org/soap/actor/next SOAP actor
[SOAP]
Via SOAP MSH

8.7.3 syncReply

syncReply (HTTP ) [XML
Schema] syncReply
syncReply true
syncReply MSH

[ebCPP] syncReply

8.7.4 reliableMessagingMethod

reliableMessagingMethod
e ebXML
e Transport

eb XML
8.7.5 ackRequested

ackReqested
e Signed
e Unsigned
e None
None

MSH
10.2.5

8.7.6 CPAId

CPAId 2 MSH
CPAId MessageHeader To From
2 MSH
MessageHeader CPAId (8.4.2 ) MSH

CPAId MessageHeader CPAId

30



8.7.7 Service Action

MSH To

Service

MessageHeader

8.4.5 )

Service Action

Service Action

Action

8.7.8 Via
Via

ebXML

Service

Service

<eb:Via SOAP-ENV:mustUnderstand="1" eb:version="1.0"

SOAP-ENV:actor="http://schemas.xmlsoap.org/soap/actor/next"

eb:syncReply="false'">
<eb:CPAld>yaddaydda</eb:CPAld>

<eb:Service>urn:services:Proxy</eb:Service>

<eb:Action>LogActivity</eb:Action>
</eb:Via>

8.8 ErrorList

SOAP Header
RefToMessageld

ErrorList

ErrorList 1
e id
e SOAP mustUnderstand (
e version ( 8.4.10 )
e highestSeverity

8.4.11

ErrorList
8.8.1 id
id ErrorList
8.8.2 highestSeverity

Error
highestSeverity
Warning

highestSeverity
Error
highestSeverity

8.8.3 Error

Error

e codeContext
e errorCode

e severity

e |ocation

e xml:lang

e id( 8.2.5 )

Error

(8.2.5

31

Action

MessageHeader

)

severity
Error

Error

MSH
(8.4.4

Action

Error



Error

8.8.3.1 codeContext

codeContext errorCode URI
http://www.ebxml.org/messageServiceErrors
errorCode

errorCode ebXML errorCode
errorCode

8.8.3.2 errorCode

errorCode errorCode
8.85.1 8.8.5.2

8.8.3.3 severity

severity
e Warning -
e Error-

8.8.3.4 Location

location
ebXML ([XML] ) location
[XPointer]
SOAP ebXML MIME
location cid:23912480wsr MIME content-id
: MIME content-id
8.8.3.5 Error
xml:lang
XML
Error
xml:lang [XML]
Error

8.8.4 ErrorList

ErrorList

<eb:ErrorList eb:id="3490sdo9”, eb:highestSeverity="error” eb:version="1.0"
SOAP-ENV:mustUnderstand=""1"">
<eb:Error eb:errorCode="SecurityFailure’ eb:severity="Error”
eb:location="URI_of_ds:Signature_goes_here’ xml:lang=""us-en”’>
Validation of signature failed </eb:Error>
<eb:Error ...> ... </eb:Error>
</eb:ErrorList>

32



8.8.5 errorCode

errorCode (8.8.3.2 )
3
. SecurityFailure errorCode
o 2 errorCode
Error
e 3 errorCode errorCode
8.8.5.1 ebXML
ebXML
ValueNotRecognized
/
ebXML
NotSupported
ebXML
/
Inconsistent
OtherXml
Error
8.8.5.2 XML
ebXML

DeliveryFailure

: severity  Warning

TimeToLiveExpired MessageHeader TimeToLive

33



SecurityFailure

Unknown
Error

8.9 ds:Signature
ebXML SOAP

[XMLDSIG] ds:Signhature
ds:Signature [XMLDSIG] ds:Signature

[XMLDSIG] SOAP
ds:Signhature ds:Signature 12 From
MSH ebXML ds:Signature
ebXML ds:Signature 12
8.10 SOAP Body
SOAP Body SOAP Envelope
http://schemas.xmlsoap.org/soap/envelope/ SOAP Envelope
<SOAP-ENV:Envelope xmlIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/* .>
<SOAP-ENV:Header>..</SOAP-ENV:Header>
<SOAP-ENV:Body>..</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
SOAP Body ebXML SOAP Body
e Manifest
e StatusRequest
e StatusResponse
e DeliveryReceipt
8.11 Manifest
Manifest 1 Reference Reference
URL
SOAP Body
Manifest

o ebXML
[ ]
Manifest
e id

34



. version( 8.4.10 )
o 1 Referenece
e #wildcard
8.11.1 id
Manifest XML ID id
8.11.2 #wildcard
#wildcard 8.2.4
8.11.3 Reference
Reference
e Schema - Reference
e Description - Reference
e #wildcard -
Reference XLINK
XLINK
XLINK
Reference
¢ id - Reference XML ID
o xlink:type - XLINK
e xlink:href -
[XLINK]
e xlink:role -
[XLINK]
[ )
8.11.3.1 Schema
DTD ) Schema
Reference
Schema
e J|ocation - URI
e version —
8.11.3.2 Description
Reference Description
Reference
xml:lang [XML]
Reference
Description
Description

(8.2.5 )
XLINK w3cC (CR)
simple
URI
URI
MSH
( XML
Reference
Description
xml:lang
xml:lang

<eb:Description xml:lang="en-gb”>Purchase Order for 100,000 widgets</eb:Description>
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8.11.3.3 #wildcard
#wildcard
8.11.4 Manifest

Manifest

8.11.5 Manifest

xlink:href id (URI
content-id

MimeProblem severity

id (URI

Error

xlink:href

MimeProblem severity  Error
8.11.6 Manifest

MIME

<eb:Manifest eb:id="Manifest" eb:version="1.0">

<eb:Reference eb:id="pay0l"

xlink:href="cid:payload-1"

8.2.4

xlink:role

cid )
MIME

From

cid )

From

1

URI

URI

xlink:role="http://regrep.org/gci/purchaseOrder'>
<eb:Schema eb:location="http://regrep.org/gci/purchaseOrder/po.xsd" eb:version="1.0"/>
<eb:Description xml:lang="en-us">Purchase Order for 100,000 widgets</eb:Description>

</eb:Reference>
</eb:Manifest>

8.12 StatusRequest

StatusRequest
(9.1

StatusRequest
. RefToMessageld
. version (
e id ( 8.2.5 )

8.12.1 StatusRequest

StatusRequest

SOAP Body

8.4.10

)

<eb:StatusRequest eb:version="1.0" >
<eb:RefToMessageld>323210:e52151ec74:-7ffc@xtacy</eb:RefToMessageld>

</eb:StatusRequest>

8.13 StatusResponse

StatusResponse
(9.1 )
StatusResponse
. RefToMessageld
e Timestamp

36

ebXML

errorCode

URI
errorCode

Manifest

MSH 1



. version( 8.4.10
e messageStatus
e id ( 8.2.5 )

8.13.1 RefToMessageld
RefToMessageld
8.13.2 Timestamp

Timestamp

8.13.3 MessageStatus

NotRecognized

messageStatus RefToMessageld

e UnAuthorized —

¢ NotRecognized — StatusResponse

e Received — MSH StatusResponse

Messageld NotRecognized
8.13.4 StatusResponse

StatusResponse

<eb:StatusResponse eb:version="1.0" eb:messageStatus="Received>

RefToMessageld

RefToMessageld

persistDuration

Messageld

Messageld

UnAuthorized

<eb:RefToMessageld>323210:e52151ec74:-7ffc@xtacy</eb:RefToMessageld>
<eb:Timestamp>2001-03-09T12:22:30Z</eb:Timestamp>

</eb:StatusResponse>

8.14 DeliveryReceipt

DeliveryReceipt

To
RefToMessageld Messageld
DeliveryReceipt
e id (8.2.5 )
. version( 8.4.10
e Timestamp
o 1 ds:Reference

8.14.1 Timestamp

Timestamp DeliveryReceipt
[XMLSchema]

timelnstant

From
DeliveryReceipt
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8.14.2 ds:Reference element

[XMLDSIG]
(http://www.w3.0rg/2000/09/xmldsig#) Reference 1 MSH
Reference
XML [XMLDSIG]

8.14.3 DeliveryReceipt

DeliveryReceipt

<eb:DeliveryReceipt eb:version="1.0">
<eb:Timestamp>2001-03-09T12:22:30Z</eb:Timestamp>
<ds:Reference URI="cid://blahblahblah/*>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal"/>
<ds:DigestValue>.._</ds:DigestValue>
</ds:Reference>
</eb:DeliveryReceipt>

8.15 ebXML SOAP

ebXML SOAP
8.15.1 Manifest

Manifest

8.15.2 MessageHeader
MessageHeader
8.15.3 TraceHeaderList

TraceHeaderList (20 )
(8.5.4 )

8.15.4 StatusRequest

StatusRequest
e Manifest
e ErrorList

8.15.5 StatusResponse

¢ Manifest
o StatusRequest
e HighestSeverity Error ErrorList

8.15.6 ErrorList
ErrorList highestSeverity Warning

ErrorList highestSeverity Error
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e Manifest
e StatusResponse

8.15.7 Acknowledgment
Acknowledgement

8.15.8 Delivery Receipt
DeliveryReceipt

8.15.9 Signature
ds:Signature

8.15.10 Via

Via
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9.1

SOAP

(MSH)

MSH faultCode MustUnderstand

(10 )

RefToMessageld Messageld

(10.1.1 )

9.1.1

SOAP
ebXML

MessageHeader
TraceHeaderList
StatusRequest
ds:Signature

TraceHeaderList ds:Signature

MessageHeader

TraceHeader
Receiver Partyld

uri:www.ebxml.org/messageService
StatusRequest Action

To

ebXML

(8.5 8.15.8

From

To
Receiver
To

Service

SOAP Body  StatusRequest RefToMessageld

Messageld
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9.1.2

e MessageHeader

e TraceHeaderList

e Acknowledgment

e StatusResponse (8.13 )
e ds:Signature

TraceHeaderList Acknowledgement
8.15.7 8.15.8 )

MessageHeader

. From

e uri:www.ebxml.org/messageService/
e StatusResponse Action

To
9.1.3

messageStatus  Unauthorized

9.2

o MSH
. MSH

9.21

(MSH Ping)

ebXML SOAP
e MessageHeader

e TraceHeaderList

e ds:Signature

TraceHeaderList ds:Sighature

MessageHeader

e MSH

e MSH

e CPAId

e Conversationld

e uri:www.ebxml.org/messageService/

To ebXML

SOAP

ds:Signature

From
To
Service

RefToMessageld

MSH MSH

ebXML

(85

From
To

Service
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Ping Action

To
9.2.2
MSH Ping To ebXML
SOAP
e MessageHeader

TraceHeaderList
Acknowledgment
ds:Signature

TraceHeaderList Acknowledgement ds:Signature
8.15.7 8.15.8 )
MessageHeader
e MSH Pong From
e MSH Ping To
e CPAId
e Conversationld
e uri:www.ebxml.org/messageService/ Service
e Pong Action
e MSH Ping RefToMessageld

To
9.2.3
MSH Ping

MSH
MSH Ping
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ebXML
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10

2 (MSH)
To
1
MSH
10.1.1 Persistent Storage
MSH
( )
MSH
MSH Messageld
. (
)
. 9.1 )
[ ]
10.1.2
e ebXML
ebXML SOAP
10.2
CPA MessageHeader (8.4.2 )
10.2.1
From MSH deliverySemantics
e OnceAndOnlyOnce - reliableMessagingMethod
To 1
e BestEffort - reliableMessagingMethod

43



deliverySemantics CPA MessageHeader (8.4.2 ) deliverySemantics
BestEffort

deliverySemantics  OnceAndOnlyOnce From To MSH

deliverySemantic  OnceAndOnlyOnce

deliverySemantics  BestEffort MSH

MSH

To ErrorCode NotSupported Severity
Error From

10.2.2 mshTimeAccuracy

mshTimeAccuracy TimeToLive MSH
mm:ss

10.2.3 TimeTolLive

TimeToLive To
XML timelnstant

MSH TimeToLive TimeToLive

TimeToLive From MSH
MSH MSH TimeAccuracy
MSH

TimeToLive To MSH  From MSH
TimeToLive
errorCode TimeToLiveExpired severity Error
ErrorList

10.2.4 reliableMessagingMethod

reliableMessagingMethod
e ebXML
e Transport

ebXML 8.7.4

10.2.5 ackRequested

AckRequested MSH MSH type Acknowledgement
Acknowledgement

AckRequested
e Unsigned -
e Signed -

e None -

44



None

10.2.6 retries

retries MSH
10.2.7 retryInterval
retrylnterval [XMLSchema] timeDuration

MSH

10.2.8 persistDuration

persistDuration [XMLSchema] timeDuration MSH
persistDuration MSH

Messageld

persistDuration MSH

(104 )
10.3 ebXML
deliverySemantics / OnceAndOnlyOnce reliableMessagingMethod
ebXML ( ) ebXML
ebXML 10-1
10-1
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MSH

Messageld
RefToMessageld MessageData
10.3.1
(deliverySemantics OnceAndOnlyOnce ) MSH

1. 8.5.2 TraceHeader

URI TraceHeader
2. (10.1.1 )
3. MSH
4, MSH
10.3.4
10.3.2
deliverySemantics  OnceAndOnlyOnce
1. (Service
http://www.ebxml.org/namespace/messageService/MessageAcknowledgement
Action  Acknowledgement )
a) RefToMessageld Messageld
b)
2. (
Messageld Messageld
c)
i) Messageld
i) RefToMessageld
Q) RefToMessageld Messageld
(2)
iii) (10.3.3 )
d)
i) ( Messageld
RefToMessageld )
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ii) MSH
iii)
(1) syncReply True CPA
(
)
(2) syncReply False (10.3.3
)
10.3.3
e deliverySemantics OnceAndOnlyOnce
¢ reliableMessagingMethod  ebXML ( )
Messageld
RefToMessageld MessageData
Via ackRequested Signed Unsigned
Acknowledgement
syncReply
MessageHeader
Acknowledgement MessageHeader
e Service uri:www.ebxml.org/messageService/
e Action Acknowledgement
e From To
TraceHeader Receiver From
Partyld
e To From
TraceHeader  Sender To
Partyld
e RefToMessageld Messageld
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10.3.4

10-2

10-3

10.3.5

MSH
Party A Party A Party B
Application M5H MSH
Data
——
hlessage X
Party A Party A Party B
Application MSH MSH
Data J
Meseage -
Acknowledgment
*—
ck. Lost Data
MSH

retrylnterval
retries

MSH
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Party B
Application

Party B
Application

MSH

MSH
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TraceHeader

ebXML SOAP

Timestamp

10-4

MSH
1)

2)

3)

10.4

deliverySemantics

MSH

Party A
Application

Data

Party A
MSH

Message

ebXML
Messageld
RefToMessageld

Party B

Party B

MessageData

MSH Application

Acknowledgment
et

Message X

Meszage

I

Data

Y

L

Acknowledgment| fgnore

deliverySemantics

MSH

From

Serivice
severity  Error

OnceAndOnlyOnce

From

From
Action

Duplicate

OnceAndOnlyOnce

( A)

( B)
A)

To

Error (

A)



- Warning

e DeliveryFailure ErrorCode

ErrorCode DeliveryFailure Error
From
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11

ebXML
MSH
SOAP
MSH
ebXML MSH

highestSeverity

111

ErrorList

11.2

MSH
MSH

e ebXML

11.3

MSH

ebXML (MSH)
ebXML
ebXML MSH SOAP
SOAP
SOAP SOAP
SOAP
SOAP SOAP
[SOAP] SOAP
Warning ebXML SOAP SOAP
2
- ebXML
MSH
SOAP (8 )
(10 )
! )
MSH
(11.4 )
highestSeverity  Error ErrorList
highestSeverity  Error ErrorList
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11.3.1

SOAP Header

SOAP Header

11.4
URI
CPA CPAId ErrorURI
CPA  ErrorURI TraceHeaderList
TraceHeader Sender Location
ErrorURI From
MSH
11.5 Service Action
ErrorList
Service Action
ErrorList
highestSeverity  Error Service
e Service uri:www.ebxml.org/messageService/
e Action MessageError
highestSeverity  Warning Service Action
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12

ebXML

12.1

ebXML

12.2

MSH

MSH

12.3

12.3.1

ebXML
ebXML SOAP

ebXML

ebXML

(http://www.cert.org/

CPA

ebXML

ebXML

(ebXML SOAP
W3C/IETF XML

XML XML

53

http://ciac.linl.gov/

CPA

)

3

XML

XML

[XMLDSIG]

[ebTASEC]

[DSIG]


http://www.cert.org/
http://ciac.llnl.gov/

ebXML

[XMLDSIG]

12.3.1.1
1) [XMLDSIG] SOAP

ds:SignatureMethod ds:CanonicalizationMethod ds:Signedinfo ds:Signedinfo
2) [XMLDSIG] ds:Signedinfo ds:SignatureValue

ds:Signedinfo
3) [XMLDSIG] ds:Signedinfo ds:KeylInfo ( ) ds:SignatureValue

ds:Signhature

4) TraceHeaderList SOAP ds:Signature
ds:Signedinfo ds:CanonicalizationMethod (0 1 ) ds:SignatureMethod (0

1) ds:Reference (1 )
ds:CanonicalizationMethod [XMLDSIG] ds:Signedinfo

ds:Canonicalization
[XMLC14N] ebXML

ds:SignatureMethod Algorithm Algorythm

http://www.w3.0rg/2000/09/xmldsig#dsa-shal

ebXML
SOAP ds:Reference ds:Signature (SOAP )
URI ””
ebXML ds:Reference [XMLDSIG]
http://www.w3.0rg/2000/09/xmldsig#Object Type
ebXML MSH
ds:Reference id
SOAP ds:Reference ds:Signhature
ds:Transforms 2 ds:Transform
ds:Transform ds:Algorithm

http://www.w3.0rg/2000/09/xmldsig#enveloped-signature
2 ds:Transform ds:XPath

not(ancestor-or-self::eb: TraceHeaderList or
ancestor-or-self::eb:Via)

[XPath] ds:Signature 2
[XPath] TraceHeaderList Via
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URI

ds:Reference

MIME Content-1d URI MIME Content-Location
URI URI
URI
Manifest/Reference xlink:href URI
ebXML SOAP

<?xml version="1.0" encoding="utf-8"?>

<SOAP-ENV:Envelope
xmIns:SOAP-ENV=""http://schemas.xmlsoap.org/soap/envelope/""

xmIns:eb=""http://www.ebxml .org/namespaces/messageHeader""
xmIns:xlink="http://www.w3.0rg/1999/x1ink">

<SOAP-ENV:Header>
<eb:MessageHeader eb:id="." eb:version="1.0">

</eb:MessageHeader>
<eb:TraceHeaderList eb:id="." eb:version="1.0">

<eb:TraceHeader>

</eb:TraceHeader>
</eb:TraceHeaderList>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2000/CR-xml-c14n-20001026"/>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal"/>

<ds:Reference URI=""'>

<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/1999/REC-xpath-19991116">

<XPath xmlIns:dsig="http://www.w3.0rg/2000/09/xmldsig#">
not(ancestor-or-self::eb:TraceHeaderList or
ancestor-or-self::eb:Via)
</XPath>
</Transform>

</Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal"/>

<ds:DigestValue>.._</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid://blahblahblah/*>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal"/>
<ds:DigestValue>.._</ds:DigestValue>
</ds:Reference>

</ds:SignedInfo>
<ds:SignatureValue>. . .</ds:SignatureValue>

<ds:Keylnfo>...</ds:Keylnfo>
</ds:Signature>
</SOAP-ENV:Header>

<SOAP-ENV:Body>
<eb:Manifest eb:id="ManiO1" eb:version="1.0">

<eb:Reference xlink:href="cid://blahblahblah"

xlink:role="http://ebxml.org/gci/invoice">
<eb:Schema eb:version="1.0" eb:location="http://ebxml.org/gci/busdocs/invoice.dtd"/>

</eb:Reference>
</eb:Manifest>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

12.3.2

ebXML
DeliveryReceipt

Acknowledgement ds:Signature ds: Reference
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12.3.3

ebXML
( )
[RFC2246] [IPSEC]
ebXML TCP/IP
12.3.4
[RFC2246] [IPSEC]
CRC
12.3.5
XML XML w3C
IETF ebXML
SOAP ebXML
ebXML MSH ebXML
MSH XML
( ) [S/IMIME] [S/MINEV3] [PGS/MIME]
XML
ebXML [S/MIME] XML w3cC
XML
12.3.6
[RFC2246] [IPSEC] 2 ebXML MSH
12.3.7
OASIS (TC) NameAssertion [SAML] Entitlements
ebXML
ebXML TC OASIS Security Services TC
ebXML Sun IBM CommnerceOne
Cisco ebXML
12.3.8
[RFC2246] [IPSEC]
ebXML MSH ebXML

12.3.9
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12.3.10

ebXML
ebXML
XML
0 1 ebXML
1
xI
2
v Profile 0
v Profile 1 v MSH  XML/DSIG
Profile 2 v v MSH MSH
i MSH
v v
Profile 3 MSH
Profile 4 v v MSH MSH
i MSH (
v
Profile s TCPI/IP SSL 3.0)
Profile 6 v v MSH XML/DSIG
MSH XML/DSIG
Profile 7 v 4 MSH
Profile 8 v v v 6 7
i 5
Profile 9 v v
Profile 10 | v/ v v 9 MSH
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MSH

Profile 11 6 MSH
Profile 12 8 MSH

. MSH XML/DSIG
Profile 13 (XML )
Profile 14 13

MSH XML/DSIG

Profile 15 MSH
Profile 16 13
Profile 17 14

. MSH XML/DSIG
Profile 18 (SAML)
Profile 19 18 MSH
Profile 20 19 MSH

. 19 MSH
Profile 21 (XML )
Profile 22 MSH (XML )
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13

13.1

[RFC2119]
[HTTP]

[RFC822]
[RFC2045]

[RFC2046]

[RFC2246]
[RFC2387]
[RFC2392]

[RFC2396]

[RFC2487]
[RFC2554]
[RFC2616]

[RFC2617]

[RFC2817]
[RFC2818]

[SMTP]
[SOAP]

[SOAPATTACH]

[SSL3]

Key Words for use in RFCs to Indicate Requirement Levels, Internet Engineering
Task Force RFC 2119, 1997 3

IETF RFC 2068 - Hypertext Transfer Protocol -- HTTP/1.1, R. Fielding, J. Gettys, J.
Mogul, H. Frystyk, T. Berners-Lee, 1997 1

Standard for the Format of ARPA Internet text messages. D. Crocker. 1982 8

IETF RFC 2045. Multipurpose Internet Mail Extensions (MIME) Part One: Format of
Internet Message Bodies, N Freed & N Borenstein, 1996 11

Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types. N. Freed, N.
Borenstein. 1996 11

RFC 2246 - Dierks, T. and C. Allen, "The TLS Protocol", 1999 1
The MIME Multipart/Related Content-type. E. Levinson. 1998 8

IETF RFC 2392. Content-ID and Message-ID Uniform Resource Locators. E.
Levinson, 1998 8

IETF RFC 2396. Uniform Resource Identifiers (URI): Generic Syntax. T Berners-Lee,
1998 8

SMTP Service Extension for Secure SMTP over TLS. P. Hoffman. 1999 1
SMTP Service Extension for Authentication. J. Myers. 1999 3

RFC 2616 - Fielding, R., Gettys, J., Mogul, J., Frystyk, H., Masinter, L., Leach, P. and
T. Berners-Lee, "Hypertext Transfer Protocol, HTTP/1.1",,1999 6

RFC2617 - Franks, J., Hallam-Baker, P., Hostetler, J., Lawrence, S., Leach, P.,
Luotonen, A., Sink, E. and L. Stewart, "HTTP Authentication: Basic and Digest
Access Authentication”, 1999 6

RFC 2817 - Khare, R. and S. Lawrence, "Upgrading to TLS Within HTTP/1.1", 2000
5

RFC 2818 - Rescorla, E., "HTTP Over TLS", May 2000 [SOAP] Simple Object
Access Protocol

IETF RFC 822, Simple Mail Transfer Protocol, D Crocker, 1982 8

W3C-Draft-Simple Object Access Protocol (SOAP) v1.1, Don Box, DevelopMentor;
David Ehnebuske, IBM; Gopal Kakivaya, Andrew Layman, Henrik Frystyk Nielsen,
Satish Thatte, Microsoft; Noah Mendelsohn, Lotus Development Corp.; Dave Winer,
UserLand Software, Inc.; 2000 5 W3C , http://mww.w3.0rg/TR/ISOAP

SOAP Messages with Attachments, John J. Barton, Hewlett Packard Labs; Satish
Thatte and Henrik Frystyk Nielsen, Microsoft, 2000 10 9
http://www.w3.0rg/TR/SOAP-attachments

A. Frier, P. Karlton, and P. Kocher, "The SSL 3.0 Protocol", Netscape
Communications Corp., 1996 11 18
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[UTF-8]

[XLINK]
[XML]

[XML Namespace]

[XMLDSIG]

[XMLMedia]

13.2

[ebCPP]

[ebBPSS]
[ebTA]
[ebTASEC]

[ebRS]
[ebMSREQ]

[ebGLOSS]

[IPSEC]

[PGP/MIME]

[SAML]

[SIMIME]

[SIMIMECH]

[SIMIMEV3]

[TLS]
[XMLSchema]

UTF-8 is an encoding that conforms to ISO/IEC 10646. See [XML] for usage
conventions.

W3C XML Linking Candidate Recommendation, http://www.w3.org/TR/xlink/

W3C Recommendation: Extensible Markup Language (XML) 1.0 (Second Edition),
2000 10 , http://www.w3.0rg/TR/2000/REC-xmI-20001006

W3C Recommendation for Namespaces in XML, World Wide Web Consortium, 1999
1 14 , http://www.w3.0rg/TR/REC-xml-names

Joint W3C/IETF XML-Signature Syntax and Processing specification,
http://www.w3.0rg/TR/2000/CR-xmldsig-core-20001031/

IETF RFC 3023, XML Media Types. M. Murata, S. St.Laurent, 2001 1

ebXML
, Version1.0,2001 5 11
ebXML ,version 1.0, 2001 4 27
ebXML ,version1.042001 2 16
ebXML t, version 0.36 2001 4
20
ebXML , version 0.84
ebXML , Version
0.96,2000 5 25
ebXML , http://www.ebxml.org, 2001 5 11

IETF RFC2402 IP Authentication Header. S. Kent, R. Atkinson. 1998 11
RFC2406 IP Encapsulating Security Payload (ESP). S. Kent, R. Atkinson. 1998 11

IETF RFC2015, "MIME Security with Pretty Good Privacy (PGP)", M. Elkins. 1996
10

Security Assertion Markup Language,
http://www.oasis-open.org/committees/security/docs/draft-sstc-use-strawman-03.html

IETF RFC2311, “S/IMIME Version 2 Message Specification”, S. Dusse, P. Hoffman, B.
Ramsdell, L. Lundblade, L. Repka. 1998 3

IETF RFC 2312, “S/IMIME Version 2 Certificate Handling”, S. Dusse, P. Hoffman, B.
Ramsdell, J. Weinstein. 1998 3

IETF RFC 2633 S/MIME Version 3 Message Specification. B. Ramsdell, Ed.. 1999
6

RFC2246, T. Dierks, C. Allen. 1999 1

W3C XML Schema Candidate Recommendation,
http://www.w3.org/TR/xmlschema-0/
http://www.w3.0org/TR/xmlschema-1/
http://www.w3.0org/TR/xmlschema-2/
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http://www.w3.org/TR/2000/CR-xmldsig-core-20001031/
http://www.ebxml.org
http://www.oasis-open.org/committees/security/docs/draft-sstc-use-strawman-03.html
http://www.w3.org/TR/xmlschema-0/
http://www.w3.org/TR/xmlschema-1/
http://www.w3.org/TR/xmlschema-2/

[XMTP] XMTP - Extensible Mail Transport Protocol
http://www.openhealth.org/documents/xmtp.htm
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A ebXML SOAP

ebXML SOAP XML [XMLSchema]
ebXML SOAP 1.1 XML SOAP

11 URI SOAP 1.1 ebXML TRP

W3C XML [XMLSchema] SOAP
1.1

XLINK XML xml:lang

ebXML SOAP w3cC
URL

XML — http://ebxml.org/project_teams/transport/xmldsig-core-schema.xsd

Xlink - http://ebxml.org/project_teams/transport/xlink.xsd
xml:lang - http://ebxml.org/project_teams/transport/xml_lang.xsd

SOAPL.1 - http://ebxml.org/project_teams/transport/envelope.xsd

<?xml version="1.0" encoding="UTF-8"?>
<schema targetNamespace="http://www.ebxml.org/namespaces/messageHeader""
xmlns:xml="http://www.w3.org/XML/1998/namespace"
xmlIns:tns="http://www.ebxml .org/namespaces/messageHeader' xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmIns:xlink="http://www.w3.0rg/1999/x1ink™ xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"*
xmlns="http://www.w3.0rg/2000/10/XMLSchema' version=""1.0">
<import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemalLocation="http://www.ebxml .org/project_teams/transport/xmldsig-core-schema.xsd"/>
<import namespace="http://www.w3.0rg/1999/xlink"
schemalLocation="http://www.ebxml.org/project_teams/transport/xlink.xsd"/>
<import namespace="http://schemas.xmlsoap.org/soap/envelope/"
schemalLocation="http://www.ebxml .org/project_teams/transport/envelope.xsd"/>
<import namespace="http://www.w3.0org/XML/1998/namespace"*
schemalLocation="http://www.ebxml.org/project teams/transport/xml_lang.xsd"/>
<!-- MANIFEST -->
<element name="Manifest">
<complexType>
<sequence>
<element ref="tns:Reference" maxOccurs="unbounded"/>
<any namespace="##other" processContents="1ax" minOccurs="0" maxOccurs="unbounded'/>
</sequence>
<attribute ref="tns:id"/>
<attribute ref="tns:version'/>
<anyAttribute namespace="http://www.w3.0rg/2000/10/XMLSchema-instance"
processContents=""l1ax"/>
</complexType>
</element>
<element name='"Reference'>
<complexType>
<sequence>
<element ref="tns:Schema" minOccurs="0" maxOccurs="unbounded*/>
<element ref="tns:Description” minOccurs="0" maxOccurs="unbounded"/>
<any namespace="'##other" processContents="1ax" minOccurs="0" maxOccurs="unbounded'/>
</sequence>
<attribute ref="tns:id"/>
<attribute ref="xlink:type" use="fixed" value="simple'/>
<attribute ref="xlink:href" use="required"/>
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<attribute ref="xlink:role"/>
</complexType>
</element>
<element name="'Schema''>
<complexType>
<attribute name="location" type="uriReference" use="required"/>
<attribute name="version" type='"tns:non-empty-string'/>
</complexType>
</element>
<!-- MESSAGEHEADER -->
<element name="‘"MessageHeader'>
<complexType>
<sequence>
<element ref="tns:From'"/>
<element ref="tns:To"/>
<element ref="tns:CPAId"/>
<element ref="tns:Conversationld"/>
<element ref="tns:Service"/>
<element ref="tns:Action"/>
<element ref=""tns:MessageData'/>
<element ref="tns:QualityOfServicelnfo" minOccurs="0"/>
<element ref="tns:Description” minOccurs="0" maxOccurs="unbounded"/>
<element ref="tns:SequenceNumber' minOccurs="0"/>
</sequence>
<attribute ref="tns:id"/>
<attribute ref="tns:version'/>
<attribute ref="soap:mustUnderstand"/>
<anyAttribute namespace="http://www.w3.0rg/2000/10/XMLSchema-instance""
processContents="1ax"/>
</complexType>
</element>
<element name="CPAld" type="tns:non-empty-string"/>
<element name="Conversationld" type="tns:non-empty-string'/>
<element name="Service">
<complexType>
<simpleContent>
<extension base="tns:non-empty-string">
<attribute name="type" type="‘tns:non-empty-string'/>
</extension>
</simpleContent>
</complexType>
</element>
<element name="Action" type="‘tns:non-empty-string"/>
<element name="‘"MessageData’'>
<complexType>
<sequence>
<element ref="tns:Messageld'/>
<element ref="tns:Timestamp'/>
<element ref="tns:RefToMessageld'” minOccurs="0"/>
<element ref="tns:TimeToLive" minOccurs="0"/>
</sequence>
</complexType>
</element>
<element name="Messageld" type="tns:non-empty-string‘/>
<element name="TimeToLive" type="timelnstant"/>
<element name="QualityOfServicelnfo">
<complexType>
<attribute name="deliverySemantics" type="tns:deliverySemantics.type" use="default"
value="BestEffort'/>
<attribute name="messageOrderSemantics" type="tns:messageOrderSemantics.type"
use=""default"” value="NotGuaranteed'/>
<attribute name="deliveryReceiptRequested" type="tns:signedUnsigned.type"
use="'default" value="None"/>
</complexType>
</element>
<!-- TRACE HEADER LIST -->
<element name="'TraceHeaderList'>
<complexType>
<sequence>
<element ref="tns:TraceHeader™ maxOccurs="unbounded*/>
</sequence>
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<attribute ref="tns:id"/>
<attribute ref="tns:version'/>
<attribute ref="soap:mustUnderstand" use="required'/>
<attribute ref="soap:actor" use="required"/>
<anyAttribute namespace="http://www.w3.0rg/2000/10/XMLSchema-instance""
processContents="1ax"/>
</complexType>
</element>
<element name="TraceHeader'>
<complexType>
<sequence>
<element ref="tns:Sender"/>
<element ref="tns:Receiver"/>
<element ref="tns:Timestamp'/>
<any namespace="‘##other" processContents="lax" minOccurs="0" maxOccurs="unbounded'/>
</sequence>
<attribute ref="tns:id"/>
</complexType>
</element>
<element name="Sender" type='"'tns:senderReceiver.type'/>
<element name="Receiver" type=""tns:senderReceiver.type'/>
<element name="SequenceNumber" type="positivelnteger'/>
<!-- DELIVERY RECEIPT -->
<element name="DeliveryReceipt">
<complexType>
<sequence>
<element ref="tns:Timestamp'/>
<element ref="ds:Reference' minOccurs="0" maxOccurs="unbounded"/>
</sequence>
<attribute ref="tns:id"/>
<attribute ref="tns:version'/>
<anyAttribute namespace="http://www.w3.0rg/2000/10/XMLSchema-instance""
processContents="l1ax"/>
<l-- <attribute name="signed" type="boolean"/> -->
</complexType>
</element>
<!-- ACKNOWLEDGEMENT -->
<element name="Acknowledgment>
<complexType>
<sequence>
<element ref="tns:Timestamp'/>
<element ref="tns:From" minOccurs="0"/>
<element ref="ds:Reference"™ minOccurs="0" maxOccurs="unbounded"/>
</sequence>
<attribute ref="tns:id"/>
<attribute ref="tns:version'/>
<attribute ref="soap:mustUnderstand" use='"required"/>
<attribute ref="soap:actor' use="required"/>
<anyAttribute namespace="http://www.w3.0rg/2000/10/XMLSchema-instance""
processContents="1ax"/>
</complexType>
</element>
<!-- ERROR LIST -->
<element name="ErrorList'>
<complexType>
<sequence>
<element ref="tns:Error"™ maxOccurs="unbounded"/>
</sequence>
<attribute ref="tns:id"/>
<attribute ref="tns:version'/>
<attribute ref="soap:mustUnderstand" use="required'/>
<attribute name="highestSeverity" type='"tns:severity.type"
use=""default" value="Warning'/>
<anyAttribute namespace="http://www.w3.0rg/2000/10/XMLSchema-instance""
processContents="1ax"/>
</complexType>
</element>
<element name="Error'>
<complexType>
<attribute ref="tns:id"/>
<attribute name="codeContext" type="uriReference" use="required'/>
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<attribute name="errorCode" type="tns:non-empty-string" use="required"/>

<attribute name="'severity" type='tns:severity.type" use="default"” value="Warning"/>

<attribute name="location" type='"tns:non-empty-string'/>
<attribute ref="xml:lang"/>
</complexType>
</element>
<I-- STATUS RESPONSE -->
<element name="'StatusResponse''>
<complexType>
<sequence>
<element ref="tns:RefToMessageld'/>
<element ref="tns:Timestamp' minOccurs="0"/>
</sequence>
<attribute ref="tns:id"/>
<attribute ref="tns:version'/>
<attribute name="messageStatus' type="tns:messageStatus.type'/>
<anyAttribute namespace="http://www.w3.0rg/2000/10/XMLSchema-instance"
processContents="1ax"/>
</complexType>
</element>
<Il-- STATUS REQUEST -->
<element name="StatusRequest''>
<complexType>
<sequence>
<element ref="tns:RefToMessageld'/>
</sequence>
<attribute ref="tns:id"/>
<attribute ref="tns:version'/>
<anyAttribute namespace="http://www.w3.0rg/2000/10/XMLSchema-instance"
processContents=""1ax"/>
</complexType>
</element>
<I-—- VIA -->
<element name="Via">
<complexType>
<sequence>
<element ref="tns:CPAld" minOccurs="0"/>
<element ref="tns:Service" minOccurs="0"/>
<element ref="tns:Action" minOccurs="0"/>
</sequence>
<attribute ref="tns:id"/>
<attribute ref="tns:version'/>
<attribute ref="soap:mustUnderstand" use='"required"/>
<attribute ref="soap:actor' use="required"/>
<attribute name="'syncReply" type="boolean/>
<attribute name="deliveryReceiptRequested" type="tns:signedUnsigned.type"
use=""default" value="None"/>
<attribute name="reliableMessagingMethod"” type=""tns:rmm.type"/>
<attribute name="ackRequested" type="boolean'/>
<anyAttribute namespace="http://www.w3.0rg/2000/10/XMLSchema-instance"
processContents=""1ax"/>
</complexType>
</element>
<!-- COMMON TYPES -->
<complexType name='"senderReceiver.type'>
<sequence>
<element ref="tns:Partyld"” maxOccurs="unbounded"/>
<element name="Location" type="uriReference'/>
</sequence>
</complexType>
<simpleType name="messageStatus.type">
<restriction base="NMTOKEN">
<enumeration value="UnAuthorized"/>
<enumeration value="NotRecognized'/>
<enumeration value="Received"/>
<enumeration value="Processed"/>
<enumeration value="Forwarded"/>
</restriction>
</simpleType>
<simpleType name=""type.type'>
<restriction base="NMTOKEN">
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<enumeration value="DeliveryReceipt"/>
<enumeration value="IntermediateAck"/>
</restriction>
</simpleType>
<simpleType name="messageOrderSemantics.type">
<restriction base="NMTOKEN">
<enumeration value="Guaranteed'/>
<enumeration value="NotGuaranteed'/>
</restriction>
</simpleType>
<simpleType name="deliverySemantics.type'>
<restriction base="NMTOKEN">
<enumeration value="0OnceAndOnlyOnce"/>
<enumeration value="BestEffort"/>
</restriction>
</simpleType>
<simpleType name="non-empty-string">
<restriction base="string">
<minLength value="1"/>
</restriction>
</simpleType>
<simpleType name="‘rmm.type">
<restriction base="NMTOKEN">
<enumeration value="ebXML"/>
<enumeration value="Transport"/>
</restriction>
</simpleType>
<simpleType name="signedUnsigned.type'>
<restriction base="NMTOKEN">
<enumeration value="Signed"/>
<enumeration value="Unsigned"/>
<enumeration value="None'/>
</restriction>
</simpleType>
<simpleType name='severity.type'>
<restriction base="NMTOKEN">
<enumeration value="Warning"/>
<enumeration value="Error'/>
</restriction>
</simpleType>
<!-- COMMON ATTRIBUTES and ELEMENTS -->
<attribute name="id" type="ID" form="unqualified"/>
<attribute name="version" type="tns:non-empty-string"” use="fixed" value="1.0"/>
<element name="Partyld">
<complexType>
<simpleContent>
<extension base="tns:non-empty-string">
<attribute name="type" type="‘tns:non-empty-string'/>
</extension>
</simpleContent>
</complexType>
</element>
<element name="To'">
<complexType>
<sequence>
<element ref="tns:Partyld" maxOccurs="unbounded'/>
</sequence>
</complexType>
</element>
<element name="From">
<complexType>
<sequence>
<element ref="tns:Partyld" maxOccurs="unbounded'/>
</sequence>
</complexType>
</element>
<element name="Description'>
<complexType>
<simpleContent>
<extension base="tns:non-empty-string">
<attribute ref="xml:lang"/>
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</extension>
</simpleContent>
</complexType>
</element>
<element name="'RefToMessageld" type="‘tns:non-empty-string"/>
<element name="Timestamp' type="timelnstant'/>
</schema>
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SOAPAction: "ebXML”
e Content-Transfer-Encoding MIME
MIME-Version: 1.0 HTTP
HTTP 1.1 HTTP MIME

HTTP
e MIME ebXML ebXML

HTTP SOAP

ebXML MIME

HTTP POST ebXML

POST /servlet/ebXMLhandler HTTP/1.1

Host: www.example2.com

SOAPAction: "ebXML™

Content-type: multipart/related; boundary="BoundarY"; type="text/xml";
start=" <ebxhmheaderlll@example.com>"

--BoundarY
Content-I1D: <ebxhmheaderlll@example.com>
Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/*
xmIns:eb="http://www.ebxml .org/namespaces/messageHeader ">
<SOAP-ENV:Header>
<eb:From>
<eb:Partyld>urn:duns:123456789</eb:Partyld>
</eb:From>
<eb:To>
<eb:Partyld>urn:duns:912345678</eb:Partyld>
</eb:To>
<eb:CPA1d>20001209-133003-28572</eb:CPAld>
<eb:Conversationld>20001209-133003-28572</eb:Conversationld>
<eb:Service>urn:services:SupplierOrderProcessing</eb:Service>
<eb:Action>NewOrder</eb:Action>
<eb:MessageData>
<eb:Messageld>20001209-133003-28572@example.com</eb:Messageld>
<eb:Timestamp>2001-02-15T11:12:127</Timestamp>
</eb:MessageData>
<eb:QualityOfServicelnfo eb:deliverySemantics="BestEffort"/>
</eb:MessageHeader>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<eb:Manifest SOAP-ENV:mustUnderstand="'1" eb:version="1.0">
<eb:Reference xlink:href="cid:ebxmlpayloadlll@example.com"
xlink:role="XLinkRole"
xlink:type="simple'>
<eb:Description xml:lang="en-us">Purchase Order 1</eb:Description>
</eb:Reference>
</eb:Manifest>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

--BoundarY

Content-1D: <ebxmlpayloadlll@example.com>
Content-Type: text/xml
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<?xml version="1.0" encoding="UTF-8"?>
<purchase_order>
<po_number>1</po_number>
<part_number>123</part_number>
<price currency="USD">500.00</price>
</purchase_order>

--BoundarY--
B.2.3 HTTP
HTTP [RFC2616] HTTP
HTTP HTTP Post 2XX
SOAP 3xX
4xx  5xx HTTP ebXML
ebXML
(11 )
B.2.4 SOAP
SOAP 1.1
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SOAP SOAP Fault SOAP
SOAP 1.1 HTTP
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SOAP Fault SOAP HTTP 500
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HTTP Post
B.2.5
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syncReply false HTTP
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B.3.1

e Simple Mail Transfer Protocol [RFC821] [RFC822]
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Content-Type:
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8
1 1000 ( CRLF
US-ASCII SMTP [SMTP] MTA
[RFC2045] 6 8 (
MTA MTA 8
ebXML
SMTP ebXML
e [RFC821] [RFC2045] 6
ebXML 8
. ebXML
Multipart/Related MIME eMail MIME
e eMail MIME ebXML
e eMail MIME SOAPAction MIME
ebXML

SOAPAction: "ebXML”

Service  Action ebXML MessageHeader
e eMail MIME MIME-Version 1.0
e eMail To: [RFC822] ebXML
e eMall From: [RFC822] ebXML
. Date: [RFC822]
o [RFC822] [RFC2045]
ebXML
ebXML

From: ebXMLhandler@example.com

To: ebXMLhandler@example2.com

Date: Thu, 08 Feb 2001 19:32:11 CST
MIME-Version: 1.0

SOAPAction: "ebXML"

Content-type: multipart/related; boundary='"BoundarY';
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start=""<ebxhmheaderlll@example.com>"

--BoundaryY
Content-1D: <ebxhmheaderilll@example.com>
Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/*
xmIns:eb="http://www.ebxml .org/namespaces/messageHeader ">
<SOAP-ENV:Header>
<eb:MessageHeader SOAP-ENV:mustUnderstand="1" eb:version="1.0">
<eb:From>
<eb:Partyld>urn:duns:123456789</eb:Partyld>
</eb:From>
<eb:To>
<eb:Partyld>urn:duns:912345678</eb:Partyld>
</eb:To>
<eb:CPA1d>20001209-133003-28572</eb:CPAld>
<eb:Conversationld>20001209-133003-28572</eb:Conversationld>
<eb:Service>urn:services:SupplierOrderProcessing</eb:Service>
<eb:Action>NewOrder</eb:Action>
<eb:MessageData>
<eb:Messageld>20001209-133003-28572@example.com</eb:Messageld>
<eb:Timestamp>2001-02-15T11:12:12Z</Timestamp>
</eb:MessageData>
<eb:QualityOfServicelnfo eb:deliverySemantics="BestEffort"/>
</eb:MessageHeader>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<eb:Manifest SOAP-ENV:mustUnderstand="1" eb:version="1.0">
<eb:Reference xlink:href="cid:ebxmlpayloadlll@example.com"
xlink:role="XLinkRole"
xlink:type="simple'>
<eb:Description xml:lang="en-us">Purchase Order 1</eb:Description>
</eb:Reference>
</eb:Manifest>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

--BoundaryY
Content-1D: <ebxhmheaderlll@example.com>
Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>
<purchase_order>
<po_number>1</po_number>
<part_number>123</part_number>
<price currency="USD">500.00</price>
</purchase_order>

--BoundarY--
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MSH
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MSH
MSH
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