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DoS Denial of Service
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2.2.2
2.2.2.1 DoS
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(2) Flood
Flood SYN Flood UDP Data Flood Syslog Flood
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SYN
SYN/ACK
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2244
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® IPA spam
http://www.ipa.go.jp/security/ciadr/antirelay.html
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2.3.1 Sircam

23.1.1
(1)

2001 7 7 8
@)

Web

Outlook Outlook Express
Web

1 : Hi! How are you?

I send you this file in order to have your advice

I hope you can help me with this file that | send

I hope you like the file that | send you

This is the file with the information that you ask for
: See you later. Thanks

27



Te mando este archivo para que me des tu punto de vista
Espero me puedas ayudar con el archivo que te mando
Espero te guste este archivo que te mando
Este es el archivo con la informacion que me pediste

: Nos vemos pronto, gracias.

DOC XLS ZIP
MS DOS 134KB
BAT COM EXE LNK PIF

3
° 10 16 C
°
® MS-Word MS-Excel
4)
Sircam
®)
Sircam URL
® ()
http://www.symantec.com/region/jp/sarcj/data/w/w32.sircam.worm@mm.html
°
http://www.trendmicro.co.jp/virusinfo/default3.asp?VName=TROJ_SIRCAM.A
°

http://www.nai.com/japan/virusinfo/virS.asp?v=W32/SirCam@MM&a=S
® [-Secure Corporation

http://www.f-secure.com/v-descs/sircam.shtml
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2.3.1.2

Sircam

|
l

—
v_/

My Document
.GIF,.JPG,.JPEG,.MPEG,. MOV,
.MPG,.PDF,.PNG,.PS,.ZIP
v

—
S —

Windows

Windows temp

Sircam

%

Windows
rund1132.exe
autoexec.bat

2-7 Sircam
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2.3.1.3

Sircam 2001 7 21 2002 1 8 1,441
URL
http://www.ipa.go.jp/security/topics/sircam.html IPA

2.3.14
2.3.15
)
° autoexec.bat
PC autoexec.bat sirc32.exe
PC
)
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2.3.2

23.2.1

(1)

()

Badtrans.B B

Badtrans.B 2001 11

Windows95/98/ME/NT/2000
Outlook

32

Outlook Express

"Name" <_address@abc.co.jp>

2:

" Anna" <aizzo@home.com>

"JUDY" <JUJUB271@A0L.COM>

"Rita Tulliani" <powerpuff@videotron.ca>
"Tina" <tina0828@yahoo.com>

"Kelly Andersen” <Gravity49@aol.com>

" Andy" <andy@hweb-media.com>

"Linda" <lgonzal@hotmail.com>

"Mon S" <spiderroll@hotmail.com>
"Joanna" <joanna@mail.utexas.edu>
"JESSICA BENAVIDES" <jessica@aol.com>
" Administrator" <administrator@border.net>
" Admin" <admin@gte.net>

"Support"” <support@cyberramp.net>
"Monika Prado" <monika@telia.com>

"Mary L. Adams" <mary@c-com.net>

" Anna" <lindaizzo@home.com>

"JUDY" <JUJUB@AOL.COM>

"Tina" <tina08@yahoo.com>

1:
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'Re:'

X.Y.Z
X fun, Humor, docs, info, Sorry_about_yesterday, Me_nude, Card,
SETUP, stuff,YOU_are FAT!, HAMSTER, news_doc, New_Napster_site,
README, images, Pics, SEARCHURL, SBMSONG
2 Y DOC, MP3
Z , pif,scr
Sorry_about_yesterday.DOC.pif
Humor.MP3.scr
3)
MAPI Messaging API Internet

Explorer

(4)
Outlook Express
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2.3.2.2

Badtrans.B

v

Outlook _Outlook Express

. v

Windows

°
kernel32 *

®Kernel32.exe

) v

Windows LOGON,PASSWORD

v

ZVDOHY IK@yahoo.com
udtzgccc@yahoo.com
DTCELACB@yahoo.com

11IMCH2TH@yahoo.col
WPADJQ12@yahoo.com

fishd@rambler.ru

Messaging

2-8 Badtrans.B &
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2.3.2.3

IPA/ISEC 2001 11 30 Badtrans.B
800
2.3.24

® Internet Explorer 5.01 SP2

® Internet Explorer 5.5 SP2

® Internet Explorer 6 Outlook Express

2.3.2.5

34



2.3.3 CodeRed

2.3.3.1

1)
2001 8 1 CodeRed
CodeRed 2001 8

)

CodeRed
24 48
oS
Web URL
Web URL
CodeRed
3
CodeRed Web DoS
CodeRed Web
CodeRed
(4)
2001 8 10 IPA/ISEC CodeRed Code
Red 100 CodeRed CodeRed
SOHO
)
IPA CodeRed CodeRed
IPA
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2-5 CodeRed CodeRed IPA
CodeRed CodeRed
24 48
2001 10 1
1P 1P
X
N
Web Web Web
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2.3.3.2

As
N

CodeRed

Y
A

@

YES

600
300

v

C:¥inetpub¥scripts¥root.exe
C:¥progra—~1¥common~1¥system
¥MSADC¥root.exe
d:¥inetpub¥scripts¥root.exe
d:¥progra~1¥common~1¥system
¥MSADCH¥root.exe

WindowsNT cmd.exe

CodeRed

24

Web

v

c¥ d¥ explorer.exe

- explorer.exe
explorer.exe

v

2-9 CodeRed
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2.3.3.3

CodeRed

Web

2334

CodeRed

2.3.35

® ADSL

Web
CodeRed

Web

IPA

SOHO
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2.3.4 Nimda

2.34.1
1)
2001 9
2
readme.exe
Outlook Outlook
Express
Web
2.3.4.2
3
LAN
CPU 100%
2.3.4.2

http://www.symantec.com/region/jp/sarcj/data/w/w32.nimda.a@mm.html

@)
PC PC
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Web

Nimda Nimda
00
2-10
(2) Web
PC Nimda 1S Web
Readme.exe
& Web
1S
Nimda WEL COME!
2-11 Web
3
PC
Nimda
| |
/ Nimda
| D] |:' >
Nimda <
Nimda
| G
2-12
(4)
PC
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Internet

Explorer
Nimda
~N
2-13 A
Internet
Explorer
Nimda [ B
2-14 B
2.3.4.3
Nimda IPA/ISEC 9 26 294
189 64.3%
2344
Nimda

IPA/ISEC
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2.3.4.5

°
°
2.3.5
® |PAJ/ISEC
http://www.ipa.go.jp/security/index.html

°
http://www.trendmicro.co.jp/
http://www.nai.com/japan/
http://www.symantec.com/region/jp/

°

http://www.microsoft.com/japan/technet/security/ (TechNet
http://www.microsoft.com/japan/enable/products/security/

(
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3-1

3.2
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SSL
IPSec
Kerberos

SSL
IPSec
Kerberos

DBMS

FD

HD CD-ROM
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3.2

3.2.1
ID
°
°
o
o
ID
°
3.2.2
3.2.2.1
Security Dynamics SecurlD  Secure Computing SafeWord
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3.2.2.2

SSL

PIN

3.2.2.3

Biometrics
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3.2.3

3.2.3.1 BioPassword

ID

http://biopassword.com/

a7

PC



3.2.3.2

2002.1 pp.18-20

3.2.3.3

http://www.marubeni.co.jp/news/nl/n1010402.htm

3.2.3.4

http://www.sony.co.jp/Products/puppy/index.html

3.24
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3.3

3.3.1
3.3.11
1999 8 6
ID
[ ]
° ID
3.3.1.2

(1)

2000

AP

2

13
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DoS

2) IDS
IDS
1,200
IDS
IDS
Common Vulnerabilities and Exposures CVE
http://cve.mitre.org/
(3) oS
oS oS
oS
(0N oS
oS
oS oS

(4)
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® Web
3.4.3.3
o Web ActiveX  Script
3.5.3.2
3.3.1.3
1)
CheckPoint FireWall-1 FireWall-1
NextGeneration 2001 8
VPN
PC
2
ISS RealSecure
ISS RealSecure
3 oS
[ ) UNIX Windows Linux

eTrust Access Control
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® UNIX

Trusted Solaris

Virtual Vault
Pit Bull
(4)
3.3.14
IDS oS
IDS oS

http://www.forescout.com/whatwedo.html

3.3.2

3.3.21
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3.3.2.2

3.3.2.3

Internet Scanner System Scanner  ISS
eTrust Content Inspection

NetRecon Enterprise Security Manager
HFNetChkPro

LAN LAN

LAN

Web
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3.3.24
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3.4

3.4.1

3411

CD

3.4.1.2

DB
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3.4.2

34.1

3421 DB

1)

DES Data Encryption Standard
58
128
AES Advanced Encryption Standard
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DCT FFT wavelet

http://www.ist.fujitsu.com/sukashi/index.html

®3)

UDFv2.0 UDFv3.0

UDF

JIS

http://www.oitda.or.jp/jislist-j.html

3.4.2.2

3421

3.6

58

UDF Universal Disk Format

DB

UDF

2001



3.4.2.3 DB

(1)

RSA

)

UDF

®3)

SHA-1
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3.4.4

PKI Public Key Infrastructure

PKI 3.6.24
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3.4.2.4

1)
PKI

3.6.1

)

3.2.2.3

3.4.2.3
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3.4.3

3431

(1) DVD-ROM

)

()
de
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DVD-ROM



http://www.keitaide-music.org/index_j.html

(4)
2 DoS
3.4.3.2
(1)
PKI
IC ID ID
)
®)
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3.4.3.3

Web

http://rr.sans.org/audit/aide.php

3.4.4

3.44.1

(1)

)

Tripwire
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Web



3.44.2

(1)

Fair Use

)
3.4.24 3432

3424
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3.5

3.5.1

IPA

3.5.2

3521

1)

)

67

90%

.COM .EXE .SYS



®3)

3.5.2.2

1)

Norton AntiVirus 2002
2002
Virus Scan 4.5

)
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Norton AntiVirus Enterprise Solution 4.6

ePolicy Orchestrator

3.5.3
3.5.3.1 ISP
ISP
ISP
ISP
3.5.3.2 Web
Nimda Web
Web
Web
LAN
Web
FTP
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Web
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3.5.3.3

2001

IDS URL

http://www.trendmicro.co.jp/gatelock/index.asp

http://www.checkpoint.co.jp/press/2001/sofaware121101.html

3.54

2001 6 VBScript  JavaScript

VBScript JavaScript
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3.6

3.6.1

(1)

)

®3)

(4)

T &

IP VPN

71
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(13 7 3_2
3-2
1. MAC etc
2. MAC etc
3. etc etc etc
4. etc etc
etc
3.6.2
a.
IP-VPN b.
® SSL/TLS
® |PSec 1P
® Kerberos
® SSH
® PGP S/MIME
® PKI
3.6.2
3.6.2.1 IP-VPN
VPN Virtual Private Network
VPN IP
IP-VPN
IP-VPN 3-3 IP
ATM
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VPN

ATM ATM
MPLS Multi-Protocol Label Switching
1P
IP-VPN
3-3 IP-VPN
VPN
IPSec
IP-VPN (ATM
IP ATM
MPLS
1 VPN
VPN
IPSec IPSec
3.6.2.2(2)
(2) IP
MPLS 1P
3-4
3-4 IP-VPN
2001.11
1P VPN
MPLS OBN IPSec L2TP GMN-CL
NTT Arcstar [P-VPN
KDDI KDDI IP-VPN
SOLTERIA
NTT PC SuperEBN SuperOBN
EINS
FENICS P
Fusion IP-VPN
Powerd-IP MPLS
AT&T VPN
Xephion P
NTT-ME
NTT
IP VPN-
IDC
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MPLS

MPLS
MPLS
(ﬁjl
—
= —
1 /'
/ — %
. VPN ‘ ‘ T
: @l
QoS /\fki
3-2 MPLS
3.6.2.2
(1) SSL/TLS
SSL
Netscape Communications IETF Internet
Engineering Task Force TLS Transport
Layer Security Web
Web SSL
SSL/TLS WWW
WWW
WWW
WWW
WWW
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WwWw

SSL  OslI
wWww
OpenSSL OpenSSL
(2) IPSec
1P
IETF VPN SSL/TLS
oSl
VPN
IPSec IPSec EC
IPv6
IPSec IP

IKE Internet Key Exchange
Encapsulation Security Payload IP
Authentication Header IKE

(3) Kerberos

KDC Key Distribution Center

KDC

75

I1PSec

ESP
AH
ESP



Kerberos X Window System
Project Athena

Windows2000 Mac OS X

Realm
oS

KDC

Kerberos
KDC

MIT
MIT OSF/1

Domain

3-3 Kerberos
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(4) SSH

Web
SSH Secure Shell UNIX r
telnet IP Spoofing
SSH
SSH Communications Security SSH2
OpenSSH
7
- ID
. r
3-4 SSH
3.6.2.3

® PGP Pretty Good Privacy
IDEA RSA

® S/MIME Secure Multipurpose Internet Mail Extensions

DES RC2 RSA

® PEM Privacy Enhanced Mail
DES RSA
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® MOSS MIME Object Security Service
DES RSA

® KPS Key Predistribution System

KPS
“ Private-1D”"
PGP S/MIME PGP S/MIME
PGP
SIMIME CA
3.6.2.4 PKI
CA PKI
S/IMIME PKI SSL PKI
Adobe Acrobat Microsoft Office XP
PKI CA
PKI ECOM WG
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3-5

3.6.3

NetSecurity 2001

2001.12.27
WEP  Wireless Equivalent Privacy Security
2001.12.26
° 2001.12.13
e FBI 2001.12.5
[ ) SSH 2001.11.2
° IBM 2001.10.18
° NextComm 2001.10.4
° 2001.8.30
° SSH
2001.8.30
) OpenPGP Alliance
2001.6.7
() LAN
2001.2.15
Bell Labs 2001.2.15
° WAP eMobile 2001.1.25
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https://www.netsecurity.ne.jp/

°
)
® SSH
)
3.6.4
() PC 1P 1P IPv6
IPv4 IPSec
PC
() LAN
WTLS Wireless Transfer
Layer Security VPN Kerberos
)
ADSL
EC
)
PKI
CRL
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DoS
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EC
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