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2.2

2.2.1
22.1.1
Time Stamp Token Time Stamp Authority
2-3
| P T
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2.2.1.2

2-2

17



[9]

2.2.1.3

2-3

2-3

RFC 3161

Secure Seal( Data)

1) RFC3161

messagelmprint
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TimeStampReq ::= SEQUENCE {

version INTEGER { v1(1) },

messagelmprint Messagelmprint,

reqPolicy PolicylID OPTIONAL,
nonce INTEGER OPTIONAL,
certReq BOOLEAN DEFAULT FALSE,
extensions [0] IMPLICIT Extensions OPTIONAL }

Messagelmprint ::= SEQUENCE {
hashAlgorithm AlgorithmlDentifier,
hashedMessage OCTET STRING }

timeStampToken

TimeStampResp ::= SEQUENCE {

statusString PKIFreeText OPTIONAL,
faillnfo PKIFailurelnfo OPTIONAL }

status PKIStatusinfo,
timeStampToken TimeStampToken OPTIONAL }
PKIStatusInfo ::= SEQUENCE {

status PKIStatus,

PKIStatuslInfo RFC2510

Infrastructure Certificate Management Protocols

RFC3161

19
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2241 SignaturePolicy

RFC3125

SignaturePolicy ::= SEQUENCE {
signPolicyHashAlg Algorithmldentifier,
signPolicylnfo SignPolicylnfo,
signPolicyHash SignPolicyHash OPTIONAL
}

SignPolicylnfo ::= SEQUENCE {
signPolicyldentifier SignPolicyld,
dateOflIssuer GeneralizedTime,
policylssuerName PolicylssuerName,
fieldOfApplication FieldOfApplication,
signatureValidationPolicy SignatureValidationPolicy,
signPolExtensions SignPolExtensions OPTIONAL
}

signatureValidationPolicy

2.2.4.2 SignatureValidationPolicy
RFC3125

SignatureValidationPolicy ::= SEQUENCE {
signingPeriod SigningPeriod,
commonRules CommonRules,
commitmentRules CommitmentRules,
signPolExtensions SignPolExtensions OPTIONAL

}

CommonRules ::= SEQUENCE {
signerAndVerifierRules [0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [2] TimeStampTrustCondition  OPTIONAL,
attributeTrustCondition [3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [5] SignPolExtensions OPTIONAL

}
CommitmentRules ::= SEQUENCE OF CommitmentRule

CommitmentRule ::= SEQUENCE {

selCommitmentTypes SelectedCommitmentTypes,
signerAndVerifierRules [0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [2] TimeStampTrustCondition  OPTIONAL,
attributeTrustCondition [3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [5] SignPolExtensions OPTIONAL
}

commitmentRules
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commonRules

2.2.4.3 SignerAndVerifierRules
RFC3125

SignerAndVerifierRules ::= SEQUENCE {
signerRules SignerRules,
verifierRules VerifierRules

}

SignerRules ::= SEQUENCE {
externalSignedData BOOLEAN OPTIONAL,
mandatedSignedAttr CMSAttrs,
mandatedUnsignedAttr CMSAttrs,
mandatedCertificateRef [0] CertRefReq DEFAULT signerOnly,
mandatedCertificatelnfo [1] CertinfoReq DEFAULT none,
signPolExtensions [2] SignPolExtensions OPTIONAL
}

VerifierRules ::= SEQUENCE {
mandatedUnsignedAttr MandatedUnsignedAttr,
signPolExtensions SignPolExtensions OPTIONAL
}

signerRules

verifierRules

2244 SigninigCertTrustCondition
RFC3125

SigningCertTrustCondition ::= SEQUENCE {
signerTrustTrees CertificateTrustTrees,
signerRevReq CertRevReq

CertificateTrustTrees ::= SEQUENCE OF CertificateTrustPoint
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CertificateTrustPoint ::= SEQUENCE {
trustpoint Certificate,
pathLenConstraint [0] PathLenConstraint OPTIONAL,
acceptablePolicySet [1] AcceptablePolicySet OPTIONAL,
nameConstraints [2] NameConstraints OPTIONAL,
policyConstraints [3] PolicyConstraints OPTIONAL
}

CertRevReq ::= SEQUENCE {
endCertRevReq RevReq,

caCerts [0] RevReq
}

signerTrustTrees signerRevReq

2.2.4.5 TimeStampTrustCondition

RFC3125
TimeStampTrustCondition ::= SEQUENCE {

ttsCertificateTrustTrees [0] CertificateTrustTrees OPTIONAL,
ttsRevReq [1] CertRevReq OPTIONAL,
ttsNameConstraints [2] NameConstraints OPTIONAL,
cautionPeriod [3] DeltaTime OPTIONAL,
signatureTimeStampDelay [4] DeltaTime OPTIONAL
3

cautionPeriod

signatureTimeStampDelay 2-14

signatureTimeStampDelay

cautionPeriod

CRL

2-14
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2.2.4.6 AttributeTrustCondition

RFC3125
AttributeTrustCondition ::= SEQUENCE {

attributeMandated BOOLEAN,

howCertAttribute HowCertAttribute,
attrCertificateTrustTrees [0] CertificateTrustTrees OPTIONAL,
attrRevReq [1] CertRevReq OPTIONAL,
attributeConstraints [2] AttributeConstraints OPTIONAL

2.2.4.7 AlgorithmConstraintSet
RFC3125

AlgorithmConstraintSet ::= SEQUENCE {
signerAlgorithmConstraints [0] AlgorithmConstraints OPTIONAL,
eeCertAlgorithmConstraints [1] AlgorithmConstraints OPTIONAL,
caCertAlgorithmConstraints [2] AlgorithmConstraints OPTIONAL,
aaCertAlgorithmConstraints [3] AlgorithmConstraints OPTIONAL,
}saCertAlgoritthonstraints [4] AlgorithmConstraints OPTIONAL
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Time-Stamped
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RFC2630 SinedData
Long Time-Stamped
ETSI TS 101 733 RFC3126

Long Time-Stamped
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--—- Elect.Signature (ES)----+ e +] +-—-m—-- +
T ot e et +] - +]Complete]| |Complete
Signa- | |Other | |Digital]]| |Timestamp]|certi- || |certi-

ture | |Signed | |Signa- || Jover ||ficate || |ficate

Policy | |JAttri- | |ture || |digital |]and Il land
|
|

I
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I I
I I
ID | lbutes | | Il |signature]]revoc. | |revoc.
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I
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——————— + oot oot +-———-———-+]refs |Data

F — e — — —

Data Content Type

Signed Content Type Content Type

SignedData
SinedData RFC2630

Timestamp|

ES-X Long]

SignedData ::= SEQUENCE {
version CMSVersion,
digestAlgorithms DigestAlgorithmldentifiers,
encapContentinfo EncapsulatedContentinfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crils [1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerinfos Signerinfos -- }

Signerinfos ::= SET OF Signerlinfo

DigestAlgorithmldentifiers ::= SET OF DigestAlgorithmldentifier

EncapsulatedContentinfo

EncapsulatedContentinfo ::= SEQUENCE {
eContentType ContentType,
eContent [0] EXPLICIT OCTET STRING OPTIONAL }

ContentType ::= OBJECT IDENTIFIER --
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Signerlinfo

SigneriInfo ::= SEQUENCE {
version CMSVersion, --CMS v3)
sid Signerldentifier, --
digestAlgorithm DigestAlgorithmldentifier,--
signedAttrs [0] IMPLICIT SignedAttributes OPTIONAL, --
signatureAlgorithm SignatureAlgorithmldentifier,

signature SignatureValue, --
unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL

- }
Signerldentifier :-:= CHOICE {
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyldentifier [0] SubjectKeyldentifier }

SignedAttributes ::= SET SIZE (1..MAX) OF Attribute

UnsignedAttributes ::= SET SIZE (1..MAX) OF Attribute

Long Time-Stamped

Long Long Time-Stamped

)
Signature policy
Other Signed Attribute Digital Signature
Signature policy
2 3 2

SigndData  Signerinfo type  SignedAttribute

Other Signed Attribute

SigndData  Signerinfo type  SignedAttribute

50




Content Type Data Content Type

MessageDigest

SiningTime

SigningCertificate ESS Signing Certificate
Attribute ESSCertID RFC2634

SignaturePolicy

Digital Signature

SigndData  Signer Info type SignatureValue

2
Signer Info
Signature Value
SignatureTimeStampToken TimeStampToken Signerlinfo
Time Stamp RFC3161
3)
CompleteCertificateRefs
CompleteCertificateRefs ::= SEOUENCE OF OTHERCertlID
OTHERCertlID RFC2364 SigningCertificate

SignedData SinerlInfo

CompleteRevocationRefs

51



CompleteRevocationRefs ::= SEOUENCE OF CrlOcspRef

SignedData Sinerlinfo

4 Long

Long

SignedData  Sinerinfo

(5) Long Time-Stamped
Long Time-Stamped

Long Time-Stamped

SignedData  Sinerlnfo
eContent OCTED STRING

signedAttributes

CompleteCertificateRefs
CompleteRevocationRefs
CertifivateValue
RevocationValue

ArchiveTimeStampToken

Long Time-Stamped
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23.2.1

2.3.2.2

2048
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2.3.2.3

2.3.2.4
1)

SignaturePolicy

SighaturePolicy ::= SEQUENCE {
signPolicyHashAlg
signPolicylnfo
signPolicyHash

Algorithmldentifier,--
SignPolicylnfo,
SignPolicyHash

OPTIONAL }

SignPolicyHash ::= OCTET STRING

SignPolicylnfo ::= SEQUENCE {
signPolicyldentifier
dateOflssue
policylssuerName
fieldOfApplication

signatureValidationPolicy

signPolExtensions

SignPolicyld ::= OBJECT IDENTIF
PolicylssuerName ::= GeneralNam

FieldOfApplication ::

SignPolicyld, -- olID
GeneralizedTime,
PolicylssuerName, --

FieldOfApplication, --

SignaturevValidationPolicy,

SignPolExtensions OPTIONAL }

1ER
es

DirectoryString

signPolExtensions
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(2) SignatureValidationPolicy

SignatureValidationPolicy ::= SEQUENCE {

signingPeriod SigningPeriod, --

commonRules CommonRules, -—

commitmentRules CommitmentRules, --

signPolExtensions SignPolExtensions OPTIONAL}
SigningPeriod ::= SEQUENCE {

notBefore GeneralizedTime,

notAfter GeneralizedTime OPTIONAL— }

notAfter

CommonRules

CommitmentRules

attributeTrustCondition algorithm
ConstraintSet
CommonRules ::= SEQUENCE {
signerAndVeriferRules [0] SignerAndVerifierRules OPTIONAL,
signhingCertTrustCondition [1]SigningCertTrustCondition

OPTIONAL,

timeStampTrustCondition [2] TimestampTrustCondition OPTIONAL,
attributeTrustCondition [3] AttributeTrustCondition OPTIONAL,

algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,

signPolExtensions [5] SignPolExtensions OPTIONAL}

CommonRules
CommitmentRules
* signerAndVeriferRules;
* signingCertTrustCondition;

* timeStampTrustCondition.
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CommitmentRules
CommitmentRules
CommitmentRules SelectedCommitment

Types NULL

SignerAndVerifierRules
SigningCertTrustCondition
TimestampTrustCondition

AttributeTrustCondition

CommitmentRules ::= SEQUENCE OF CommitmentRule
CommitmentRule ::= SEQUENCE {
selCommitmentTypes SelectedCommitmentTypes,

signerAndVeriferRules [0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [1] SigningCertTrustCondition
OPTIONAL,
timeStampTrustCondition [2] TimestampTrustCondition OPTIONAL,
attributeTrustCondition [3] AttributeTrustCondition OPTIONAL,

algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,

signPolExtensions [5] SignPolExtensions OPTIONAL}
SelectedCommitmentTypes ::= SEQUENCE OF CHOICE {
empty NULL,

recognizedCommitmentType CommitmentType }

SelectedCommitmentTypes  empty CommitmentType

CommitmentType

CommitmentType

CommitmentType ::= SEQUENCE {
identifier CommitmentTypeldentifier,
fieldOfApplication [0] FieldOfApplication OPTIONAL,
semantics [11 DirectoryString OPTIONAL }
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A. SignerAndVeriferRules

SignerAndVerifierRules ::= SEQUENCE {
signerRules SignerRules,

verifierRules VerifierRules }

a) SignerRules
SignerRules ::= SEQUENCE {
externalSignedData BOOLEAN OPTIONAL,
-- True CMS
-- False CMS
mandatedSignedAttr CMSAttrs, -- CMS
mandatedUnsignedAttr CMSAttrs, -- CMS

mandatedCertificateRef [0] CertRefReq DEFAULT signerOnly,

mandatedCertificatelnfo [1] CertinfoReq DEFAULT none,

signPolExtensions [2] SignPolExtensions OPTIONAL }
CMSattrs ::= SEQUENCE OF OBJECT IDENTIFIER
CertRefReq ::= ENUMERATED {

signerOnly (1), --
fullpath (2) --

mandatedCertificatelnfo

SinedData
CertinfoReq ::= ENUMERATED {
none , --
signerOnly (1), --
fullpath (2) -— }
b) VerifierRules
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VerifierRules ::= SEQUENCE {
mandatedUnsignedAttr MandatedUnsignedAttr,
signPolExtensions SignPolExtensions OPTIONAL

MandatedUnsignedAttr ::= CMSAttrs — CMS

B. SigningCertTrustCondition

CertificateTrustTrees

CertRevReq
SigningCertTrustCondition ::= SEQUENCE {
signerTrustTrees CertificateTrustTrees,
signherRevReq CertRevReq }
a) CertificateTrustTrees

CertificateTrustTrees :: SEQUENCE OF CertificateTrustPoint

CertificateTrustPoint ::= SEQUENCE {
trustpoint Certificate, --
pathLenConstraint [O0] PathLenConstraint OPTIONAL, --
acceptablePolicySet [1]AcceptablePolicySet OPTIONAL,--
nameConstraints [2] NameConstraints OPTIONAL, --

policyConstraints [3] PolicyConstraints OPTIONAL --

b) CertRevReq

CertRevReq ::= SEQUENCE {
endCertRevReq RevReq,
caCerts [0] RevReq 3}

endCertRevReq
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caCerts

RevReq ::= SEQUENCE {
enuRevReq EnuRevReq,
exRevReq SignPolExtensions OPTIONAL}

EnuRevReq ::= ENUMERATED {
clrCheck (0), -- CRL ARL
ocspCheck (1), -- OCSP
bothCheck (2), --CRL OCSP
eitherCheck (3), --
noCheck @), -

other B) - 3

C. Time Stump Trust Condition
ttsCertificateTrustTrees
( )
CautionPeriod signatureTimestampDelay

TtsCertificateTrustTrees

TtsRevReq
TimestampTrustCondition ::= SEQUENCE {
TtsCertificateTrustTrees [0] CertificateTrustTrees OPTIONAL,
ttsRevReq [1] CertRevReq OPTIONAL,
ttsNameConstraints [2] NameConstraints OPTIONAL,
cautionPeriod [3] DeltaTime OPTIONAL,

signhatureTimestampDelay [4] DeltaTime OPTIONAL }

DeltaTime ::= SEQUENCE {
deltaSeconds INTEGER,
deltaMinutes INTEGER,
deltaHours INTEGER,
deltaDays INTEGER }

cautionPeriod

SignatureTimestampDelay
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®3)

SignPolExtensions ::= SEQUENCE OF SignPolExtn

SignPolExtn ::= SEQUENCE {
extnlD OBJECT IDENTIFIER,

extnValue OCTET STRING }
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5.3
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6.1

Public Key Cryptosystem
( ) (asymmetric
cryptographic algorithm) ( )
( )

Public Key

Private Key

Key Pair

Secret Key

(symmetric cryptographic algorithm)

Public Key Infrastructure

Authentication
Certificate

Certification

Authorization
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10.

11.

12.

13.

14.

15.

16.

17.

Certificate

Certificate Issuance

Certificate Revocation

Certificate Suspension

Certificate Revocation List CRL

Certification Authority CA

Registration Authority RA

Repository

Certificate Subscriber

Relying Party
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18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

Certificate User

Certificate Policy

Certification Practice Statement

Operation Manuals

Compromise

Digital Signature
(

Electronic Signature

Cryptographic Module
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6.2

1998 10 6

2000-CSEC-8
pp.13--17(2000)

2000-CSEC-8 pp.19--24(2000)

CD-ROM(2000)

CD-ROM(2000)
ESTI TS 101 733 V1.22 Electronic  Signature Formats

http://portal.esti.org/sec/ts 101733v010202p.pdf

IETF RFC3125 Electronic Signature Policies http://www.ietf.org/rfc/rfc3125.txt

IETF RFC3126  Electronic Signature Formats for long term electronic

signatures http://www.ietf.org/rfc/rfc3126.txt

2000

IETF RFC2560 http://www.ietf.org/rfc/rfc2560.txt

http://www.ietf.org/internet-drafts/draft-ietf-pkix-scvp-07.txt

IETF RFC2560bis

http://www.ietf.org/internet-drafts/draft-ietf-pkix-rfc2560bis-01.txt

IETF RFC3029 http://www.ietf.org/rfc/rfc3029.txt

http://lwww.ietf.org/internet-drafts/draft-ietf-pkix-dsv-dpv-dpd-req-00.txt
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IETF RFC2630 CryptographicMessageSyntax http://www.ietf.org/rfc/rfc2630.txt

()

11 ()

http://www.seiho.or.jp/sisin/mokuji.ntml 2000 10

13 26

http://lwww.fsa.go.jp/quide/quide.html 2000 10

( 12 101 )

http://isweb4.infoseek.co.jp/business/gyoho/hanbai/index.html 2000 10

( 7 105 )( 12 5 31 )

http://isweb4.infoseek.co.jp/business/gyoho/hou/index.html 2000 10

( 12 4 18 ) http://www.fsa.go.jp/ 2000 10

http://www.seiho.or.jp/ 2000 10
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