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Introduction and general model Version 2.1 August 1999 CCIMB -99-031

Common Criteria for Information Technology Security Evaluation Part2:

Security functional requirements Version 2.1 August 1999 CCIMB-99-032
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Security assurance requirements Version 2.1 August 1999 CCIMB-99-033
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IT

51 TOE

FCS COP

FCS COP.1 Cryptographic operation

Management:
None

Audit:
Minimal: Success and failure, and the type of cryptographic operation.

Basic : Any applicable cryptographic mode(s) of operation,subject attributes and object
attributes.

FCS_COP.1.1

The TSF shall perform [assignment: list of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment:cryptographic
algorithm] and cryptographic key sizes [assignment:cryptographic key sizes] that
meet the following: [assignment: list of standards].

TSF
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FDP_RIP

FDP_RIP.1 Subset residual information protection

Management:
The choice of when to perform residua information protection (i.e. upon allocation or

deallocation) could be made configurable within the TOE.

TOE

Audit:
None

FDP_RIP.1.1
The TSF shall ensure that any previous information content of a resource is made

unavailable upon the [selection: allocation of the resource b, deallocation of the
resource from] the following objects: [assignment: list of objects].
TSF

15
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FCS CKM

FCS CKM.1 Cryptographic key generation

Management:

the management of changes to cryptographic key attributes. Examples of key attributes include
user, key type (e.g. public, private, secret), validity period, and use (e.g. digital signature, key
encryption, key agreement, data encryption).

Audit:
Minimal: Success and failure of the activity.

Basic : The object attribute(s), and object value(s) excluding any sensitive information (e.g.
secret or private keys).

FCS_CKM.1.1
The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes
[assignment.cryptographic key sizes] that meet the following: [assignment: list of
standards].
TSF

16
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FCS CKM

FCS CKM.4 Cryptographic key destruction

Management:

the management of changes to cryptographic key attributes. Examples of key attributes include
user, key type (e.g. public, private, secret), validity period, and use (e.g. digital signature, key
encryption, key agreement, data encryption).

Audit:
Minimal: Success and failure of the activity.

Basic : The object attribute(s), and object value(s) excluding any sensitive information (e.g.

secret or private keys).

FCS_CKM.4.1
The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [assignment: cryptographic key destruction
method] that meets the following: [assignment: list of standards].

17
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FIA_UAU

FIA_UAU.J1] Timing of authentication

Management:
a) management of the authentication data by an administrator;

b) management of the authentication data by the associated user;

¢) managing the list of actions that can be taken before the user is authenticated.
Audit:

Minimal: Unsuccessful use of the authentication mechanism;

Basic : All use of the authentication mechanism;

Detailed : All TSF mediated actions performed before authentication of the user.
: TSF

FIA_UAU.1.1[1]
The TSF shall allow [assignment: list of TSF mediated actions] on behalf of the
user to be performed before the user is authenticated.
TSF [ :TSF

FIA_UAU.1.2[1]
The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.
TSF TSF

18
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52 T

FIA_UID

FIA_UID.1 Timing of identification

Management:
a) the management of the user identities;

b) if an authorized administrator can change the actions allowed before identification, the
managing of the action lists.

Audit:
Minimal: Unsuccessful use of he user identification mechanism,including the user identity
provided;

Basic : All use of the user identification mechanism, including the user identify provided.

FIA_UID.1.1
The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the
user to be performed before the user is identified.
TSF [ :TSF

FIA_UID.1.2
The TSF shall require each user to be succesfully identified before allowing any
other TSF-mediated actions on behalf of that user.
TSF TSF

19
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FIA_UAU

FIA_UAU.12] Timing of authentication

Management:
a) management of the authentication data by an administrator;

b) management of the authentication data by the associated user;

¢) managing thelist of actions that can be taken before the user is authenticated.

Audit:
Minimal: Unsuccessful use of the authentication mechanism;

Basic : All use of the authentication mechanism;

Detailed : All TSF mediated actions performed before authentication of the user.
: TSF

FIA_UAU.1.1[2]
The TSF shall allow [assignment: list of TSF mediated actions] on behalf of the
user to be performed before the user is authenticated.
TSF [ :TSF

FIA_UAU.1.2[2]
The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.
TSF TSF

20
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FMT_MOF TSF

FMT_MOF.1 Management of security functions behaviour

Management:
managing the group of roles that can interact with the functions in the TSF;

TSF ?
Audit:
Basic : All modifications in the behaviour of the functions in the TSF.
: TSF
FMT_MOF.1.1

The TSF shall restrict the ability to [selection: determine the behaviour of, disable,
enable, modify the behaviour of] the functions [assignment: list of functiong] to
[assignment: the authorised identified roleg].
TSF [ : i :

] [ ]

21
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FAU_GEN

FAU_GEN.1Audit data generation

Management:
None

Audit:
None

FAU _GEN.1.1
The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the [selection: minimum, basic, detailed, not specified]
level of audit; and
c) [assignment: other specifically defined auditable events].
TSF
a) ;
b) [ ] ;
ol ]

FAU_GEN.1.2

The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity, and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, [assighment: other audit relevant
information]

TSF

a) (

b) PP/ST
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FPT_STM

FPT_STM.1 Reliable time stamps

Management:
M anagement of the time

Audit:
Minimal: changes to the time;

Detailed : providing atimestamp.

FPT_STM.1.1
The TSF shall be ableto provide reliable time stamps for its own use.
TSF



Protection Profile V1.2

FAU SAR

FAU SAR.1 Audit review

Management:
maintenance (deletion, modification, addition) of the group of users with read access

right to the audit records.

Audit:
Basic : Reading of information from the audit records.

FAU_SAR.1.1
The TSF shall provide [assignment: authorised users] with the capability to

read [assignment: list of audit information] from the audit records.

TSF

FAU_SAR.1.2
The TSF shall provide the audit records in a manner suitable for the user to

interpret the information.
TSF
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FAU_STG

FAU_STG.1 Protected audit trail storage

Management:
None

Audit:
None

FAU_STG.1.1
The TSF shall protect thestored audit records from unauthorised deletion.
TSF

FAU STG.1.2
The TSF shall be able to [selection: prevent, detect] modifications to the audit
records.
TSF

25
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FMT_MTD TSF

FMT_MTD.1 Management of TSF data

TSF

Management:
managing the group of roles that can interact with the TSF data.
TSF

Audit:
Basic : All modifications to the values of TSF data.

: TSF
FMT_MTD.1.1

The TSF shall restrict the ability to [selection: change_default, query, modify,
delete, clear, [assignment: other operationd] the [assighment: list of TSF data] to
[assignment: the authorised identified roleg|.
TSF [ ‘TSF 1 [ .

[ 1l [ ]

26
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FDP_ACC

FDP_ACC.1 Subset access control

Management:
None

Audit:
None

FDP_ACC.1.1
The TSF shall enforce the [assighment: access control SFP] on [assignment: list of
subjects, objects, and operations among subjects and objects covered by the
SFP].

TSF [ : SFP
] [ : SFP]
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FDP_ACF

FDP_ACF.1 Security attribute based access control

Management:
Managing the attributes used to make explicit access or denial based decisions.

Audit:
Minimal: Successful requests to perform an operation on an object covered by the SFP.
. SFP
Basic : All requests to perform an operation on an object covered by the SFP.
. SFP
Detailed : The specific security attributes used in making an access check.

FDP_ACF.1.1
The TSF shall enforce the [assignment: access control SFP] to objects based on
[assignment: security attributes, named groups of security attributes].
TSF [ : ]
[ : SFP]

FDP_ACF.1.2
The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: [assignment: rules
governing access among controlled subjects and controlled objects using
controlled operations on controlled objects].
TSF
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FDP_ACF.1.3
The TSF shall explicitly authorise access of subjects to obje cts based on the
following additional rules: [assignment: rules, based on security attributes, that

explicitly authorise access of subjects to objects].
TSF

FDP_ACF.1.4
The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].
TSF [ :

29
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FMT_MSA

FMT_MSA.1 Management of security attributes

Management:
a) managing the group of roles that can interact with the security attributes.

Audit:
Basic : All modifications of the values of security attributes.

FMT_MSA.1.1
The TSF shall enforce the [assignment: access control SFP, information flow
control SFP] to restrict the ability to [selection: change_default, query, modify,
delete, [assignment: other operations]] the security attributes [assignment: list of
security attributes] to [assignment: the authorised identified roleq.
TSF [ : ] [

] [ SFP SFP]
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FMT_MSA

FMT_MSA.2 Secure security attributes
Management:
None

Audit:
Minimal: All offered and rejected values for a security attribute;

Detailed : All offered and accepted secure values for a security attribute.

FMT_MSA.2.1

The TSF shall ensure that only secure values are accepted for security attributes.
TSF



Protection Profile V1.2

FMT_MSA

FMT_MSA.3 Static attribute initialisation

Management:
a) managing the goup of roles that can specify initial values,
b) managing the permissive or restrictive setting of default values for a given access control

SFP.
SFP

Audit:
Basic : Modifications of the default setting of permissive or restrictive rules.

Basic : All modifications of the initial values of security attributes.

FMT_MSA.3.1
The TSF shall enforce the [assignment: access control SFP, information flow

control SFP] to provide [selection: restrictive, permissive, other property] default
values for security attributes that are used to enforce the SFP.

TSF SFP [
] [ SFP SFP]

FMT_MSA.3.2
The TSF shall allow the [assignment: the authorised identified roles] to specify

alternative initial values to override the default values when an object or
information is created.
TSF [ : ]
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FMT_SMR

FMT_SMR.1 Security roles

Management:
managing the group of users that are part of arole.

Audit:
Minimal: modifications to the group of users that are part of arole;

Detailed : every use of the rights of arole.

FMT_SMR.1.1
The TSF shall maintain the roles [assignment: the authorised identified roles].
TSF [ ]
FMT_SMR.1.2
The TSF shall be able to associate userswith roles.
TSF
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TOE
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TOE
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TOE
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6.1.1
T.MASQUERADE :

OE.ID_AUTH

OE.AUDIT_LOG

T.MASQUERADE_KEY :

O.AUTH_KEY

OE.AUDIT_LOG

T.AUDITLOG

OE.ADMIN
OE.ACCESS
OE.BACKUP

OE.AUDIT_LOG

36
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OE.LOG_SEARCH

OE.LOG_SEARCH

OE.LOG_SEARCH
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T.PRIVATEKEY

0.SEC_KEY

OE.ACCESS
O.CTL_KEY

OE.ADMIN

OE.AUDIT_LOG

OE.CRYPT

T.TRUSTPOINT

OE.ACCESS
OE.ADMIN
OE.AUDIT_LOG

OE.LOG_SEARCH

T.MIS_OPERATION

OE.UI

OE.AUDIT_LOG
OE.LOG_SEARCH
OE.TRUST

37
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O.DEL_KEY

OE.LOG_SEARCH
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6.2.1
ASM_INST

ASM_ADMIN

ASM_USER

OE.TRUST

ASM_TRUSTPOINT
TOE EE

ASM_CRYPT

ASM_CA

OE.TRUST_CA

V1.2

OE.INSTALL

OE.TIME

OE.CRYPT
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0.SEC_KEY
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O.DEL_KEY
O.DEL_KEY

FDP_RIP.1

O.CTL_KEY
O.CTL_KEY
FCS_CKM.1

O.AUTH_KEY
O.AUTH_KEY
FIA_UAU.1[1]

6.3.2
OE.ID_AUTH
OE.ID_AUTH
FIA_UID.1 FIA_UAU.1[2]

OE.ADMIN
OE.ADMIN
FMT_MOF.1

OE.AUDIT_LOG
OE.AUDIT_LOG
FAU_GEN.1 FPT_STM.1
FAU_STG.1

OE.LOG_SEARCH
OE.LOG_SEARCH
FAU_SAR.1

FCS_CKM.4

41
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OE.ACCESS
OE.ACCESS
FDP_ACC.1 FDP_ACF.1

FMT_MSA.1

OE.UI
OE.UI

OE.TRUST
OE.TRUST

OE.BACKUP
OE.BACKUP

OE.INSTALL
OE.INSTALL

OE.TRUST_CA
OE.TRUST_CA

OE.CRYPT
O.CRYPT

OE.TIME
O.TIME

FMT_MSA.2
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6.3.3

(*1) FIA_UAU.1[1]

1 FCS_COP.1 FCS_CKM.1 3
FCS_CKM.4 4
FMT_MSA.2 17
2 FDP_RIP.1 None -
3 FCS_CKM.1 FCS_COP.1 1
FCS_CKM.4 4
FMT_MSA.2 17
4 FCS_CKM.4 FCS_CKM.1 3
FMT_MSA.2 17
5 FIA_UAU.1[1] | (*1) -
6 FIA UID.1 None -
7 FIA_UAU.1[2] | FIA UID.1 6
8 FMT_MOF.1 FMT_SMR.1 19
9 FAU_GEN.1 FPT_STM.1 10
10 FPT_STM.1 None -
11 FAU_SAR.1 FAU_GEN.1 9
12 FAU STG.1 FAU_GEN.1 9
13 FMT_MTD.1 FMT_SMR.1 19
14 FDP_ACC.1 FDP_ACF.1 15
15 FDP_ACF.1 FDP_ACC.1 14
FMT_MSA.3 18
16 FMT_MSA.1 FDP_ACC.1 14
FMT_SMR.1 19
17 FMT_MSA.2 ADV_SPM.1 -
FDP_ACC.1 14
FMT_MSA.1 16
FMT_SMR.1 19
18 FMT_MSA.3 FMT_MSA.1 16
FMT SMR.1 19
19 FMT_SMR.1 FIA_UID.1 6
FIA UID.1
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