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® ETSI ES 201 733 Electronic Signature Formats
® Data Validation and Certification Server Protocols RFC3029
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°
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o ( )

3.1.1 ETSI ES 201 733 Electronic Signature Formats
ETSI ES 201 733 Electronic Signature Formats

( )

(European Telecommunications Standards Institute)

o
o )
(Signer) - -
\ (Trusted Service Providers)
(Verifier) (Certification Authorities)
\ (Registration Authorities)
Repository Authorities
(Arbitrator) (Rep / i i ) o
; (TimeStamping Authorities)
7 (Signature Policy Issuers)
, (Attribute Authorities)
3-2
3.1.1.1
) (the signature policy)
) (the signed user data)
) (the digital signature)
) (other signed attributes provided by
the signer)
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) (certificates)

) (revocation status information)
) (trusted time-stamps from Trusted Service
Providers( )
3.1.1.2
) (the Electric Signature)
2 (the ES with Time stamp)
©)) (the ES with Complete validation data)
( )
ES-C —
ES-T —

ES - Complete

- - — Timestamp o

Signature| |Other Signed| [Digital o certificate

i i i over digital i
Policy ID| [Attributes Signature|| | _ and revocation
signature
references
3-3
(the ES with extended Validation data)
o
o
o
° ) (
)
° (
)
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3.1.1.3

ES-X — ES-X — ES-X —
Complete - Timestamp only over
o Timestamp o
ES-Q certificate and ES-C ES-C [Complete Certificate
) over CES )
revocation Data and revocation references
ES-X long ES-X Typel ES-X Type2
3-4
( )
(the ES with Archived validation data)
ES-A—
ES-A—
Archive Archive
ES-X i _
Time Stamp Time Stamp
3-5
(
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3.1.1.4

(valid)
(invalid)

(incomplete verification)

(a signature time stamp)
(the complete validation data)

(the archive validation data)

3.1.2 Data Validation and Certification Server Protocols
Data Validation and Certification Server Protocols( ) Trusted Third Party(

) (

3-6
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Internet X.509 Public Key Infrastructure
Data Validation and Certification Server Protocols

3.1.2.1
Trusted Third Party( )
[
( )
(
)
[
( )
( )
( )
)
)
3.1.2.2
( )
( )
DVCS » DVCS
<
(DVC)
3-7
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3.1.2.3

3.1.2.4

(requestinformation)
(data)

(transactionldentifier)

(dvReqlInfo)
(messagelmprint)
(responseTime)
(dvStatus)

(policy)
(certs)

3.1.3 Time Stamp Protocol

Stamp Authority( )

25
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(Certificate Authority)

E E lCertificate
1 l 1
HOO | W |
i HOO| | (@)SIGtsa(H(X),T)
5 )
< ;
i ® E (Time Authority
1 |s1Gtsa(H(x).T) E o
i (Time Stamp Protocol) !
3-8
Internet X.509
Public Key Infrastructure Time Stamp Protocol ( )
3.1.3.1
Trusted Third Party( )
( )
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3.1.3.2

TimeStampReq )
TimeStampResp )
(TiemStampReq )
>
TSA
(TiemStampResp )
3-9
3.1.3.3
o
(messagelmprint)
) (reqPolicy)
) (status)
o
3.1.3.4
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Trusted Third Party( )

3-15

3.1.5.1

3.1.5.2
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3.1.5.5

( )
Internet X.509 Public Key Infrastructure Time Stamp Protocol )

(Online Certificate Status Protocol ( )
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3.2.2

Trusty Cabinet V1

) Read Write Read Only

° (CD-R)
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DAT

CD-R DVD-RAM W

i)

HDD-RAID DVD-RAID |
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Trusty Cabinet V1
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3.3.1

ECOM

14

TTP: Trusted Third Party

ECOM
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TTP TTP
TTP

228

3.3.2 1.

39



TTP

EDI TTP
(SEC)

TTP

3.3.2

( INTT SecureSeal

3.3.2.1
@
Step-1 CD
negotiable certificate of deposit
13 CD

)
Step-1 20
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350 CD

®

4

®

(©)

3.3.2.2
@

SecureSeal NTT 15

2000 4

2000 24 120

Surety.com SecureSeal

@

SecureSeal SecureSeal
SecureSeal
SecureSeal

Value

SecureSeal
SHV
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X.509
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SHV
0.1 SHV
SHV
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10.

Public Key Cryptosystem
( )
algorithm) ( )
Public Key
Private Key
Key Pair
Secret Key

(symmetric cryptographic algorithm)

Public Key Infrastructure

Certification

Identification & Authentication

Certificate

Certificate Issuance
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15.

16.

17.

18.

19.

20.

21.

22.

23.

Certificate Revocation

Certificate Suspension

Certificate Revocation List CRL

Certification Authority CA

Registration Authority RA

Repository

Certificate Subscriber

Relying Party

Certificate User

Policy

Certification Practice Statement CPS

Operation Manuals

Compromise
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24.

25.

26.

Digital Signature
(

Cryptographic Module
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2001 3
12 2 25
http://www.somucho.go.jp/gyoukan/kanri/gaido.htm

http://www.sakura.co.jp/sir/report/r_consul/19990201.htm

IETF Electronic Signature Formats for long term electronic signatures

http://www.ietf.org/internet-drafts/draft-ietf-smime-esformats-03.txt

IETF RFC2630 Cryptographic Message Syntax
http://www.itac.gr.jp/rfc/rfc2630.txt

ETSI TS 101 733 V1.2.2 (2000-12) Electronic Signature Formats
http://www.etsi.org/sec/ts_101733v010202p.pdf

IETF RFC3029 Internet X.509 Public Key Infrastructure Data Validation

and Certification Server Protocols  http://www.imc.org/rfc3029

IETF Internet X.509 Public Key Infrastructure Time Stamp Protocol (TSP)
http://www.ietf.org/internet-drafts/draft-ietf-pkix-time-stamp-13.txt

http://www.imes.boj.or.jp/japanese/Kinyu/2000/kk19-b1-4.pdf

12 3 http://www.nmda.or.jp/nmda/soc/sie/index.html

11 4 http://www.somucho.go.jp/gyoukan/kanri/990413.htm

http://www.moj.go. jp/MINJI/minji24.html

Secure Seal
http://210.144.76.11/index2.html
Final Report of the EESSI Expert Team (20th July 1999)
http://www.ict.etsi.org/eessi/Final-Report.pdf
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IETF Internet Engineering Task Force
ETSI European Telecommunications Standards Institute

EESSI European Electronic Signature Standardization Initiative
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