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X.509 PKI

PKI WG

1.1

(1)
Act Bill Draft Proposed Regulation
Draft Proposed

)
®3)
PKI
electronic signature, digital signature,
digital signature
electronic signature
(4)
(5)

All rights reserved. Copyright ©ECOM(WGS8), 1998



(6)

(7)

(8)

1.2

American Bar Association

Food and Drag Administration
1997 8

Uniform Commercial Code

2B
1.2.1
1.2.1.1 Electronic Financial Services Efficiency Act of 1997
1) Act/Bill/Draft/Proposed/Regulation
Act (1997 House Bill 2937)
2 / /
(3) PKI/ /
4)
NACA: National
Association of Certification Authority
Electronic Authentications Standards Review Committee
5)
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1.2.2
1221
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Act

(2)
(3)
PKI
(4)
()
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(7)
(8)

1.2.2.2

1)

Rule
(2)
3)

(4)

NACA

(Utah Digital Signature Act)
Digital Signature Trust
1997 11 13 6
Act/Bill/Draft/Proposed/Regulation

/ /

PKI/ /

(Digital Signature Administrative Rules)
Act/Bill/Draft/Proposed/Regulation
/ /

PKI/ /
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1.2.2.3 (California Government Code 16.5,1995)
1) Act/Bill/Draft/Proposed/Regulation

Code 16.5(1995), 1995 California AssemblyBill1577
()] / /

©) PKI/ /

(4)
()

(6)
(7)
(8)
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1.2.2.4 (California Digital Signature Regulations)

1) Act/Bill/Draft/Proposed/Regulation
Regulation Code 16.5

2 / /

(3) PKI/ /
PKI

(4)

(5)
Codel6.5

(6)

()

(8)

1.2.2.5 (Electronic Signature Act of 1996)

1) Act/Bill/Draft/Proposed/Regulation
Act

2 / /

(3) PKI/ /

(4)

(5)

(6)

()

(8)

1.2.2.6 (1997 Florida House Bill 1413)

1) Act/Bill/Draft/Proposed/Regulation
Bill 1413

) /

(3) PKI/ /
PKI

(4)
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()
(8)
1.2.2.7 (Ilinois Electronic Commerce Security Act)
1) Act/Bill/Draft/Proposed/Regulation
Act

2 / /

©) PKI/ /
PKI

(4)
()
(6)

° CPS
()
(8)
1.2.2.8 (Minnesota Electronic Authentication Act)
1) Act/Bill/Draft/Proposed/Regulation
Act
2 / /

©) PKI/ /
PKI

(4)
()
(6)
(7)
(8)
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1.2.2.9 (Digital Signature Act of 1997)

1) Act/Bill/Draft/Proposed/Regulation
Act
2 / /
(3) PKI/ /
PKI
(4)
(5)
(6)
°
°
°
()
(8)
1.2.2.10 (1997 New Hampshire S B 207)
1) Act/Bill/Draft/Proposed/Regulation
Bill 290
2 / /
(3) PKI/ /
PKI
(4)
(5)
(6)
()
(8)
1.2.2.11 (Electronic Authentication of
Documents Act)
1) Act/Bill/Draft/Proposed/Regulation
Act
2 / /
(3) PKI/ /

All rights reserved. Copyright ©ECOM(WGS8), 1998 10



(4)
()
(6)
(7)
(8)
1.2.2.12

(1)

Act
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(3)

PKI
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()
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1.2.2.13

(1)

Bill 3046
(2)
(3)

PKI
(4)

L] /

L] /

()
(6)

(Digital Signature Act)
Act/Bill/Draft/Proposed/Regulation

/ /

PKI/ /

(1997 Oregon House Bill 3046)
Act/Bill/Draft/Proposed/Regulation

/ /

PKI/ /
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1.2.2.14 (1997 Texas H.B. 984)

(1)
(2)
(3)
(4)
()
(6)
(7)
(8)

Act/Bill/Draft/Proposed/Regulation
Draft Rule
/ /

PKI/ /
PKI

1.2.2.15 (1997 Vermont House Bill 60)

(1)
(2)
(3)
(4)
()
(6)

(7)

(8)

Act/Bill/Draft/Proposed/Regulation
1997 Vermont H.B. 60
/ /

PKI/ /
PKI

4624 (e)
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1.2.2.16

(1)
(2)
(3)
(4)
()
(6)

(7)

(8)

1.3
1997

(1)
(2)
(3)
(4)
()
(6)

(7)

Act

PKI

Act

PKI

13

(Washington Electronic Authentication Act)
Act/Bill/Draft/Proposed/Regulation

/ /

PKI/ /

WAC 434-200-245

WAC 434-200-130
5
25 50

(German Digital Signature Law/Ordinance)
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PKI

Act/Bill/Draft/Proposed/Regulation
/ /

PKI/ / /
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1.4

15

1.6
1997 3 15

16.1
1) Act/Bill/Draft/Proposed/Regulation
Act
2 / /
(3) PKI/ /
(4)
(5)
(6)
()
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1.6.2
1) Act/Bill/Draft/Proposed/Regulation
Draft Regulation
2 / /
(3) PKI/ /
(4)
(5)
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(8)

1.7

1.8

1)
Act

(2)
(3)
PKI
(4)
()

(6)

(7)

(8)

1.9 UN/UNCITRAL

(Digital Signature Bill 1997)

Act/Bill/Draft/Proposed/Regulation
/ /

PKI/ /

Recognition of other licenses

Draft Uniform Rules on

Electronic Signatures

A/CN.9/437 A/CN.9/WG.

(1)
(2)
(3)

IVIWP.73
Act/Bill/Draft/Proposed/Regulation

/ /

PKI/ / Article 1
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4)
1. Article 11.
2. Article 12.
5) Article 5
1. (@ (b)
ii
2.
(6)

48
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(7
1. Article 17.
A1)

2. Article 18.

3. Article 19.

(8)

All rights reserved. Copyright ©ECOM(WGS8), 1998

17



2.1

Utah Washington
Minnesota Florida Mississippi
2.1.1 Utah www.commerce.state.ut.us

1)

2

3

4) Utah Department of Commerce

()

75,000

500

(6)
CPS

(7)
2.1.2 Washington
1)
2
3 the Secretary of the Washington State

4) the Secretary of the Washington State
()
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CPS

(6)
10 5
Washington
CPS the Secretary of Washington State
Trustworthy System
()
Wahsington
Washington
the Secretary of Washington State
Washington
PKI
2.1.3 Minnesota
(1)
)
®3)
4) the Minnesota secretary of state
(5)
15
(6)
CPS
2.1.4 Florida
(1)
)
®3)
4 the secretary of state
(5)
10
500
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trustworthy

90

2.1.5 Mississippi
1)
(2)
3)
(4) the secretary of state
(5)

(1)
(2)
(3)
(4)
()

(6)

EU Agreement on the European Economic Area

Trusted Third Parties
1997 3

key escrow/recovery

(1)
TTP

(@3] Act / Bill / Draft / Proposed / Regulation Proposed

All rights reserved. Copyright ©ECOM(WGS8), 1998

20



3) PKI /

PKI
(4)
TTP
()
(6)
° 1
[ ]
[ ]
[ ]
(7)
ITSEC
1SO-9000
TTP
TTP
(8)
TTP
TTP
TTP TTP
TTP

TTP
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(9)

TTP
2.4

1)

(2)

3)

4)
a Controller of Certification Authorities
The Minister  a Controller
a Controller

()

CPS
(6)

(7)

(8)

the Controller

2.5
TTP
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3.1

(1)
Export Administration Act Of 1979 Export
Administration Regulations

(2)

1996 12 30 Department of Commerce
1997 1 1
o 40
Bureau of Export
Administration 7
o

Recoverable Software and
Equipment
[ 56
DES Data Encryption Standard

DES56 RSA1024
IBM SET

International Traffic in Arms Regulations
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C.
3.2
EU EU Council Regulation ECR
EU
EU TTP
1997 3 21 Department of Trade and Industry
TTP Trusted Third Party
)
Import , Export and Customers Powers Act
2
EU
3.3
ECR EU 1997
7 Gesetz zur Digitalen Signatur
1)
Sechsunddreissigste Verurdnung zur Anderung der Aussenwirtschaftsverord
nung
2
EU The
Federal office of Export
3.4
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(1)
(2)

EU

EU
3.5
(1)
1

(@)

OECD
3)
(4)

1996
(5)
(6)
(7)
(8)
(9)
(10)
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(11)
(12)
(13)

(14)

(15)
(16)
(17)
(18)

(19)

3.6 OECD

OECD 1997
8

(1)

(@)

3)

(4)

(5)

(6)

(7)

(8)
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4.1

® American Bar Association
http://www.abanet.org/scitech/ec/isc/dsgfree.html

® Food and Drag Administration
http://www.fda.gov/cder/esig/partll.htm

° Uniform Commercial Code 2B
http://www.law.upenn.edu/library/ulc/ulc.htm

(] Electronic Financial Services Efficiency Act of 1997
http://www.house.gov/banking/hr2937ss.htm

° (Utah Digital Signature Act)
http://www.commerce.state.ut.us/web/commerce/digsig/dsmain.htm

° (Digital Signature Administrative Rules)
http://www.commerce.state.ut.us/web/commerce/digsig/rule.ntm

o (California Government Code 16.5,1995)
http://www.gcwf.com/articles¥digsig.htm

° (California Digital Signature Regulations)
http://www.ss.ca.gov/digsig/finalregs.htm

° (Electronic Signature Act of 1996)
http://www.scri.fsu.edu/fla-leg/bills/senate-1996/sb0942.html

o (1997 Florida House Bill 1413)
http://www.scri.fsu.edu/fla-leg/bills/house-1997/hb1413e2.html

° (Minois Electronic Commerce Security Act)
http://www.mbc.com/ceccmsg.html

° (Minnesota Electronic Authentication Act)
http://www.revisor.leg.state.mn.us/cgi-bin/bldbill.pl?bill=S0173.1&session=1s80

o (Electronic Authentication of Documents
Act)
http://www.nm.org/legislature/Jan_96/house/0516/hb0516.txt

° (Digital Signature Act)
http://assembly.state.ny.us/cgi-bin/showbill?billnum=S02238
http://assembly.state.ny.us/cgi-bin/showbill?billnum=A06183

° (1997 Texas H.B. 984)
http://www.capitol.state.tx.us/cgi-
bin/tlo/textframe.cmd?TYPE=B&LEG=75&SESS=R& CHAMBER=H&BILLTYPE=
B&BILLSUFFIX=00984&VERSION=5"1997 Texas H.B. 984

° (1997 Vermont House Bill 60)
http://www.leg.state.vt.us/database/status/summary.cfm?Bill=H%2E0060&Session
=1998

° (Washington Electronic Authentication Act)

http://www.wa.gov/sec/corps/digsig.htm
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° (German Digital Signature Law/Ordinance)
http://ourworld.compuserve.com/homepages/ckuner/digsig4.htm

°
http://www.sfp.gov.ar/firma.html

° (Digital Signature Bill 1997)
http://www.cert.org.my/bill.html

® UN/UNCITRAL Draft Uniform Rules on Electronic
Signatures
AJ/CN.9/437: http://lwww.un.or.at/uncitral/sessions/unc/unc-30/acn9-437.htm

A/CN.9/WG.IVIWP.73
4.2

® McBride Baker & Coles
http://www.mbc.com

® German Federal Ministry of Education,Science,Research and Technology
http://www.iid.del

® Ministry for science & Technology
http://dtiinfol.dti.gov.uk

® http://www.cert.org.my

4.3

o
Crypto Law Survey
http://cwis.kub.nl/~frw/people/koops/cls2.htm
The Cryptography Project
http://guru.cosc.georgetown.edu/~denning/crypto

Administration Statement on Commercial Encryption Policy(July 12, 1996)
http://lwww.epic.org/crypto/key_escrow/wh_cke_796.html
Encryption Items Transferred From the U.S. Munitions List to the Commerce
Control List
http://www.bxa.doc.gov/encreg.htm
Order on Administration of Export Controls on Encryption Products
http://www.law.miami.edu/~froomkin/nov96-regs.htm
Draft Encryption Export Rule, December 9, 1996
http://www.jya.com/commerce.htm
Encryption Items Transferred From the U.S. Munitions List to the Commerce
Control List
http://jya.com/bxal23096.txt
PART 774--THE COMMERCE CONTROL LIST Category 5--Telecommunications
and Information Security
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http://jya.com/774-ccl05.htm

°
UK Government Policy on Encryption
http://www.ncl.ac.uk/~nlawwww/1997/issuel/akdenizl.html
GOVERNMENT SETS OUT PROPOSALS FOR ENCRYPTION ON PUBLIC
TELECOMMUNICATIONS NETWORKS (DTI 06/96)
http://www.coi.gov.uk/coi/depts/GTI1/c0i9303b.ok
UK paper on Licensing Trusted Third Parties for the Provision of Encryption
Services - March 1997
http://dtiinfol.dti.gov.uk/pubs/#sec4
U.K. Paper on Regulatory Intent Concerning Use of Encryption on Public Networks
June 10, 1996
http://dtiinfol.dti.gov.uk/cii/encrypt/

°
France's Proposed Statutory Trusted Third Party Rules for Encryption
http://lwww.steptoe.com/france.htm

°
AUSTRALIAN CONTROLS ON THE EXPORT OF DEFENCE AND STRATEGIC
GOODS(Department of Defence / November 1996)

http://iic.spirit.net.au/imat/publications/excontrl/excohome.htm
The Walsh Report (Australian crypto policy)
http://www.efa.org.au/lssues/Crypto/walsh.html

® EU/EC
Pan-European Confidentiality Services Pilot with Key Recovery
http://www.seven77.demon.co.uk/Krisis/
Towards A European Framework for Digital Signatures And Encryption(*4)
http://www.ispo.cec.be/eif/policy/97503.html

°

ICC General Usage for International Digitally Ensured Commerce

http://www.iccwbo.org/guidec2.htm
THE WASSENAAR ARRANGEMENT ON EXPORT CONTROLS FOR

CONVENTIONAL ARMS AND DUAL-USE GOODS AND TECHNOLOGIES
http://jya.com/wa/watoc.htm#General

OECD : Recommendation of the Council concerning Guidelines for Cryptography

Policy(27 March,1997.)
http://www.oecd.org/dsti/sti/it/secur/index.htm
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® SET
RSA Encryption Incorporared into Hewlett-Packerd’s New International
Cryptografy Framework
http://www.rsa.com/pressbox/html1/961118.html
Hewlett-Packerd/Press Release,November 18,1996
http://www.hp.com/csopress/96nov18d.html
RSA S/PAY K
http://www.rsa-japan.co.jp/products/set/set_time2mkt.htm
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