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5.4 3
541 3

5.4.2 3

54.2.1

5.4.2.2

5.4.3 3
3 X.500
CRL(Certificate Revocation List)

5.4.4 3
3 CRL

5.4.5

5.4.6
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5.4.6.1
CRL
5.4.6.2
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5.5 SET 1

Secure Electronic Transaction SET

SET
(
)
SET
SET
SET
SET
SET
SET
5.5.1 SET
CH
M
SET 1D CH
M M 1D
M
SET
SET X.500 DN
1D

SET
SET BCA
! SET 1.0 SET Specification Book2:Programmer’s Guide
Draft for Testing(96/6)
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CA GCA CA
CCA MCA
PCA
RCA
I
BCA
I R
_ GCA
— T
CCA MCA PCA
SET
55.2 SET
SET
SET ID
SET
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55.3 SET
X.509Vv3
SET SET
SET
SET
Hashed Root Key (YES) OctetString
BIT STRING
Certificate Type (YES) |( )

CharacterString

Merchant Data (NO) CharacterString

CharacterString

CharacterString

CharacterString

CharacterString

CharacterString

BIT STRING

Boolean
Cardholder Certificate (NO) |(
Required )

Boolean
Tunneling (NO)

IA5 String
SET Qualifier (YES) Email IA5 String

OctetString

IA5 String
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SET

hashedRootKey EXTENSION ::={ -- Only in root certificates
SYNTAX HashedRootKeySyntax
IDENTIFIED BY {id-set-hashedRootKey }}

HashedRootKeySyntax ::= RootKeyThumb

RootKeyThumb ::= SEQUENCE
digestAlgorithm  DAlgorithmldentifier -- (shal)--
rootKeyThumbprint Digest }

certificateType EXTENSION ::=
SYNTAX CertificateTypeSyntax
IDENTIFIED BY {id-set-certificateType }}

CertificateTypeSyntax ::= BIT STRING
card (0)
mer (1)
pgwy (2)
cca (3)
mca (4)
pca (5)
gca (6)
bca(7)
rca (8)
acq (9) }

CA

merchantData EXTENSION ::=
SYNTAX MerchantDataSyntax
IDENTIFIED BY {id-set-merchantData }}

MerchantDataSyntax ::= SEQUENCE

merlID MerchantID

merAcquirerBIN BIN

merName DirectoryString { 25 }
merCity DirectoryString { 13 }

merStateProvince DirectoryString { 3}
merPostalCode DirectoryString { 14 }
merCountry DirectoryString { 3 }
merAuthFlag BOOLEAN DEFAULT FALSE }
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GwW CA

cardCertRequired EXTENSION ::=
SYNTAX BOOLEAN
IDENTIFIED BY {id-set-cardCertRequired }}

tunneling EXTENSION ::=
SYNTAX TunnelingSyntax
IDENTIFIED BY {id-set-tunneling }}

TunnelingSyntax ::= SEQUENCE

tunneling BOOLEAN DEFAULT FALSE

tunnelAlgIDs TunnelAlg }
TunnelAlg ::= SEQUENCE OF OBJECT IDENTIFIER

(5) SET

setQualifier EXTENSION ::=
SYNTAX SETQualifierSyntax
IDENTIFIED BY {id-set-setQualifier }}

SETQualifierSyntax ::= SEQUENCE
policyDigest OCTET STRING (SIZE(16..20))
digestAlgorithm  DAlgorithmldentifier
terseStatement IA5String (SIZE(1..150))

policyURL IA5String
policyEmail IA5String }
SET
SET
Certificate Type (YES) |(
SET Qualifier (YES) Email
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55.4 SET
SET

SET

SET

(1)

CertReq

CertRes

CertReq

CertRes

CrossClInitReq

CrossCInitRes

CrossCertReq

CrossCertRes

CrossingReq

CrossingRes
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5.5.5

SET

SET

SET
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5.6
IETF

5.6.1
CA

TTP

(Authentication)
(Certificate Path)

RSA

(Certificate)
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5.6.2

(1)

(
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5.6.3

X.509

crossCertificatePair
WITH SYNTAX

1D

CertificatePai
forward
reverse

5.6.4
@)

1SO

UserCertificate

CACertificate

CrossCertificatePair
X.509

ATTRIBUTE ::= {
CertificatePair
id-at-crossCertificatePair }

r n= SEQUENCE {

[0] Certificate OPTIONAL
[1] Certificate OPTIONAL

X.509

Cross-Certificate-Pairs

-- at least one of the pair shall be present -- }

(CPS)

X.509 V3

Version

version3 =2

Serial Number

Signature Algorithm

Issuer Distinguished Name

X.500 ( )

Varidity Period

Subject Distinguished Name

X.500 ( )

Subject Public Key Info.

V2

Issuer Unique Identifier

Subject Unique Identifier

V3

2 Refer to ISO/IEC 9594-8 Clause8 Obtaining a user's public key
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(2) X.509 3

V3 NIST 4

Certificate n= SIGNED { SEQUENCE {
version [0] Version DEFAULT v1
serialNumber CertificateSerialNumber
signature Algorithmldentifier
issuer Name
validity Validity
subject Name
subjectPublicKeylInfo SubjectPublicKeylnfo

issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL

- if present  version must be v2
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL

---if present  version must be v1 or v2--

extensions [3] Extensions Optional
--if present  version must be v3--} }
Version n= INTEGER {v1(0) v2(1)}
CertificateSerialNumber ::= INTEGER
Algorithmldentifier n= SEQUENCE {
algorithm ALGORITHM.&id ({SupportedAlgorithms})
parameters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm})

OPTIONAL }

- Definition of the following information object set is deferred  perhaps to standardized
- profiles or to protocol implementation conformance statements. The set is required to
- specify a table constraint on the parameterscomponent of Algorithmldentifier.

-- SupportedAlgorithms ALGORITHM ::= {...]..}

Validity n= SEQUENCE {
notBefore UTCTime
notAfter UTCTime }

SubjectPublicKeylnfo n= SEQUENCE {
algorithm Algorithmldentifier
subjectPublickey BIT STRING }

Extensions = SEQUENCE OF Extension
Extension n= SEQUENCE {
extnld EXTENSION.&id ({ExtensionSet})
critical BOOLEAN DEFAULT FALSE
extnValue OCTET STRING

-- contains a DER encoding of a value of type &ExtnType for the
-- extension object identified by extnld --

% Refer to ISO/IEC 9594-8:1993 (E)  Amendment 1 to | SO/IEC 9594-8:1995 (E).
* NIST Minimum Interoperability Specification for PK| Components:1996-12-2
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RSA RSA with MD2 PKCS #1 [(IETF PKIX][1], SSL[2]
RSA with MD5 SSL[2]
RSA with SHA-1 FIPS 180-[SETI[3], NIST MISPC[4]
1
DSA DSA with SHA-1 FIPS 186 |IETF PKIX[1], NIST
MISPC[4]
md2WithRSAEncryption OBJECT IDENTIFIER 1= {
iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
pkes-1(1) 2 '}
md5WithRSAEncryption OBJECT IDENTIFIER = {
iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 4 '}
sha-1WithRSAEncryption OBJECT IDENTIFIER := {
iso(1) identified-organization(3) oiw(14) secsig(3)
algorithm(2) 29 }
dsaWithSHA-1 OBJECT IDENTIFIER := {
iso(1) identified-organization(3) oiw(14) secsig(3)
algorithm(2) 27}
X.500 5
DI i RDN
Countries USA Federal SSL SET
C usS (U 1SO3166
Organizaitional
) @] U.S.Federal Verisign
Units
Govt.
NSA
CN MISSI Verisign
Classlroot CA ID

DIT: Directory Information Tree RDN: Relative Distinguished Name

X.520

commonName ATTRIBUTE WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax(SI1ZE(1..ub-common-name)
;.= { attributeType 3}

countryName ATTRIBUTE WITH ATTRIBUTE-SYNTAX
PrintableString(SIZE(2)) - IS 3166 codes only
MATCHES FOR EQUALITY SINGLE VALUE
;.= {attributeType 6}

organizationName ATTRIBUTE WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax(SIZE(1..ub-organization-name)
;.= {attributeType 10}

® Refer to X.501 Determination of distinguished name.
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5.6.5
V3

iPAddress
registeredID
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(7]
(8]

X.509 V3
(YES) (NO)
(YES/NO)
V3
V3
() [O]JOCTET STRING
Autority Key Identifier (NO) [1]General Names
[2]Serial Number
OCTET STRING
Subject Key ldentifier (NO)
Key Usage BIT STRING
/ Generalized Time
Private Key Usage Period
OBJECT IDENTIFIER
Certificate Policies OBJECT IDENTIFIER
OBJECT IDENTIFIER
Policy Mappings
(2) General Names
Subject Alternative Name
General Names
Issuer Alternative Name
Attribute
Subject Directory Attribute
3) BOOLEAN
Basic Constraints INTEGER
General Names
Name Constraints BaseDistance
OBJECT IDENTIFIER
Policy Constraints INTEGER
INTEGER
4) Name
CRL Distribution Points Flags
General Names
X.509V3
GeneralName ::= CHOICE {
otherName [0] INSTANCE OF OTHER-NAME
rfc822Name [1] IA5String
dNSName [2] IA5String
x400Address [3] ORAddress
directoryName [4] Name
ediPartyName [5] EDIPartyName
uniformResourceldentifier [6] IA5String

OCTET STRING
OBJECT IDENTIFIER }

46




(1) (key and policy informationy information)

(Authoority key identifier)
( Subjeubjecct key identifier)
(Key usage)
(Private key usage period)
(Certificate policies)
(Policy mappings)

authorityKeyldentifier EXTENSION ::={
SYNTAX AuthorityKeyldentifier
IDENTIFIED BY {id-ce 35}}

AuthorityKeyldentifier ::= SEQUENCE {
keyldentifier [0] Keyldentifier OPTIONAL
authorityCertlssuer [1] GeneralNames OPTIONAL
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }
(WITH COMPONENTS {...  authorityCertlssuer PRESENT
authorityCertSerialNumber PRESENT} |
WITH COMPONENTS {... authorityCertlssuer ABSENT
authorityCertSerialNumber ABSENT} )
Keyldentifier ::= OCTET STRING

subjectKeyldentifier EXTENSION ::={
SYNTAX SubjectKeyldentifier
IDENTIFIED BY {id-ce 14}}

SubjectKeyldentifier ::= Keyldentifier

keyUsage EXTENSION ::={
SYNTAX KeyUsage
IDENTIFIED BY {id-ce 15}}

KeyUsage ::= BIT STRING {

digitalSignature (0)
nonRepudiation (1)
keyEncipherment (2)
dataEncipherment (3)
keyAgreement (4)
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keyCertSign (5)
cRLSign (6) }

privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY { id-ce 16 } }

PrivateKeyUsagePeriod ::= SEQUENCE {

notBefore [0] GeneralizedTime OPTIONAL
notAfter [1] GeneralizedTime OPTIONAL }
(WITH COMPONENTS {... notBefore PRESENT} |

WITH COMPONENTS {... notAfter PRESENT})

certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY {id-ce 32}}

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policylnformation

Policylnformation ::= SEQUENCE {
policyldentifier  CertPolicyld
policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierInfo OPTIONAL }

CertPolicyld ::= OBJECT IDENTIFIER
PolicyQualifierinfo ::= SEQUENCE {

policyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers})
qualifier CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiersi{@policyQualifierld})
OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ... }

CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE
&Qualifier OPTIONAL }

WITH SYNTAX {

POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE &Qualifier] }

policyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax
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IDENTIFIED BY {id-ce 33 }}

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld
subjectDomainPolicy CertPolicyld }

(2)

(certificate subject and certificate issuer attributes)

(Subject alternative name)
(Issuer alternative name)
(Subject directory attributes)

X.400 /
EDI
subjectAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY {id-ce 17 }}
issuerAltName EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY {id-ce 18}}
GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ::= CHOICE {
otherName [0] INSTANCE OF OTHER-NAME
rfc822Name [1] TA5String
dNSName [2] 1A5String
x400Address [3] ORAddress
directoryName [4] Name
ediPartyName [5] EDIPartyName
uniformResourceldentifier [6] [1A5String
iPAddress [71 OCTET STRING
registeredID [8] OBJECT IDENTIFIER }
OTHER-NAME ::= TYPE-IDENTIFIER
EDIPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString {ub-name} OPTIONAL
partyName [1] DirectoryString {ub-name} }

(b)
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subjectDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY {id-ce 9} }

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute

(3) (certification pathtion path constraints)
X.509
CA
CA
CA CA
CA

(Basic constraints )
(Name constraints )
(Policy constraints)

CA

basicConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY { id-ce 19} }

BasicConstraintsSyntax ::= SEQUENCE {

cA BOOLEAN DEFAULT FALSE
pathLenConstraint INTEGER (0..MAX) OPTIONAL }
CA
nameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax

IDENTIFIED BY { id-ce 30 } }
NameConstraintsSyntax ::= SEQUENCE {

permittedSubtrees [0] GeneralSubtrees OPTIONAL
excludedSubtrees [1] GeneralSubtrees OPTIONAL }

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSubtree ::= SEQUENCE {

base GeneralName
minimum [0] BaseDistance DEFAULT 0
maximum [1] BaseDistance OPTIONAL }
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BaseDistance ::= INTEGER (0..MAX)

policyConstraints EXTENSION ::= {
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY {id-ce 34 }}

PolicyConstraintsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {

policySet [0] CertPolicySet OPTIONAL
requireExplicitPolicy  [1] SkipCerts OPTIONAL
inhibitPolicyMapping [2] SkipCerts OPTIONAL }

SkipCerts ::= INTEGER (0..MAX)
CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

4) (CRL distribution points)
X.509 CRL

CRL
CRL CRL CRL
CRL
CRL

cRLDistributionPoints EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY {id-ce 31}}

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL

reasons [1] ReasonFlags OPTIONAL

cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {

fullName [0] GeneralNames

nameRelativeToCRLIssuer [1] RelativeDistinguishedName }
ReasonFlags ::= BIT STRING {

unused (0)

keyCompromise D)

cACompromise (2)

affiliationChanged (3)

superseded (4)

cessationOfOperation (5)

certificateHold (6) }
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5.7
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