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1.1.

1.1.1.

Secure Electronic Transactions

GTE CyberTrust Business Office
77 'A' Street Needham, MA 02194-2892 USA

Tel: 1/800-487-8788 Fax:1/617-455-4005 URL:http://www.cybertrust.gte.com/

1.1.2.

Secure Sockets Layer

1.1.8.

Registration Authority

1.1.4.

CA



CA

SPYRUS

PCMCIA



1.2.SUN Certificate Authorities

1.2.1.

Sun Microsystems (Sun Screen SPF-100 )  Trident Data Systems
Sun
Small Office Home Office
Sun Microsystems, Inc., 2550 Garcia Ave.,
Mtn. View, Ca 94043-1100 USA

Tel: 1/415-336-0018 URL:http://www.sun.com/security/product/ca.html

1.2.2.

Certificate
Certificate

Certificate Revocation

1.2.3.

SunCA certificate(1024 ) SunCAglobal certificate 512

1.3.VeriSign, Inc.

1.3.1.

VeriSign, Inc.

2593 Coast Avenue, Mountain View, CA 94043 USA



Tel:415-961-7500 Fax: 415-961-7300 URL:http://www.verisign.com/

1.3.2.

Netscape Navigator
1.3.3.

Certification Practice Statement
1.3.4.



VeriSign

American Bar Association ABA

1.4.

1.4.1.

Low Level
Medium Level High Level
COST Computer Security Technologies
Finlandsgatan 60 164 74 Kista, SWEDEN

URL.: http://www.cost.se/



1.4.2.

InternetPolicyRA

Policy CA Policy CA

X.509 Internet Policy CA Internet PEM

1.4.3.

1.4.4.

ENTEGRITY Solutions
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Low Level Assurance

Medium Level Assurance

High Level Assurance

CA PCA CA CA
PCA
CA CA
o CA, Low Level Medium Level
DNs
o PCA DNs IPCA
o RDN
o o Low Level Medium Level
]
o] o
PCA,CA, PCA,CA PCA,CA,
o CRL o CRL Low Level o
o CRL PCA o" "
o CA, o

PCA

Medium Level

CA
PCA

(1TSEC)

Medium Level
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2.1.
2.1.1.

F-PKI PKI RSA

F-PKI PKI F-PKI

F-PKI PKI PKI
EC PKI
PKI
2.1.2. F-PKI
L 3 r €
[_.'l.—f_l;’; [—'l.‘f}@... [:_:l.—f};:_ [:_:.—fl*;

(1) PPA
PPA  F-PKI PCA
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(2) PCA

PCA PCA

(3) CA

CA PCA

(4) ORA
ORA

(5) DSA

(6)

F-PKI

(7) CMA

(8)DoD

(9)GSA

2.1.3.

2.1.3.1.

PKI
1) F-PKI

)

®3)

2.1.3.2.

F-PKI PKI

CRL

CMA
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1)
)
®3)
(4)
()

2.1.3.3.

F-PKI

@)

)

®3)

(4)

MD-5

IDEA

PKI

SHS

Shamir RSA

RSA

DES

X.509 vl X509V3
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(5) PKI

o PKI

(6)

o X.500

(7)

[ ]

(8)

[ ]

F-PKI FIPS 186 DSS
DSS FIPS 186 FIPS 180-1
SHA
PKI
MISSI
2.1.4. F-PKI
2.1.4.1. DSS RSA
1) DSS
RSA RSA DSS

(2) RSA DSS

RSA DSS
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®3)

(4) DSS

(5) RSA

2.1.4.2. DH RSA

1)1 -

) -

®3)

(4)

(5) RSA

2.1.4.3. SKIPJACK

1) SKIPJACK

) DES

2.1.4.4.

1)

(2)ISO CCITT, ANSI

2.1.4.5.

(1)X.509v3

(2)X.509v3 MISSI

(3)F-PKI

2.1.4.6.

(1)X.509v2
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RSA

DES



(2)F-PKI X.509v2

2.1.4.7.

(1)  X.500

)

®3)

2.1.4.8.

@

MIPS

FIPS 140-1
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)
®3)

2.1.4.9.

@
)

2.1.5.

X.500
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2.2.NetDox

2.2.1.NetDox

NetDox Accounting auditing Tax
Deloitte & Touche Consulting Group LLC D&T

1997 1 30 NetDox D&T

2.2.2.

NetDox NetDox
Hub Text spreadseet audio file EDI

Document etc e-mail

d. NetDox

h. Financially D&T Audit

Internet e-mail address

2.2.3.

NetDox

NetDox Hub
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e-mail NetDox

NetDox

Hub NetDox

e-mail address

NetDox

NetDox

NetDox
d. NetDox

US. Surety

Hub

NetDox

http://www.netdox.com/ppt/ppframe.htm

2.2.4.

21



NetDox

2.2.5.NetDox

NetDox

2.2.6. URL

NetDox http://www.netdox.com/
D&T http://www.dtcg.com/

Surety http://www.surety.com/
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Public CA

Private CA

Surety

“ Digital Notary”



2.3.JapanNet

2.3.1.

2.3.1.1.

CommerceNet JapanNet CommerceNet

JapanNet  CommerceNet JapanNet

CommerceNet

CommerceNet JapanNet

JapanNet and CommerceNet are collaborating to conduct the world's first cross certification
pilot involving two Certification Authorities (CAs) in two different countries.

Mitsubishi Corporation and a US Trading Partner will use the certificates issued by their
respective CAs to support the generation and validation of digitally signed and encrypted
business documents.

JapanNet and CommerceNet will each provide independent CA services for their clients,
Mitsubishi and a US Trading Partner, respectively. In order for the trading partners to
communicate securely they will need to be able to validate each others' certificate. The
JapanNet and CommerceNet CAs will cross certify each other and as a result will be able to
validate certificates issued by both CAs. Other pilots have used certificates issued by a

common root CA, which avoids the need for cross certification.
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This is a logical next step for all certificate-based security services. The commercial focus to date
has been on closed communities, where all the certificates originate from a common root.
There is a need to explore the issues associated with the use of a single certificate in multiple
communities.

During the pilot JapanNet and CommerceNet will participate in the development of an
electronic commerce trade agreement, a certification authority policy for cross certification, and
a certification practice statement for cross certification. This pilot will start in May, 1997, and
continue through the first quarter of 1998.

JapanNet (http://www.japannet.or.jp) is a consortium of companies initiated by Mitsubishi
Corporation and supported by MITI.

CommerceNet (http://www.commerce.net), in cooperation with its global partners, is a premier
industry association for promoting and building global electronic commerce solutions on the

Internet.

2.3.1.2.

JapanNet CommerceNet

@)
)
®3)
(4)

2.3.2.

2.3.2.1.

JapanNet CommerceNet
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2.3.2.2.

(1) MC and TP conclude InterNetting Agreement to cover the whole business arrangement.
(2) MC sets its CA policy.

(3) MC appoints JapanNet as its CA.

(4) JapanNet issues certificates to employees of MC.

(5) TP sets its CA policy.

(6) TP appoints US CA as its CA.

(7) US CA issues certificates to employees of TP.

(8) MC generates a purchase order, digi-signs it, and sends it to TP via internet.

(9) TP receives purchase order, validate a certificate of that digital signature with US-CA.

(10) MC does the sam with JapanNet CA.
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3.1.
ABA( ) NIST ANSI
3.1.1.ABA
ABA Section of Sci.

& Tech., Electronic Commerce and Information Technology Division

"DIGITAL SIGNATURE GUIDELINES” (1996 8 )

URL : <http://www/gvnfo.state.ut.us/ccjj/digsig/dsut-gl.htm>
ABA ABA URL: <http://www.abanet.org/> Section of Sci. & Tech., Electronic

Commerce and Information Technology Division URL  <http://www.intermarket.com/ecl/>

1.CyberNotaryCommittee<http://www.intermarket.com/ecl/notary.html|>
“The CyberNotary:Public key registation and certification of international legal transactions” by
Theodore Sedgwick Barassi, Esq. 7 <http:www.intermarket.com/ecl/cybrnote.html>
, CyberNotary
2.Information Security Committee
3.Electronic Commerce Payment Committee

4. Judicial EDI Committee
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3.1.2.

) 1997

Utah Digital Signature Legislation(1995 )

<http://www.gvnfo.state.ut.us/ccjj/digsig/dsut-act.htm>

Washington Electronic Authentication Act
<http://access.wa.net/sh6423”_info/6423.html|>

DRAFT :Georgia Digital Signature Act
<http://www.efa.org/digsig/lawdraft.htm>
<http://emory.edu/BUSINESS/digital”_signature”_draft.html>
Oregon Digital Signature Act
<gopher://gopher.leg.state.or.us:70/00/measure.dir/Senate_Measures/sb900_dir/sb0992g.a>
California Digital Signature Act
<gopher://sen.ca.gov>
BILL Number AB 1577
<http://www.sen.ca.gov/htbin/ca-htmI?GOPHER”_ROOT2:[BILL.CURRENT.AB1577]
CURRVER.TXT;1/bill/AB1577>

Florida Digital Signature Act
<http://www.scri.fsu.edu/fla-leg/bills/senate-1996/sb0942.htmI>
<http://www.complaw.com/pgp/digsiglegis.htmI>

ELECTRONIC AUTHENTICATION

<httb://www.webcom.com/software/issues/nmdsregs.html>

VIRGINIA DIGITAL SIGNATURE ACT
<httb://legl.state.va.us/961/ful/HB822.htm>

Electronic filing system.
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<httb://legisweb.state.wy.us/96session/enroll/senate/sf0012.htm>

3.1.3.

2-1,2,3,4

Information Technology Division

[Scope]

[ (Technology Neutrality)]

signature”

ECOM WG8

[Signing/Writing]

[ ( Liability)]
[ (License)]
[ (Evidentiary Rules)]

28

“digital

"neutral”



3.1.4. URL

WWW (1997 )

<http://www.webcom.com/software/issues/1digsig.html>

<http://www.magnet.state.ma.us/itd/legal/>

3.1.5.NIST (National Institute of Standards and Technology)

Federal Public Key Infrastructure

FIPS (Federal Information Processing Standards)

<http://csrc.nist.gov/pki/welcome.html/>

3.1.6.ANSI/IISP

American National Standard Institute  Information Infrastructure Standard Panel

<http://www.ansi.org/iisp/need32.htmi> ”Authentication of content”

A standard to describe a means by which the origin of content can be reliably determined is
needed. It should provide a means of stamping or certifying content as having a particular
origin (e.g., by identifying an individual or provider organization) and for applications and
human interfaces to display that information. The standard should permit a variety of
supporting services (e.g., one or more public key certificate management infrastructures) to be
used in implementing the authentication service. The standard should specify programming
interfaces for associating and validating content origin information. This standard is needed in
government, scientific data, business information, medicine, entertainment, standards

development, and national security management electronic publishing applications.
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3.1.7. Clipper 111

EXECUTIVE OFFICE OF THE PRESIDENT OFFICE OF MANAGEMENT AND BUDGET
Draft paper, “Enabling Privacy, Commerce, Security and Public Safety in

the Global Information Infrastructure”,

<http://www.epic.org/crypto/key escrow/white_paper.html> KMI ( Key Management
Infrastructure) CA
3.2.

<http://outworld.compuserve.com/homepages/ckuner/>

3.3.
ICC Authentication and
Certification Practices”
3.4. Licensing of Trusted Third Parties for The
Provision of Encryption Services
3 TTP (Key

€scrow)

<http://dtiinfol.dti.gov.uk>
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3.5.

3.5.1.1SO/IEC

SC27 WG

(TTP)

3.5.2. UNCITRAL

<http://www.un.or.at/uncitral/>

3.5.3.0ECD

<http://www.oecd.org/publications/catalog/> OECD
"Guidelines for the security of information
systems” <http://www.oecd.org/dsti/iccp/legal/secur-en.htmi> "Ad-hoc
Meeting on Exports on Cryptography Policy”,Dec.18,1995,
<http://www.us.net/"steptoe/276908.htm>
1997 3

<http //www.oecd.org/dsti/iccp/crypto-e.htm> 8
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3.5.4.1CC(International Bureau of Chambers of Commerce)

E-100 ICC Document

No0.E100-26/1 “Uniform International Authentication and Certification Practices”

3.5.5.IBCC (International Bureau of Chambers of Commerce)

IBCC-Net EC <http://wwwl.usal.com/ibnet/ediobjct.html>
<http://www.gin.ipa.go.jp/>
<http://www.cordis.lu/esprit/src/smecoord.htm>

MITIl/Masaaki Kobashi  e-mail:kmaa9627@miti.go.jp, MPT/Jun Okayama e-

mail:j-okayama@mpt.go.jp IBCC-Net Thema2  Privacy and Security ( including
confidenciality, authentication, certification, etc,) IBCC ICC
E-100
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Tel 03-55310061

E-Mail info@ecom.or.jp
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