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2.1.

Public Key Algorithm

Public Key Infrastructure

Public Key

Private Key

Certification

Certificate
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Authentication

Certification Authority CA



Registration Authority RA

Notary

Cross Certification

Certificate Issuance

Certification Practice Statement CPS

Revocation

Certificate Revocation List CRL

Digital Signature

Digital Envelope
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2.2.

(PKI Public Key Infrastructure)

PKI

2.2.1.

PKI
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PKI
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(1) (Certificate Issuance)

(subordinate CA)

(2) (Certificate Revocation)

(Certificate Revocation List: CRL)

(Certificate Suspension)

(3) (Certificate Publish)

(X.500
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X.509

7.1. 3
(Certificate)
1 5
-7.-1X.509
Version
version O V-1 2 V-2 )
serialNumber
signature.algorithmldentifier
algorithm
parameters
issuer (Distinguished Name 6)
o (country)
o (locality)
o (organization)
o (organizationalUnit)
o (commonName)
varidity
notBefore o
notAfter °
V-1 |subject (Distinguished Name )
subjectPublicKeylnfo
algorithm )
subjectPubkicKey ° )
V-2 |issuerUniquelD ID
subjectUniquelD ID
8 ITU Rec. X.509 | ISO/IEC 9594-8 Final draft(1996.6.30)
4 authrityKeyldentifier
5 (Subject) V-3

6 Distinguished Name
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Version

V-3

authorityKeyldentifier ( )
keyldentifier ° (8 )
authorityCertlssuer ° (GN 7)
authorityCertSerialNumber| o
subjectKeyldentifier (
)
keyUsage ( )
(0) digitalSignature (0)
(1) nonRepudiation (1)
(2) keyEncipherment )
(3) dataEncipherment 3)
(4) keyAgreement 4)
(5) keyCertSign (5)
(6) cRLSign (6) CRL
privateKeyUsagePeriod
certifficatePolicies ( )
policyldentifier ° ID(ISO/IEC9834-1 )
policyQualifiers °
policyMappings CA CA
issuerDomeinPolicy
subjectDomeinPolicy
supportedAlgorithms (X.500)
algorithmldentifier
intendedUsage
intendedCertificatePolicies
subjectAltName (GN )
otherName o
rfc822Name ® e-mail
dNSName °
x400Address ® OR (X.400 originator/recipient address)
directoryName °
ediPartyName e EDI
uniformResourceldentifier
iPAddress ® Www URL
registeredID ® 1P
° ID(ISO/IEC9834)
issuerAltName ( )
subjectDirectoryAttributes
( )

7 GN(General Name)

subjectAltNames

Distinguished Name
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Version

basicConstraints

( )
cA )
pathLenConstraint ° ©
nameConstraints (CA )
basicConstraint
CA
permittedSubtrees ° CA
base CA GN )
minimum
maximum
excludedSubtree ° CA( )
policyConstraints
policySet [ ID
requireExplicitPolicy ° (
inhibitPolicyMapping ° )
cRLDistributionPoints CRL
distributionPoint ° (GN s) cRLIssuer
reasons ) ( on/off)
unused (0)
keyCompromise 1)
cACompromise (2)CA
affiliationChanged 3) ( ) ( )
superseded (@) ( )
cessationOfOperation
certificateHold (5)
cRLIssuer (6)
® CRL CA
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7.2. CRL

CRL

46

-7.-2CRL
Version
signature.algorithmldentifier
V-1 [issuer CRL (Distinguished Name )
thisUpdate CRL
nextUpdate
version ( V-1 1 V-2 )
authorityKeyldentifier CRL
keyldentifier ° (8 )
authorityCertlssuer ° (GN )
authorityCertSerialNumber| o
cRLNumber CRL
issuingDistributionPoint CRL
distributionPoint ° (GN )

V-2 onlyContainsUserCerts ° ( )
onlyContainsCACerts ® CA ( )
onlySomeResons ° ( )
indirectCRL ° CRL

certificatelssuer
deltaCRLIndicator CRL CRL CRL
cRLNumber
( CRL
) 8
[ 1 ]
V-1 |[certificateSerialNumber
revocationDate
reasonCode ( )
unspecified (0)
keyCompromise 1)
cACompromise (2)CA

V-2 affiliationChanged 3) ( ) ( )
super§eded _ @) ( )
cess_a_tlonOfOperatlon )
certificateHold ()
removeFromCRL

(8) ( CRL
CRL (6) )
holdInstructionCode ( ID
)
8 CRL ( CRL )
CRL CRL CRL CRL




Version

invalidityDate

CRL

(thisDate)
(nonrepudiation)

certificatelssuer

CA

(GN ) indirectCRL

CRL

CA( CRL
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2.1.

2.1.1.
2.1.2.

2.2.1.
2.2.2.

2.3.1.
2.3.2.
2.3.3.

2.4.1.
2.4.2.
2.4.3.

2.5.1.
2.5.2.
2.5.3.

3.1.1.
3.1.2.
3.1.3.
3.1.4.
3.1.5.

3.2.

3.2.1.
3.2.2.
3.2.3.
3.2.4.
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2.1.

Certificate

C’

=] — —‘j’:->

q I'!'»D S
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2.1.1.
Version / / /

/ 1995

:1996/06 ftp://ds.internic.net/internet-drafts/draft-ietf-pkix-ipki-pat1-02.txt
1996/12 ftp://ds.internic.net/internet-drafts/draft-ietf-pkix-ipki3cmp-01.txt
http://csrc.nist.gov/pki/
Minimum Interoperability Specifications for PKI Components (MISPC)

Technical Specifications Part A-- Part D

2.1.2.

Visa Mastercard

http://www.mastercard.com/set/set.htm
http://www.visa.com/cgi-bin/vee/sf/set/intro.html?2+0
Netscape Commnications
3.0

http://www.netscape.com/newsref/ref/netscape-security.html
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2.2,

2.2.1.

2.2.2.
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2.3.

2.3.1.

(Authentication) (Certificate)

(Certificate Path)




2.3.2.

€Y)
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2.3.3.
Natonal Institute of Standard and
Technology NIST Federal Public Key

Infrastructure (PKI) Technical Specification: Part D- Interoperability Profiles

¢y
Policy Approving Authority
Policy Creation Authority Certification Autority

Organizational Registration Autority

)
Internet Policy Registtration Autority
Policy Certification Autority Certification

Autority Registration Autority
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3

Federal PAA

(Cuban PCAJ (English PCAJ |

Directory

MISSI PAA

Current MISSI Finksburg, MD

Type 2 PKI

DoD
PCA

Firksburg, MD

Berryville, VA

Finksburg, MD Berryville, VA
iDSA

--- Federal PKI Architecture

Cambridge, MA @

Redwood

Glenwood, MD Shores, CAl
Glenwood, MD o

Redwood
Shores, CA

User User

-- Internet PKI Structure

60



4)
Designated/Electronic Commerce Canadian Electronic Key
Management System
Canadian Central Facility
Certificate Management Autority Local

Registration Autority

Canadian

Central Facility
(CCF)Node € » |Federal PAA

Level 0 Node

Level 1 Node Level 1 Node Level 1 Node
'LRA LRA
Level 2 Node Level 2 Node Level 2 Node e ey

Level 3 Node Level 3 Nod}l
Level x Node Management
; Node

LRA L 'Lra | Local Registration

[ I:l Authority
I:I User (Entity)

-- DCEKMS Structure

Level 4 Node

®

San Mateo
California
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2.4,

X.509
UserCertificate
CACertificate
CrossCertificatePair
Cross-Certificate-Pairs
9
crossCertificatePairATTRIBUTE  ::= {
WITH SYNTAX CertificatePair
ID id-at-crossCertificatePair }
CertificatePair = SEQUENCE {
forward [0] Certificate OPTIONAL
reverse [1] Certificate OPTIONAL

-- at least one of the pair shall be present -- }

(CPS)

2.4.1.

@

9 Refer to ISO/IEC 9594-8 Clause8 Obtaining a user’s public key
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Version version3 = 2
Serial Number
Signature Algorithm
Issuer Distinguished Name X.500 ( )
Varidity Period
Subject Distinguished Name X.500 ( )
Subject Public Key Info.
V2
Issuer Unique ldentifier
(
Subject Unique ldentifier )
V3 -—— -——
(2) . 10
1
Certificate n= SIGNED { SEQUENCE {
version [0] Version DEFAULT v1
serialNumber CertificateSerialNumber
signature Algorithmldentifier
issuer Name
validity Validity
subject Name
subjectPublicKeylnfo SubjectPublicKeylnfo
issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL
-- if present  version must be v2
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL
---if present  version must be v1 or v2--
extensions [3] Extensions Optional
--if present  version must be v3--} }
Version n= INTEGER {Vv1(0) v2(1)}
CertificateSerialNumber  ::= INTEGER
Algorithmldentifier n= SEQUENCE {

algorithm ALGORITHM.&id ({SupportedAlgorithms})

parameters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }
- Definition of the following information object set is deferred  perhaps to standardized
- profiles or to protocol implementation conformance statements. The set is required to
- specify a table constraint on the parameterscomponent of Algorithmidentifier.

- SupportedAlgorithms ALGORITHM ::= {...]--}
Validity n= SEQUENCE {
notBefore  UTCTime
notAfter UTCTime }
SubjectPublicKeylnfo = SEQUENCE {
algorithm Algorithmldentifier
subjectPublicKkey  BIT STRING }
Extensions = SEQUENCE OF Extension
Extension = SEQUENCE {
extnid EXTENSION.&id ({ExtensionSet})

10 Refer to ISO/IEC 9594-8:1993 (E) Amendment 1 to ISO/IEC 9594-8:1995 (E).
11 NIST Minimum Interoperability Specification for PKI Components:1996-12-2
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critical
extnValue

BOOLEAN DEFAULT FALSE
OCTET STRING
-- contains a DER encoding of a value of type &ExtnType for the
extension object identified by extnld -

with PKCS #1  [IETF PKIX[1] SSL[2]

with SSL[2]

with FIPS 180-1[SET[3]  NIST MISPC[4]

with FIPS 186 [IETF PKIX[1] NIST MISPC[4]
md2WithRSAEncryption OBJECT IDENTIFIER = {

iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)

pkecs-1(1) 2 }
md5WithRSAEncryption OBJECT IDENTIFIER ::= {

iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)

pkes-1(1) 4 '}
sha-1WithRSAEncryption OBJECT IDENTIFIER = {

iso(1) identified-organization(3) oiw(14) secsig(3)

algorithm(2) 29 }
dsaWithSHA-1 OBJECT IDENTIFIER ::= {

iso(1) identified-organization(3) oiw(14) secsig(3)

algorithm(2) 27 }

12

USA Federal SSL SET
Countri root
150 3166
U.S.Federal Verisign
Organizaitional Govt.
Units
Classlroot

DIT: Directory Information Tree

X.520
commonName ATTRIBUTE WITH ATTRIBUTE-SYNTAX

caselgnoreStringSyntax(SIZE(1..ub-common-name)

;.= { attributeType 3}

countryName ATTRIBUTE WITH ATTRIBUTE-SYNTAX
PrintableString(SIZE(2)) - IS 3166 codes only
MATCHES FOR EQUALITY SINGLE VALUE
;= {attributeType 6}

organizationName ATTRIBUTE WITH ATTRIBUTE-SYNTAX

caselgnoreStringSyntax(SIZE(1..ub-organization-name)

;= {attributeType 10}

12 Refer to X.501 Determination of distinguished name.
64

RDN: Relative Distinguished Name




2.4.2.

X.509 V3
(YES) (NO)
(YES/NO)
V3
D) [O]OCTET STRING
Autority Key Identifier (NO) [1]General Names
[2]Serial Number
OCTET STRING
Subject Key ldentifier (NO)
Key Usage BIT STRING
/ Generalized Time
Private Key Usage Period
OBJECT IDENTIFIER
Certificate Policies OBJECT IDENTIFIER
OBJECT IDENTIFIER
Policy Mappings
) General Names
Subject Alternative Name
General Names
Issuer Alternative Name
Attribute
Subject Directory Attribute
€©)) BOOLEAN
Basic Constraints INTEGER
General Names
Name Constraints BaseDistance
OBJECT IDENTIFIER
Policy Constraints INTEGER
INTEGER
@) Name
CRL Distribution Points Flags
General Names
X.509v3
GeneralName ::= CHOICE {
otherName [0] INSTANCE OF OTHER-NAME
rfc822Name [1] IA5String
dNSName [2] IA5String
x400Address [3] ORAddress
directoryName [4] Name
ediPartyName [5] EDIPartyName
uniformResourceldentifier [6] IA5String

iPAddress

[7]

65
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registeredID [8] OBJECT IDENTIFIER }

¢)) (key and policy informationy information)

(Authority key identifier)
( Subject key identifier)
(Key usage)
(Private key usage period)
(Certificate policies)
(Policy mappings)

authorityKeyldentifier EXTENSION ::= {
SYNTAX AuthorityKeyldentifier
IDENTIFIED BY {id-ce 35}}

AuthorityKeyldentifier ::= SEQUENCE {

keyldentifier [0] Keyldentifier

OPTIONAL
authorityCertlssuer [1] GeneralNames OPTIONAL
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }
(WITH COMPONENTS {... authorityCertlssuer PRESENT

authorityCertSerialNumber PRESENT} |
WITH COMPONENTS {... authorityCertlssuer ABSENT
authorityCertSerialNumber ABSENT} )
Keyldentifier ::= OCTET STRING

subjectKeyldentifier EXTENSION ::={
SYNTAX SubjectKeyldentifier
IDENTIFIED BY {id-ce 14}}

SubjectKeyldentifier ::= Keyldentifier

keyUsage EXTENSION ::= {
SYNTAX KeyUsage
IDENTIFIED BY {id-ce 15} }

KeyUsage ::= BIT STRING {

digitalSignature 0)
nonRepudiation Q)
keyEncipherment 2)
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dataEncipherment 3)

keyAgreement 4)
keyCertSign 5)
cRLSign ON

privateKeyUsagePeriod EXTENSION ::={
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY { id-ce 16 } }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL
notAfter[1] GeneralizedTime OPTIONAL }
(WITH COMPONENTS {... notBefore PRESENT} |
WITH COMPONENTS  {... notAfter PRESENT})

certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY {id-ce 32} }

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policylnformation

Policylnformation ::= SEQUENCE {
policyldentifier  CertPolicyld
policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }

CertPolicyld ::= OBJECT IDENTIFIER

PolicyQualifierIinfo ::= SEQUENCE {
policyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers})
qualifier CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiers{@policyQualifierld})
OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ... }

CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE
&Qualifier OPTIONAL }

WITH SYNTAX {
POLICY-QUALIFIER-ID  &id
[QUALIFIER-TYPE &Qualifier] }
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policyMappings EXTENSION ::={
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY {id-ce 33}}

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld
subjectDomainPolicy CertPolicyld }

&)

(certificate subject and certificate issuer attributes)

(Subject alternative name)
(Issuer alternative name)
(Subject directory attributes)

X.400 /
subjectAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY {id-ce 17 }}
issuerAltName EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY { id-ce 18} }
GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ::= CHOICE {
otherName [0] INSTANCE OF OTHER-NAME
rfc822Name [1] IA5String
dNSName [2] IA5String
x400Address [3] ORAddress
directoryName [4] Name
ediPartyName [5] EDIPartyName
uniformResourceldentifier [6] IA5String
iPAddress [7] OCTET STRING
registeredID [8] OBJECT IDENTIFIER }
OTHER-NAME ::= TYPE-IDENTIFIER
EDIPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString {ub-name} OPTIONAL
partyName [1] DirectoryString {ub-name} }
(b)
(
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subjectDirectoryAttributes EXTENSION ::={
SYNTAX AttributesSyntax
IDENTIFIED BY {id-ce 9} }

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute

(certification pathtion path constraints)

X.509

(Basic constraints )
(Name constraints )
(Policy constraints )

basicConstraints EXTENSION ::={
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY {id-ce 19 } }

BasicConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE

pathLenConstraint INTEGER (0..MAX) OPTIONAL }
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nameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY {id-ce 30 } }

NameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees OPTIONAL
excludedSubtrees [1] GeneralSubtrees OPTIONAL }

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
GeneralSubtree ::= SEQUENCE {

base GeneralName
minimum [0] BaseDistance DEFAULT 0
maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

policyConstraints EXTENSION ::={
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY {id-ce 34 } }

PolicyConstraintsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {

policySet [0] CertPolicySet OPTIONAL
requireExplicitPolicy [1] SkipCerts OPTIONAL
inhibitPolicyMapping [2] SkipCerts OPTIONAL }

SkipCerts ::= INTEGER (0..MAX)
CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

(@) (CRL distribution points)
X.509

cRLDistributionPoints EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY {id-ce 31}}

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL

reasons [1] ReasonFlags OPTIONAL

cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {

fullName [0] GeneralNames

nameRelativeToCRLIssuer [1] RelativeDistinguishedName }
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ReasonFlags ::= BIT STRING {
unused
keyCompromise
cACompromise
affiliationChanged
superseded
cessationOfOperation
certificateHold

©)
@
@
©)
4
®)
6}
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2.4.3.

@
@)
13 14
version o o (V3) V3 o (V3)
serial Number o o CA o
signature o o o
Algorithmldentifier
issuer o CA o
validity o o o
notBefore notAfter
subject o CA o
o o CA o
subject Public Key Info
Algorithmldentifier
V2 issuer Unique ldentifier X X X
X X X

subject Unique Identifier

@
&)
®
4)

13 Refer to IETF Draft “Intenet Public Key Infrastructure Partl: X.509 Certificate and CRL Profile”

14 Refer to “Secure Electronic Transaction (SET) Specification Book2: Programmer’s Guide”
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o : X v
C= Y= N=
15
Authority Keyldentifier o o o (C=N)
Keyldentifier o X o
authorityCertlssuer o o o
--- authorityCertSerialNumber o o) o
Subject Key ldentifier o v
Key Usage o (C=Y) o (€=Y)
Private Key Usage Period o (C=N) o (C=N)
Certificate Policies o (C=N) o o (C=N)
policyldentifier o o o
policyQualifiers o o o
Policy Mappings o v o (C=N)
Subject Alternative Name o (C=N) o (C=N)
Issuer Alternative Name o (C=N) o (C=N)
o (C=N) v
SubjectDirectoryAttributes
Basic Constraints o (C=Y) o o (C=Y)
- cA o o o
pathLenConstraint o o o
Name Constraints o (C=Y) v o (C=Y)
permittedSubtree ) v o
excludeSubtree o v o
Policy Constraints o (C=Y) v o (C=Y)
policySet o v o
--- requireExplicitPolicy o v o
-—- inhibitPolicyMapping o v o)
CRL Distribution Points o (C=N) v (C=N)
distributionPoint o v
reasons o v
cRLIssuer o v

15 Refer to NIST “Minimum Interoperability Specification for PKI Components”
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2.5.

1.3.2

2.5.1.

(1) 16

16 Refer to IETF draft “Internet Public Key Infrastructure Part3: Certificate Management Protocols”(96/12)
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PKIConfirm

CrossReq

CrossRep

PKIConfirm
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CrossReq
i
v
) CrossRep |
[
v
| PKIConfirm_
J PKIConfirm
[
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(2) 17

Liability

Compromise notification

®

*1

17 Refer to NIST “Federal Public Key Infrastructure (PKI) Technical Specification : PartD - Interoperability
Profiles
Appendix D Cross Certification Process”
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5 PKIConfirm o

v |
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P CrossRep |

|

| PKIConfirm
1

D
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2.5.2.

€Y

&)

®
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Q)

2.5.3.

€Y)

Directory Access Protocol

PKI

PKI PDU

PKIMessage ::= SEQUENCE

PKI

header PKIHeader

body PKIBody

protection  [0] PKIProtection OPTIONAL

extraCerts [1] SEQUENCE OF Certificate OPTIONAL}

PKIHeader ::= SEQUENCE

pvnho INTEGER { ietf-versionl (0) }
sender GeneralName

-- identifies the sender

recipient GeneralName

-- identifies the intended recipient

messageTime [0] GeneralizedTime OPTIONAL

-- time of production of this message (used when sender
-- believes that the transport will be "suitable"; i.e.

-- that the time will still be meaningful upon receipt)
protectionAlg  [1] Algorithmlidentifier OPTIONAL
-- algorithm used for calculation of protection bits

senderKID [2] Keyldentifier OPTIONAL
recipKID [3] Keyldentifier OPTIONAL

-- to identify specific keys used for protection
transactionID  [4] OCTET STRING OPTIONAL

-- identifies the transaction i.e. this will be the same in

-- corresponding request  response and confirmation messages
senderNonce [5] OCTET STRING OPTIONAL
recipNonce [6] OCTET STRING OPTIONAL

-- nonces used to provide replay protection senderNonce

-- is inserted by the creator of this message; recipNonce

-- is a honce previously inserted in a related message by
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-- the intended recipient of this message

freeText [7] PKIFreeText OPTIONAL
-- this may be used to indicate context-specific

-- instructions (this field is intended for human

-- consumption) }

PKIFreeText ::= CHOICE
iA5String [0] IA5String
bMPString [1] BMPString }

PKIProtection ::= BIT STRING

O -

CrossCertReq-PDU

| PID [cert ID|X.509 POPO PKI

PK1 PKI PKI

CrossCertRep-PDU

[ PID | X.509 Cert ID | PKI PKI X.509
X.509 o _PK_I PKI PKI
** -- Tirria.,,
PKIBody ::= CHOICE { -- message-specific body elements
ir [0] InitReqContent
ip [1] InitRepContent
cr [2] CertReqgContent
cp [3] CertRepContent

kur [4] KeyUpdReqgContent
kup [5] KeyUpdRepContent
krr [6] KeyRecReqContent

krp [7] KeyRecRepContent

rr [8] RevRegContent

rp [9] RevRepContent

ccr [10] CrossCertReqContent
ccp [11] CrossCertRepContent
ckuann [12] CAKeyUpdAnnContent
cann [13] CertAnnContent

rann [14] RevAnnContent

crlann [15] CRLAnnContent

conf [16] PKIConfirmContent
nested [17] NestedMessageContent
infor  [18] PKlInfoReqContent
infop  [19] PKlInfoRepContent
error [20] ErrorMsgContent }

CrossCertRegContent ::= CertReqContent
CertReqContent ::= FullCertTemplates

FullCertTemplates ::= SEQUENCE OF FullCertTemplate
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FullCertTemplate ::= SEQUENCE {
certReqld INTEGER
-- to match this request with corresponding response
-- (note: must be unique over all FullCertReqgs in this message)
certTemplate CertTemplate
popoSigningKey [0] POPOSigningKey OPTIONAL
archiveOptions [1] PKIArchiveOptions  OPTIONAL
publicationinfo [2] PKIPublicationinfo OPTIONAL
oldCertld [3] Certid OPTIONAL
-- id. of cert. which is being updated by this one }

POPOSigningKey ::= SEQUENCE {

alg Algorithmldentifier

signature BIT STRING

-- the signature (using "alg") on the DER-encoded

-- POPOSigningKeylnput structure given below }
POPOSigningKeylnput ::= SEQUENCE {

authinfo CHOICE {

sender [0] GeneralName

-- from PKIHeader (used only if an authenticated identity

-- has been established for the sender (e.g. aDN from a

-- previously-issued and currently-valid certificate)

publicKkeyMAC [1] BIT STRING

-- used if no authenticated GeneralName currently exists for

-- the sender; publicKkeyMAC contains a password-based MAC

-- (using the protectionAlg Algld from PKIHeader) on the

-- DER-encoded value of publicKey }

publicKey SubjectPublicKeylnfo -- from CertTemplate

PKIArchiveOptions ::= CHOICE {
encryptedPrivKey [0] EncryptedValue
-- the actual value of the private key
keyGenParameters [1] KeyGenParameters
-- parameters which allow the private key to be re-generated
archiveRemGenPrivKey [2] BOOLEAN
-- set to TRUE if sender wishes receiver to archive the private
-- key of a key pair which the receiver generates in response to
-- this request; set to FALSE if no archival is desired. }

PKIPublicationInfo ::= SEQUENCE {
action INTEGER {
dontPublish (0)
pleasePublish (1) }
pubinfos SEQUENCE OF SinglePubinfo OPTIONAL
-- pubInfos should not be present if action is "dontPublish"
-- (if action is "pleasePublish" and publinfos is omitted
-- "dontCare" is assumed) }
SinglePublinfo ::= SEQUENCE {
pubMethod INTEGER {
dontCare 0)
x500 1)
web )}
pubLocation GeneralName OPTIONAL }
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Certld ::= SEQUENCE
issuer GeneralName
serialNumber INTEGER }

CrossCertRepContent ::= CertRepContent

CertRepContent ::= SEQUENCE
caPub [1] Certificate OPTIONAL
response SEQUENCE OF CertResponse }

CertResponse ::= SEQUENCE

certReqld INTEGER
-- to match this response with corresponding request
status PKIStatusinfo

certifiedKeyPair CertifiedKeyPair OPTIONAL}

PKIStatusiInfo ::= SEQUENCE {

status PKIStatus

failinfo PKIFailureinfo OPTIONAL }
PKIStatus ::= INTEGER

granted 0)
-- you got exactly what you asked for
grantedWithMods Q)

-- you got something like what you asked for; the
-- requester is responsible for ascertaining the differences

rejection )
--you don'tgetit more information elsewhere in the message
waiting 3)

-- the request body part has not yet been processed
-- expect to hear more later

revocationWarning 4)
-- this message contains a warning that a revocation is
-- imminent

revocationNotification (5)

-- notification that a revocation has occurred
keyUpdateWarning (6)

-- update already done for the oldCertld specified in
-- FullCertTemplate }

PKIFailurelnfo ::= BIT STRING
-- since we can fail in more than one way!

badAlg 0)
badMessageCheck (1)
-- more TBS}

CertifiedKeyPair ::= SEQUENCE

certificate [0] Certificate OPTIONAL
encryptedCert [1] EncryptedValue OPTIONAL
privateKey [2] EncryptedValue OPTIONAL

publicationinfo [3] PKIPublicationinfo OPTIONAL}

EncryptedValue ::= SEQUENCE
encValue BIT STRING

-- the encrypted value itself
intendedAlg [0] Algorithmldentifier OPTIONAL
-- the intended algorithm for which the value will be used

symmAlg [1] Algorithmldentifier OPTIONAL
-- the symmetric algorithm used to encrypt the value
encSymmKey [2] BIT STRING OPTIONAL

-- the (encrypted) symmetric key used to encrypt the value
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keyAlg [3] Algorithmlidentifier OPTIONAL
-- algorithm used to encrypt the symmetric key }

PKIConfirmContent ::= NULL
PKIProtection ::= BIT STRING

ProtectedPart ::= SEQUENCE
header PKIHeader

body PKIBody}
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3.1.

Secure Electronic Transaction

3.1.1.
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X.500
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3.1.3.

SET
Hashed Root Key (YES) OctetString
BIT STRING
Certificate Type (YES) |(
CharacterString
Merchant Data (NO) CharacterString
CharacterString
CharacterString
CharacterString
CharacterString
CharacterString
BIT STRING
Boolean
Cardholder Certificate NO)  |(
Required
Boolean
Tunneling (NO)
IA5 String
SET Qualifier (YES) Email IA5 String
OctetString
IA5 String

€Y

hashedRootKey EXTENSION ::= { -- Only in root certificates
SYNTAX HashedRootKeySyntax
IDENTIFIED BY { id-set-hashedRootKey } }

HashedRootKeySyntax ::= RootKeyThumb

RootKeyThumb ::= SEQUENCE
digestAlgorithm DAlgorithmldentifier -- (shal)--
rootKeyThumbprint  Digest }
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certificateType EXTENSION ::=

SYNTAX CertificateTypeSyntax
IDENTIFIED BY { id-set-certificateType } }
CertificateTypeSyntax ::= BIT STRING
card (0)
mer (1)
pawy (2)
cca (3)
mca (4)
pca (5)
gca (6)
bca(7)
rca (8)
acq (9) }
€)
merchantData EXTENSION ::=
SYNTAX MerchantDataSyntax
IDENTIFIED BY { id-set-merchantData }}
MerchantDataSyntax ::= SEQUENCE
merlD MerchantID
merAcquirerBIN BIN
merName DirectoryString { 25 }
merCity DirectoryString { 13 }
merStateProvince DirectoryString {3}
merPostalCode DirectoryString { 14 }
merCountry DirectoryString {3}
merAuthFlag BOOLEAN DEFAULT FALSE }
4)

cardCertRequired EXTENSION ::=
SYNTAX BOOLEAN
IDENTIFIED BY { id-set-cardCertRequired }}

tunneling EXTENSION ::=

SYNTAX TunnelingSyntax

IDENTIFIED BY {id-set-tunneling } }
TunnelingSyntax ::= SEQUENCE

tunneling BOOLEAN DEFAULT FALSE

tunnelAlgIDs TunnelAlg }

TunnelAlg ::= SEQUENCE OF OBJECT IDENTIFIER
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setQualifier EXTENSION ::=
SYNTAX
IDENTIFIED BY

SETQualifierSyntax ::= SEQUENCE

SETQualifierSyntax
{ id-set-setQualifier } }

policyDigest OCTET STRING (SIZE(16..20))
digestAlgorithm DAlgorithmldentifier
terseStatement 1A5String (SIZE(1..150))
policyURL 1A5String
policyEmail I1A5String }
SET
Certificate Type (YES) |(
SET Qualifier (YES) Email
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3.1.4.

€Y

&)
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3.1.5.

CrossCInitReq

CrossClInitRes

CrossCertReq

CrossCertRes

CrossingReq

CrossingRes
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3.2.

Netscape Communications Secure Socket Layer(SSL)

(SSL Version3)*®

Netscape Communications

Netscape Communications Www 19

V2 V3

18 |ETF Draft “The SSL Protocol Version 3.0” <draft-freier-ssl-version3-02.txt> (96/11/18)
19 “Securing Communications on the Intranet and over the Internet”
http://home.netscape.com/newsref/ref/128bit.html
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3.2.1.

Client Hello

Server Hello

Server Certificate

Certificate Request

Server Hello Done

Client Certificate

Certificate Verify

Client Key Exchange

Finished

(
)
3.-
@
¢) ( )
®

Certificate Chain

96
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3.2.2.
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3.2.3.

€Y

&)
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3.2.4.
Vi v2 V3

Netscape Communications Netscape Certificate Extentinos

X.509

Netscape Certificate Extentinos

3.- Netscape Certificate Extentinos

Netscape BITSTRING
Netscape IASSTRING
Netscape IASSTRING
Netscape IASSTRING
Netscape IASSTRING
Netscape IASSTRING
Netscape IASSTRING
Netscape IASSTRING
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10.

11.

12.

13.

14.

15.

16.

17.

A

ITU X.501:1988 THE DIRECTORY - THE MODELS

ITU X.509:1988 THE DIRECTORY - AUTHENTICATION FRAMEWORK

ISO/IEC 9594-8:1993 (E) The Directory: Authentication Framework

Amendment 1 to ISO/IEC 9594-8:1995 (E) : Certificate Extentions

Amendment 1 to ISO/IEC 9594-7:1995 (E) : Certificate Extentions

Amendment 2 to ISO/IEC 9594-6:1995 (E) : Certificate Extentions

Amendment 4 to ISO/IEC 9594-2:1995 (E) : Certificate Extentions

IETF Draft : Intenet Public Key Infrastructure Partl: X.509 Certificate and CRL
Profile(96/12)

IETF Draft : Internet Public Key Infrastructure Part3: Certificate Management Protocols
(96/12)

NIST Draft : Minimum Interoperability Specifications for PKI Components (MISPC) (96/12)
Federal Public Key Infrastructure(PKI) Technical Specifications

Part A - Requirements(96/1)

Part B - Technical security Policy(96/1)

Part C - Concept of Operations(95/11)

Part D - Interoperability Profiles(95/9)

Secure Electronic Transaction (SET) Specification Book2: Programmer’'s Guide(96/6)

IETF Draft : The SSL Protocol Version 3.0 (96/11)
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