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1. XML

XML
ETSI? TS 101 903 V1.3.1(2005-05), “XML
Advanced Electronic Signatures(XAdES)” CMS
ETSI TS101 703 V1.5.1(2003-12) “Electronic Signature Formats”
XML CMS
ETSI TS101 703 V1.5.1(2003-12) “Electronic Signature
Formats” XAdES ETSI
TS101 703 V1.5.1(2003-12) “Electronic Signature Formats”
XAdES
CMS
XAdES W3C  Note? V1.1.1 (2002-02)
ETSI ETSI TS 101 903 V1.2.2(2004-4)
ETSI TS 101 903 V1.3.1(2005-05) 3
V1.1.1 (2002-02) W3C Note
V1.3.1(2005-05)
2.

"Basic Electronic
Signature”(XAdES-BES) "Explicit Policy based Electronic Signature”’(XAdES-EPES)

ETSI TR 102 038 V1.1.1(2002-04), "XML format for signature policies"
XML CMS
RFC3125, "Electronic Signature Policies"
W3C/IETF Recommendation (February
2002):"XML-Signature Syntax and Processing” XMLDSIG

2.1. XML
XML XMLDSIG
1 XML

1 http://'www.etsi.org/
2 http://mwww.w3.0rg/TR/XAdES/
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XML

<ds:Signature ld="id1" xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="
<ds:SignatureMethod Algorithm=" />

<ds:Reference URI="http://xxx.yyy.zzz/">
<ds:Transforms>

<ds:Transform Algorithm="...... />
</ds:Transforms>
<ds:DigestMethod Algorithm=¢ ...... />

<ds:DigestValue>feuhr43hjby90u833j7z,h
</ds:Reference>

r83</ds:DigestValue>

</ds:SignedInfo>

</

</ds:

<ds:SignatureValue>fjehfehfdjud

SignatureValue>

</ds:KeylInfo>

<ds:Object>

<ds:KeylInfo> T

</ds:Object> <Object>

ds:Signature>

XML

XML

Enveloped <ds:Object>

<ds:Signature>

2.2,

Detached
Detached

XAdES(V1.3.1)

Signature”(XAdES-BES)

Electronic Signature with Time(XAdES-T)
Validation Data References(XAdES-C) 4
2.2.1. XAdES
XAdES
3/33

XMLDSIG

<ds:Reference> URI

XML <ds:Signature>
Enveloping
XML
XML
XML

"Basic Electronic

"Explicit Policy based Electronic Signature”(XAdES-EPES)

Electronic Signature with Complete

<ds:Object>
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2 XAdES

2 XAdES-BES

__J><ds:Signature Id="id1" xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="...... />
<ds:SignatureMethod Algorithm="...... />
<ds:Refenrece URI=""http://xxX.yyy.zzz/>?>...... </ds:Reference>

<ds:Reference URI="# id2">
<ds:Transforms>

<ds:Transform Algorithm="...... />
</ds:Transforms>
<ds:DigestMethod Algorithm="...... />

<ds:DigestValue>fehr43hjby9yeuhjdfbh=03r83</ds:DigestValue>
</ds:Reference> 4

</ds:SignedInfo>

<ds:SignatureValue>fjehfehfdjud..|...... </ds:SignaturevValue>
<ds:KeylInfo>

</ds:KeylInfo>
<ds:Object>
<QualifyingProperties Target="{#id1”~>
<SignedProperties 1d=>"1d2>”>
<SignedSignatureProperties>
(SigningCertificate)

</SignedSignatureProperties> <
<SignedDataObjectProperties>

</SignedDataObjectProperties>
</SignedProperties>

<UnsignedProperties>
<UnsignedSignatureProperties>
(CounterSignature)
</UnsignedSignatureProperties>
</UnsignedProperties>
</ds:Object>
</ds:Signature>

(1) QualifyingProperties
<ds:Object>
3  QualifyingProperties XMLSchema
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3 QualifyingProperties XMLSchema

<xsd:element name="QualifyingProperties"” type="QualifyingPropertiesType"/>
<xsd:complexType name="QualifyingPropertiesType">
<xsd:sequence>
<xsd:element name="SignedProperties”
type="SignedPropertiesType” minOccurs="0"/>
<xsd:element name="UnsignedProperties"
</xsd:sequence>
<xsd:attribute name="Target" type="xsd:anyURI" use="required"/>
<xsd:attribute name="1d" type="xsd: ID" use="optional"/>
</xsd:complexType>

QualifyingProperties SignedProperties
UnsignedProperties
SignedProperties
Target ds:Signature Id

(2) SignedProperties
XMLDSIG ds:Reference
SignedSignatureProperties
SignedDataObjectProperties
4  SignedProperties XMLSchema
4 SignedProperties XMLSchema

<xsd:element name="SignedProperties" type="SignedPropertiesType" />
<xsd:complexType name="SignedPropertiesType'>
<xsd:sequence>
<xsd:element name="SignedSignatureProperties"
type="SignedSignaturePropertiesType"/>
<xsd:element name="SignedDataObjectProperties"
type="SignedDataObjectPropertiesType" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:complexType>

SignedProperties ds:Reference Type

http://uri.etsi.org/01903/V1.3.1#SignedProperties

5/33
©Copyright ecom, 2005



(3) UnsignedProperties
5 UnsignedProperties
XMLSchema
5 UnsignedProperties XMLSchema

<xsd:element name="UnsignedProperties” type="UnsignedPropertiesType" />
<xsd:complexType name="UnsignedPropertiesType">
<xsd:sequence>
<xsd:element name="UnsignedSignatureProperties”
type="UnsignedSignaturePropertiesType" minOccurs="0"/>
<xsd:element name="UnsignedDataObjectProperties"
type="UnsignedDataObjectPropertiesType" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="Id" type="xsd:ID" use="optional"/>
</xsd:complexType>

(4) SignedSignatureProperties
QualifyingProperties Target XML
XML
6 SignedSignatureProperties XMLSchema
6 SignedSignatureProperties XMLSchema

<xsd:element name="SignedSignatureProperties"
type="SignedSignaturePropertiesType" />

<xsd:complexType name="SignedSignaturePropertiesType'>
<xsd:sequence>
<xsd:element name="SigningTime"
type="xsd:dateTime" minOccurs="0"/>
<xsd:element name="SigningCertificate"
type="CertIDListType" minOccurs="0"/>
<xsd:element name="SignaturePolicyldentifer”
type="SignaturePolicyldentifierType" minOccurs="0"/>
<xsd:element name="SignatureProductionPlace"
type="SignatureProductionPlaceType” minOccurs="0"/>
<xsd:element name="SignerRole"
type="SignerRoleType" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="Id" type="xsd:ID" use="optional"/>
</xsd:complexType>
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(5) UnsignedSignatureProperties

(6)

QualifyingProperties Target
XML
7 UnsignedSignatureProperties

7 UnsignedSignatureProperties XMLSchema

XML

XMLSchema

<xsd:

<xsd:

<xsd:

<xsd:

<xsd:

<xsd:

<xsd:

<xsd:

<xsd:

<xsd:

<xsd:element name="UnsignedSignatureProperties™

type="UnsignedSignaturePropertiesType"/>

element

element

element

element

element

element

element

element

element

element

element

</xsd:choice>
<xsd:attribute name="1d" type='"xsd:ID" use="optional"/>
</xsd:complexType>

<xsd:complexType name="UnsignedSignaturePropertiesType">
<xsd:choice maxOccurs="unbounded">
<xsd:

name="CounterSignature"
type="CounterSignatureType" />
name="SignatureTimeStamp"
type="XAdESTimeStampType/>
name="CompleteCertificateRefs"
type="CompleteCertificateRefsType"/>
name=""CompleteRevocationRefs"
type="CompleteRevocationRefsType"/>
name="AttributeCertificateRefs"
type="CompleteCertificateRefsType"/>
name="AttributeRevocationRefs"
type="CompleteRevocationRefsType"/>
name=""SigAndRefsTimeStamp"
type="XAdESTimeStampType"/>
name="RefsOnlyTimeStamp"
type="XAdESTimeStampType"/>
name="Certificatevalues"
type="CertificateValuesType"/>
name="RevocationValues"
type="RevocationValuesType"/>
name=""ArchiveTimeStamp"
type="XAdESTimeStampType"/>

XAdES

SignedDataObjectProperties

SignedDataObjectProperties XMLSchema

7133
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8 SignedDataObjectProperties XMLSchema

<xsd:element name="SignedDataObjectProperties"
type="SignedDataObjectPropertiesType"/>

<xsd:complexType name="SignedDataObjectPropertiesType">
<xsd:sequence>
<xsd:element name="DataObjectFormat"
type="DataObjectFormatType"

<xsd:element name="CommitmentTypelndication”
type="CommitmentTypelndicationType"

<xsd:element name="AllDataObjectsTimeStamp"
type="XAdESTimeStampType"
minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="IndividualDataObjectsTimeStamp"
type="XAdESTimeStampType"
minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:complexType>

(7) UnsignedDataObjectProperties

9
UnsignedDataObjectProperties XMLSchema
UnsignedDataObjectProperties ETSI TS101 703 V1.5.1(2003-12)
9 UnsignedDataObjectProperties XMLSchema

<xsd:element name="UnsignedDataObjectProperties"
type="UnsignedDataObjectPropertiesType" />

<xsd:complexType name="UnsignedDataObjectPropertiesType'>
<xsd:sequence>
<xsd:element name="UnsignedDataObjectProperty"
type="AnyType" minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
<xsd:attribute name="Id" type="xsd:ID" use="optional"/>
</xsd:complexType>
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2.2.2.
(1) AnyType

XMLShema

10 AnyType XMLSchema

10 AnyType

<xsd:complexType name="AnyType" mixed="true">

</xsd:sequence>
<xsd:anyAttribute namespace="##any"/>
</xsd:complexType>

<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:any namespace="##any" processContents="lax"/>

(2) ObjectldentifierType

(OID)
11 ObjectldentifierType
Identifier ASN.1
URI
e XML Identifier
Qualifier

e ASN.1 OID

URI
Description

DocumentationReferences

9/33

XMLSchema

OID XML

URI

URN

Qualifier
OIDAsSURN OIDAsURI
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11

Objectldentifier XMLSchema

<xsd:complexType name="ObjectldentifierType">
<xsd:sequence>
<xsd:element name="Ildentifier" type="IldentifierType"/>
<xsd:element name="Description" type="xsd:string" minOccurs="0"/>
<xsd:element name="DocumentationReferences"
type="DocumentationReferencesType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="ldentifierType'">
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">
<xsd:attribute name="Qualifier" type="QualifierType" use="optional"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
<xsd:simpleType name="QualifierType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="OIDAsURI"/>
<xsd:enumeration value="OIDAsSURN"/>
</xsd:restriction>
</xsd:simpleType>

<xsd:complexType name="DocumentationReferencesType'>
<xsd:sequence maxOccurs="unbounded">
<xsd:element name="DocumentationReference" type="xsd:anyURI"/>
</xsd:sequence>
</xsd:complexType>

(3) EncapsulatedPKIDataType

ASN.1 XML
X.509
base64
Encoding ASN.1
URI URI 1 12
EncapsulatedPKIDataType XMLSchema
1 ASN.1 URI

URI
DER http://uri.etsi.org/01903#DER
BER http://uri.etsi.org/01903#BER
CER http://uri.etsi.org/01903#CER
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PER http://uri.etsi.org/01903#PER
XER http://uri.etsi.org/01903#XER

12 EncapsulatedPKIDataType XMLSchema

<xsd:complexType name="EncapsulatedPKIDataType">
<xsd:simpleContent>
<xsd:extension base="'xsd:base64Binary">
<xsd:attribute name="Id" type="xsd:ID" use="optional*/>
<xsd:attribute name="Encoding" type="xsd:anyURI"
use="optional"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

(4) XAdESTimeStampType
XAdESTimeStampType
GenericTimeStampType

GenericTimeStampType XAdESTimeStampType
OtherTimeStampType
OtherTimeStampType 13
GenericTimeStampType XMLSchema
XAdESTimeStampType XMLSchema 14
11/33

©Copyright ecom, 2005



13 GenericTimeStampType XMLSchema

<xsd:element name=""Include”” type=""IncludeType””>
<xsd:complexType name="IncludeType'>
<xsd:attribute name="URI" type="xsd:anyURI" use="required"/>
<xsd:attribute name="referencedData" type="xsd:boolean" use="optional"/>
</xsd:complexType>

<xsd:element name="Referencelnfo" type="ReferencelnfoType"/>
<xsd:complexType name="ReferencelnfoType'>
<xsd:sequence>
<xsd:element ref="ds:DigestMethod"/>
<xsd:element ref="ds:DigestValue"/>
</xsd:sequence>
<xsd:attribute name="Id" type="xsd:ID" use="optional"/>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional"/>
</xsd:complexType>

<xsd:complexType name="'GenericTimeStampType" abstract="true">
<xsd:sequence>
<xsd:choice minOccurs="0">
<xsd:element ref="Include" maxOccurs="unbounded"/>
<xsd:element ref="Referencelnfo" maxOccurs="unbounded"/>
</xsd:choice>
<xsd:element ref="ds:CanonicalizationMethod" minOccurs="0"/>
<xsd:choice maxOccurs="unbounded">
<xsd:element name="EncapsulatedTimeStamp"
type="EncapsulatedPKIDataType"/>
<xsd:element name="XMLTimeStamp" type="AnyType"/>
</xsd:choice>
</xsd:sequence>
<xsd:attribute name="Id" type="xsd:ID" use="optional"/>
</xsd:complexType>
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14 XAdESTimeStampType XMLSchema

<xsd:element name="XAdESTimeStamp" type="XAdESTimeStampType"/>

<xsd:complexType name="XAdESTimeStampType">
<xsd:complexContent>
<xsd:restriction base="GenericTimeStampType'>
<xsd:sequence>
<xsd:element ref="Include” minOccurs="0" maxOccurs="unbounded"/>
<xsd:element ref="ds:CanonicalizationMethod" minOccurs="0"/>
<xsd:choice maxOccurs="unbounded">
<xsd:element name="EncapsulatedTimeStamp"
type="EncapsulatedPKIDataType"/>
<xsd:element name="XMLTimeStamp" type="AnyType"/>
</xsd:choice>
</xsd:sequence>
<xsd:attribute name="Id" type="xsd:ID" use="optional"/>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>

XAdESTimeStampType
TSA 2

e Implicit Mode

XAdESTimeStampType Include TSA
XAdES

Signed Properties

1. XAdESTimeStampType
2.
XAdJESTimeStampType ds:Canonicalization
ds:Canonicalization
XMLDSIG
3.

Unsigned Properties

1.
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UnsignedSignatureProperties

2.
XAdJESTimeStampType ds:Canonicalization
ds:Canonicalization
XMLDSIG
3.
TSA
e SignatureTimeStamp
e RefsOnlyTimeStamp
e SigAndRefsTimeStamp
Include Mode
XAdESTimeStampType Include TSA
XAdES
Include URI TSA
ds:Reference
XAdESTimeStampType referencedData
ture XMLDSIG
ds:Reference
referencedData false
ds:Refernece Include
1. URI
2. ds:Reference referneceData true
ds:Reference XMLDSIG
referencedData
false ds:Reference
3. XML ds:Canonicalization

ds:Canonicalization

14/33
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XMLDSIG
Include

TSA

e AllDataObjectsTimeStamp

IndividualDataObjectsTimeStamp

ArchiveTimeStamp

2.2.3. Basic electronic signature ( XAdES-BES )
XAdES-BES

e <SignedSignatureProperties> <SigningCertificate>

e <ds:Signature> <ds:Keylnfo>

(1) SigningCertificate

15 SigningCertificate
XMLSchema

DN

ds:X509IssuerSerialType
<lssuerSerial>

SigndProperties

Simple sustitution
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15 SigningCertificate XMLSchema

<xsd:element name="SigningCertificate™” type="CertIDListType"/>

<xsd:complexType name="CertIDListType">
<xsd:sequence>
<xsd:element name="Cert" type="CertIDType" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="CertIDType">
<xsd:sequence>
<xsd:element name="CertDigest"” type="DigestAlgAndvValueType"/>
<xsd:element name="lIssuerSerial" type="ds:X5091ssuerSerialType"/>
</xsd:sequence>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional"/>
</xsd:complexType>

<xsd:complexType name="DigestAlgAndValueType'>
<xsd:sequence>
<xsd:element ref="ds:DigestMethod"/>
<xsd:element ref="ds:DigestValue"/>
</xsd:sequence>
</xsd:complexType>

(2) ds:Keylnfo
SigningCertificage

ds:Keylnfo
e ds:Keylnfo ds:X509Data
e ds:Keylnfo
e ds:Signedinfo ds:Reference ds:Keylnfo

2.2.4. Explicit policy electronic signatures ( XAdES-EPES )
XAdES-EPES XAdES 1 XAdES-BES
SignaturePolicyldentifier
SignaturePolicyldentifier SignedSignatureProperties
XAdES-EPES 6

(1) SignaturePolicyldentifier

16  SignaturePolicyldentifier XMLSchema
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16 SignaturePolicyldentifier XMLSchema

<xsd:element name="SignaturePolicyldentifier"
type="SignaturePolicyldentifierType"/>

<xsd:complexType name="SignaturePolicyldentifierType'>
<xsd:choice>
<xsd:element name="SignaturePolicyld"
type="SignaturePolicyldType"/>
<xsd:element name="SignaturePolicylmplied"/>
</xsd:choice>
</xsd:complexType>

<xsd:complexType name="'SignaturePolicyldType'>
<xsd:sequence>
<xsd:element name="SigPolicyld"
type="0ObjectldentifierType"/>
<xsd:element ref="ds:Transforms" minOccurs="0"/>
<xsd:element name="SigPolicyHash"
type="DigestAlgAndvValueType"/>
<xsd:element name="SigPolicyQualifiers"
type="SigPolicyQualifiersListType"
minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="SigPolicyQualifiersListType">
<xsd:sequence>
<xsd:element name="SigPolicyQualifier"
type="AnyType"
maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

2.2.5. XAdES-BES
XAdES-BES SingedSigantureProperties

e SigningTime

e SignatureProductionPlace

e SignerRole
SignedDataObjectProperties

e DataObjectFormat

o CommitmentTypelndication

e AllDataObjectsTimeStamp

¢ IndividualDataObjectsTimeStamp
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UnsignedSignatureProperties

e CounterSignature

(1) SigningTime
W3CRecommendation “XML Schema Part2:Datatypes”
xsd:dateTime 1

17 SigningTime XMLSchema

17 SigningTime XMLSchema

<xsd:element name="SigningTime" type="xsd:dateTime"/>

(2) SignatureProductionPlace
18

SignatureProductionPlace XMLSchema

18 SignatureProductionPlace XMLSchema

<xsd:element name="SignatureProductionPlace"
type="SignatureProductionPlaceType"/>

<xsd:complexType name="SignatureProductionPlaceType">
<xsd:sequence>
<xsd:element name="City" type="xsd:string" minOccurs="0"/>
<xsd:element name="StateOrProvince" type="xsd:string" minOccurs="0"/>
<xsd:element name="PostalCode" type="xsd:string" minOccurs="0"/>
<xsd:element name="CountryName" type="xsd:string" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

(3) SignerRole

19 SignerRole XMLSchema
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ClaimedRoles

CertifiedRolses

19 SignerRole XMLSchema

<xsd:element name="SignerRole" type="SignerRoleType"/>
<xsd:complexType name="SignerRoleType">
<xsd:sequence>
<xsd:element name="ClaimedRoles"
type="ClaimedRolesListType" minOccurs="0"/>
<xsd:element name="CertifiedRoles"
type="CertifiedRolesListType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="ClaimedRolesListType">
<xsd:sequence>
<xsd:element name="ClaimedRole"
type="AnyType" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="CertifiedRolesListType">
<xsd:sequence>
<xsd:element name="CertifiedRole"
type="EncapsulatedPKIDataType" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

(4) DataObjectFormat

20 DataObjectFormat XMLShema
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20 DataObjectFormat XMLSchema

<xsd:element name="DataObjectFormat" type="DataObjectFormatType"/>

<xsd:complexType name="DataObjectFormatType'>
<xsd:sequence>
<xsd:element name="Description”
type="xsd:string" minOccurs="0"/>
<xsd:element name="Objectldentifier"
type="ObjectldentifierType" minOccurs="0"/>
<xsd:element name="MimeType"
type="xsd:string" minOccurs="0"/>
<xsd:element name="Encoding"
type="xsd:anyURI" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="ObjectReference" type="xsd:anyURI" use="required"/>
</xsd:complexType>

ObjectReference

ds:Signature ds:Reference

Description

Objectldentifier

e MimeType MIME type
e Encoding enoding
Description Objectldentifier MimeType

1 DataObjectFomat

(5) CommitmentTypelndication
21  CommitmentTypelndication XMLSchema
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21 CommitmentTypelndication XMLSchema

<xsd:element name="CommitmentTypelndication”
type="CommitmentTypelndicationType"/>

<xsd:complexType name="CommitmentTypelndicationType'>
<xsd:sequence>
<xsd:element name="CommitmentTypeld"
type="0ObjectldentifierType"/>
<xsd:choice>
<xsd:element name="ObjectReference"
type="xsd:anyURI" maxOccurs="unbounded"/>
<xsd:element name="AllSignedDataObjects"/>
</xsd:choice>
<xsd:element name=""CommitmentTypeQualifiers"
type="CommitmentTypeQualifiersListType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="'CommitmentTypeQualifiersListType">
<xsd:sequence>
<xsd:element name="CommitmentTypeQualifier"
type="AnyType" minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

Proof of origin

Proof of receipt

Proof of delivery

TSP(

Proof of sender

Proof of approval

Proof of creation

(6) AllDataObjectsTimeStamp
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22  AllDataObjectsTimeStamp XMLSchema

22 AllDataObjectsTimeStamp XMLSchema

<xsd:element name="AllDataObjectsTimeStamp" type="XAdESTimeStampType'/>

ds:Signedinfo SignedProperties
ds:Referenece
SignedPropeties
ds:Refernece Include

Include referencedData ture

(7) IndividualDataObjectsTimeStamp

23 IndividualDataObjectsTimeStamp XMLSchema

23 IndividualDataObjectsTimeStamp XMLSchema

<xsd:element name="IndividualDataObjectsTimeStamp" type="XAdESTimeStampType"/>

ds:Signedinfo ds:Reference
SignedProperties ds:Reference

SignedPropeties

ds:Refernece Include
Include referencedData
ture XAdES
(8) CounterSignature
CounterSignature UnsignedSingatureProperties
24 CounterSignature XMLSchema
22/33
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24 CounterSignater XMLSchema

<xsd:element name="CounterSignature" type="CounterSignatureType" />

<xsd:complexType name="CounterSignatureType">
<xsd:sequence>
<xsd:element ref="ds:Signature"/>
</xsd:sequence>
</xsd:complexType>

2.2.6. Electronic signature with time ( XAdES-T )

XAdES-T
ds:Signature ds:Signedinfo SignatureValue TSA
XAdES-T XAdES-BES XAdES-EPES
UnSignedSignatureProperties SignatureTimeStamp
UnsignedSignatureProperties XMLShema 7

(1) SignatureTimeStamp

ds:SignatureValue

1 TSA
1 XAdES SignatureTiemStamp
25  SignatureTimeStamp XMLSchema
25 SignatureTimeStamp XMLSchema

<xsd:element name="SignatureTimeStamp™ type="XAdESTimeStampType"/>

Implicit Mode
ds:SignatureValue TSA

1)
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2) Complete Certificate Refs,

Complete RevocationRefs, CertificateValues, RevocationValues

2.2.7. Electronic signature with complete validation data references ( XAdES-C)
XAdES-C XAdES-T  CompleteCertificateRefs CompleteRevocationRefs
CompleteCertificateRefs

CompleteRevocationRefs CA

XAdES-A CompleteCertificateRefs,

CompleteRevocationRefs

(1) CompleteCertificateRefs

XAdES 26
CompleteCertificateRefs XMLSchema
26 CompleteCertificateRefs XMLSchema

<xsd:element name="CompleteCertificateRefs"
type="CompleteCertificateRefsType"/>

<xsd:complexType name="CompleteCertificateRefsType">
<xsd:sequence>
<xsd:element name="CertRefs" type="CertIDListType" />
</xsd:sequence>
<xsd:attribute name="Id" type="xsd:ID" use="optional'/>
</xsd:complexType>

(2) CompleteRevocationRefs

27 CompleteRevocationRefs XMLSchema
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27

CompleteRevocationRefs XMLSchema

<xsd:element name="CompleteRevocationRefs" type="CompleteRevocationRefsType"/>

<xsd:complexType name="'CompleteRevocationRefsType'>
<xsd:sequence>
<xsd:element name="CRLRefs" type="CRLRefsType" minOccurs="0"/>
<xsd:element name="0CSPRefs" type="0CSPRefsType" minOccurs="0"/>
<xsd:element name="OtherRefs" type="0therCertStatusRefsType"
minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="Id" type="xsd:ID" use="optional"/>
</xsd:complexType>

<xsd:complexType name="CRLRefsType'>
<xsd:sequence>
<xsd:element name="CRLRef" type="CRLRefType" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="CRLRefType'>
<xsd:sequence>
<xsd:element name="DigestAlgAndValue" type="DigestAlgAndValueType"/>
<xsd:element name="CRLIdentifier" type="CRLIdentifierType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="CRLIdentifierType'>
<xsd:sequence>
<xsd:element name="Issuer" type='"xsd:string"/>
<xsd:element name="IssueTime" type="xsd:dateTime" />
<xsd:element name="Number" type="xsd:integer" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional"/>
</xsd:complexType>

<xsd:complexType name="0CSPRefsType'>
<xsd:sequence>
<xsd:element name="0CSPRef" type="0CSPRefType" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="0CSPRefType">
<xsd:sequence>
<xsd:element name="0CSPldentifier" type="OCSPldentifierType"/>
<xsd:element name="DigestAlgAndValue"
type="DigestAlgAndvValueType"
minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
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<xsd:complexType name="0CSPldentifierType'">
<xsd:sequence>
<xsd:element name="ResponderID" type="xsd:string"/>
<xsd:element name="ProducedAt™ type="xsd:dateTime"/>
</xsd:sequence>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional"/>
</xsd:complexType>

<xsd:complexType name="OtherCertStatusRefsType'>
<xsd:sequence>
<xsd:element name="OtherRef" type="AnyType"
maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

ETSI TS 101 903 V1.3.1(2005-05)
AttributeCertifcateRefs AttributeRevocationRefs

AttributeCertificate

2.2.8. Extended signatures with time forms ( XAdES-X)

XAdES-X CA
XAdES-C
2
XAdES-A XAdES-X
SigAndRefsTimeStamp RefsOnlyTimeStamp
e XAdES-X typel
XAdES-C
UnsingedSignatureProperties SigAndRefsTimeStamp
UnsignedSignatureProperties XMLSchema 7
TSP
SigAndRefsTimeStamp
TSP SignatureValue
SignatureTimeStamp CompleteCertificateRefs
CompleteRevocationRefs
e XAdES-X type2
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UnsignedSignatureProperties

UnsignedSignatureProperties

TSP
RefsOnlyTimeStamp
TSP

CompleteRevocationRefs

(1) SigAndRefsTimeStamp

SignatureTimeStamp

CompleteCertificateRefs

XAdES

XMLSchema

28 SigAndRefsTimeStamp

RefsOnlyTimeStamp
XMLSchema 7

CompleteCertificateRefs

Implicit Mode

ds:SignatureValue
CompleteRevocationRefs

TSA
28 SigAndRefsTimeStamp

XMLSchema

<xsd:element name="SigAndRefsTimeStamp" type="XAdESTimeStampType"/>

(2) RefsOnlyTimeStamp

CompleteCertificateRefs

CompleteCertificateRefs

XAdES

RefsOnlyTimeStamp

29 RefsOnlyTimeStamp

CompleteRevocationRefs

Implicit Mode
CompleteRevocationRefs
TSA
29
XMLSchema
XMLSchema

<xsd:element name="RefsOnlyTimeStamp" type="XAdESTimeStampType"/>
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2.2.9. Extended long electronic signatures with time ( XAdES-X-L )

XAdES-X-L XAdES-X typel type2
UnsingeSignatureProperties CertificateValues RevocationValues
UnsignedSignatureProperties XMLSchema 7
XAdES-A XAdES-X typel type2
XAdES-X-L CeritificateValues RevocationValues

(1) CertificateValues
CompleteCertificateRefs
ds:Signature
ds:Keylnfo CertificateValues
30 CertifiCateValues XMLSchema

30 CertificateValues XMLSchema

<xsd:element name="CertificateValues" type="CertificateValuesType"/>

<xsd:complexType name="CertificateValuesType'>
<xsd:choice minOccurs="0" maxOccurs="unbounded">
<xsd:element name="EncapsulatedX509Certificate"
type="EncapsulatedPKIDataType"/>
<xsd:element name="OtherCertificate" type="AnyType"/>
</xsd:choice>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:complexType>

(2) RevocationValues

XAdES 31

RevocationValues XMLSchema
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31 RevocationValues XMLSchema

<xsd:element name="RevocationValues" type="RevocationValuesType"/>

<xsd:complexType name="RevocationValuesType'>
<xsd:sequence>
<xsd:element name="CRLValues" type="CRLValuesType" minOccurs="0"/>
<xsd:element name="0CSPValues" type="0CSPValuesType" minOccurs="0"/>
<xsd:element name="OtherValues" type="0therCertStatusValuesType"
minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="1Id" type="xsd:ID" use="optional"/>
</xsd:complexType>

<xsd:complexType name="CRLValuesType'>
<xsd:sequence>
<xsd:element name="EncapsulatedCRLValue"
type="EncapsulatedPKIDataType"
maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="0CSPValuesType'">
<xsd:sequence>
<xsd:element name="Encapsulated0CSPValue"
type="EncapsulatedPKIDataType" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

2.2.10. Archival electronic signatures ( XAdES-A)

XAdES-C
XAdES-X

CertificateValues  RevocationValues

TSA

ArchiveTimeStamp

(1) ArchiveTimeStamp
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ArchiveTimeStamp ds:Signedinfo ds:Reference
Include Inculde URI

ds:Reference referneceData ture

ds:Signedinfo
ds:SignatureValue

ds:KeylInfo

XAdES

TSA

XAdES SignatureTimeStamp
CounterSignatureProperties
CompleteCertificateRefs
CompleteRevocationRefs

CertificateValues

RevocationValues

SigAndRefsTimeStamp

RefsOnlyTimeStamp

ArchiveTimeStamp

QualifyingProperties ds:Reference
ds:Object
32  ArchiveTimeStamp XMLScheme

ArchiveTimeStamp

32 ArchiveTimeStamp XMLSchema

<xsd:element name="ArchiveTimeStamp" type="XAdESTimeStampType"/>
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2.3. XAdES
XAdES 3 XAdES
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3 XAdES

XAdES-BES XAdES-EPES XAdES-T XAdES-A
QualifyingProperties o o o o
SignedProperties o o o o
SignedSignatureProperties o o o o
SigningTime
SigningCertificate 1 1 1 1
SignaturePolicyldentifier < o 2 2
SignatureProductionPlace
SignerRole
SignedDataObjectProperties
DataObjectFormat
CommitmentTypelndication
AllDataObjectsTimeStamp
IndividualDataObjectsTimeStamp
UnSignedProperties o o
UnSignedSignatureProperties o o
CounterSignature
SignatureTimeStamp < < o o
CompleteCertificateRefs < < <
CompleteRevocationRefs < < ><
AttributeCertificateRefs < < > 3
AttributeRevocationRefs < < > 3
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XAJES(V1.1.1)
XAJES(V1.1.1)

XAdES(V1.1.1)
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SigAndRefsTimeStamp < < < 3
RefsOnlyTimeStamp < < < 3
CertificateValues > =< =< o
RevocationValues > =< =< o
ArchiveTimeStamp < >< >< o
( )

ds:KeylInfo

e ds:Keylnfo ds:X509Data

e ds:Keylnfo

e ds:Signedinfo ds:Reference ds:Keylnfo

XAdES-EPES XAdES-T XAdES-A SignaturePolicyldentifier

ArchiveTimeStamp

ETSI 101 903 “XML Advanced Electronic Signatures(XAdES)” 4

ETSI 101 903 “XML Advanced Electronic Signatures(XAdES)”

ETSI TS 101 903 V1.1.1 (2002-02) | ETSI TS 101 903 VV1.2.2(2004-4) | ETSI TS 101 903 V1.3.1(2005-05)

33/33
©Copyright ecom, 2005



