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RFC3126, “Electronic Signature Formats for long term electronic signatures”
(ETSI TS 101 733 V.1.2.2(2000-12) )
ETSI TS 101 733 V1.5.1(2003-12), “Electronic Signature Formats”
draft-pinkas-smime-cades-00.txt(2005-7), “CMS Advanced Electronic Signatures

(CAdES)”
ECOM H14 3
ECOM
1.
“CMS Advanced Electronic Signatures (CAdES)”
1.1.
1 BES
Basic Electronic Signature 2 EPES Explicit Policy Electronic
Signature
BES
1 BES
EPES
2 EPES
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"ETSI TR 102 272 V1.1.1(2003.12)
Electronic Signatures and Infrastructures (ESI);ASN.1 format for signature policies"
"RFC3125 : Electronic Signature”

e Cryptographic Message Syntax (CMS : RFC3852)
e Enhanced Security Services (ESS : RFC2634)

General syntax

General syntax CMS(RFC3852)

ContentlInfo:
Contentinfo ::= SEQUENCE {
contentType ContentType,
content [0] EXPLICIT ANY DEFINED BY contentType }

ContentType ::= OBJECT IDENTIFIER

Data content type
Data content type CMS(RFC3852)

id-data OBJECT IDENTIFIER ::= { iso(1l) member-body(2)
us(840) rsadsi(113549) pkcs(1l) pkes7(7) 1 }

Signed-data content type
Signed-data content type CMS(RFC3852)

id-signedData OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkcs(1l) pkes7(7) 2 }

SingedData type
SignedData CMS(RFC3852)

SignedData ::= SEQUENCE {
Version CMSVersion,
digestAlgorithms DigestAlgorithmldentifiers,
encapContentlinfo EncapsulatedContentinfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerinfos Signerinfos }

DigestAlgorithmldentifiers ::= SET OF DigestAlgorithmldentifier

Signerinfos ::= SET OF Signerinfo

e SignedData
>

<> certificates
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<~ encapsulated content type id-data
< Signerlinfo

> certificates cris

EncapusulatedContentinfo type
EncapusulatedContentinfo type CMS(RFC3852)

EncapsulatedContentInfo ::= SEQUENCE {
eContentType ContentType,
eContent [0] EXPLICIT OCTET STRING OPTIONAL }

ContentType ::= OBJECT IDENTIFIER

SignedData  eContent

eContent
Singerinfo type
Signerlnfo type CMS(RFC 3852)
Signerinfo ::= SEQUENCE {
version CMSVersion,
sid Signerldentifier,
digestAlgorithm DigestAlgorithmldentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTIONAL,
signatureAlgorithm SignatureAlgorithmldentifier,
signature SignatureValue,
unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL }

Signerldentifier ::= CHOICE {
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyldentifier [0] SubjectKeyldentifier }
SignedAttributes ::= SET SIZE (1..MAX) OF Attribute
UnsignedAttributes ::= SET SIZE (1..MAX) OF Attribute

Attribute ::= SEQUENCE {

attrType OBJECT IDENTIFIER,
attrValues SET OF Attributevalue }
AttributeValue ::= ANY
SignatureValue ::= OCTET STRING
Signerlnfo
Singerinfo
Signerlinfo

» Signerldentifier issuerAndSerialNumber

» Signerldentifier subjectKeyldentifier
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SignedAttributes

» ContentType
» MessageDigest
» SigningCertificate

Message digest
CMS(RFC3852)

Message signature
CMS(RFC3852)

Message signature

CMS(RFC3852)
ESS Signing Certificate Other Signing
Certificate
CMS
signed attribute
Content type
CMS(RFC3852)

id-contentType OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes9(9) 3}

ContentType ::= OBJECT IDENTIFIER
e ContentType signed attribute 1

Message digest

CMS(RFC3852)

Id-messageDigest OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs9(9) 4 }

MessageDigest ::= OCTET STRING
e MessageDigest Signerinfo DigestAlgorithm

encapContentInfo eContent OCTET STRING ASN.1 TLV V

MessageDigest signed attribute 1

Signing certificate
signed-data ESS signing certificate Other signing certificate

signing certificate "simple

substitution " “re-issue
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A) ESS signing certificate
ESS signing certificate ESS(RFC2634) ESS signing certificate

signed attribute

signing certificate Other signing certificate

(Signature Validation Policy)
signing certificate
ESSCertID  issuerSerial

Signerlinfo issuerAndSerialNumber issuerSerial

ESSCertID
policy information
SigningCertificate ::= SEQUENCE {
certs SEQUENCE OF ESSCertlID,

policies SEQUENCE OF PolicylInformation OPTIONAL --
}

id-aa-signingCertificate OBJECT IDENTIFIER ::= { iso(1)member-body(2) us(840)
rsadsi(113549) pkcs(1l) pkcs9(9) smime(16) id-aa(2) 12 }

ESSCertID ::= SEQUENCE {

certHash Hash,

issuerSerial IssuerSerial OPTIONAL
}

Hash ::= OCTET STRING -- SHA1 hash of entire certificate

IssuerSerial ::= SEQUENCE {
Issuer GeneralNames,
serialNumber CertificateSerialNumber

}

B) Other signing certificate
SHA-1 ESS SigningCertificate
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id-aa-ets-otherSigCert OBJECT IDENTIFIER ::={ iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs9(9) smime(16) id-aa(2) 19 }

OtherSigningCertificate ::= SEQUENCE {
certs SEQUENCE OF OtherCertliD,
policies SEQUENCE OF PolicylInformation OPTIONAL --

}
OtherCertID ::= SEQUENCE {
otherCertHash OtherHash,
issuerSerial IssuerSerial OPTIONAL

}

OtherHash ::= CHOICE {
shalHash OtherHashValue, -- SHA-1
otherHash OtherHashAlgAndValue

}
OtherHashValue ::= OCTET STRING

OtherHashAlgAndValue ::= SEQUENCE {
hashAlgorithm Algorithmldentifier,

hashValue OtherHashValue
}
ESS SigningCertificate Other signing certificate
EPES
Signature policy identifier
EPES signature policy

identifier signed attribute
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id-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes9(9) smime(16) id-aa(2) 15}

SignaturePolicyldentifier ::= CHOICE{
SignaturePolicyld SignaturePolicyld,
SignaturePolicylmplied SignaturePolicylmplied }

SignaturePolicyld ::= SEQUENCE {
sigPolicyldentifier SigPolicyld,

sigPolicyHash SigPolicyHash,
sigPolicyQualifiers  SEQUENCE SIZE (1..MAX) OF
SigPolicyQualifierinfo OPTIONAL

}
SignaturePolicylmplied ::= NULL
SigPolicyld ::= OBJECT IDENTIFIER
SigPolicyHash ::= OtherHashAlgAndValue

SigPolicyQualifierInfo ::= SEQUENCE {
sigPolicyQualifierld SigPolicyQualifierld,
sigQualifier ANY DEFINED BY sigPolicyQualifierld

}

SigPolicyQualifierld ::= OBJECT IDENTIFIER
id-spg-ets-uri OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes9(9) smime(16) id-spq(5) 1}

SPuri ::= IA5String

id-spg-ets-unotice OBJECT IDENTIFIER ::={iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes9(9) smime(16) id-spq(5) 2 }

SPUserNotice ::= SEQUENCE {
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL

}

NoticeReference ::= SEQUENCE {
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER
}

DisplayText ::= CHOICE {
visibleString VisibleString (SIZE (1..200)),

bmpString BMPString (SIZE (1..200)),
utf8String UTF8String (SIZE (1..200))
3
CMS
Signing time
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CMS(RFC3852) UTCTime
GeneralizedTime YYYYMMDDHHMMSSZ

id-signingTime OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes9(9) 5}

SigningTime ::= Time

Time ::= CHOICE {

utcTime UTCTime,
generalizedTime GeneralizedTime }
e SigningTime signed attribute

Countersignature

countersignature  unsigned attribute

id-countersignature OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes9(9) 6 }

Countersignature ::= Signerlinfo

unsigned attribute countersignature
ES-A countersignature
countersignature

archiveTimeStamp

ESS

content reference

content reference signedAttribute

id-aa-contentReference OBJECT IDENTIFIER := { iso(1) member-body(2)
us(840) rsadsi(113549) pkecs(1) pkcs-9(9) smime(16) id-aa(2) 10 }

ContentReference ::= SEQUENCE {
contentType ContentType,
signedContentldentifier = Contentldentifier,

originatorSignatureValue OCTET STRING }

Content ldentifier

Contentidentifier  signed attribute
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id-aa-contentReference OBJECT IDENTIFIER ::={iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-9(9) smime(16) id-aa(2) 10 }

ContentReference ::= SEQUENCE {
contentType ContentType,
signedContentldentifier Contentldentifier,
originatorSignatureValue OCTET STRING }

Content Hints

ContentHints ::= SEQUENCE {
contentDescription UTF8String (SIZE (1..MAX)) OPTIONAL,
contentType ContentType }

id-aa-contentHint OBJECT IDENTIFIER := { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkecs-9(9) smime(16) id-aa(2) 4}

Commitment Type Indication

commitmentTypelndication  signedAttribute

id-aa-ets-commitmentType OBJECT IDENTIFIER ::={iso(1) member-body(2)
us(840) rsadsi(113549) pkecs(1) pkcs-9(9) smime(16) id-aa(2) 16}

CommitmentTypelndication ::= SEQUENCE {

commitmentTypeld CommitmentTypeldentifier,
commitmentTypeQualifier SEQUENCE SIZE (1..MAX) OF
CommitmentTypeQualifier OPTIONAL

}
CommitmentTypeldentifier ::= OBJECT IDENTIFIER

CommitmentTypeQualifier ::= SEQUENCE {
commitmentTypeldentifier CommitmentTypeldentifier,
qualifier ANY DEFINED BY commitmentTypeldentifier

id-cti-ets-proofOfOrigin OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 1}

id-cti-ets-proofOfReceipt OBJECT IDENTIFIER ::={iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 2}

id-cti-ets-proofOfDelivery OBJECT IDENTIFIER ::={iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-9(9) smime(16) cti(6) 3}

id-cti-ets-proofOfSender OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-9(9) smime(16) cti(6) 4}

id-cti-ets-proofOfApproval OBJECT IDENTIFIER ::={ iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 5}

id-cti-ets-proofOfCreation OBJECT IDENTIFIER ::={iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 6}
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Proof of origin

Proof of receipt

Proof of delivery TSP

Proof of sender

Proof of approval

Proof of creation

Signer Location

Signer Location  signedAttribute

id-aa-ets-signerLocation OBJECT IDENTIFIER ::={ iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) id-aa(2) 17}

SignerLocation ::= SEQUENCE {

countryName [0] DirectoryString OPTIONAL,
-- X.500 Coutry

localityName [1] DirectoryString OPTIONAL,
-- X.500 locality

postalAdddress [2] PostalAddress OPTIONAL

PostalAddress ::= SEQUENCE SIZE(1..6) OF DirectoryString

Signer Attributes

signer-attributes  signed attribute

id-aa-ets-signerAttr OBJECT IDENTIFIER ::={iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) id-aa(2) 18}

SignerAttribute ::= SEQUENCE OF CHOICE {
claimedAttributes [0] ClaimedAttributes,
certifiedAttributes [1] CertifiedAttributes

}

ClaimedAttributes ::= SEQUENCE OF Attribute

CertifiedAttributes ::= AttributeCertificate

Content Time-Stamp

content time-stamp  signed attribute

id-aa-ets-contentTimestamp OBJECT IDENTIFIER ::={ iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-9(9) smime(16) id-aa(2) 20}

ContentTimestamp::= TimeStampToken
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Independent Signatures

Signerlinfo
Signerlinfo
\
n
\\
3
Embedded Signatures

counterSignature countersignature
ES-A countersignature

countersignature
archeveTimeStamp

countersignature

countersignature

Counter Signature Counter Signature

A*/’ /
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1.2. ES-T Electronic Signature Time-stamped)

ES-T CMS
Signerinfo  SignatureValue TSA
ES-T
ES
5 ES-T
TSA
Signature Timestamp OID

id-aa-signhatureTimeStampToken OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-9(9) smime(16) id-aa(2) 14}

Signature Timestamp ASN.1 SignatureTimeStampToken

SignatureTimeStampToken ::= TimeStampToken |

TimeStampToken  messagelmprint signedData  Signerinfo
signature

TimeStampToken RFC3161

SignatureTimestamp ES

1) certificates  crls

2) ES Complete validation reference data Extended

validation data
3) unsigned attribute(Extended validation data )
1) 3) 1) 3

1.3. ES-C Complete validation reference data)

ES-C ES-T
CRL OCSP
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ES-C

ES-T

ES

6 ES-C
complete validation reference data
Complete validation reference data
Signature Timestamp
Complete Certificate Refs
Complete Revocation Refs
Complete validation reference data X-Long validation data
( )
Complete Certificate Values
Complete Revocation Values
Complete validation reference data Extended validation data
( CA )
ES-C Timestamp(ES-X Typel )«
Time-Stamped Certificates and CRLs references(ES-X Type2 )~
Complete Certificate Refs
Complete Certificate Refs unsigned attribute Complete Certificate Refs
ES CA

signing certificate

Complete Certificate Refs OID

id-aa-ets-certificateRefs OBJECT IDENTIFIER ::={iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 21}
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Complete Certificate Refs ASN.1 CompleteCertificateRefs

CompleteCertificateRefs ::= SEQUENCE OF OtherCertID

OtherCertID IssuerSerial certHash

Complete Revocation Refs
unsigned attribute

ES-C

Complete Revocation Refs
CA

CRL OCSP

Complete Revocation Refs OID

id-aa-ets-revocationRefs OBJECT IDENTIFIER ::={ iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-9(9) smime(16) id-aa(2) 22}

Complete Revocation Refs ASN.1 CompleteRevocationRefs

CompleteRevocationRefs ::= SEQUENCE OF CrlOcspRef

CrlOcspRef ::= SEQUENCE {

crlids [0] CRLListID OPTIONAL,
ocspids [1] OcspListID OPTIONAL,
otherRev [2] OtherRevRefs OPTIONAL
bs
CompleteRevocationRefs  signing certificate CrlOcspRef
OtherCertID

CompleteCertificateRefs

CrlOcspRef CrlOcspRef

OtherCertID
CRLListID OcspListlD OtherRevRefs

CRL OCSP
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CRLListID ::= SEQUENCE {

cris SEQUENCE OF CrlValidatedI D}
CrlValidatedID ::= SEQUENCE {
crlHash OtherHash,
crlidentifier Crlldentifier OPTIONAL}
Crlldentifier ::= SEQUENCE {
crlissuer Name,
crlissuedTime UTCTime,
criNumber INTEGER OPTIONAL
}
OcsplListlD ::= SEQUENCE {
ocspResponses SEQUENCE OF OcspResponsesiD}
OcspResponsesID ::= SEQUENCE {
ocspldentifier Ocspldentifier,
ocspRepHash OtherHash OPTIONAL

}

Ocspldentifier ::= SEQUENCE {
ocspResponderID ResponderlID,
-- As in OCSP response data
producedAt GeneralizedTime
-- As in OCSP response data

3
crlValidatedID crlHash CRL DER
crlidentifier CRL

crlidentifier CRL CRL

“thisUpdate”
criListID unsigned attribute CRL Delta CRL complete
revocation list CRL

Ocspldentifier  OSCP OCSP

"producedAt” OCsP

OcspResponcelD

OtherRevRefs ::= SEQUENCE {
otherRevRefType OtherRevRefType
otherRevRefs ANY DEFINED BY otherRevRefType

}

OtherRevRefType ::= OBJECT IDENTIFIER
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1.4. Extended Validation Data ES-X

ES-X CA
ES-C
ES-X ES-X Long 4-8 ES-X Typel 4-9 ES-X Type2 4-10 3
ES-X Long
ES-XLong
ES-C
ES-T
ES
7 ES-X Long
ES-X Typel
ES-C
ES-T ES-C
ES
8 ES-X Typel
ES-X Type2
ES-C
ES-T
ES
9 ES-X Type2
ES-X Long ES-X
Typel ES-C ES-X Type2
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CA

ES-C
ES-X Long
ES-X Long
Certificate Values
Certificate Values unsigned attribute 1 1

CompleteCertificationRefs

SingedData  Certificates

Attribute Certificate

signer-attributes

Certificate Values OoID

id-aa-ets-certValues OBJECT IDENTIFIER ::={iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 23}

Certificate Values ASN.1 CertificateValues

CertificateValues ::= SEQUENCE OF Certificate

Certificate RFC3280 ITU-T Recommendation X.509

Revocation Values

Revocation Values unsigned attribute 1 1
CompleteRevocationRefs CRL OCSP
Revocation Values oID

id-aa-ets-revocationValues OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-9(9) smime(16) id-aa(2) 24}
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Revocation Values ASN.1 RevocationValues

RevocationValues ::= SEQUENCE {

crivals [0] SEQUENCE OF CertificateList OPTIONAL,
ocspVals [1] SEQUENCE OF BasicOCSPResponse  OPTIONAL,
otherRewvvals [2] OtherRewvals OPTIONAL
3
OtherRevVals ::= SEQUENCE {
otherRewalType OtherRewValType,
otherRewals ANY DEFINED BY otherRevValType

}

OtherRevValType ::= OBJECT IDENTIFIER

Other revocation values <

CertificateList RFC3280 ITU-T Recommendation X.509
BasicOCSPResponse RFC2560
ES-C Time-Stamp -
Time-Stamped Certificates and CRLs -
[Signing Certificate ] [ CA ]
™
Complete Certificate Refs - ........... CAl CA2 TCA

Complete Revocation Refs CAl CA2 %
Complete Certificate Values CA2 CAl TCA
Complete Revocation Values CAl CAi CA2

S— ——
——

L]

10 Complete Validation Reference Data Validation Values
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1.5. ES-A Archive Validation Data

TSA
archive time-stamp
ES-XLong ES-A
ES-C
ES-T
ES
11 ES-A
Archive Time-Stamp
Archive Time-Stamp
Certificate Values Revocation Values
Archive Time-Stamp unsigned attribute

TSA

Archive Time-Stamp OID

id-aa-ets-archiveTimestamp OBJECT IDENTIFIER ::={iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 27}

Archive Time-Stamp ASN.1 ArchiveTimeStampToken

ArchiveTimeStampToken ::= TimeStampToken |

TimeStampToken messagelmprint

¢ encapContentinfo eContent OCTET STRING;
e signedAttributes;
e signature field within Signerinfo;

e SignatureTimeStampToken attribute;
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e CompleteCertificateRefs attribute;
o CompleteRevocationData attribute;
e CertificateValues attribute
( ES-A
e RevocationValues attribute
( ES-A
e ESCTimeStampToken attribute if present;

¢ TimestampedCertsCRLs attribute if present; —

e any previous ArchiveTimeStampToken attributes.

TimeStampToken RFC3161
1) certificates crls
2) unsigned attribute(Extended validation data
1) 1),2)

draft-pinkas-smime-cades-00.txt ETSI TS 101 733 V1.5.1

TimeStampToken messagelmprint

® SignedData encapContentinfo

o SignedData Certificates crls

o Signerlinfo
contersignature countersignature

RFC3126 TSI TS 101 733 V1.4.0
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2.

CMS

CAdES | CAdES | CAdES | CAdES | CAdES | CAdES
BES EPES ES-T ES-C |ES-X Long| ES-A
SignedAttributes o o o o o o
ContentType o o o o o o
MessageDigest o o o o o o
SigningTime
SigningCertificate o o o o o o
SignaturePolicyldentifier < o 2 2 2 2
ContentReference
Contentldentifier
ContentHints
CommitmentTypelndication
SignerLocation
SignerAttribute
ContentTimeStamp
UnsignedAttribute o o o o
CounterSignature
SignatureTimeStamp =< =< o o o
CompleteCertificateRefs < >< >< o o o
CompleteRevocationRefs < < < o o o
AttributeCertificateRefs < =< <
AttributeRevocationRefs < =< 3
CertificateValues < >< =< >< o o
RevocationValues < < < > o o
ES-C TimeStamp =< =< >< > =< ><
TimeStampedCertsAndCrls < >< 3 < < >
ArchiveTimeStamp < >< >< < < o

SignaturePolicyldentifier

>

ETSI TS 101 733
V 1.4.0
(RFC 3126)

ETSI TS 101 733
V151

o
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