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FromtheEditor

Withadvancesinnetworkingand

downsizing,informationsystemsare

exposedasneverbefbretorisksof

deliberateoraccidentalharmbyindi・

viduals,faultsininformationsystems

themselves,andthethreatofdisas-

tersandthelike.Inaninstant,the

earthquakethatstrucksouthern

HyogoPrefectureinJanuary1995

dealtanannihilatingblowtothe

Hanshinand・Awajidist亘cts,and

manyinformationsystemswerede-

stroyedinKobe,amajorcityrepre・

sentativeoftheKallsairegion.This

wasoneofthemainfactorsthatdrove

businessactivitiesoftheregiontoa

standstill.

Atthesametime,thereisaresur-

genceofawarenessoftheimportance

ofsecuritymeasuresagainsttheftof

secretinfbrmationorabuseofinfbr-

mationsystemsbypeoplewithbad

intentions,simplybecauseinfbrma・

tionsystemshavebecometheinfra-

stmctu「efbrcorporateandenterprise

actlvltles.

Sincetherehavenotbeenthatmany

incidentsofdamagethathavehada

seriousimpactoncompanyactiVities

inJapanesecompaniesandenter・

P亘ses,upuntilnowawarenessofthe

importanceofsecurityhasnotbeen

thatstrong.Furthermore,㏄currence

ofsuchincidentsnotWithstanding,

companyinvestmentstopreparefor

suchthreatshavebeenweakbecause

therearenotangiblereturnsfbrthe

investments.Thatis,thoughman-

agementmayfeeltheneedforsecu-

ritymeasurestosomeextent,there

areextremelyfewfirmsthatareac-

tuallyplungingintosuchinvestments

programs,becauseoftherelatively

highcostsandrecentrecessions.This

tendencystandsoutconspicuouslyin

theresultsofthesurveysJIPDEC

hasconductedupuntilnow.

However,thoughillcidentshavenot

beenthatnumerousoflateincom・

parisontomajorEuropeancountries

andtheU.S.,thenumberofWillful

criminalincidentsofhacking,com-

puterviruses,andthelikeinJapan

hasshownatendencytoincrease.

Amongtheseincidents,notafewhave

exerdsedaseriousinfluenceoncom-

panyactivities.Becauseofthis,MITI

hasf()rmulatedstandardssuchasthe

"Anti -ComputerVirusGuidelines,"
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the"Standardsf()rInformationSys-

temsSafetyMeasures,"andthe"Sys-

temAuditStandards."JIPDEChas

playedthecentralroleindraWingup

theexplanatorydocumentsforthese.

Ofspecialnotearethe``Standardsfor

InformationSystemsSafetyMeas・

ures,"allall-encompassingsetof

standardsthatincludesdisastercoun-

termeasures.Theirworthwasproven

intherecentearthquake,whencom・

putercentersthathadclearedthe

highestlevelunderthesestandards

sustainedrLodamagewhatsoever.

However,arelativelylongperiodhas

passedsillcesomeofthesestandards

weredetermined.Adrasticrevision

ofthesestandardswasexecutedstart・

inginthespringof1995,toreflectthe

recentrapidadvancesininf()rmation

technologyandgroundedinthesecu・

rityguidelinesdrawnupbythe

OECD.Meetingswillbeheldinloca-

tionsaroundthecountryassuitable

toexplainthe丘nalresultsof'the

revision,andJIPDECisplayingthe

centralroleinissuingnewexplana-

torydocuments.

Meanwhile,withregardtohowto

dealWithphysicaldamagefromdis-

aster,usingthelessonsleamedfrom

theJanuary1995earthquake,re-

searchisunderwaytostudytheissue

ofwhatformsrobustsecuritysys-

temsshouldadoptinordertObeable

toresistdamagefromsuchdisasters

inthefuture,Withatargetforcom-

pletioninMarch,1996.Currently,

surveysareunderwaytostudycondi・

tionsoverseasaswellasthee脆ctson

inf()rmationsystemsexertedbythe

damagefromtherecentearthquake,

andstudiesarealsobeingPerfbrmed

byacommitteeofspecialistsestab・

lishedfbrthatpurpose.

InJapan,concernaboutprivacyprob-

lemshasnotbeenveryhighinthe

past,perhapspartlybecauseofthe

natureofournationalcharacter.

Nevertheless,awarenessofphvacy

protectionissueshasbeen .gradually

increasinginJapanrecentlybecause

oftheprivacyguidelinesdrawnupby

theOECD,theTDF(Transborder

DataFlow)declaration,andthe

spreadofelectronictransactionsin-

volvinginfbr皿ationaboutindividu'

alsoWingtoadvancesininf()rmation

systems.Torespondtothis,notoIlly

havepreparationsonthelevelofthe

legalsystemalreadybeellundertaken

intheadministrativesectorregard-

ingthehandlingofindividualinfbr-

mation,variousinvestigationshave

sincebeencarriedoutintheprivate

sectoraswell.Forexa皿ple,JIPDEC

iscurrentlyperfbrmingresearchre・

gardingtheformulationofastand-

ardComplianceProgramforprotec-

tionofindividualinformationinpri-

vateenterprisesandtheestablish-

mentofasystemforgrantingcertifi－
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cationmarkstocompaniesthatcarry

outthisprogram,Withanoperational

targetlaunchdateofApril,1996.

Inthisissue,wewillintroduceinfbr・

mationrelatedtosecurityalldpri-

vacyissuesinJapan,f〈)cusingonre-

centactivities.Ihopethisinforma-

tionwillbeofservicetoourreaders.

－
YujiYamadori

Director

Research&InternationalAffairs
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1.1【rformationSecurity

-ThePresentandFuture－

1.JapaneseStandards

relatedtoInf)rmation

Security

Inourcountry,informationsecuri-

tymeasuresareimplementedbased

ontheguidelinesformulatedand

announcedbythegovernmentau"

thoritiesconcerned.Inparticular,

theStandardsf()rInfbrmationSys・

temsSafetyMeasures,handeddown

bytheMinistryofInternational

TradeandIndustry(MITI),are

widelyusedbypublicinstitutions

andprivatecorporationsalikeasa

standardreferenceguidelineonthe

safetyofbuildingsandotherinfot-

mationsystemhardware.

Security-relatedmeasuresinour

country

WiththedevelopmentoftheGII

environmentandchangeininfbr－

皿ationsystemsresultingfromad・

vancesininformationtechnology,

theMITIstartedworkonreVising

theAnti-ComputerVirusGuide・

lines,StandardsfbrInf()rmation

SystemsSafetyMeasures,andSys－

temAuditStandardsinthesphllg

of1995,

1.1Anti・ComputerVirus

Guidelines

(1)ThisGuidelinesoutlinee脆ctive

measuresfbrprotectingcomput・

ersfromcomputerviruses,de-

tectingcomputerviruses,eradi-

catingthemandrestoringcom-

putersaffectedbythemtonor-

mal.

(2)ElementsoftheGuidelines

・SystemUserStandards(18items)

・TheSystemUserStandardsde-

scribethemeasuresthatsystem

userscanrefertofortakingmeas-

ureSagalnStvlrUSeS.

・SystemAdmillistratorStandards

(31items)

Thesestandardsdescribethe

measuresthatpeoplewhoilltro・

duce,maintainandcontrolsys-

tems(systemadministrators)can

refertofortakingmeasures

agalnStVlrUSeS.
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●SoftwareSupPlierStandards

(21items)

Thesestandardsdescribethe

measuresthatpeoplewhodevelop,

produceandsupplysoftwarepro-

gramsandsoftwareproducts(soft-

waresupPliers)canrefertofor

takingmeasuresagainstviruses.

・NetworkOperatorStandards

(15items)

Thesestandardsdescribethe

measuresthatoperatorswhosup-

plyinf()rmationviapersonalcom-

putercommunicationnetworks

(networkoperators)canreferto

f()rtakingmeasuresagainstvi-

ruses.

・SystemSerViceOperatorStand-

ards(19items)

Thesestandardsdescribethe

measuresthatoperatorswhopro-

videsystemmanagementservices,

SyStemmaintenanCeServiCeS,

rentalservicesandotherservices

(systemserviceoperators)canre-

fertof(〕rtakingmeasuresagainst

Vlruses.

1990(Aprilthrough

December):14

1991:

1992:

1993層:

1994:

1995:

57

253

897

1,127

668

Thenumberofcomputervirusin・

fectionsandtheresultingdamage

areincr3asingbecausedistributed

processing(fbrexample,theclient・

serverarchitecture)isdeveloping

duetoincreaseddownsizingand

moreopensystemsinrecentyears

andmorenon-technicalusersthan

everbeforeareusingcomputers.In

thissituation,measuresfbrprotect・

ingcomputersfromvirusescannot

coveral}areasofcomputing,there-

fbrethescopeofcomputervirusin-

fectionhasexpanded.

Withtheabovesituationinmind

andunderstandingthatantivirus

measuresmoreapPropriatef()rthe

CUrrentinf()rmatiOnSyStemenvirOn-

melltareneeded,MITIhasreviewed

andrevisedtheAnti-ComputerVi-

rusGuidelines.

(3)Purposeoftherevision

Thenumberofcomputervirusin.

fectionsreportedinourcountryis

increasingrapidlyeachyear:

(4)Importantpointsofthe

　 　
reVISIon

①Adaptabilitytoanewinfbrma-

tionsystemenvironmentbased
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ondistributedprocessinginstead

ofcentralizedprocessing

②lnternationalcoordination,

whichisimportalltinaninterna-

tionalnetworkenvirollmellt

③Clarificationofthepurposeof

eachIneasureandimprovement

intheefflciencyofapPlyingone

particularmeasuretoonespe-

cificproblem

・InstallationStandards(100items)

Thesestandards,relevanttothe

aspectofequipmentandfacilities

installation,providemeasuresfbr

physicallyprotectinginfbrmatioll

systems,relatedequipment,dis-

aster-preventionfacilitiesalld

crime-prevelltionsystemsfrom

naturaldisasterssuchas丘reor

earthquake,thefailureofconstitu-

entelements,theharmfulactsof

intrudersandotherdangers.

1.2StandardsforInforma・

tionSystemsSafety

Measures(formerlyre・

ferredtoastheStand・

ardsforComputerSys・

temsSafetyMeasures)

・TechnicalStandards(26items)

Thesestandardsprovidetechni-

calmeasures(bothhardwareand

software)f()rallowinginf()rma-

tionsystemstofunctionsmoothly

andsafely.

(1)Thepurposeofthesestandards

istoensuretheconfidentiality,

integrityandavailabilityofin-

f()rmatiOnSyStemSby6nUmerat・

ingmeasurestobeexecutedby

user,inordertopreventthede・

structiveconsequencesofanab・

normalitysuchasnaturaldisas-

ter,hardwareerror,anddeliber・

ateorerroneousmistakes.In

theeventoftheoccurrenceof

suchanabnormality,thesestand-

ardsminimizeitsimpactand

expeditetherestorationofthe

affectedsystem.

(2)CompositionoftheStandards

●OperatingStandards(66items)

ThesestandardsproVidemeasures

f()rensuringthesafetyandreli・

abilityofinfbrmationsystems

throughproperimplementationof

theInstallationStandardsand

TechnicalStandards.

(3)Purposeoftherevision

SinceMITIfirstformulatedthe

standardsin1977,manycorpora・

tionshaveconsideredthemvery

valuableandusedthemtoworkout

theirownsafetymeasures.Inthe

infbrmationprocessingindustryin

particular,computerfacilitiescom・
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plyingwiththestandardshavebeen

builtandinstalled.Continuingef-

forthasbeenmadetoellhancethe

levelofsafetysothattheircomput-

ersystemscanreceivetheBusiness

EstablishmentCertificationunder

theInf()rmationProcessingService

IndustryComputerSystemsSafety

Measures.Consideringtheremark・

abledevelopmentofdistributedpro-

cessing,changesintheinf()rmation

processingenvironmentandtheef-

fectsoftheGreatHanshinandAwa-

jiEarthquake,MITIdecidedtore-

visetheStandardstoreflectthese

changesandupdatethecontent.

InformationSystemSecurityfor・

mulatedbyOECDin1992and

theSecurityEvaluationStand・

ardsnowbeingdiscussedinter-

nationallyatISOandIEC.

1.3SystemAuditStandards

(1)Thesestandardsoutlinetheim・

portantpointsofsystemaudit-

ing,conductedtoimprovethe

reliability,safetyandef丘ciency

ofinformationsystemsand

thereby,contributetothesound・

developmentofaninf()rmation-

orientedsociety.

(4)Importantpointsofthe

　 コ
1℃v1Slon

①Adaptabilitytothelatestinf()r-

matiOnSyStemenvirOnment(net-

working,downsizing,etc.)

(2)CompositionoftheStandards

・GeneralStandards(9items)

Thesestandardsprovidethefun-

damentalsofauditplanningand

therequirementsofauditors.

②Currentstandardsarebasedon

anearthquakewiththeseismic

intensityof50ntheJapanese

Scale.Werevisedthemsothat

informationsystemscantoler-

ateanearthquakewiththeseis-

micintensityof7,0radirect-hit

earthquake.

・ImplementationStandards

(191items)

Thesestandardsprovidespecific

audititemsforplanningofcon-

struction,operationprocesses,de・

velopmentsoperation,mainte・

nanceandcommonoperationsof

informationsystemstobeaudited.

③Tomakeourcountry'ssecurity

measuresinternationallyaccept-

able,wecollsideredtheview・

pointsgivenintheGuidelineon

・ReportingStandards(8items)

Thesestandardsproviderequire-

mentstoconsiderwhellsumma-

rizingtheresultsofasystemaudit
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aswellastheactionstotakebased

ontheresults.

andtotheremarkablechanges

takingPlacein'theinfbrmation

environment

(3)Purposeoftherevision

②

Inourcountry,'systemauditil19

cameintowidepractice,afterthe

MITIalmouncedSystemAuditing

Standardsin'1985andSystemAu-

ditorsExaminationwasmadepart

oftheInfbrmationTechnologyEn-

gineersExaminationsin1986.Af－ ③

ter10years,over3,000systemau-

ditorshavepassedtheExamina-

tionandthenumberofcorporations

usingtheSystemAuditStandards2.

isnowshoWingasteadyandstable

ロ
1ncrease.

Theinformationsystemenviron・

ment,however,hasundergonecon-

siderablechangeinthepast10

years.Especiallyinrecentyears,

changeshavebeenhappeningmark-

edlyandsomeproblemshavebeen

pointedoutregardingtheapPlica-

tionofSystemAuditStandards.

Againstthisbackground,MITIre-

Viewedthecontentsofthestandards

toreviseitapPropriately.

(4)Importantpointsofthe
　 　

rev1Slon

①Expansionoftheauditrangein

responsetotheincreasing

numberofclient/serversystems・

Clari丘cationoftheresponsibi1-

ityalldauthorityofsystemaudi・

torsandcompatibilitywith

OECDsecurityguidelinesto

makethestandardsinternation-

allyacceptable

Additionofanumberofaudit

itemsonthemeasuresagainst

disasters

TrendsofOtherSecu・

rity・relatedMeasures

Inadditiontothestandardsrelated

toinformationsystemsecurity,the

f()llowingsubjectsarebeingstudied

inourcountryaftertheG7Ministe-

rialMeetingheldinBrusselsinFeb・

ruary1995,whichwasattelldedby

ministersinchargeofinf()rmation

management.

2.1CipherandAuthentica・

tion

TheInternetisbeingtoutedfbrcom-

mercialdealings.However,there

isconcernaboutdatamodification,

wiretapPingandothersecurity-re-

1atedissues.Encryptiontechniques

areeffectiveinsolvingtheseprob・

lems.Especiallyindispensablein

JIQNo.103,1996 8



theworldofelectronictradingisan

authenticationtechniquethatal-

lowsyoutoidentifyyourcounter・

part(thecompanyyouaregoingto

dealwith)ontheotherendofa

COmmuniCatiOnlineViaaStatiOniS.

suingakey.Collsideringtheim・

portanceofthispublickeyencryp-

tionsystem,MITIhasstudiedthe

keycontrolandmanagementsys・

tem.

Afterobtainingresultsonthestud-

iesMITImadeofthissystem,the

InitiativesforComputerAuthenti-

cationTechnology(ICAT)wases-

tablishedonMarch20,1995tostudy

anddevelopencryptiontechniques

andrelatedsystemswiththeun-

derstandingthattheyarethebasic

technologyneededtomakeelectron-

ictradeareality.Atotalof37

companiespreselltlyparticipatein

theInitiativesandarestudying

technicalandregulativeaspectsof

systemswhichrealizeregistratioll

andcontrolofpublickeysusedf()r

personalidentification,indispens・

ableforelectroniccommerce.They

arealsoresearching・andstudying

encryptionmethods.

advancesandhugeamountsofin-

formation,includingPersonalinf()r-

mation,areexchanged,chancesare

increasingthatinformationwillnot

onlybeusedforunintendedpur-

posesbutwilltravelfurtherand

fasterthanever.

Itisespeciallynecessaryfbrorga.

nizationsthatdealwithpersonal

infbrmationsetlimitsolltheuseof

thatinfbrmationandhaveathor-

oughunderstandingofthepeople

concerned.MITIisstudyinghowto

setapPropriatelimitsbyreferring

totheEUdirectivesgivenbythe

ECCommission.Practically,MITI

isstudyingthef()llowingsubjects

alldintendstostartactualopera-

tioninAp亘11996.

・Astandardcomplianceprogram

(CIP),whichprivateenterp亘ses

canuseasaprototypeforformu-

latingC∠Ponpersonalinforma・

tionprotection

・Asystemfbrissuingacertificate

toprivateenterprisesthatformu・

lateC/Pandoperateaproperper-

sonalinf()rmationprotectionsys-

tem

2.2ProtectionofPrivacy

Personalillfbrmationissometimes

usedbYotherswithouttheperson's

acknowledgement.Asnetworking

2.3DealingwithHackers

andComputerViruses

Withtheexpansionofnetworking
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andthespreadofpersonalcomput-

ers,hacking, .Virusinfectionandoth・

erfraudulentactswillincrease.

Effective皿easuresfbreradicating

such'illegalactsmustbeestab-

1ished.

MITIhasbeenworkingonpreven・

tivemeasuresaswellasdamage

recoverymeasures.Partofthese

preventivemeasuresisthemodifi・

cationofAnti-ComputerVirus

Guidelines,Measuresagainstille'

galaccessfbrusebynetworkopera－

tors,systemusers,andsystemad・

ministrators,areinpreparation(to

becompletedinMarch1996).MITI

hasbeenstudyingpromotionalac・

tivitiesfbrcomprehensivelyprotect・

ingsecurityenvironmentsandad・

ministrativemeasurestopunish

actsthatinterferewithsystempro-

tection.InAugust1995,Infbrma・

tion・TechnologyPromotionAgency,

Japan(IPA)establishedtheillegal

access(hacking)damagereportsys・

tem.

JIQNo.103,1996 10



II.ComputerVirusPrevention

Guidelines(Tentativetranslation)

1.Purpose

TheseGuidelinessummarizee脆c・

tivecoエnputervirusprevention

measures,includingdetection,erad-

ication,andrecoverymeasures.

2.DefinitionsofTerms

Themaintechnicaltermsusedin

theseGuidelinesaredefinedbelow.

(1)Computervirus(hereinafter

simplycalled"virus")

Aprogramthatisintentionallyde-

signedtocausedamagetoathird

party,sprogramsordatabasesand

hasatleastoneofthefbllowing

functions:

cificpointintime,aspecificpe-

riodoftime,oraspeci丘cnumber

oftransactionexecutions.

③Destruction

Thevirusdestroysprogram,data,

orother丘lesorcausessystemsto

operateinawaynotintendedby

thedesigners.

(2)Software

Programssuchassystemprograms,

apPlications,andutilities.

(3)System

Hardware,softwareoranetwork,

oracombinationofthem.

(4)Vaccine

①Self-replication

Theprogramcanreplicateitself

oruseanothersystemfunction

toinfectothersystemsbycopy-

ingitselfintootherprograms.

Softwarethatincludesvirusinspec-

tion,prevention,orrecoveryfUnc-

tions.

(5)]Backup

②Latency

Theappearanceofsymptomsof

virusinfectionaredelayedby

haVingthesystemwaitforaspe・

Torecordthecontentsofaprogram

ordataontoanother皿edium.
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(6)File

Aprogramordatarecordedelec・

trollicallyoropticallyonastorage

medium.

(7)MaintenancefUnction

Afunctionforkeepingasystemill

itsnormalcolldition.

(8)Securityfunction

measurestobetakenwhensys-

temUSerSinStallSOftware.

②Operationmanagement

(12points)

Thissectionsummarizesthe

measurestobetakenwhensys・

temusersusetheirsystems.

③Post-detectionactions(3points)

Thissectionsummarizestheac-

tionstobetakenwhensystem

usersfindavirus.

Afunctionformaintaillingthese-

curity,integrity,andavailabilityof④

programsanddata.

3.Structure

TheseGuidelinesconsistofsystem

userstandards,systemmanager

standards,softwaredeveloperand

vendorstandards,computernet・

workservicestandards,andsystem

servicestandards.Theirstructures

andcontentsaredescribedbelow.

(1)Systemuserstandards

(18points)

Thesestandardssummarizethe

measurestobetakenbyusersofa

system(hereinaftercalled"system

users").

Audit(1point)

Thissectionsummarizesthe

itemstobeauditedtoensure

thatviruspreventiollmeasures

aretakenproperly.

(2)Systemmanagementstand・

ards(31points)

Thesestandards'summarizethe

measurestobetakenbythosewho

install,maintain,andmanagesys-

tems(hereinaftercalled"system

managers").

①Computermanagement(8points)

Thissectionsummarizesthe

measurestobetakenwhensys-

temmanagersinstallorupdate

hardwareandsoftware.

①Softwaremanagement(2points)

Thissectionsummarizesthe

2)Networkmanagement(5points)

Thissectionsummarizesthe
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measurestobetakenwhensys-

temmanagersinsta}10rupdatea

network.

③Operationmanagement(9points)

Thissectionsummarizesthe

measurestobetakenwhensys-

temmanagersmaintainand

mallageSyStemS.

④Post-detectionactions(6points)

Thissectionsummarizestheac-

tionstobetakenwhensystem

mangersfindavirusorarenoti-

fiedofthedetectionofavirusby

systemusers.

⑤Educationandenlightenment

(2points)

Thissectionsummarizestheanti-

Viruseducationandenlighten-

menttobeconductedforsystem

managersandsystemusers.

⑥Audit(1point)

Thissectionsummarizesthe

itemstobeauditedtoensure

thatviruspreventionmeasures

aretakenproperly.

(3)Softwaredeveloperand

vendorstandards(21

points)

Thesestandardssummarizethe

measurestobetakenbythosewho

developsoftwareordevelop,manu－

facture,andshipsoftwareproducts

(hereinaftercalled``softwaredevel・

opersandvendors").

①Developmentmanagement

(9points)

Thissectionsummarizesthe

measurescollcerningthedeve1・

opmentofsoftwareandsoftware

productsandtheintroduction,

updating,andmanagementof

developmentenvir皿ments.

②Productmanagement(3points)

Thissectionsummarizesthe

measutestobetakeninthe

manufactureandshipmentof

softwareproducts.

③ Post-detectionactions(7points)

Thissectionsummarizestheac-

tionstobetakenwhensoftware

developersandvendorsfinda

virusorarenotifiedofthedetec-

tionofavirusbyusersofprod・

ucts.

④Educationandenlightenment

(1point)

Thissectionsummarizestheanti-

viruseducationandenlighten-

menttobeconductedforsoft-

waredevelopersandvendors.

⑤Audit(1'point)

Thissectionsummarizesthe

itemstobeauditedtoensure

13 JIQNo.103,1996



thatviruspreventionmeasures

aretakenproperly.

(4)Computernetworkservice

standards(15points)

Thesesummarizethemeasuresto

betakenbyoperatorswhoprovide

informationthroughpersonalcom・

putercommunicationandothernet-

works(hereinaftercalled"network

operators").

①Systemmanagement(2poillts)

Thissectionsummarizesthe

measurestobetakellinthein・

stallationandupdatingofsys・

temsusedf()rnetworkoperations.

②Operationmanagement(4points)

Thissectionsummarizesthe

measurestobetakeninthemaiI1-

tenanceandmanagementofsys-

temsusedfornetworkoperations.

③Post-detectionactions(6points)

Thissectionsummarizestheac-

tionstobetakenwhennetwork

operatorsfindavirusorarenoti-

fiedofthedetectionofavirusby

usersofnetworks.

④Educationandenlightenment

(2points)

Thissectionsummarizestheanti・

viruseducationandenlighten・

menttobeconductedfornetwork

operatorsandnetworkusers・

⑤Audit(1point)

Thissectionsummarizesthe

itemstobeauditedtoensure

thatviruspreventionmeasures

aretakenproperly.

(5)Systemservicestandards

(19points)

Thesestandardssummarizethe

measurestobetakenbythosewho

providesuchservicesassystem

managemellt,maintenancealld

renta1(hereinaftercalled"system

serviceoperators,,).

①Systemmanagement(5points)

Thissectionsummarizesthe

measurestobetakeninthein・

stallationandupdatingofsys'

temsusedfbrsystemservices.

②Operatiollmanagement(6points)

Thissectionsummarizesthe

measurestobetakeninthemain-

tenanceandmanagementofsys・

temsusedf()rsystemservices.

③ Post-detectionactions(6points)

Thissectionsummarizestheac-

tionstobetakenwhensystem

serviceoperators丘ndavirusor

arenotifiedofthedetectionofa

virusbyusersofnetworks.
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④Educationandenlightenment

(1poillt)

Thissectiollsummarizestheanti・

viruseducationandenlighten-

menttobeconductedforsystem

serviceoperators.

⑤Audit(1point)

Thissectionsummarizesthe

itemstobeauditedtoensure

thatviruspreventionmeasures

aretakenproperly.

4.SystemUserStandards

a.Softwaremanagement

fection.

(3)Payattentiontochangesinsys-

temoperationinordertodetect

virusinfectionquickly.

(4)Conductvirusinspectionsat

regularintervals,usingthelat・

estvaCcine,etc.,inordertode-

tectvirusinfectionearly.

(5)Inordertopreventdamagefrom

virusinfectionthatcouldresult

fromunauthorizedaccess,set

passwordsthatcannotbeguessed

easilyandkeepthemsecret.

(1)Obtainsoftwarewhosesellersor

distributorsareclearlyidenti-

fiedandwhoseupdateinfbrma-

tionisclear.

(6)Inordertopreventdamagefrom

virusinfectionthatcouldresult

fromunauthorizedaccess,change

thepasswordsfromtimetotime.

(2)Storeo亘ginalprogramssafely,

suchasbywrite-protectingthe

disksandmakingabackupcopy

ofthem.

(7)Inordertopteventdamagefrom

virusinfecti6nthatcouldresult

fromunauthorizedaccess,donot

sharesystemuserIDs.

b.Operationmanagement

(1)Conductavirusinspectionbe-

foreusingfilesobtainedfrom

outsideorfilemediasharedwith

otherusers.

(2)Whenusingasystem,initialize

itfirstinordertominimizethe

damagefrompossiblevirusin・

(8)Inordertopreventdamagefrom

virusinfectionthatcouldresult

fromunauthorizedaccess,check

theaccesshistory.

(9)Inordertopreventdamagefrom

virusinfectionthatcouldresult

fromunauthorizedaccess,

strictlycontrolfilesthatstore

confidentialinformation.
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(10)Donotleaveasysteminastate

inwhichitiswaitingforinput

andcanthusbeusedwithout

autho】dzation.

takeanynecessarysteps.

5.SystemManager

Standards

(11)Donotuseanysoftwareofun-

knownorigin,inordertopre-

ventinfectionbyavirus.

(12)Topreparefbrresponsestopos.

sibleinfectionbyavirus,make

backupcopiesoffilesregularly

andkeepthemfbracertaintime.

c.Post・detectionactions

a.Computermanagement

(1)Inordertoenf()rceviruspreven・

tionmeasuressmoothly,make

thecomputermanagementpolicy

clear.

(2)Inordertopreventinfectionbya

virus,conductavirusinspection

wheneverinstallingadevice.

(1)Ifasystemisinfectedbyavirus,

stopusillgtheinfectedsystem,

reportittothesystemmanager,

andfollowhis/herinstructions.

(3)Inordertopreventinfectionbya

virus,conductavirusinspection

wheneverinstallingsoftware

ontoacomputer.

(2)Inordertopreventthespreadof

damagefromVirusinfection,f()1-

lowthesystemmanager'sin-

StrUCtiOnSf()rSyStemreCOvery.

(4)Inordertopreparefbrrespohses

todamagefrominfectionbya

virus,preservedetailsofallthe

softwareinstalledonasystem.

(3)Inordertopreventthespreadof

damagefromVirusinfection,de-

stroyflopPydisks,etc.thatcon-

taininfectedprograms.

(5)Storeoriginalprogramssafely,

suchasbyw亘te-protectingdisks

andmakingabackupcopyof

them.

d.Audit

(1)Inordertoimprovethee脆ctive-

nessofvirusprevelltionmeas-

ures,・obtainsystemauditreports

ollvirusprevelltionmeasuresand

(6)Inordertopreventdamagefrom

virusinfectionthatcouldresult

fromunauthorizedaccess,mini・

mizethenumberofsystemusers

andtheirauthoritytoaccessthe

system.
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(7)Inordertopreventdamagethat

couldresultfrominfectionbya

Virus,stopsystemusersfrom

w亘tingtothedirecto亘eswhere

sharedprogramsarestored.

(5)Inordertopreventdamagefrom

virusinfectionthatcouldresult

fromUnauthorizedaccess,ensure

thesecu】dtyofthedevicescgn-

nectedtoanoutsidenetwork.'

(8)Inordertopreventdamagethat

couldresultfrominfectionbya

virus,deleteprogramsthatare

notnecessaryf()rsystemopera-

tion.

c.Operationmanagement

(1)Makeclearhowtomanagei-m.

portantinformationconcerning

thesystem.

b.Networkmanagement

(1)Inordertoenforceviruspreven-

tionmeasuressmoothly,make

thecomputermanagementpolicy

clear.

(2)Inordertohelpidentifythescope

ofdamagefrompossibleinfec-

tionbyavirus,recordinadvapce

andmanagetheinstallationcon-

ditionsofdevicesconnectedtoa

network.

(3)Inordertopreparefbrresponses

todamagefrominfectionbya

virus,establishanemergency

reportingsystemandmakeit

understoodclearlyandwidely.

(2)Inordertoprotectimportantsys-

teminformationfromunauthor-

izedaccess,usethesecurityfUnc-

tionofthesystem.

(3)Avoidsettingeasypasswords,so

thatthepasswordswillnotbe

guessedeasily.

(4)Inordertoprepareagainstdam-

agefrominfectionbyavirus,

backupthesysteminuseregu.

larlyandkeepitfbraspecific

ti皿e.

(5)Inordertopreventdamagethat

couldresultfrominfectionbya

virus,limitthesenicesthat .can

beusedanonymously.

(4)Inordertopreventdamagefrom

virusinfectionthatcouldresult

fromunauthorizedaccess,ensure

thesecu亘tyofnetworkmanage-

mentinfOrmatiOn.

(6)Inordertodetectanyunauthor・

izedaccess,analyzetheaccess

historyregularly.
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(7)]Forearlydetectionofpossible

infectionbyaviru日,monitorthe

operationofthesystem.

(8)Forearlydetectionofpossible

infectionbyavirus,conductvi・

rusinspectionsatregularinter-

vals,usingthelatestvaccine,etc.

(9)Ifanysystemtroubleisf()und,

identifythecausepromptly.

d.Post・detectionactions

(1)Inordertopreventanyspreadof

damagefromVirusinfection,stop

usingtheinfectedsystem.

(2)Inordertopreventanyspreadof

damagefromvirusinf3ction,

promptlyconveythenecessary

illfbrmationtosystemuse「s・

(3)Inordertounderstandthedam-

agefrominfectionbythevirus,

endeavortoidentifythekindof

virusandthescopeofinfection.

(6)Inordertopreventthespread

andrecurrenceofdamagefrom

infectionbythevirus,reportthe

necessaryinfbrmationtotheper・

sonspecifiedseparatelybythe

MinisterofInternationalTrade

andIndustry.

e.Educationandenlighten・,

ment

(1)Inordertoimprovethelevelof

viruspreventionmeasures,col-

lectandthoroughlydisseminate

virus-relatedinfbr皿ation.

(2)Educateandenlightensystem

usersonsecuritymeasuresand

vlruspreventlonmeasures.

f.Audit

(1)Inordertoimprovetheeffective-

nessofviruspreventionmeas-

ures,obtainsystemauditreports

onViruspreventionmeasuresand

takeanynecessarysteps.

(4)Workontherecoveryofthein-

fecteddevelopmentsystemby

establishingsaferecoveryproce・

dures.

6.SoftwareDeveloper

andVendorStandards

a.Developmentmanagement

(5)Inordertoprevelltanyrecur-

renceofdamagefrOmvirusinfec-

tion,analyzethecauseandim-

plementpreventivemeasures.

(1)Makeclearhowtomanagedevel-

opmenttoolsinordertoprevent

aVirusfrominfectingadevelop-

mentsystemthroughdevelop・
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menttools.

.(2)Managepasswordsstrictlyin

ordertopreventtheirleakage・

(3)Managethedevelopmentsystem

strictlyinordertopreventdam-

agefrominfectionbyavirusthat

couldresultfromunautho亘zed

useofthesystem.

(8)Inordertopreventunauthorized

use,besuretoremovedebugging

fUnctiollsfromaprogramwhen

developmenthasfinished.

(9)Forearlydetectionofpossible

infectionbyavirus,conductvi-

rusinspectionsatregularinter-

vals,usingthelatestvaceine,etc.

b.Productmanagement

(4)Inordertopreventdamagefrom

infectionbyavirusthatcould

resultfromunauthorizedaccess

tothesystem,apPlytightsecu-

ritytoaccesstoadevelopment

systemvianetworksetc.

(1)Inordertopreventaproductfrom

beinginfectedbyavirusinthe

manufacturingProcess,copyit

usingaspecializedsystemorde-

vice.

(5)Inordertopreventdamagefrom

infectionbyavirusthatcould

resultfromunauthorizedaccess

tothesystem,minimizethede・

velopers'authoritytoaccessthe

system.

(6)Clearlyidentifythedevelopers

andtestersofaprogrambeing

developedaswellasthepersons

incharge,andmanagethepro-

gramStriCtly.

(2)Inordertopreventinfectionbya

virus,placetheoriginalofeach

productunderstrictmanage・

ment.

(3)Inordertopr3ventaproductfrom

beinginfectedbyavirusinthe

distributionstage,takesuch

measuresaswrlte-protectlng

disksandsealingpackaging.

c.Post・detectionactions

(7)Topreparefbrresponsestopos-

sibledamagefrominfectionbya

virus,makeandkeepabackup

copyoftheprogrambeingdevel'

oped.

(1)Ifanyproductinfectedbyavirus

isfbund,stopdistribution,notify

theusersoftheproduct,andre-

calltheproduct.

19 JIQNo.103,1996



(2)Inordertopreventthespreadof

infectionbythevirus,stopusing

theinfecteddevelopmentsystem.

viruspreventionmeasures,col・

lectandthoroughlydisseminate

virus-relatedinfbrmation.'

(3)Inordertopreventthespreadofe.Audit

ihfectionbythevirus,promptly

conveythenecessaryinforrnation

toallthesoftwaredevelopersand

vendorsconcerned.

(4)Inordertounderstandthedam-

agefrominfectionbythevirus,

endeavortoidentifythekindof

virusandthescopeofinfection.

(1)Inordertoimprovetheeffective・

nessofviruspreventionmeas・

ures,obtainsystemauditreports

onviruspreventionmeasuresand

takeanynecessarysteps.

7.ComputerNetwork

ServiceStandards

(5)Workonthereとoveryofthein-

fecteddevelopmentsystemby

establishingsaferecoveryproce-

dures.

(6)Inordertopreventanyrecur-

renceofdamagefromvirusinfec-

tion,analyzethecauseandim-

Plementpreventivemeasures.

(7)Inordertopreventthespread

andrecurrenceofdamagefrom

infectionbythevirus,reportthe

necessaryinformationtotheper・

sonspecifiedseparatelybythe

MinisterofInternatiollalTrade

andIndustry.

d.Educationandenlighten・

ment

(1)Inordertoimprovethelevelof

a.Systemmanagement

(1)Inordertohelpidentifythescope

ofdamagefrompossibleinfec・

tionbyavirus,recordinadvance

andInanagethesystemsetting

usedfbrthenetworkservice.

(2)Inordertopreparefbrresponses

todamagefrominfectionbya

virus,establishanemergencyre-

portingsystemandmakeitun・

derstoodclearlyandwidely.

b.Operationmanagement

(1)Inordertopreventdamagefrom

infectionbyavirusthatcould

resultfromunauthorizedaccess,

minimizethenetworkusers'ac.

cessauthorityasmuchasneces- 、

sa「y・

JIQNo.103,1996 20



(2)Inordertopreventanydamage

thatcouldresultfrominfection

byavirus,conductavirusin-

spection,usingthelatestvaccine

etc.,befbrereleasingafilef()r

publicuse.

(3)Inordertopreventdamagefrom

infectionbyavirusthatcould

resultfromunauthorizedaccess,

strictlymanagenetworkmanage-

mentinformationsuchaspass-

words.

(4)Inordertopreparefbrresponses

todamagefrominfectionbya

virus,alwaysrecordthehistory

ofuseandkeeptherecordfbra

specifiedperiod.

(4)Establishsaferecoveryproce-

duresandinfbrmthenetwork

users.

(5)Inordertopreventanyrecur'

renceofdamagefromvirusinfec・

tiol1,analyzethecauseandim・

plementpreventivemeasures.

(6)Inordertopreventthespread

andrecurrenceofdamagefrom

infectionbythevirus,reportthe

necessaryinfbrmationtotheper・

sonspecifiedseparatelybythe

MinisterofInternationalTrade

andIndustry.

d.Educationandenlighten・

ment

c.Post・detectionactions

(1)Inordertopreventthespreadof

infectionbytheVirus,stopdistri・

butionofinfected丘les.

(2)Inordertopreventthespreadof

infectionbythevirus,promptly

inf()rmthenetworkusersand

thenetworkserviceoperators.

(1)Inordertoimprovethelevelof

viruspreventionmeasures,col・

lectandthoroughlydisseminate

virus-relatedinfbrmation.

(2)Educateandenlightennetwork

usersonsecu亘tymeasuresand

Vlruspreventlonmeasures.

e.Audit

(3)Inordertounderstandthedam・

agefrominfectionbythevirus,

endeavortoidentifythekindof

virusandthescopeof-infection.

(1)Inordertoimprovetheeffective-

nessofviruspreventionmeas・

ures,obtainsystemauditreports

onviruspreventionmeasuresand

takeanynecessarysteps.
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8.SystemServiceStand・

ards

a.Systemmanagement

(1)Usesoftwarewhosesellers'or

distributorsareclearlyidenti・

fiedandwhoseupdateinfbrma-

tionisclear.

(2)Inordertopreventunauthorized

use,strictlymanageanysoftware

thatcontainsamaintenance

functionandstrictlymanageits

inf()rmation.

(3)Storeoriginalprogramssafely

suchasbywrite-protectingdisks

andmakingabackupcopy.

(4)Preparethediskstobeusedfbr

theservicefromoriginalpro-

gramsbyusinginitializeddisks.

(5)Inordertopreparefbrresponses

todamagefrominfectionbya

virus,preservetheinformation

onthestructureofallthedisks

usedf()rtheservice.

b.Operationmanagement

(1)Inordertopreparefbrresponses

todamagefrompossibleinfec-

tionbyavirus,clearlyexplain

howtomanagethesystemsused

f()rtheservice.

(2)Inordertopreventinfectionbya

Virus,inspectthesystemstobe

usedfortheserviceforVirusesin

advancebyusingthelatestvac・

cineetc.

(3)Inordertopreparef()rresponses

todamagefrompossibleinfec-

tionbyavirus,keepthehistory

ofvirusinspectionandothersys-

temtroubleforaspecifiedpe-

riod.

(4)Inordertopreventinfectionbya

virus,donotuseanysystemfbr

theserviceafしerithasbeenused

f()ranotherservice.

(5)Inordertopreventdamagefrom

possibleinfectionbyavirus,dis-
connectanydevicesthatarenot

necessaryfbrtheservice.

(6)Write-protectthedisksusedfor

theserviceinordertoprevent

thembeinginfectedbyaVirus.

c.Post・detectionactions

(1)Inordertopreventthespreadof

infectionbythevirus,stopusing

theinfectedsystemfortheserv-

ice.

(2)Inordertopreventthespreadof

infectionbythevirus,promptly

conveythenecessaryinfbrmation
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totheusersreceivingtheserv-

ice.

e.Audit

(1)Inordertoimprovetheeffective－

(3)Inordertounderstandthedam-

agefrominfectionbythevirus,

endeavortoidentifythekindof

thevirusandthescopeofinfec・

tion.,

nessofviruspreventionmeas-

ures,obtainsystemauditreports

onViruspreventionmeasuresand

takeanynecessarysteps.

9.Notes

(4)Workontherecoveryofthein-

fectedsystemusedf()rtheserv・

icebyestablishingsaferecovery

procedures.

(5)Inordertopreventanyrecur-

renceofinfection,analyzethe

causeandimplementpreventive

measures.

(6)Inordertopreventthespread

andrecurrenceofdamagefrom

infectionbythevirus,reportthe

necessaryinf()rmationtotheper-

sonspecifiedseparatelybythe

MinisterofInternatiollalTrade

andIndustry.

d.Educationandenlighten・

ment

(1)InordertoimProvethelevelof

viruspreventionmeasures,col-

lectandthoroughlydisseminate

virus-relatedinfbrmation.

(1)Usethesestandardsaccordingto

actualexistingconditionssuch

asthekindsofcomputer,system

setup,andsoftware.

(2)Standardsforsoftwaredevelop・

ersandvendors,computernet・

workservices,andsystemserv-

icesareestablishedfromthe

呼

ViewpointsoftherespectlveoP・

erators.Accordingly,usethe

standardsfbrsystemmanagers

wheninstallingsystemstobe

usedfbrrespectivebusinessoP-

erations.

(3)Forsafetymeasuresforsystems

themselves,usethe"Infbrmation

SystemSafetyMeasuresStand-

ards."

(4)Toimplementasystemaudit,

usethe"SystemAuditStand-

ards."
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(5)Althoughthesestandardsare

primarilyintendedtobeusedby

businessesandotherorganiza-

tions,theycanalsobeusedby

individualusers.

■
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III.THESTANDARDSFOR

INFORMATIONSYSTEMSSAFETY

MEASURES(Tentativetranslation)

1.Purpose

ThepurposeoftheStandardsisto

ensuretheconfidentiality,integri・

tyandavailabilityofinf()rmation

systemsbyenumeratingthemea-

suresthatshallbeexecutedbythe

users,inordertopreventthede・

structiveconsequencesofanabnor-

malitysuchasnaturaldisasters,

faultsofunits,deliberateorerrone-

ousmistakes,andintheeventof

theoccurrenceofsuchanabnor-

mality,tominimizeitsimpactand

toexpeditetherestorationofthe

affectedsystem.

②Hostcomputer:Acomputer

thatprovidestwoormoreus-

erswithcomputationordata・

baseservicesandcanexecute

networkcontrolfunctionsasa

server.

③Terminalunit:Aunitcon.

nectedtoacomputerwitha

communicationlineorthelike

f()rdatainputandoutput.

(Workstations,personalcom-

puters,automatictellihgma・

chines(ATMs),cashdispens-

ers(CDs),va亘ousticket/note

dispensers,etc.are.included.)

2.DefinitionofTerms

Thefollowingarethede丘nitionsof

principaltermsusedintheStan-'

dard:

(1)Termsrelevanttoinfor・

mationsystems

①Computer:Aunitorsetof

unitshaVingfunctionsofcom-

putation,storage,control,and

inputandoutput.

25

④Communicationunit:Acom.

municationline,switch,mul-

tiplexers,networkunit,main

distributingframe(MDF),in・

termediatedistributingframe

(IDF),etc.

⑤IIlfbrmationsystem:Adata

processingsystemcomposed,

partorwhole,ofahostcompu.

ter,terminalunitS,COmmUni-

cationunits,andprograms.
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⑥Infbrmationsystemandthe

like:Aninformationsystem

andassociatedfacilities.

⑦Data:lnputandoutputinfor-

mationwithinaninfbrmation

system.

⑧Program:Acombinationofin・

structionsdescribedinapro-

gramminglanguage・

stantvoltageandfrequency

powersupPlyunit,distribution

board,wiringandthelikere-

quiredfbroperatinganinfor-

matiOnSyStem.

②Air-conditioningfacility:An

air・conditioningunit,cooling

towerandtheirsupPlementary

unitsfbracomputerroomand

thelike.

⑨Document:Arecordofsystem

design,programcreatlon,oP-

erationofaninfbrmationsys・

temandthelike.

⑩Dataandthelike:Data,pro-

9ramsanddocuments・

⑪Recordmedium:Aunit,disk,

magnetictape,film,card,pa-

per(includingseal-verified

slips)andthelikethatcarry

recordeddata.

⑫File:Dataandthelikere-

cordedinastoragedeviceor

recordmediumbyelectronicor

opticalmeans.・

(2)Termsrelevanttofacili・

ties

①Powersupplyfacility:Awhole

orpartoffacilitiescomprising

apowerreceiVingfacility,con・

③ Monitoringfacility:Afacility

thatmonitorstheoperating

conditionsofaninf()rmation

system,powersupPlyfacility,

air-conditioningfacilityand

thelike,andexecuterequired

actions(generationofanfault

alarm,recordingoftheevent,

andexecutionofnecessaryoP-

erations).

④Associatedfacilities:Power

supPlyfacility,air-condition-

ingfacilityandmonitoringfa・

cility.

⑤Disaster-preventingfacilities:

Fire-alarmingfacility,fire・ex-

tinguishingfadlity,waterleak-

age・detectionfacility,ultra-

high-sensitivityfumesensor,

fire-resistalltsafe,etc.

⑥Crime-preventingfacilities:

Entrance!withdrawalcontrol

JIQNo.103,1996 26



faCility,intruSiOnmOnitOring

facility,storagefacility,etc.

(3)Termsrelevanttobuild・

ingsandrooms

①Building:Abuildingaccommo-

datinginformationsystems

andthelike.・

②Computerroom:Aroomexclu-

sivelydestinedfortheinstal-

lationofahostcomputer.

③Offlce:Aroom,storeordis-

tributingcenterandthelikein

whichterminalullits,servers,

workstations,personalcom-

putersandthelikearein頃

stalled.

stallationStandards,Technical

StandardsandOperatingStan-

dards,ofwhichcontentsareas.fbl-

10WS:

(1)InstallationStandards

(100items)

Measuresintheinstallationenvi・

ronmentoffacilitiesandequipment

fbrphysicallyprotectingofinfbr-

mationsystelns,theirassociated

facilities,disaster-preventingfacil-

itiesandcrime-preventingfacilities

fromnaturaldisasterssuchasfire

andearthquake,faultsofcompo-

nents,andintruders。

(2)TechnicalStandards

(26items)

④Storageroomofdataandthe

like:Aroomwhererecordme-

diacontainingdata,program

andthelikeaswellasdocu'

mentsarestored.

⑤Terminalunitsspace:Aplace

whereterminalunitsforgen・

eralusersareinstalledfbrspe-

Ci丘CSerViCeS.

3.Compositionofthe

.Standards

TheStandardsarecomposedofIn・

Technicalmeasureswithhardware

andsoftwarefotsmoothlyandsafe-

lyenhancingthefunctionsrequired

fOrinfOrmatiOnSyStemS.

(3)Operatingstandards

(66items)

Measuresinviewofoperationfor

thepertinentapplicationofthemea-

suresprescribedintheInstallation

StandardsandTechnicalStandards

andfbrensuringthesafetyandre-

liabilityofinformationsystemsand

thelike.
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4.ApPlicationClassifica・

tions

fiedfortherelevantbuildingorthe

room.

(1)InstallationStandards

TheInstallationStandardsareclas-

sifiedintoatotalofsixitemsin-

cludingbuilding,computerroom,

offlce,storageroomofdataandthe

like,terminalunitsspace,andas-

sociatedfacilities,andspecifythe

aPPIicationclassificationofeach

itemofmeasureswithdueconsid-

erationoftheexteptofimportance

oftheinfbrmationsystemthatis

operated.

Whencomprehensivemeasuresare

requiredf()rtheitemsofassociated

facilitiesincombinationwiththe

buildingorroominvolved,theap・

Plicatiollclassificationsarespeci－

(2)TechnicalStandardsandOper'

atingStandards

TheTechnicalStandardsandOper・

atingStandardsspecifytheappli・

cationclassi丘cationsofeachitem

ofmeasuresbytakingintoconsid'

erationoftheextentofimportance

ofeachinfbrmationsysteminview

oftheimpactoffaultsandapplica・

bilityofmeasuresdependingonthe

modeofitsusageandtheextentof

theidenti丘cationfeasibilityofspe-

Cificusers.

(3)'Theconceptofapplicationclassi.

ficationsinTechnicalStandards

andOperatingStandardsis

analyzedinthefbllowingtable:

User
classification

Non-specificuser Specif三cin-house

user

Userwithinaspeci6c
department

Usersofan ・Non-speci行c ・Personnel ・Personnelbelonging

infbrmation generalindi一 belongingtoa toaspecificdepart_
system viduals company mentofacompanyor

havingan othercompanies
infbrmation havinginformation
system systems

Exampleof ・Onlinesystemof ・Salesand ・PersonnelInfbrma.

infbrmation abank
・
1nventory tionSystem

system ・Computer management ・Accountingsystem
● ◆

communlcatlon system ・Aviationcontro1

system ・Residents system
・Onlinetransac一 infbrmation ・Damwatercontrol

■
tlonsystem

(value・added

system
.灘 ㌔andCIM

network) ・Intercompanyfund

transfbrsystem
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User
classification

Non-specificuser Specificin-house
user

Userwithinaspecific
department

Rangeof ・Terminalunitsand ・Terminalunits ・Terminalunits

terminal clientsofthehost withina withinadeparレ

unitsand stationandservers company ment(Control
clients ofothercompanies (Internal withinthedepart一

connectedwiththe controlis mentis允asible.)

in負)rmatiOnSyStem 允asible.)

areincluded.
(InternalSyStem
andphysicalcon一

trolisimpractica一

ble.)

Administra一 ・Otherdepartments ・Otherdepart一 ・Withinadepart－

toroftermi. ofacompany mentsofa ment(Physical
nalunits (InternalSystem company andsystemcon－

andclients
部 耀 認ll3n'

・Othercompanies

(Internal

temand

悶 、i,al

trolwithina
departmentis
fbasible.)

(InternalSyStem controlis
controlisfeasible. 飴asible.)

Physicalcontrolis
impracticable.)

Administra. ・Systemadministra一 ・Systemadmin一 ・Specificdepart－

torofhost tiondepartments
⑳ ●

1strat】on menthavingan
stationand ・Departments departments infbrmation

servers havinganinforma一 ・Departments system

tionsystem havingan
infbrmation

system

(4)WhenusingtheStandards,the

f()llowingmattersshallbecon・

sidered:

①InfOrmatiOnSyStemSareClaS-

sifiedilltothefollowingthree

groupsaccordingtotheextent

ofimportance:

AInformationsystemsthat

haveinfluenceonhuman

lives,propertiesofothers,

andprivacyofthosecon・

cemed.

、

②

B

C

Inf()rmationsystemshav・

ingagreatinfluenceona

company・

Infbrmationsystemshav-

inglittleinfluenceonacom・

pany・

Thestandardsevaluatethe

cost,effect,extentofdifficulty

ofeachitemofmeasuresfor

thegroupsA,B,andCunder

aboveitem①,anddistinguish

theapPlicationclassifications

withthefolloWingmarksof
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apPlicationrangesagainstthe

roomoruserclassifications:

☆:Measuresrequiredexclu・

sivelyfbrthegroupAun・

deritem1.

○:Measuresrequiredfbrthe

◎:

一:

groupsAandBunderitem

1.

Measuresrequiredfbrall

ofthegroupsA,B,andC

underitem1.

Excludedfromtheappli-

catlon

5.InstallationStandards

Application
classif]cation

一 N ●◎ 漆」 01 o

bd
口 9 9巴 留 口 汐

Item Itemofmeasures
ま
;'
頓

日
ε9

完
Φ

c』自
←← ☆)
=デ σq
Φ Φ

日
日●

巴

8
口.

巴
Φ

二
8

=六r

汀§ 旨
一 ●

=
o

ヨ 合
「

音声

読

唱
R
o

巳

邑:
2

A.Installing

environment

1.Siteand (1)Buildingsandroomsshallbelocated ☆ ◎☆ ◎ ☆ －

layout insuchplaceswherenoriskoff玉re

damageisconceivable.
(2)Buildingsandroomsshallbelocated ☆ ○☆ ○ ☆ 一

insuchplaceswherenoriskofflood
damageisconceivable.

(3)Buildingsshallbelocatedinsuch ☆ 一 一 一 一 一

placeswherenoriskofthunder
damageisconceivable.

(4)Buildingsandroomsshallbelocated ☆ ◎☆ ◎ ☆ 一

insuchplaceswherenoriskofdam一

agesduetoelectricormagneticf]eld
isconceivable.

(5)Buildingsandroomsshallbelocated

insuchplaceswherenoriskofdam一

☆ ☆ ☆ ☆ 一 一

agesduetoairpollutionisconceiv-
able.

(6)Eachroomshallbedestinedfbrthe 一 ○ 一 ○ ☆ 一

exclusiveusefbrdataprocessing.

(7)Whenanin負)rmationsystemisin一
一 一 ○ 一 一 一

stalledinanof6ce,dueconsideration
shallbegiventoitslocation.

(8)Thelocationsofinfbrmationsystem ◎ ◎☆ ◎ 一 一

andrecordmediashallnotbeindi一

catedinsideandoutsideofthebuild一
馳

ingandtheroom.

(Continued)
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1艶m Itemofmeasures

APPlication
classification

－

ed

色
合轟

N

O

§
冒9

二
8
日

㏄

o
呂

8

《

雪印
画自

夢《篇竺

冨§

三
§

o

崇§

§'

ξ

言

§

o

>器

8
品'9

ユ

合

法
…3:
霧

(9)AspacerequiredfbrevacuationshalI
beprovidedintheroomandbuilding
whereaninfbrmationsystemis
installed.

◎ ◎ ◎ ◎ 一 一

2.Opening
areas

(1)Windowsfacingoutsideandcommon
areashallbeprovidedwithdisaster-

.

preventmgmeasures.

(2)Windowswhichcanreadilybe

accessedfヤomoutsideshallbepro.

videdwithcrime-preventingmeas.

ures.

(3)Roomsshallbeprovidedwithneces-
sarymeasuresfbrpreventingthe
influenceofexternallight.

(4)Theentrance/exitshallbeconstructed
wherenon-specificpersonsusethe
system.

(5)Themmberofentrances/exitsshall
belimitedtotheleastpossibleandan
entrance!withdrawalfacilityshaUbe
installed.

(6)Anemergencyexitshallbeprovided.
atappropriatelocationsofthebuild-
ingsandrooms.

☆

〇

一

☆

☆

◎

◎

◎

◎

◎

◎

◎

☆

☆

◎

☆

☆

☆

◎

◎

◎

◎

◎

◎

一

ー

ー

ー

ー

一

一

ー

ー

ー

ー

一

3.Structure (1)Buildingsshallpossessthe6re.

麟 謡:麟1蹴'atedbythe
(2)Theroomdestinedfbrtheexclusive

usefbraninfbrmationsystemshall
constituteanindependentf]re-pre-
ventingcompartment.

(3)Buildingsandroomsshallbegiven
necessarymeasuresfbrpreventing
damagesduetonood.

◎

一

◎

一

〇

◎

一

☆

☆

一

〇

◎

一

一

☆

一

一

一

4.Interior
structures
andfur-
nishings

(1)Theinteriorofabuildingandroom

shallbemadeofnon-flammable

materialS.

(2)Theceilingandwallofaroomshall

possessacousticinsulationproper-

ties.

(3)1、ightingfittingshallbegivendazzle-

proofmeasures.

☆
・

一

一

◎

◎

◎

○

○

◎

◎

一

一

☆

一

一

一

ー

一

(Continued)
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Application
classification

i

一 N ⇔o 《 o Φ

,

国 o o 飴 ◎◎ 弓 〉

巨
o

日 ヨ 己§
Φ

ヨ
鴇
o

Item Itemofmeasures
島
コ 言

8 各躍
Φ Φ ヨ' § ・

民 9 巴 9
二8 誇 旨

一 ■

烏

合

日 宮
冨
oo

巳
一 ●

合
一

忘8 9・
ω

o

(4)Majorpartoffヤee-accessfloorofa
一 ◎ ○ ◎ 一 一

,

roomshallbemadeofnon-nammable
materialS.

(5)Thesurらcematerialsofthefloorofa
一 ◎ ◎ ◎ ☆ 一

roomshallbegivenmeasuresfbr

preventingelectrostatictroubles.
(6)Thecurtains,bhnds,carpetandthe ☆ ◎ ◎ ◎ ☆ 一 ●

likeofabuildingshallbemadeof
name-retardantmaterials.

5.Building (1)Buildingsshallbeequippedwith ◎ 一 一 一 一 一

仏cilities lightningarresterfacihties.

(2)Buildingsandroomsshallbe ◎ ◎ ◎ ◎ ◎ 一

equippedwithanautomaticfire一

alarm飴cility.

(3)Buildingsandroomsshallbe ◎ ◎ ◎ ◎ 一 一

equippedwithanemergencybroad一

…

castingfacility,
(4)Buildingsandroomsshallbe ◎ ◎ ◎ ◎ ☆ 一

equippedwithfire-extinguishing
硲cilities.

(5)Buildingsandroomsshallbe ☆ ◎ ○ ◎ 一 一

equippedwithafume.exhausting
らcility.

(6)Bufldingsandroomsshallbe ☆ ◎ ◎ ◎ 一 一

equipPedwithemergencylighting
らcilities.

(7)Buildingsandroomsshallbe ☆ ◎ ◎ ◎ 一 一 一

equippedwithguidelightingf]ttingor ●
guidemarkings.

一

(8)Buildingsandroomsshallbe ◎ ◎ ◎ 一 一 一

equipPedwithevacuatinf]tting.

(9)Th,i。 、id,。f。.。 。m、h。 行be
一 ◎☆ ◎ 一 一

equipPedw輌thnoaqueousfごcilities

exceptthoserequiredforoperating
theinfbrmationsystem.

(10)Theinsideofaroomandbehindthe 一 ◎ ☆ ◎ 一 一

ceilingshallbef＼eef㌔omwaterpip.
・

1ng・

(11)Buildingsandroomsshallbegiven ○ ◎ ○ ◎ ◎ 一

measuresfbrpreventingdamagesdue
tosmallanimalsandthelike.

(12)Theroominwhichaninformation 一 ◎ ◎ 一 ◎ 一

systemisinstalledshallbeequipped
withreceptacles偽rmaintenance

work.

ψCoπ`'nμeω
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Application
classif三cation

一 N ω ‥ o Φ

ed o o eo◎ 弓 〉

Item Itemofmeasures

巨
象
R

o

白首

9二

8
i∋

∋
8

=3e‥
巳ミ
←+o
=プ σq
《DΦ

琴§
日

♂
「

o

§
;s

巴

旨

旨●

題

む0

8
9.
巴

a

合

巳

三
合冨8

Φ
窃

6.Fixtures (1)Fixturesandutensilsshallbethose 一 ◎○ ◎ ☆ －

andutensils madeofnon-flammablematerials.
(2)Eachroomshallbeprovidedwith 一 ◎ ◎ ◎ ☆ 一

water-proofcoversheetsforequipment

associatedwiththeoperationofan
in負)rmatiOnSyStem.

(3)Clothing,fbotwear,f]xtures,anduten一 一 ◎☆ ◎ 一 一

silsshallbegivenpreventivemeasures
fbrthegenerationofstaticelectricity.

7.InK)rmation (1)Acertainspacerequiredfbrmainte・ 一 ◎ ◎ 一 ◎

一 一

－

system nanceofinformationsystemshalIbe

provided.
(2)Topreventtheleakageofinfbrmation ☆ ☆ ☆ 一 ☆ 一

bytheradiowaveemissionf士oma

computer,terminalandcommunica一

tionsunits,necessarymeasuresshall
betaken.

(3)Whenawater-cooledcomputeris 一 ◎ 一 一 一 ◎
installed,preventivemeasuresfbr

麟 鴇霊 鑑 蕊 確 認丑,d
atanyspotwherewaterleakagemight
occur.

(4)Whenacommunicationsunitisin一 一 ◎ ◎ 一 ◎ 一

stalled,disaster-ahdcrime-preventing
measuresshaUbetaken.

(5)Whenacommunicationsunitisin一 ◎ 一 一 一 ◎ 一

stalled,lightingProtectionmeasures

shallbetaken.
(6)Theinletopeningfbrthelead・incom一 ☆ 一 一 一 一 一

municationslinesf士omoutsideshallbe

multiplexedanddestinedforthe
exclusiveuse.

(7)Communicationsliesshallbeinstalled 一 ◎☆ 一 一 一

inanexclusivewiringspace,

(8)Recordmediashallbegiventheft一 ☆ ◎ ◎ ◎ ◎ 一

preventingmeasures.

B:Power

誤 認,、

1.Installation (1)Powersupplyfacilitiesshallbegiven 一 一 一 一 一 ○
preventivemeasuresK)rserviceinter一
ruptions.

(Continue(1)
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Application

classification

一 N ●o 《 o o

bd o o 窪》 ζ⇔ 弓 〉

Item Itemofmeasures

昆
色
品

o

日

吉9

二8

i∋

ヨ
8

巳§
r†o
=プσq
Φ Φ

=r

汀§

合
「

Φ

∋
ヨ●
巴

旨
旨

冶

留

8.
暮

音

合巳

邑:
合
冨

碧
o

霧

(2)PowersupPlyfacilitiesfbrinfbrma一
一 一 一 一 一 ○

tionsystemsshallbegivennecessary

measuresfbrthefluctuationofvolt・

ageandfrequency.

(3)霊 鑑 瓢 ㌫ 認識 麟 ㍗s 一 一 一 一 一 ◎

necessaryallowanceinviewofthe
loadcharacteristicsofeachunit.

(4)Thetransfbrmerfbraninfbrmation 一 一 一 一 一 ○
systemshallbeexcbsivelyassigned
fbrit.

(5)Thepowersupplyfacilitiesofinfbr. 一 一 一 一 一 ◎
mationsystemsshallbegivenneces－

瓢濃 晋瓢 蝿 漂 ㌶ 。.
currentthroughalinef]ltertoa
specifiedvalue.

(6)VJhenasingle・phaseunitisconnected
一 一 一 一 一 ◎

tothethree-phasepowersourcefbr
aninK)rmatiOnSyStem,meaSUreSfOr

麟 瓢 ぽ 盤etoimbalanceof
(7)Topreventnoiseinductioninthe 一 一 一 一 一 ◎

wiringOfaninfOrmatiOnSyStem,
electromagneticshieldingshallbe

provided.
(8)Aspacefbrpowersupplywiring

一 一 一 －L 一 ☆
exclusivelyfbranin負)rmationsystem

shallbeprovided.

(9)Eachofdistributionboardsshallbe 一 一 一 一 一 ◎
exclusivelyassignedtoaspecified
infbrmationsystemandinstalledin
thesameroom.

(10)Eachinformationsystemshallbe 一 一 一 一 一 ◎
independentlygrounded.

(11)Anauxiliarypowersupplyf5cility
一 一 一 一 一 ◎

shallbeinstalledformonitoring,
disaster-andcrime-preventingfacili.
ties.

2.Disaster・

andCrime一

(1)隠隠 忠蕊 漂 蕊謬 濫: 一 一 一 一 一 ◎

・
preventmg
measures

ures.

(2)Powersupplyfacilitiesshallbegiven 一 一 一 一 一 ◎
lightningProtectionmeasures・

(Conがnued)
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ApPlication

classification

一 柏 oo 《 軌 Φ

bd ○ o ooo 弓 〉

Item Itemofmeasures

巨
象
品

o

日
吉
9

自
8

o－
息2
c→ocデ

σo
Oo

Φ

§
日'
口

oo

8
9.

暮
「 =r

汀§ 言 江
8
0

日 苦
「

目.冨

琶

合巳

邑:
合
9

9
0

霧

(3)Thepowercablesf十 〇mpowersupply 一 一 一 一 一 ◎
飴CilitieSrOOmtOaninfOrmatiOn

systemroomshallbegivenmeasures
負)rflre-,crime-,andnoise-prevention.

(4)Theareawherepowercablearef3d 一 一 一 一 一 ◎
throughafire-preventingwallandthe
adjacentareasshallbegivenmeas一

uresfbrpreventing6repropagation
andfumeemission.

(5)Thelivepartsofdistributionboards 一 一 一 一 一 ◎
shallbegivenpreventivemeasures
負)relectricshocks.

(6)Themaincircuitofadistribution 一 一 一 一 一 ◎
boardshallbeequippedwithaground
飴ult-detectingandalarmingdeviceor

anautomaticcirωitbreaker.

C:Air.condi一
・ ●

tlonmg

飴cility

1.Installation (1)Anair-conditiohingfacilityshallbe 一 一 一 一 一 ◎
givenmeasuresformaintaining
satis飴ctoryroomenvironmentwith

dueconsiderationofensuringnormal
operationofaninfbrmationsystem

andthehealthofpersonnelresponsi一

但)雑,蕊:艦 蒜2侮,ility飴 。a 一 一 一 一 一 ○
computerroomshallbeexclusively
assignedtoit.

(3)Theair-conditioningf㌔cilityfbra 一 　 一 一 一 ○
computerroomshallhaveanallow一

anceinitscapacity.

(4)Theair・ ・conditioningfacilityfbra
一 一 一 一 一 ○

computerroomshallbeequippedwith
anautOmatiCCOntrOlUnitthataCCu一

ratelyoperatesagainstloadfluctua-
・

tlons.

(5)Theair-conditioninfごcilityfbra 一 一 一 一 一 ○
,σmp。 、err。 。m、h。5b,鎮 。,nan、i一

廿eezingmeaSureS.

(6)Theair-conditioninfacilityfbra 一 一 一 一 一 ○
,。m,。 、err。 。m、h。6b,亘 。,nm,as一

uresfbrcontrollingwaterqUality.

(Continued)

35 JIQNo.103,1996



・

Item Itemofmeasures

Application
ClaSSi6CatiOn

－

bO

巨
庄
R

N

O

§言

9
=8

日

ω

o

自
8

《

陶o◎

藷
詣

『
o

o

ぱ日

巨'

ξ

;

§

o

>

器8

田'9

匹
合
法
宣
2

2.Disaster-

andCrime-

preventing
.measures

(1)AiFconditioningfacilitiesshallbe

givendisaster・andcrime-preventing
measure.

(2)Air・conditioningfacilitiesshallbe

givenmeasuresforwaterleakage,
water-leakdetectorshallbeinstalled

atanyspotwherewaterleakagemight

occur.

(3)Thestructuresofintakeandexhaust

openingsshallbesuchthatrainwater

doesnotbeinducedinside.

(4).Thepipingandductsandthelikeof

air-conditioningfごci】itiesshallbe

madeofmaterialswithexcellentfire-

resistance.

(5)Theareawhereductsofair-condition-

ingfacilitiesarefbdthrougharoom

shallbegivenmeasuresfbrfirepre-

ventionandfヒmeprotection.

(6)Thethermalinsulationmaterialfbr

air-conditioningfごcilitiesshallbenon・

nammable.

一

一

一

一

一

一

一

一

ー

ー

ー

一

一

一

ー

ー

ー

一

一

一

ー

ー

ー

一

一

ー

ー

ー

一

一

◎

◎

◎

◎

◎

◎

D:Monitoring

飽cility

(1)Thebuildingsandroomsinwhich

infbrmationsystemsareinstalledshall

織忠霊 臨=;謡 。6ぼity
personsenteringandexitingthe

(、)襯 謡 認 盟 ㍑ 。m、i。whi,h
infbrmationsystemsareinstalledshall

蒜忠ぽ 蒜=忠 霊灘e
operationofdisaster-andcrime・

(,)職 忠 瓢 鑑,、 、.em。、,m。nト
toringoftheoperatingstatusofpower

l蹴 怨 霊 二dit'oning伍cilit'es
(4)A飴cilitythatmonitorstheservice

statusandeventualfごultsofcommuni-

cationslinesshallbeinstalled.

一

一

ー

一

一

一

一

ー

ー

一

一

一

ー

ー

一

一

一

ー

一

一

一

一

ー

一

一

○

○

○

○

(Continued)
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ApPlication
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ed
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○

§
ε
9
二8

日

oo

o

∋

8

《

昌望

露
詣

茎
自

o

ぱ昌

§

『

;

§

o

書8

9.
9

9

合法

旨:
窃

E:Preventive

measures

fbrearth-

quake

damages

a.InStallatiOn
●

envlron-
ment

1.Siteand
layout

(1)Buildingsshallbelocatedwhere

damagesofearthquakeduetoactive

dislocationsisnotfeared.

(2)Roomsshallbelocatedwherelittle

damagesofearthquakeisconceived.

(3)Whenbackupbuildingsandroomsare

constructedasaprovisionfbrdisas-

ters,theyshallbeIocatedremote

丘omthemainbuildingsandrooms.

☆

一

☆

一

◎

☆

一

☆

☆

一

◎

☆

一

☆

一

一

ー

一

2.Structure (1)Buildingshallbetheearthquake
proofpropertiesstipulatedbythe
BuildingStandardsLaw.

◎ 一 一 一 一

・

一

3.Opening
areas

(1)Thedoorofentrance/exitofabuilding

androomshallbeoffire-proofdoor

withsuf右cientstrength.

(2)Thewindowsofbuildingsandrooms

shallbegivenmeasuresfbrprevent-

ingthebreakagescatteringand

fallingofthepanes.

◎

☆

◎

◎

☆

◎

◎

◎

☆

◎

一

ー

ー 一 一・

一

一

4.Interior
structures
andfur-
nishings

(1)Theinteriorstructures,f㎞rnishings

㍊i留霊 鑑S議麗麗晋,恕
ures負)r食111inganddamagesinthe

eventofanearthquake.

(2)Thef十ee-accessfloorofaroomshall

beofearthquake-prooforearthquake-

reSiStantStrUCtUre.

◎

一

◎

◎

◎

◎

◎

◎

◎

☆

5.Facilities (1)Afacilitythatdetectsearthquakes
andcontrolstheoperationofinforma-
tionsystemsandthelikeshallbe
installed.

一 一 一 一 一 ☆

〔Continued)
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(2)Anemergencycommunicationsfacility

asaprovisionfbrtheeventofdisas一

一 ◎ ☆ ☆ ◎ 一

tersshallbeinstalledineachroom.

(3)AnauxiliarywatersupPlyfacilityasa
provisionfbrdisastersshallbeinstalled.

☆ 一 一 一 一 一

一 ー一■

6.Fixtures (1)Fixturesandutensilsshallbegiven 一 ◎ ◎ ◎ 一 一 ●
anduten一 measuresfbrpreventingmovingand
silS 允llingwhichareappropriatefortheir

10cations.

(2)Theglasscomponentsoffixturesand 一 O ○ ○ 一 一

utensilsshallbegivenmeasuresfbr

preventingtheirbreakage,scattering,
andfalling.

(3)Recordmedia,documentsandthelike 一 ◎ ◎ ◎ 一 一

shanbegivenmeasuresfbrpreventing
movingandfallingwhichareappro一

priatefortheirlocations.

7.Infbrma一 (1)Infbrmationsystemsshallbegiven 一 ◎ ◎ 一 ○ 一

●
tlonsys-

tems 2鰐1譜 霊瓢 綴 織PP,Φ
priatefortheirinstalledIocations.

(2)Whenabackupinfbrmationsystemas 一 ☆ ☆ 一 一 一

aprovisionfbrdisastersisinstalled,it
shallbelocatedremotefromthemain
system.

b.Power (1)Powersupplysystemsshallbegiven 一 一 一 一 一 ◎ ●
supply measuresforpreventingmoving,
食1cilities 台lling,andvibrationwhichareappro-

priatefbrtheirinstaUedlocations.

(2)Anin-housepowergeneratingfacility
一 一 一 一 一 ☆

shallbeinstalledasaprovisionfbr
serviceinterruptionsintheeventof

disasteroccurrence.

c.Air-condi一 (1)Air-conditioningfacilitiesshallbe 　 一 一 一 一 ◎
・ ・

tlonlng
facilities

givenmeasuresfOrpreventingmoving,白lli

ng,andvibrationwhichareappro-

priatefortheirinstalle～110cations・

d.Monitoring

らcility

(1)Amonitoringf㌔cilityshallbe垣ven

measuresfbrmoving,falling,and

一 一 一 一 一 ◎

vibrationwhichareapPropriatefor
theirinstalledlocations.
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6.TechnicalStandards

、

Item Itemofmeasures

ApPlication
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ClaSSi∬CatiOn
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z

§
あ

冨
9.

言

N

8≦i
日 吉'
唱 ま

きo
× ㌃

§

誉

●o

倉 皇

鰭§
①

昌昌む。8
.

完

A:ApPlication

ofinfbrma・ ・

tiontech.

nology

(1)Thesafbtyfunctionsbymeansofinfbrma－

瓢 蒜 鵠hS躍 艦 忠:已 譜。ed。,
decentralizedprocessingofaninfbrmation
system.

(2)Theproductsofinformationtechnology
shallbepertinentlyutilizedbyevaluating
andconfirmingthesafbtyfunctions.

◎

◎

◎

◎

◎

◎

B:Functions

ofdisaster.

andfごult.

preventing

measures

1.Functions

ofdisaster-

preventing

measures

(1)AninfbrmationsystemshaUbeprovided

withrequiredfVnctionsfbrreplacement

operation.

(2)Afunctionthatperfbrmsrestorationof

dataandprogramsshallbeinstalled.・

(3)Abackupfunctionthatisactivatedwithin

therecoveryallowancetimeshallbe'

installed.

(4)AfUnctionsthatbacksupaninfbrmation

systemataremotelocationshaUbe

installed.

◎

◎

◎

☆

○

○

○

☆

☆

☆

☆

☆

2.Functions

offault.
●

preventlng
measures

(1)Adataerrordetectingftlnctionshallbe

installed.

(2)Afunctionthatdetectsf5ultspotinan

infbrmationsystemandallowsthesystem

toindependentlyresumeoperationin

accordancewithitsfbrmofcentralizedor

decentralizedprocessingsystemshallbe

installed.

(3)Afunctionsthatrestoresoperationafter

anoutageduetoafごultofaninfbrmation

systemmaccordancewithitsfbrmof

centralizedordecentralizedprocessing

systemshallbeinstalled.

◎

◎

◎

◎

◎

◎

○

○

○

(Continued)
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一 さ⊃ ω

Item Itemofmeasures 2旨

あ

需9
.

8≦

ξ 喜

碧5'
∨ 四

合 ≦i
o答'
ロo=デ

詳i≡'

白 飴
Φ

恰 口 9{3
,

⇔

巴.

誉

切 魯

旨
o

3.Mainte一 (1)AfUnctionthatanalyzesthenatureofa ◎ ◎ ○
-

nance faultandidentifiesthefaultspotshallbe
血nctions installed.

(2)Afunctionthatpe㎡ormsmaintenance ○ ○ ☆
withoutinterruptinganinfbrmation
systemshallbeinstalled.

(3)Afunctionthatperfbrmsmaintenance ○ ○ ☆ ●
operationunderremotecontrolshallbe
installed.

4.Operation (1)Afhnctionthatmonitorstheoperation ○ ○ ☆
support statusofaninfbrmationsystemfbreven一

危mctions tualfaultsandcontrolstheoperationshall
beinstalled.

(2)AftmctionthatautomaticaUyoperates ○ ○ ☆
shallbeinstalled.

C:Functions
ofpreven一

tivemeas一

uresfbr
deliberate
orerrone一

.

ousmlS・

takes

1.Access (1)AfUnctionthatdeterminestheextentof ◎ ◎ ○
control
fUnctions

confidentialityoftheresourcesofan
infbrmationsysteminaccordancewiththe ●
fbrmofcentralizedordecentralized

processingshallbeinstalled.
(2)Afunctionthatconductstheregistration ◎ ◎ ◎

'

andmanagementofusersofaninforma-
tionsysteminaccordancewiththeformof

centralizedordecentralizedprocessing
shallbeinstalled.

(3)Afunctionthatidentif]esandverif『esthe ◎ ◎ ○
validityofuserswhohaveaccesstoan
infbrmationsystemanditsresourcesin
accordancewiththefbrmofcentralizedor
decentralizedprocessingshallbeinstalled.

(4)Afunctionthatcontrolstheaccessauthor一 ◎ ◎ ○
itytoaninfbrmationsystemanditsre一

sourcesinaccordancewiththefbrmof
centralizedordecentralizedprocessing
shallbeinstalled.

rCoπzi閲e胡
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一

2呂

あ

駕
9.

官

卜0

8≦日旨'

唱 ≡竺昌
昌

× 三

層

誉

◎o

書孝
§言'

鯖ω塁

o

(5)Afunctionthatmonitorsaccessstatus
shallbeinstalled.

◎ ◎ ☆

2.Functions

preventingill

egaldata ・
processlng

(1)Afunctionthatdetectsillegaldatarevision

inaccordancewiththeformofcentralized

ordecentralizedprocessingshallbein-

stalled.

(2)A食mctionthatdetectsillegaldatarevision

andexecutioninaccordancewiththefbrm

ofcentrahzedordecentralizedprocessing

shallbeinstalled.

(3)A負1nctionthatbypassesorinterrupts

operationinaccordancewiththefbrmof

centralizedordecentralizedprocessing

whenitdetectsillegaldatarevisionand

programexecution.

(4)Afunctionthatprotectscommonresources

shallbeinstalled.

◎

○

○

◎

◎

○

○

◎

☆

☆

☆

◎

3.Infbrma-

tionleak-

agep「e-

venting

functions

(1)Afunctionthatpreventsinfbrmation
leakagebytheradiowaveemissionfroma
computer,terminalandcommunications
unitsshallbeinstalled.

(2)Afmctionthatencodesfilesandtransmit-
tedinfbrmationshallbeinstalled.

☆

○

☆

○

☆

○

D:Auditing

血nction

(1)Anauditingfunctionforaninfbrmation
systemshallbeinstaUed.

○ ○ ☆
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7.OperatingStandards

Item Itemofmeasures

.

Application

a㏄ording

touser

ClaSSinCatiOn

－

z8

あ

冨
9.

P

N

8≦i日
吉'

唱 …主

題
題8

.

完

●o

鱈鰭

§・9題

。陰日
.

官

A:Planning

1.Operating

planfbri
nfbrmation
systems

(1)震認e:離8鑑 識79霊8:
。,e

withtheformofcentralizedordecentral-

izedprocessing.

(2)Themanagingplanforthemodif]cationof

theconstituentunitsaswellastherevi-

sionandmodificationofsoftwareofan

infbrmationsystemshallbefbrmulatedin

accordancewiththeformofcentralizedor

decentralizedprocessing.

(3)Anoperatingplanshallcomprisethe

safbtymeasuresfbrdisasters,f乞ults,

deliberateanderroneousmistakesonthe

basisofriskevaluation.

◎

◎

◎

◎

◎

◎

○

◎

◎

2.Managing

Planford
ataand

thelike

(1)Dataandthelikeshallbeclassifiedin

accordancewiththeextentofconfidential-

ityandimportance,andamanagingPlan

fbrretention,utnization,distribution,

take-out,take-in,storage,erase,deletion,

etc.shallbefbrmulated.

(2)認ぽ 霊 鑑 鵠 まよ1麗鷺 一

㌫㌃蒜 ぽf罐i忠 霊C藻d。,
decentralizedprocessing.

◎

◎

◎

◎

◎

◎

3.Organiza-
tionand
administra.
tionregula-
tions

,

(1)Theorganizationsforperfbrmingsmooth

operationsofaninfbrmationsystemand

負)rbeingpreparedfordisastersshallbe

created.

(2)Intheoperationofinfbrmationsystems

andthelike,thesharingandde行nitionof

responsibilitiesshallbeclarified.

(3)Anadministrationregulationconcerning

theoperationshallbeestablishedandan

administratorshallbeappointedinac-

cordancewiththefbrmofcentralizedor

decentralizedprocessinginaninfbrmation

system.

◎

◎

◎

◎

◎

◎

◎

◎

○

(Continued)
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(4)ぽ 瓢t:纏 ご罐 霊 ▽:鯉ng ◎ ◎ ○

recordmediaandanadministratorshall

(5)監a蹴 瓢 。ti。nre即1。ti。n,。n,emi。g ◎ ◎ ☆
theentrance/withdrawalin/fVombuildings

androomsshallbeestablishedandan
administratorshallbeappointed.

(6)Anadministratio血regulationconcerning ◎ ◎ ○
disaster-andcrime-preventionshallbe
establishedandanadministratorshallbe
appointed.

(7)±認 翻 麟 ㌫e麗 鯉::ぽ離
,

◎ ◎ ○

preventingfacilitiesshallbeestablished
andanadministratorshallbeappointed.

4.Disaster (1)Andisasteroperationmanualstipulating ○ ○ ○・
actlon thereplacementoperationandrestoration

plans measuresforaninfbrmationsystemshall
beestablished.

(2)Servicesshallbeconductedbysettinga ○ ○ ○
recoveryallowancetimeandthepriority
orderfbrresumption.

(3)ApersonnelassignmentplanshaUbe ◎ ◎ ☆
established.

B:Operation

ofinfbrma一

tionsys一

tems

1.Systems (1)Detailedrulesofinfbrmationsystemsand O ○ ○
administra一 datainaccordancewiththeformofcen一

tion tralizedordecentralizedprocessingshall
beestablished.

(2)Inthemodif玉cationofconstituentunits ◎ ○ ○
andtherevisionandmodificationof

software,measuresforpreventingadverse
influenceonthenormaloperationofan
infbrmationsystemshallbetakenin

accordancewiththe負)rmofcentralizedor

decentralizedprocessing.

(Continued)
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自
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識

⇔ ⇔

(3)霊瓢t㌫ 蹴 温温 ～ご:離of ◎ ◎ ☆

ancewiththeformofcentralizedor

decentralizedprocessing,andthestatusof
dailyoperationshallbeanalyzed.

(4)Theresultsofaccessmonitoringshallbe ◎ ○ ☆
analyzed,andmeasuresfbrpreventing
illegalactionsshallbetakeninaccord-
ancewiththeformofcentralizedor
decentralizedprocessing.

(5)Thekeysofconstituentunitsofaninfbr・

mationsystemsshallbeadministeredby

◎ ◎ ○

apPointedpersonnel.

(6)Thef乞ultsofinfbrmationsystemsshallbe ◎ ◎ ◎
analyzed,andnecessarymeasuresfor

preventingtherecurrenceshallbetaken.

(7)Thedetailsandresultsofthemainte・ ◎ ◎ ◎
nanceofinfbrmationsystemsshallbe

(8)i鵠 蒜 蒜 ㌫ 潔蒜m。 、i。n、ys一 ◎ ◎ ◎
tems,necessarymeasuresfbrprotecting

datashaUbetakeninaccordancewiththe
負)rmofcentralizedordecentralized

.

P「oceSSIng・

(9)Terminalunitsshallbepertinentlyad-

ministeredinaccordancewiththelrusage

◎ ◎ ◎

andinstalledenvironment.

2.Users (1)Users'manualshallbecompiledinac一 ◎ ◎ ◎
manage一 cordancewiththefbrmofcentralizedor
ment decentralizedprocessing,andtheusers

shallbeensuredtoobservethecontentsof
themanual.

(2)Theusers'accessauthorityfbrinfbrma一 ◎ ○ ☆
tionsystemsshallbestipulatedinaccord-
ancewiththeformofcentralizedor

(3)需 梵 音露 慧li?ξ;。 、、丘,a、i。n,。des ◎ ○ ☆
andthelikeforinfbrmationsystemsshall
becontrolledinaccordancewiththefbrm
ofcentralizedordecentralizedprocessing.

(4)Thequalificationsoftheusersofinforma一 ☆ ☆ ☆

㌶ 艦 潟瓢 巴蠕 麗 書認 。ed。,
decentralizedprocessing.

(Continueの
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識

9.
自

⇔ ⇔

3.Operation (1)Theoperationmanualofinfbrmation ◎ ◎ ○
systemsbasedonthetasksprocessing
scheduleshaUbeconstantlymaintained.

(2)Theoperationmanualandoperation ◎ ◎ ◎

guidefbrterminalunitsshallbecon-
stantlymaintainedinaccordancewiththe
fbrmofcentralizedordecentralized

●

(3)艦:瓢rescribi。g、h,a,ti。n、a。d ◎ ○ ☆
recoveryprocedurerequiredintheevent
offaultoccurrenceshallbeconstantly
maintained.

4.Actionsfbr (1)V冊Lenadisasteroccurs,theextentof ◎ ◎ ○
disaster damagesininfbrmationsystemsandthe

occurrence

雑劇 ご 忠蒜=罐 、盤,
actionplans.

(2)Inproportiontotheextentofdamages, ◎ ◎ ○
theserviceresumptionmethodsshallbe
determinedinaccordancewiththeprede一

termineddisasteroperationmanual.

C:Storage
andusage
ofdataand
thelikeand
record
media

1.Adminis一 (1)Detailedrulesofstorageandusag60f ◎ ◎ ◎
tration dataandthelikeandrecordmediain

accordancewiththefbrmofcentralizedor
decentralizedprocessing.

.

2.Storage (1)Dataandthelikeandrecordmediashall ◎ ◎ ◎
bestoredinspecifiedplacesinaccordance
withthefbrmofcentralizedordecentral・

izedprocessing.

(2)Thekeysofrecordingmediashallbe
administeredbyappointedpersonneL

○ ○ ○

(3)ThestoragestatusofrecordmediashaU ◎ ○ ○
beperiodicallyinspectedbyappointed

personnel.

(Continued)
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3.Usage (1)Thehandlingaswellashandingoverof

dataandthelikeandrecordmediashall

beconductedbyspecifiedmethods.

(2)Anadministrationrecordshallbemain・

tainedforthecreation,addition,updat-

ing,copying,deletionandthelike.

◎

◎

◎

◎

○

○

4.Crime-

preventing
measures

(1)Inordertopreventtheillegaltake-out
andillegaluseofdataandthelikeand
recordmedia,responsibleadministrators
shallinspectthestatusoftheirusage.

(2)Theadministrationofthecodedkeysof
dataandthelikeshallbeconductedby
apPointedpersonnel.

◎

○

◎

○

◎

○

5.Measures

fbrprevent-

ingdisas-

tersand

血ults

(1)Thedecentralizedstorageofrecordmedia

shaUbeconductedinaccordancewiththe

fbrmofcentralizedordecentralized●
P「ocesslng・(

2)Thebackupofdataandthelikeshallbe

conducted.

○

○

○

○

○

○

D:Entrance/

withdrawal

in/臼om

buildings/

rooms

1.Personnel

entrance!

withdrawal

(1)Inacclordancewiththeformofcentralized

ordecentralizedprocessing,detailedrules

ofauthorizationshallbeestablishedfbr

theentrance!withdrawalin/f㌔ombuildings

androomsinwhichinfbrmationsystems

andthelikeareinstalled.

(2)Inordertocontroltheentrance/with-

drawalin/fヤombuildingsandrooms,an

examinationofthepersonnelwhoenter/

withdrawin/行ombuildingsandrooms

shallbeconductedfbrauthorizationand

anauthorizedidenti6cationcards}1allbe

issuedtothem.

(3)Personnelwhois/aretemporarilyauthor.

izedfbrtheentranceinbuildingsandrooms

shallbeescortedbyanauthorizedattend-

antasrequired,andtheentranceareas

shallberestrictedtospeci丘edareasonly.

◎

◎

◎

◎

○

○

◎

○

○

(Continued)
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(4)Dependingontheimportanceofabuild一 ◎ ◎ ○
ingoraroom,theentranceandwith一

drawalshallberecorded.
(5)Theadministrationofkeysofentranceis ◎ ◎ ○

鵠罐 蒜=鴛 鵠㍑器ごnd
storageandhandingoverofthekeys.

2.Articles (1)Thearticlescarriedin/outfヤomeach ◎ ◎ ◎
carriedin/ roomfbroperationofin{brmationsystems

out andtheIikeshallbelimitedtothose
requiredonly.

(2)ThecontentsordetaiIsofarticlescarried ○ ○ ☆
in/outshallbeinspectedandrecorded.

E:Associated
白cilities

,

disaster-and
c6me-prevent・

ing侮CilitieS

1.Administra. (1)Inthemodificationorextensionofassoci一 ◎ ○ ☆
tion atedfごcilities,disaster-andcrime-pre一

ventingfごcilities,necessarymeasuresfor

preventingadverseinnuenceonthe'
normaloperationofin負)rmationsystems

shallbetaken.
(2)Theperiodicalinspectionofassociated ◎ ○ ☆

伍cilities,disaster-andcrime-preventing

らcilitiesandsubsequentexamination

andanalysisoftheresultsshallbecon一

ducted.

(3)The硲ultsofassociatedf㌔cilities,disas一 ◎ ◎ ○
ter-andcrime-preventingf5cilitiesshall
beinvestigatedandanalyzed,andneces一

sarymeasuresfbrpreventingtherecur一

renceshallbetaken.

2.Operation (1)Theoperationandmaintenanceofassoci一 ◎ ◎ ☆
atedfごcilities,disaster-andcrime-pre一

ventingfacilitiesshallbeconductedby

(、)朧 雲 繍s=;1,。esc。ibi。g、he ◎ ○ ☆
necessaryactionsintheeventofdisaster
orfaultsasweUasinnormalconditions
ofassociatedfacilities,disaster-and
crime-preventingfごcilitiesshallbecon一

stantlymaintained.

(Continued)
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3.Monitoring (1)Inresponsetothec}1angeinoperation ◎ ◎ ○
A

statusofaninfbrmationsystem,the
operationofpowersupplyandair-condi一

tioningfごcilitiesshallbecontrolledby

meansofmonitoringfらcility.

(2)Themonitoreddataofpowersupplyand ◎ ◎ ○ ●air-conditioningfacilitiesshallbere一

cordedandsubsequentlyanalyzed.

(3)Inordertoensurethedisaster-andcrime一 ○ ○ ☆
prevention,thepatrolshallbeexercised
inthebuildingsandrooms.

F:Personnel (1)Theadministrationofpersonnelstation. ◎ ◎ ◎
,

ingandshiftshallbepertinentlycon-
ductedinaccordancewiththefbrmof
centralizedordecentralizedprocessing.

(2)Inordertoallowthepersonneltobe ◎ ◎ ◎
versedinregulationsandmanualsrel・

evanttosafetymeasures,educationand
trainingcoursesshallbeexecuted.

(3)Educationandtrainingcoursesinaccord一 ◎ ◎ ◎
ancewiththedisasteractionplanshallbe
conducted.

G:Commis一 (1)Whentheoperationandadministration ◎ ◎ ◎.
・ ・

Slonlng workfbrinfbrmationsystemsiscommis一

sionedtoanexternalorgan,aworkcom一

missioningagreementcomprisingitemsof
safbtymeasuresshallbeconcluded. ●

(2)Theimplementedstatusofsafbtymeas. ◎ ◎ ◎
uresatthecommissionedparty'spremises
shallbeconfirmed.

(3)Whenthebackupofaninfbrmationsys一 ○ ○ ○
temiscommissionedtoanexternalorgan,

蕊6鑑 識 舗 忠誠cl認 識:d.

H:Systems (1)Thereportonthesystemsauditingof ◎ ○ ○
auditing safbtymeasuresshallbereceived,and

necessarymeasuresshanbetaken.

(2)Thereportonthesystemsauditingcon一 ◎ ○ ○
cerningdisasteractionplansshallbe
received,andnecessarymeasuresshallbe
taken.

、
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8.FactsToBeConsidered

(1)ForsuccessfulapPlicationofthe

Standards,optimumcombina-

tionofitemsofmeasuresshould

beexaminedonthebasisofrisk

assessment,anddueconsidera-

tionshallbegiventothebalance

ofrestrictionsincurredbythe

implementationofmeasuresand

thebenefitsorserviceabilityof

inf()rmatiOnSyStemS.

(2)Astotheitemsofmeasuresfbr

earthquakes,thelargestpossi-

blemagnitudeofearthquakedis-

astersshallbeassumedandnec-

essarymeasuresshallbetaken.

Amongtheearthquakemeas-

ures,thoseassumedforadisas-

termaybeappropriatedforother

largescaledisasterssuchasflood,

丘re,andexplosion.

(3)SincetheTechnicalStandards

mainlydescribethefunctionsof

thesystems,intheimplementa-

tionofeachitemofmeasures,

thehardwareandsoftwarere-

quiredfortherealizationofthose

functionsandpertinentopera-

tionshallbeendeavored.

(4)Fortheexecutionofsystemsau-

diting,the"SystemsAuditing

Standards"shallbeapplied.

(5)Astotheimplementationof

measuresfbrcomputerviruses,

the"ComputerVirusesMeasure

Standards"shallbeapplied.
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IV.SystemAuditStandards

(TentatiVetranSlatiOn)

1.Purpose systems

ThepurposeoftheStandardsisto

improvethereliability,security,and

efHciencyofinformationsystems

andthuscontributetotherealiza・

tionofahealthyinfbrmationsoci-

etybyenumeratingthemattersnec-

essaryfbrsystemaudits.

2.DefinitionsofTerms

Thesearetheprincipaltermsused

intheStandards:

②Knowledgeofsystemaudits

③Abilitytoperformsystemaudits

④Relatedknowledgefbrtheper-

formanceofsystemaudits

(3)Improvementofreliability:To

improvethequalityofinfbrma・

tionsystems,preventfailure,

minimizetheeffectsoffailure,

andspeeduprecovery

(1)Systemaudit:Aseriesofactivi-

tiesinwhichasystemauditor,

animpartialpositionindepend-

entoftheobjectofaudit,per-

fbrmsoverallinspectionand

evaluationofaninformationsys・

tem,issuesadviceandrecom・

mendations,andprovidesany

necessaryfollow-up.

(2)Systemauditor:Apersonwho

engagesinsystemauditswith

thefbllowingknowledgeand

abilities:

①Basicknowledgeofinformation

(4)Improvementofsecurity:To

makeaninformationsystem

moresecurefromnaturaldisas-

ters,unauthorizedaccess,and

destructiveactiolls

(5)Improvementofefficiency:To

improvethecostperformanceof

aninformationsystembymak・

ingthemostofitsresources

(6)Auditeddivision:Adivisionthat

isanobjectofasystemaudit

(7)Basicplan:Angeneralplanof

systemauditstobeperfbrmed
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duringanygivenyear

(8)Individualplan:Aplanfbrany

oftheindividualsystemaudit

operationsbasedonabasicplan

(9).Riskanalysis:Toidenti]fythe

risksthatmayarisefromorin

connectionwiththeuseofan

infbrmationsystemandanalyze

thedegreesoftheireffects

(10)Matternoted:Aproblempointed

outbyasystemauditoraccord-

ingtohisorhercriteriaand

notedonasystemauditreport

(1)GeneralStandards(9items)

GeneralStandardsoutlinethe

principlesofanauditplanthat

providesabasisfbrasystemau・

dit,thequalificationsofasystem

auditor,andsof()rth.

(2)ImplementationStandards

(191items)

ImplementationStandardsout-

lilletheaudititemsconcerning

planning,development,opera－

tlon,mailltenance,andcommon

workoftheprocessesofconstruct-

ingandoperatingtheinforma-

tionsystembeingaudited.

(11)Recommendationofimprove'

ment:Amatternotedthatis

judgedbyasystemauditoras
requiringimprovementand

notedassuchonasystemaudit

report

(12)Follow-up:Themeasureor

measurestakenbyasystemau・

ditortoensuretheauditeddivi・

SiOnCarrieSOutanyreCOmmen・

dationsofimprovement

3.Compositionofthe

Standards

TheStandardsarecomposedofGen-

eralStandards,Implementation

Standards,andReportingStan'

dards,whichbreakdownasfollows:

(3)ReportingStalldards(8items)

ReportingStandardsoutlillethe

processofcompilingtheaudit

resultsandthemeasurestobe

takenbasedontheresults.

4.Philosophybehindthe

Implementation

Standards

(1)TheImplementationStandards

mustl)ecapableofbeingapPlied

bothtocentralizedprocessingand

todistributedprocessing.

(2)TheImplementationStandards

mustbecapableofbeingapplied

withoutregardtothemethodof

development.

51 JIQNo.103,1996



(3)Planningmustcoversubjects

rangingfrominformationstrat・

egytothedefinitionofrequire-

ments.

(10)TheImplementationStandards

mustbeapPliedproperlyinac-

cordancewiththeactualcondi-

tionsofanorganization.

(4)Developmentmustcoversubjects

rangingfromsystemdesignto

　
SyStemCOnverSiOn.

5.GeneralStandards

1.System

(5)Operationmustcovertheman-

agementofthesoftware,hard・

ware,networks,buildings,and

soonrelatedtoinformationsys－

ぼ

temoperatlon・
,

(1)Theorganizationmustpreparea

systemthatcanensuretheproper

implementationofasystemau-

dit.

2.AuditPlan

(6)Maintenancemtistcoversubjects

relatedtosoftwaremodification,

rangingfromamaintenanceplan

todisposaloftheoldsystem.

(1)Thesystemauditorshallformu・

lateabasicplanandindividual

plansforasystemaudit.

(7)Amajorsystemchangeshallbe(2)Thesystemauditshallbeimple－

treatedasplannillganddevelop-

ment.

(8)Commonworkshallconsistof

workrequiredincolnmonf()r

planning,developmellt,opera-

tion,andmailltellanceaswellas

measuresagainstdisasters.

mentedaccordingtotheindi・

vidualPlanandintheorderpre-

1iminaryinspection,fullinspec・

tion,evaluation,andconclusion.

3.ResponsibilityandAu・

thorityoftheSystem

Auditor

(9)Criteriaforcommonworkmust

beconsideredandappliedinthe

auditofplanning,development,

operation,andmaintenance.

Thec㎡te㎡aforcommonwork

canbeappliedindependently.

(1)Thesystemauditorshallmake

thegroundsf()reachofhisorher

judgmentsclear.

(2)Thesystemauditormaydemand

dataandmaterialsfromtheau・ .

diteddivision.
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(3)Thesystemauditormaydemand

areportontheimplementation

ofimprovementbeissuedbythe

headofanorganizationtoan

auditeddiVision.

4.ProfessionalEthics

agementStrategy?

(2)Hasthepolicybeenmadeclear

fbrthestandardizationofplan-

ning,development,operation,

andmaintenanceofaninforma・

tionsystem?

(1)Thesystemauditorshallfirmly

mεlintainhisorherpositionas

animpartialevaluator.

(2)Thesystemauditorshallbe

awareoftheethicaldemandson

himselforherselfandmeetthe

internalandexternaltrustby

perfbrminganaccurateandsin-

ceresystemaudit.

(3)Hasthevalidityofaninfbrma-

tionstrategybeenevaluated?

2.FormulationofaGeneral

Plan

(1)Hasthesystemforf()rmulatinga

generalplanbeenfUllyestab-

lishedandapprovedbythehead

oftheorganization?

5.Confidentiality

(1)Thesystemauditormustnot,

Withoutgoodreason,divulgeany

secretheorshemaycometo

knowinthecourseofperforming

hisorherjoborusesuchsecret

f()ranyunduepurpose.

6.Implementation

Standards

(2)Hasthegeneralplanbeenf()r-

mulatedaccordingtogeneralplan

f()rmulationrulesandapProved

bytheheadoftheorganization?

(3)Doesthegeneralplanmakeclear

theeffects,promotion,expenses,

etc.oftheinf()rmati皿system?

(4)Doesthegeneralplanmakeclear

thegeneralimageoftheinfbr・

mati皿SyStem?

1.Planning

1 ..InformationStrategy

(1)Hasaninf()rmationstrategybeen

workedoutconsistentWithman－

(5)Doesthegeneralplanmakethe

priorityofsystemdevelopment

clear?

(6)Doesthegeneralplanmakeclear
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thepolicyf()rchangesintheor-

ganizationandfbralteration,

creation,andabolishmentofop・

erationsthatmayarisefromsys-

temdevelopment?

approvedbytheheadoftheor-

ganization?

4.SystemAnalysisandDefini・

tionsofRequirements

(7)Doesthegeneralplanmakethe

securitypolicyclear?

(8)Doesthegeneralplaninclude

pe亘odicreviewinresponseto

changesinthemanagementen-

Vironmentandthelike?

3.FormulationofaDevelop・

mentplan

(1)Doesthedevelopmentplanmake

clearthepurpose,theobjectsof

development,costsandbenefits,

andsoon?

(2)Havetheconditionsbeenmade

clearfbrthesettingofthelife

cycleofaninfbrmationsystem?

(1)Havethedefihitionsofrequire・

mentsunderthedevelopment

planbeenapprovedbytheper・

sonsinchargeofthedevelop・

mentanduserdivisions?

(2)Doesasurveyofuserneedshave

clearlydefinedobjects,scopeand

method?

(3)Hastheanalysisofthepresent

conditionsbeendonebyusers

whoareversedinpracticalbusi-

11eSS?

(4)Hasanalysisbeenmadeofthe

risksthatmaya亘sefromorill

connectionWiththeinstallation

oftheinformationsystem?

(3)Hasthedevelopmentplanbeen

f{)rmulatedbasedontheresults

ofdomesticandoverseassurveys

ofinformationtechnologies?

(4)Hasthedevelopmen.tstrategy

beenworkedoutinconsideration

ofitsconsistencywiththegen・

eralplan?

(5)Hasasurveybeenmadeofallthe

lawsandregulationsrelatedto

informationsystems?

(6)Hasarevieworotherstudybeen

madeoftheoperations,manage-

mentsystem,regulations,and

othersthatWillbeaffectedbythe

installationoftheinfbrmation

system?

(5)Hasthedevelopmentplanbeen
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(7)Hasthedivisionofrolesbeen

madeclearbetweentheuserdi-

visionahdtheinformationsys-

telndivision?

(8)Havehardware,software,net-

works,andthelikeselectedin

accordancewithadevelopmellt

plananduserneeds?

(9)Hasarealisticalternativeplan

fbrtheachievementofthepur-

poseofaninformationsystem

beenpreparedandstudied?

(10)Hasthemethodofdevelopment

beendeterminedinconsidera.

tionofthescaleandperiodof

developmentandsystemchar-

aCteriStiCS?

(11)HavethebasesofcalculationOf

thedevelopmentandoperation

expensesbeenmadeclear?

(12)Havetheeffectsofaninforma・

tionsystembeenevaluated

quantitativelyandqualitatively?

(13)Havethepersonnel,money,fa-

cilities,time,andothersrequired

fc)rtheexecutionofdevelopment

beensecured?

(1)Havethe.developmentproce.

duresbeenpreparedaccording

tothemethodofdevelopment?

(2)Havethedevelopmelltproce.

duresbeendeterminedfromthe

scaleofdevelopmentandsoforth?

(3)Havethedevelopmentproce-

duresbeenapprovedbytheper・

soninchargeofdevelopment?

2.SystemDesign

(1)Havethedesignsheetsbeenap・

provedbythepersonsincharge

ofdevelopmentanduserdivi・

sions?

(2)Hasthesystembeendesignedin

awaytoensuredatainteg亘ty?

(3)HasthesyStemconfiguration

beendesign3dinanticipationof

peakuse?

(4")HavetheI/Odocuments,1/O

screens,andsoonbeendesigned

inawaythatcanbeusedeasily?

(5)Havethedatabasesbeende-

signedapPropriatelyforbusi-

neSS?

II.Development (6)Havethenetworksbeelldesigned

apPropriatelyforbusiness?

1.1)evelopmentProcedures
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(7)Hastheperformanceoftheinfor-

mationsystembeendesignedin

awaytomeettherequirements

defined?

(8)Havemeasuresbeelltakell

againStaninfbrmatiOnSyStem

failure?

(9)Havetechnicalmethodsbeen

designedf()rrealizationofthe

perfbrmancemanagementre-

quiredfbroperation?

(10)Havefunctionsbeendesignedto

preventunauthorizedaccess,

protectconfidentiality,andso

on?

(3)Haveanysystemdesignincon・

sistenciesfbundduringsystem

designbeensolvedthroughare-

Viewofthatsystemdesign?

4.Programming

(1)Hasitbeenve亘 丘edthatpro・

gra皿mingisdoneqccordingto

programspeci丘cations?

(2)Havetheresultsofprogramtests

beenrecordedandstored?

(3)Haveimportantprogramsbeen

testedbyapersonotherthanthe

personwhowroteit?

5.SystemTests

(11)Havetheapurpose,scope,

method,schedule,andotherde-

tailsbeensetfbratestplan?

(12)Havetheeducationpolicy,sched-

ule,andotherdetailsbeenset

fbrusingtheinf()rmatiollsys-

tem?

3.ProgramDesign

(1)Havetheprogra血speci丘cations

beenapProvedbythepersonin

chargeofdevelopment?

(2)Haveprogramsbeendesigned

accordingtosystemdesign

sheets?

(1)Havetestdatabeenpreparedand

systemtestsmadeaccordingto

thetestplan?

(2)Havesystemtestsbeendonebya

personwhoisinafairandir【1par-

tialposition?

(3)Havesystemtestsbeendoneac'

cordingtotheusermanual?

(4)Havetheresultsofsystemtests

beenapProvedbythepersonsin

chargeofdevelopment,operation,

maintenance,anduserdiVisions?

(5)Havetheresultsofsystemtests
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beenrecordedandstored?

6.Conversion

(1)Haveaconversionplanand、the

operationplanaccompanyingit

beenfbrmulated?

(2)Havethepersonnel,money,fa-

cilities,andothersrequiredfbr

conversionbeensecuredinac-

cordancewiththeconversion

Plal1?

(3)Hasthemethodofverifyingthe

completionofconversionbeen

madeclear?

(4)Hasanimplementati皿planbeen

f()rmulatedforoperationfollow-

ingCOnverSiOI1?

III.Operation

1.OperationControl

(1)Haveoperationcontrolrulesbeen

establishedandobserved?

(2)Haveoperationproceduresbeen

madeclearandhavemeasures

againstaccidentsandfailures

beenmadeclear?

(3)Havejobschedulesbeensetcon-

sideringthep】dorityofprocess・

ing?

57

(4)Haveoperationsb3enconducted

accordingtothejobscheduleand

instructionsheets?

(5)HaveexceptionaltreatmentoP・

erationsbeenconductedaccord・

ingtooperationcontrolrules?

(6)Haveoperatorchangesbeendone

accordingtooperationcontrol

rules?

(7)Hasananalysisbeenmadeofthe

differencesbetweenjobschedules

andoperationrecords?

(8)Havetheinfbrmationsystem

operationrecordsbeengrasped

f()rperf()rmancemanagement

ande脆ctiveuseofresources?

(9)Haveoperationrecordsbeen

storedfbracertainperiodac-

cordingtooperationcontrol

rules?

(10)Haveaccidentsandfailuresbeen

recordedandreportedtotheper・

soninchargeofinformationsys-

temoperation?

(11)Havethecausesofaccidentsand

failuresbeenclarifiedandmeas⇔

urestakehtopreventtheirre-

currence?

(12)Havemeasuresbeentakento
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preventunauthorizedactsand

protectconfidentialityinman-

agingidentificationcodesand

passwords?

(13)Haveusersbeenprovidedwith

educationandtrainingconcern・

inginfOrmatiOnSyStemSeCurity?

2.InputManagement

(1)Haveinputmanagementrules

beenestablishedandobserved?

(2)Havemeasuresbeentakento

preventerrorsandunauthorized

actsandtoprotectcon丘dential-

ityininputdatapreparationpro-

cedures,handling,andsoon?

(3)Hasdatabeenenteredaccording

toinputmanagementrules?

(4)Havethemeasuresfordatail1-

puterrorpreventiOn,unauthor-

izedactprevention,andconfi-

delltialityprotectionbeenfunc-

tioningeffectively?

(5)Hasentereddatabeenstoredand

discardedaccordingtoinput

managementrUleS?

3.DataMa皿agement

(2)Aredataaccesscontrolandmolli・

toringfunctioningeffectively?

(3)Hasthestateofdatausebeen

recordedandanalyzedperiodi-

cally?

(4)Havethescopeandtimingofdata

backupbeendeterminedillcon-

siderationofthecontentsof

operations,thefbrmofprocess-

ing,andthemethodofrecovery?

(5)Hasdatabeendeliveredandre-

ceivedaccordingtodataman-

agementrUleS?

(6)Havemeasuresbeentakento

preventunauthorizedactsand

protectconfidentialityindata

exchanges?

(7)Havemeasures.beentakento

preventunauthorizedactsand

protectconfidentialityindata

storageanddisposal?

(8)Havemeasuresbeentakento

preventunauthorizedactsand

protectconfidentialityinthe

copyingofdata?

(9)Havemeasuresbeentakenfbr

dataagainstcomputerviruses?

(1)Havedatamanagementrules

beenestablishedandobserved?

(10)Haveintellectualproperty亘ghts

f()rdatabeenprotected?
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4.OutputManagement

(1)HaveoUtputmanagementrules

beenestablishedandobserved?

(2)Havemeasuresbeelltakento

preventunauthorizedactsand

Protectcon丘dentialityinprepar_

ingandhandlingoutputinf()r-

mationprocedure?

(3)Hasoutputinformationbeende-

liveredaccordingtooutputman-

agementrUleS?

(4)Hasoutputinfbrmationbeen

storedanddiscardedaccording

tooutputmanagementrules?

(5)Haveoutputinformationerrors

beenrecordedandanalyzedpe】4-

odically?

(6)HasthestateofoutputiIlfbrma-

tionusebeenrecordedand

analyzedperiodically?

5.SoftwareManagement

(1)Havesoftwaremanagementrules

beenestablishedandobserved?

(2)Havecontrolandrponitoringof

softwareaccessbeenfunctioning

effectively?

(3)Hasthestateofsoftwareusebeen

recordedalldanalyzedperiodi-

cally?

(4)Havethescopeandthemethodof

softwarebackupbeendetermined

inconsiderationofthecontents

ofoperationsandthefbrmof

processing?

(5)Hassoftwarebeendeliveredand

receivedaccordingtodataman-

agementrules?

(6)Havemeasuresbeentakento

preventunauthorizedactsand

protecttheconfidentialityinsoft-

warestorageanddisposal?

(7)Havemeasures .beentakenforthe

preventionofunauthorizedacts

andtheprotectionofconfidential・

ityinthecopyingofsoftware?

(8)HavemeasUresbeentakenfbr

softwareagainstcomputervi・

ruses?

(9)Haveintellectualpropertyrights

forsoftwarebeenprotected?

6.HardwareManagement

(1)Havehardwaremanagelnent

rulesbeenestablishedandol)-

served?

(2)Hashardwarebeeninstalledin
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anenVironmentinwhichantici・

patedriskscanbeavoided?

(3)Hashardwarebeenmaintained

periodically?

(4)Havemeasuresbeentaken

againsthardwarefailure?

(5)Hasthestateofhardwareuse

beenrecordedandanalyzedperi-

odically?

7.NetworkManagement

(1)Havenetworkirianagementrules

beenestablishedandobserved?

(2)Havenetworkaccesscontroland

monitoringbeenfunctioningef-

fectively?

(3)Hasthestateoflletworkusebeen

recordedandanalyzedperiodi-

cally?

(3)Hasthescopetobea脆ctedby

theillstallationandmodi丘cations

ofsoftware,hardware,andnet-

worksbeenstudied?

(4)Havetheinstallationand'modi-

ficationsofsoftware,hardware,

andnetworksbeenexecutedac-

cordihgtoplan?

9.ManagementofBuildings

andRelatedFacilities

(1)Havebuildingsandrelatedfa-

cilitiesbeeninstalledinanenvi.

ronmentinwhichanticipated

riskscanbeavoided?

(2)Havemeasuresbeentakento

preventunauthorizedactsand

protectconfidentialityincontrol・

lingentryintoandexitfrom

buildingsandrooms?

(3)Haverelatedfacilitiesbeenmain-

tainedperiodically?

8.ConfigurationManagement

(1)Hasthescopeofsoftware,hard-

ware,andnetworktobeman-

agedbeenmadeclear?

(4)Havemeasuresbeentaken

againstfailureofrelatedfacili-

ties?

IV.Maintenance

(2)Havetheconfigurations,supPli-

ers,andsupPortconditionsof

software,hardware,andnet-

worksbeenmadeclear?

1.MaintenanceProcedures

(1)Havenecessarymaintenallce

documentsbeentakenoverfrom
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thepersoninchargeofdevelop・

mentaccordingtotake-over

rules?

(2)Havemaintenanceprocedures

beendeterエninedinconsideration

ofthescaleandperiodofmainte・

nance,systemcharacteristics,

andsoon?

(3)Havethemaintenanceproce-

duresbeenapProvedbytheper-

soninchargeofmain七enance?

2.MaintenancePlan

(1)Haveasurveyandanalysisbeen

madeofthecontentsofmainte-

nanceandthescopeaffectedby

dealingwithrequestsformodifi-

cationsandthelike?

(2)Havemaintenanceplansbeen

fbrmulatedbasedontheresults

ofasurveyandanalysisandap-

provedbythepersonsincharge

ofmaintenanceanduserdivi-

sions?

(3)Havethepurpose,scope,method,

schedule,an(1 .otherdetailsbeen

setfbramaintenancetestplan?

gramspecifications,andthelike

changedaccordingtomainte・

nanceplansandapprovedbythe

personsinchargeofmaintenance

anduserdivisions?

(2)Haveprogramchangesbeen

madeaccordingtomaintenance

proceduresandWiththeapProval

ofthepersoninchargeofmainte-

nance?

(3)Hasitbeenverifiedthatpro-

9rammingisperformedaccord-

ingtochangedprogramspecifi-

cations?

4.ConfirmationofMainte・

nance

(1)Havechangedprogramsbeen

testedaccordingtomaintenance

testplans?

(2)Isthetestingdoneonchanged

programssimilarinleveltothe

testingdoneinnewdevelopment?

(3)Hasthetestingofchallgedpro-

gramsbeenparticipatedinby

usersandconductedaccordingto

theusermanual?

3.ImplementationofMainte・

nance

(1)Havesystemdesignsheets,pro－

(4)Havetheresultsoftestsof

changedprogramsbeenapproved

bythepersonsinchargeofthe

development,operation,mainte・
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nance,anduserdivisions?

(5)Havetheresultsoftestsof

changedprogramsbeenrecorded

andstored?.

5.SystemConversion

(1)Haveconversionproceduresbeen

preparedinconsiderationofthe

conditionsofconversion?

(2)Havethepre-changeprograms

anddatabeenbackedupPriorto

conversion?

(3)Doesthepersoninchargeofcon-

versionverifythattheconver・

siondoesnota脆ctanyother

systelns?

6.DisposalofOldSystems

(1)HaveoldsystemsbeeIIdisposed

ofaccordingtothedisposalplan,

apProvedbythepersonsincharge

ofoperationanduserdivisions?

(2)Havethemethodandthetimeof

disposaloftheoldsystembeen

determinedinconsiderationof

preventingunauthorizedacts

andprotectingconfidentiality?

V.CommonWork

1.DocumentManagement

1.Preparation

(1)Havedocumentpreparationrules

beenestablishedandobserved?

(2)Havedocumentpreparation

plansbeenfbr血ulated?

(3)Havethekinds,purposes,meth-

odsofpreparation,andotherde-

tailsofdocumentsbeellmade

clear?

(4)Havedocumentsbeenprepared

accordingtopreparationplans?・

(5)Havedocumentsbeellapproved

bythepersonsinchargeofthe

informationsystemdiVisionand

therelateduserdivisions?

2.Management

(1)Havedocumentmanagement

rulesbeenestablishedandob・

served?

(2)Havethecontentsofdocuments

beenupdatedandanupdatehis・

toryrecordedinresponsetosys・

temchanges?

(3)Havethecontentsofupdated

documentsbeenapprovedbythe

personsinchargeoftheinforma-

tionsystemdivisionandthere-

lateduserdivisiolls?
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(4)Havemeasuresbeentakento

preventunauthorizedactsand

protect(ionfidentialityinthestor-

ageanddisposalofdocuments?

(5)Havemeasuresbeentakento

preventunauthorizedactsand

protectconfidentialityinthe

copyingofdocuments?

2.ProgressManagement

1.Implementation

(1)Havethemethodorsystemof

mallagingProgressbeendeter-

minedandapprovedbytheper-

soninchargeoftheinformation

systemdivision?

(2)Dothepersonsinchargeofplan-

ning,development,operation,

andmaintenancegraspthestate

ofprogress?

(3)Havemeasuresbeentakento

solveproblemssuchasadelayin

progress?

tionbeenreflectedinplanning

thenextprocess?

(3)Havetheresultsoftheevalua・

tionbeenrefiectedinimproving

themethod,system,etc.of

progressmanagement?

3.PersonnelManagement

1.ResponsibilityandAuthority

(1)Havetheresponsibilitiesand

authoritiesofpersonnelbeen

deteminedaccordingtothechar-

acteristicsofplanning,develoP-

ment,.operation,alldmainte-

nance?

(2)Havetheresponsibilitiesand

authoritiesofpersonnelbeenre-

Viewedinresponsetochangesin

theinformationenVironment?

(3)Havetheresponsibilitiesand

authoritiesofpersonnelbeen

thoroughlymadeknown?

2.ImplementationofWork

2.Evaluation

(1)Havetheresultsbeenanalyzed

andevaluatedincomparisonWith

plansattheendoftheoperating

process?

(2)Havetheresultsoftheevalua－

(1)Havepersonnelbeenfaithfully

observingtheirauthorities?

(2)Havethedivisionofworkand

thevolumeofworkbeenstudied

fromtheViewpointofpersonnel's

knowledge,abilities,andsoon?
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(3)Hasthechangingofpersonnel

beenstudiedfromtheViewpoint

ofunautho】dzedactsandthepro-

tectionofconfidentiality?

selingbeenpe】 依)rmed?

4.Outsourcing

1.OutsourcingPlan

(4)Hasthesecuringofsubstitute

personnelbeenstudiedinprepa・

rationf()runexpectedevents?

3.EducationandTraining

(1)Haveeducationandtrainingcur-

riculumsbeenpreparedalldre-

viewedinlinewithaninforma-

tionstrategy?

(2)Haveeducation'andtrainingcur-

riculumsbeenstudiedfromthe

Viewpointofimprovingtechnical

capabilities,acquiringbusiness

knowledge,securinginformation

systemsecurity,andsoon?

(3)Haveeducationandtrainingbeen

conductedperiodicallyandeffec-

tivelyinlinewithcurriculums?

(4)Hasacareerpathbeenestab-

1ishedforpersonnelandreviewed

inresponsetochangesinthein-

f()rmatiOnenVirOnment?

4.HealthManagement

(1)IstheworkenVironmentpre-

paredintermsofhealthmanage-

ment?

(2)Havehealthcheckupandcoun－
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(1)Havethepurposeandthescope

ofoutsourcingbeenmadeclear?

(2)Hasoutsourcingbeendetermined

basedontheevaluationofcon・

creteeffects,problems,andso

forth?

(3)Haveoutsourcingplansbeenfor-

mulatedandapprovedbythe

personinchargeofoutsourcing?
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2.SelectionofServiceProviders

(1)Havethecriteriafbrselecting

serviceprovidersbeenmade

clear?

(2)Havetheserviceconditionsof-

feredbyseveralprospectivese「v-

iceprovidersbeencompared?

3.ServiceAgreements

(1)Haveserviceagreementsbeen

concludedaccordingtoout-

SOurCingruleS?

(2)Havemeasuresbeenmadeclear

f()rpreventingunauthorizedacts,

protectconfidentiality,andsoon?



(3)Hasitbeenmadecleartowhom

intellectualpropertyrightsbe・

longto?

(4)Havespecialprovisionsandex-

emptionsbeenmadeclear?

4.ContentsofServices

(1)Dothecontentsoftheservices

providedcorrespondexactlyto

thecontentsoftheagreement?

(2)Hastheprogressofthework

underaserviceagreementbeen

grasped,andmeasurestaken

againstdelay?

(3)Havetheconditionsfbrimple-

mentingmeasurestoprevent

unauthorizedacts,protectconfi-

dentiality,andsofbrthonthe

sideoftheserviceprovidersbeen

graspedundertheserviceagree-

ment,andmeasurestaken

againstproblems?

(4)Havetheresultsofservicebeen

inspectedandreceivedaccording

totheserviceagreement?

(5)Havetheresultsofservicebeen

analyzedandevaluated?

5.MeasuresagainstDisasters

1.RiskAnalysis

(1)Havetheriskssuchasearth・

quakesandthescopeoftheir

effectsontheinf()rmationsys-

tembeenmadeclear?

(2)Hasthelosstheorganization

wouldsufferfromahaltorthe

likeoftheinformationsystem

beenanalyzed?

(3)Havethetimepermissiblefbr

recoveryofoperationandtheor・

derofpriorityofrecoverybeen

determined?

2.Anti・DisasterPlan

(1)Hasananti-disasterplanbeen

fbrmulatedbasedontheresults

ofriskanalysisandapProvedby

theheadoftheorganization?

(2)Cantheanti・disasterplanbe

materialized?

(3)Hastrainingbeenconductedpe－

㎡odicallyinlinewiththeanti-

disasterplan?

(4)Hastheananti-disasterplan

reviewedfromtimetotime?

3.Backup

(1)Havethlemethodandtheproce-

duresforbackingupaninforma・

tionsystem,data,andrelated
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facilitiesbeendeterminedinre-

sponsetoaoperationrecovery

target?

(2)'Havethemethodandtheproce・

duresofbackupbeenveri丘edby

thepersoninchargeofopera-

tion?

4.AlternativeProcessingandRe・

cove「y

(1)Havealternativeprocessingpro-

ceduresandthesystemtobeused

untilrecoverybeendetermined

andverifiedbythepersonsin

chargeoftheoperationanduser

divisions?

(2)Haverecoveryproceduresand

systembeendeterminedandve亘'

fiedbythepersonsinchargeof

theoperationanduserdivisions?

6.ReportingStandards

(3)Thesystemauditreportmust

state,asmattersnoted,theprob-

1emsbasedontheresultsofthe

audit.

(4)Thesystemauditreportmust

state,asrecOmmendatiollsof

improvement,theimportant

mattersthatneedtobeimproved.

(5)Thesystemauditreportmust

stateimprovementsthatcanbe

proposedforthemattersthat

needtobeimproved.

(6)Thesystemauditormuststate

onhisorhersystemauditreport

anyothermattersheorshecon-

sidersnecessary.

2.Reporting

(1)Thesystemauditreportmustbe

submittedtotheheadoftheor-

ganlzatlon.

1.PreparationofReports 3.Follow-up

(1)Thesystemauditormustpre-

pareasystemauditreport.

(2)Thesystemauditreportmust

statetheresultsofevaluationof

thereliability,security,andeffi-

ciencyofaninformationsystem.

(1)Thesystemauditormusttryto

grasptheprogressofimprove-

mentmadebased皿recommen・

dationsofimprovementandpro-

motethatimprovement.
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O Please sendmeJIPDEClnformatlzatlonQuarterlyaschecked

below=

口 AnnualSubscription ¥13,000
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