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FromtheEditor

TheGreatHanshinandAwajiEarth-

quakestruckat5:460nthemorningof

January17,1995.Itwasthefirst

large-scaleearthquaketohitamajor

citysincetheGreatKantoEarthquake

of1923,andcausedmajordamageasis

typicalofearthquakesoccurringdi-

rectlybeneathacity.Accordingto

figuresreleasedbyKobeCity,4,567

peoplewerekilled,1person皿account-

edfor,and14,679peoplewereinjured・

Approximately58%ofalldeathswere

oftheelderly(over60yearsold),and

deathsduetothecollapseofbuildings

accountedforapproximately73%ofall

thosekilled.Inal1,67,421buildings

orstructuresweretotallydestroyed,

with55,145partiallydestroyed(asat

Dec.12,1995),ofthese6,965buildings

orstructureswerecompletelydestroyed

、byfire,with80semi-destroyed,and270

partiallyburned(dataasofFeb・1,

1996).`Atotalareaof81.9hawasde-

stroyedbyfire,andtherewere175inci-

dentsoffire(590ccurringataboutthe

sametimeastheearthquakehit).

Asforthedegreeofdamagetoinfor-

mation-communicationsnetworks,eight

exchangeswereaffectedduetolong-

termpoweroutagesanddamagetogen-

eratingequipment,paralyzingasmany

as285,000telephones.Thefiber-optic

cablesofinterexchangelineswere

severedduetothecollapseoftheHan-

shinExpresswayandtheJRfacilities

alongwhichtheywerelaid.Tele-

phonelineswerebadlydamagedbyfire

andthecollapseofbuildings,andap-

proximately193,000telephonelines

and4,000privatelinessuffereddam-

age・

Amidstallthewreckage,'however,a

largeamountofinformation-processing

equipmentescapedharm,andbecause

manyofthemachinesthatwereover-

turnedretainedtheirinformationfunc-

tion,theywereabletoplayanimportant

roleintransmittinginformationatthe

timeofthedisasterandalsoduringthe

recoveryafterwards.Companiesthat

didnotsufferdamagetotheirinforma-

tion-processingequipmentareconsid-

eredtocomplywiththe,'Standardsfor

ComputerSafetyMeasures"plannedby

theMinistryofInternationalTradeand

Industry(MITI).Thedisasterwas
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usedasanopportunitybyMITItocom-

pletelyoverhaultherelevantstandards

inlinewithrecentdevelopmentsindata

transmissiontechnology.Thenew

standardswererecentlyreleasedasthe

"StandardsforInformationS
ystem

SafetyMeasures.ltCellularphones

playedamajorroleassubstitutesfor

fixedtelephonelines,andfollowingthe

earthquake,thesurroundingKansaiarea

hadthehighestrateofcellularphone

useinthecountry.

Computerizationincities,includingthat

byadministrative .bodiesandprivate

enterprises,iscontinuingtoadvanceat

arapidpace,andshouldacity,sinfor-

mationbasesuffermajordamage,the

effectswouldbeextremelyserious.It

isvitalthatdisasterinformation-

transmissionsystemsbeprovidedthat

thedisaster-resistanceofinformation

systemsbeimprovedinorderto'cope

withfutureurbandisasters.Forexam-

ple,0.2%ofundergroundcablessuf-

fereddamageintheGreatHanshin

earthquake,whilethefigurewasO.6%

foroverheadcables,demonstratingthe

superiorityofundergroundcabling.

Unfortunately,progressinburyingca-

blesisbeingmadeinonlyafewareasin

Japan,eveninmajorcities.While

speedyprogressoughttobemadefrom
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bothanaestheticanddisaster_

preventi6nstandpoint,itisafactthat

therehasbeenlittleprogressduetohigh

costsandalackofcooperationofad-

ministrativebodies.Apartfromthe

provisionofinfrastructureforthese

networks,therearenumerousproblems

thatremainhavetobesolved,suchas

theestablishmentofeffectivedisaster-

proofinformationsystems,standardiza-

tion,andderegulation.

Inthisjssue,theGreatHanshinand

AwajiEarthquakeisusedasanexample

whatcanhappentoinformationsecurity

duringanurbandisaster.Wehopeour

readerswillfindthisdiscussionuseful.

YujiYamadori

Director

Research&InternationalAffairs



1. UrbanInformationInfrastructure

OneYearsAfterGreatHanshinandAwajiEarthquake

MichihisaMatsumoto,CRCResearchlnstitutelnc.

Introduction

TheGreatHanshinandAwajiEarth-

quakewhichoccurredinJanuaryoflast

yearclaimedover50001ives,andwas

thebiggestdisastersincetheendofthe

WorldWarII.Thismajorearthquake

soundedalarmbellsagainstthewaysof

buildingvarioustechnologyandsys-

temsinJapaninrecenttimes,andalso

taughtmanylessons・

Overthepastdecades,andespecially

duringthepastfewyears,withthepro-

gressininformationtechnology,various

kindsofsocialactivitieshavecometo

dependoninformationsysteMs.The

earthquakewasthefirstmajordisaster

tobeexperiencedsincethebeginningof

socialsystemssupportedbysuchinfor-

mationsystems,anditmadeapParent

theproblemsandtasksfacingthehan-

dlingofacrisissituationbytheun-

plannedpresentsocialsYstemandthe

informationsystemsusedwithinit.

sessedbetween"urbansystems",theso-

cialsystemsinurbanareas,withpar-

ticularattentiontosystemsformedby

privateeconomicactivity,andinforma-

tion,or"informationsystem"measures

forhandlingthatinformation.Anat-

temptismadetoanalyzefromaninfor-

mationalviewpointtheeventswhich

occurredfollowingtheGreatHanshin

andAwajiEarthquake,andtheposi-

tioningofinformationinurbanareas,as

wellastherelationshipwithriskman-

agementareinvestigated.

1.Informationasanurban

infrastructure

LIWhatismeantby

"information"in"urban

areas"?`

Variousdefinitionsof"urbanareas"

havebeenputforwardupuntilnow

frompoliticalandsociologicalview-

points,andthemostimportantaregiven

below.

Inthisreport,therelationshipisreas－
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・Requisitesfor"cities"describedunder

theRegionalAutonomyLaw

(1)Apopulationover50,000.

(2)Morethan60%ofhomeslie

withintheareaformedbythe

centralurbandistrict.

(3)Morethan60%ofthepopulation

areinvolvedwithurbanbusi-

nessessuchascommerceandin-

dustryetc.

・Requisitesforthepopulationconcen-

tratedareasor"Zonalunitsforstatistics

revealingthespecialcharacteristicsof

urbanareas'linstate_of_the_nationre_

search【1]

Thenationalresearchzonesaregener-

allysetathavingpopulationsexceeding

5,000,withapopulationdensityover

4,000persquarekm.However,there

arecaseswhereareawhichdonotsatis-

fythepopulationconditionsbutwhich

havecommunityandbusinessfacilities

areincludedinthepopulation.concen-

tratedareas.

●Theunderstandingof"urbanareas"as

aresearchthemeinurba皿sociology

AccordingtoYoshimi,sreorganiza-

tion【2],inurbansociology"space"in

urbanareasiSexceedinglyartificialand

JIQNo.107,1997 4

cultura1,andquotingthewordsofR.E,

Park,onlywhenthisspaceis"linkedto

theindividualorcommunity,oratthe

limits,doestheinitiallyexistingpartof

theurbanareabecomeavaluableitem,

andalsobecomesanunexpectedde-

vice".

Fromthesedefinitionsof"urbanareas",

itisthoughtnotunreasonabletocon-

cludethatupuntilnowurbanareas

wereunderstoodtobelocationswhere

"people"and"property',wereconcen -

trated.Inthereorganizationofthese

definitions,1etusfirstdefineurbanar-

easasplaceswherethesubjectofac-

tivities,"people",andtheobjectofthe

activities,"property'㌧areconcentrated

toahighdegree.

However,noonecandenythatinrecent

yearstheactivitiesinurbanareashave

becomehighlydevelopedduetoad-

vanceSininformationtechnologysuch

astelecommunications,broadcasting

andcomputers.Thevariousactivities

ofcurrentsocietyaredeeplyimmersed

ininformationtechnology,andwehave

becomean"informationsocietゾsup-

portedbythistechnology.Withthisin

mind,theaccumulationofthenewac-

tivitycomponent"information"could

alsobeaddedtothenextdefinitionof



urbanareasinadditiontothevitalele-

mentsof"people"and"property"put

forwardasmakingupurbanareas.

Here,"information"maybeconsidered

toincludeboththatwithatimelag(or

wheretimeisnotimportant)between

accumulationanduse,suchasstatistical

data,organizationalorproceduralin-

structions(methodology,know-how),

listsdescribingconditions(listsof

names,registersetc.),andinformation

havingadynamicnature,suchas"di-

rections"or"messages"etc.wherethere

ismostlynotimelagbetweenoccur-

renceand.use.TheformertypewilI

hereonbereferredtoas',accumulated

information",andthelatteras"dynamic

information".

[1]"1995StateoftheNationReport",

ManagementandCoordinationAgency

StatisticsOffice(1996)

[2】ToshiyaYoshimi:"Observationson

Space",UrbanFrontier1-Organization,

space,methods.SusumuKurasawaet

a1.pp.111-139,JapanHyouronsha

(1992)

1.2Theinformationinfrastructure

forurbanareas

Ifthe"urbaninfrastructure"istobe

thoughtofasthestaticelementsofur-

banactivitiesthrough"people,property,

information",inthecaseofinformation,

"accumulatedinformation"statedabove

coversboththe・accumulatedin£orma-

tionitselfandtheinformationsystems

forhandlingit,while"dynamicinfor-

mation"coverstheinformationsystems

supPortingthecreationandtransmis-

sionoftheinformation.Theseexist

continuously,supPortingurbanactivi-

ties,anditisapPropriatetorefertothe-

seasthe"urbaninformationinfrastruc-

tureor"informationinfrastructure".

Tablelshowstheurbaninfrastructure

with"organizationandsystem"froma

"people"viewpoint
,andlocation,with

theurbaninfrastructurerearrangedfrom

aninformationviewpointtohandlethe

maininformationsystemsinthepresent

SOClety・

However,this「tabledoesnotnecessarily

includecurrentlyexistingorganizations

andinformationsystemssinceitisan

intuitivereassessment.Inthistable,it

isalsonecessarytonotethebigdiffer-

encesinthestateofprogressofcQM-

puterizationforeachorganizationand

systeminpublicandprivatecomputeri-

zationandinformationsystems.

5 JIQNo.107,1997



Table1:Urbanfoundationandthesupportinginformationsystems

(Part1)Public
Urbaninfrastructure Representativeinformation

system

Administration Administration
.

servlces

Notification,procedures

etc.

Residentsbasicregistry

managementSyStem

Safety Police Policenetworksystem

Fireservice Fireserviceprevention

system

Health Hospitals Medicalserviceinformation

system

Healthand
.・

sanltanon

Healthcenters Combinedhealthand

medicalsystem

Rubbishmanagement Wastemanagementsystem

Welfare Seniorcitizens,disabled,

juveniles,mother&
child

Combinedwelfare

infOrmatiOnSyStem

Socialwelfarecounci1 Regionalwelfare

informationsystem

Education Compulsoryeducation Schooladministration

system

Highereducation Schooladministration

system

Lifelongstudy Lifelongstudyinformation

system

Leisure Culturalamenities Amenitymanagement

system

Sportsamenities Amenitymanagement

system

Labor Employmentcenters Jobvacancyinformation

searchsystem

Business

management

Smallandmediumsized

businesses

Businessdiagnosticsystem

Housing Housingmanagement

system

Transportation Roads VICS

Railways Operationcontrolsystem

Ports Portsmanagementsystem

Airports Airportcontrolsystem

Vitalpublic

utilities

Watersupply Waterratessystem

Sewageservice Sewagemapmanagement

system

JIQNo.107,1997 6



Mail Postoffice Postalsavingssystem,
.

mSuranCeSyStem

LegalAffairsBureaus Landregisterinformation

managemCntSyStem

Socialinsurance Socialinsurancesystem

Tax Taxoffices Taxinformation/collection

system

Legislation Assemblydataintegrated

apPlicationsystem

Justice Lawcourts Casesearchingsystem

(Continuedonnextpage)
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(Part2)Private

Urbaninfrastructure Representativeinfbrmation

system

Primaryindustry Greenhousecultivation

managementSyStem

Secondary

industry

Constructionindustry Worksmanagementsystem

Manufacturing

industry

Basicmaterialsclass Productionmanagement

system

Processingandassembly

claSS

CALS

Dailylifeclass EOS

Othersecondaryindustries Productionmanagement

system

Tertiaryindustry Distribution Fooddistribution POSsystem

Dailynecessities

distribution

POSsystem

Oildistribution POSsystem

Otherdistribution POSsystem

Services 1ndividual-oriented
.

servlces

Customermanagement

system

Business-oriented
.

servlces

Customermanagement

system

Financial
.
1nSU「ance

Banks Bankaccountssystem

Lifeinsurance,non-life
.

lnsurance

Insurancepolicy

managementSyStem

Electricity Electricpowernctwork

controlsystem

Gas GasmainmapPingsystem

Communications Telephones Telephoneexchange

system

Broadcasting Broadcastinginfbrmation

system

CableTV Broadcastinginformation

system

Electronicmail,
・
1nternet

WWW,Frp,SMTP

Othertertiaryindustries Salescontrolsystem
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Whiletherearealsourbaninfrastruc-

tureswheretheinformationsystemsare

fixedamongthefunctions,andthein-

formationsystemsthemselvesareaging,

theirappearanceisnotuniformwithur-

baninfrastructureswheretheconceptof

informationsystemssupPortingfunc-

tionshasonlyjustbeensetupandin-

stancesofactuallyworkingsystemsare

few,orurbaninfrastructuresateven

earlierstages.Therearealsodiffer-

encesinthedevelopmentofcomputeri-

zationduetotheawarenessandmatch-

ingoftimingofindividualadministra-

tivebodiesandprivatebusinesses,and

sothesituationisnotuniformeven

withinasingleurbaninfrastructure.

Evenwithinthesameorganizationor

system,ideasdifferaccordingtoindi-

vidualsubjectsoncomputerizationand

systemization,andtheextentofwork

involvedwithasingleinformationsys-

temdiffers.Recentlyinparticular,the

integrationindirectionisincreasingin

bothprivateandpublicsectors・Inthe

privatesector,systemsforaccounts,fi-

nancialaffairs,sales,andstockcontrol

etc.whichhaveupuntilnowbeenop-

eratingseparately,arenowbeingmade

tocooperatemutuallyallowingthe

buildingofanintegratedbusinesssys-

tem.Therearealsoexamplesinthe

publicsectorwherelocalgovernments

areconstructingintegratedmanagement

systemsas"urbaninformationsystems"

frommapdata.However,theintegra-

tionofsuchsystemsisproceedingac-

cordingtopoliciesreflectingthediffer-

encesinorganizationalandbusiness

configurationsofenterprisesandlocal

governments,andthismakesitdifficult

todefineageneralconfiguration.

Intheprivatesector,cooperationof

systemsbetweenbusinessesvianet-

worksisprogressingthroughbusiness

groups,fellowbusinesses,regions,and

distributionsystems.Itisestimated

thatinthesamewaythatbusinessac-

tivitieshaveincreaseddependabilityon

informationsystems,cooperationlike

thiswillcreatelargescaleandwidearea

informationsystemssupPortingsocio-

economicactivities(1.

(1WiththepresenthandlingofEC,EDI,CALS

etc.throughtheircooperation,itispossibleto

coverthedevelopmentfrom"singlebusinessin-

formationsystems「'to"systemsforeconomicac-

tiVitieSOnaSOCialSCale".

9 JIQNo.107,1997



2.Informationsystemsindisasf

ters

2.1.Businessoperationsinearth・

quakes

Ifurbanareasaredefinedasthespace

foractivitiesbasedon"people,property,

information",businessespossessparts

ofthe"people,property,information",

andformactivitylocationscloselyre-

latedtoother"people,property,infor-

lmation".Theycanbeunderstoodas

one"urbansubsystem".

So,intheaftermathofadisasterdam-

agingtheentireurbanarea,thekindof

activitieswhichareessentialforthese

urbansubsystembusinessescanbe

broadlygroupedinthefollowingthree

classifications.

・Preventingdamagefromspreading

●Assessingdamagestatus

●Restoringfunctionality

"Preventingdamagefromspreading"

involvesmeasurestopreventmaJor

damagetofacilitiesfromsecondarydis-

aster,particularlyinthecaseofbusi-

nesseshandlinghighlyinflammableor

noxioussubstances.IntheGreatHan-

shinandAwajiEarthquake,measures

JIQNo.107,1997 10

byrelatedbusinessessupposingdamage

beforehandandafterwardswereeffec-

tive,andnolargescalesecondarydis-

asterwastriggered.Forexample,

KansaiDenryoku(KansaiElectricity)

madearrangementsforTVandradio

announcements(thenecessarytapeshad

alreadybeendistributedtobroadcasting

studios)askingpeopletoswitchoff

maincircuit-breakerswhenawayfrom

hometopreventfires,andevenwhen

restorlngservlces,powerwasnot

providedtounoccupiedhomesl3】.

Similarlywithcookingoilmanufactur-

ingbusinesses,utmostprioritywas

giventorestoringsafetyofinfiammable

andexplosivematerials[4].Therelief

ofcompanyemployeesandthecitizens

intheneighborhoodofcompanyfa-

cilitiesisalsoincludedinthiscategory,

buttherewasvariousinformationinthis

areawithdifferingindividualdegrees,

andsuchactivitieswereconductedover

averywidearea.

Regarding"assessingdamagestatus",

theidentificationofdamagetofacilities

andequipmentincludingthoseun-

staffedatthetimeoftheearthquakewas

carriedoutrelativelyquickly(1・

Howevertherewerenumerouscasesof

problemsinassessinginjuriestoem-

ployeesandcustomersduetoeffectsof



● ・

disruptedtransportationandcomm皿i-

catlons.

Theeffectofsuspendedtransportation

andcommunicationsislargeandso

morethanassessingdamagestatus,,,re-

storingf皿ctiopality"requiresthemost

time.Firstofallata"people"leve1,

manybusinessesrestructuredusingstaff

limitedtothosealreadyondutyorthose

whowerefortunatelyabletogetto

work.Aftercarryingoutstepsfor

"preventingdamagefromspreading"

and"assessingdamagestatus"asde-

scribedabove,theyrestoredthefunc-

tionsasmuchaspossibleofdamaged

equipment,andreopenedforbusiness

usinglimitedresources.Manycases

wereobservedwhereworkingproce-

duresdifferentfromthosepriortothe

earthquakehadtobeusedforreopening

businessesduetothesuspensionofin-

formationsystemfunctioning.Forex-

ample,atonedistributor,thecustomer

orderingsystemwasdownduetodam-

agetothecomputer,andsothecrisis

wasenduredbyclassifyingsortingla-

belsbya"cardgamemethod"andin-

troducinganorder-booksystemasa

substitute.Similarly,atonehospital,

orderingformedicalsuppliesetc.and

medicalaccountswereswitchedtopa-

per-basedsystems,anddatatobere－

cordedwasenteredintothesystemafter

restoratlon.

However,businessfunctionalityisnot

necessarilyrestoredjustbyrestoringthe

guaranteeofthecompany'sindividual

resourcesandworkarrangements.

Businessfunctionalityisrelianton

economicactivityoftheentirepopula-

tionoftheregion,andtherestorationof

functionalityofconsumersandcusto-

merbusinessesisnecessaryforthetrue

restorationofbusinessfunctionality.

ItshouldbenotedthatintheHanshin

andAwajiGreatEarthquake,notjustin

themeaningof"servicestotheregionl,,

therewasactivesupplyandstockingof

goodsbeyondpriorbusinessrelations

andaidtocitizensinthedisasterarea.

Attheendoftheday,itmustnotbe

forgottenthattherecipientsofsuchac-

tionswerehumanbeings,andin(many

cases)disastervictims.SupPlyand

transportationoffoodanddailyneces-

sitiesintheareawasextremelydifficult,

evenforoildistributionbusinessesand

vitalservicesabletoassembletheman-

powernecessaryforwideareasupPort.

Underconditionslikethese,theimpor-

tancealsoofmaintainingstaffmorale

andaccuratedecision-makingwasindi-

catedforbusinesseshitbythedisaster・

11 JIQNo.107,1997



(1However,thereweremanycaseswhereonly

simpleexternalassessmentsweremade,and

whileinitiallybuildingswerejudgedsafetouse,

theywerelaterdeemedasstructurallydangerous

fo}lowingtheresultsofinspectionsbyexperts.

2.2.Informationsystemsinthe

GreatHanshinandAwaji

Earthquake

Inadditiontophysicaldamagesuchas

'thecollapseofbuildingsandtoPPIingof

hardwarecausedbytheearthquaketo

informationsystems,functionaldamage

duetosuspensionofcomm皿ications

andvitalservices(althoughtherewere

noproblemswiththehardwareitself,it

couldnotbeoperated)wasindicatedas

ablindspotinhardwaredisastercoun-

termeasuresupuntilthen.Frompre-

viously,MITI's"lnformationSystems

SafetyCo皿termeasureStandards",and

"SystemInspectionStandards"wereset

out.IntheGreatHanshinandAwaji

Earthquake,thesestandardswereshown

tobeadequateforprotectingagainst

damagesustainedbyfacilitieshousing

hardware,butatthesametimeitwas

shownthatforecastswerenotnecessar-

ilyadequateinsituationslikethismajor

earthquakewherealmosttheentirewas

hitbythedisasterandvitalservices

JIQNo.107,1997 12

werecutforlongperiodsoftime.

Therewasmostlynodamagetothe

safetyofbuildingsandtohardwarelo-

catedwithinthemconformingtothese

standards,andhardwarewhichsus-

taineddamagewerethosewhichdidnot

adequatelyconform(1.Inthesurvey,it

wasprovedthattherewasmachinery

whichcouldbeoperatednormallyeven

amongthehardwareknockeddownor

overturnedbytheearthquake.How-

ever,suchcasesshouldbeconsideredas

beingfortunate,andtherecannotbe

overconfidenceplacedinthestrengthof

hardware.Furthermore,becausethe

GreatHanshinandAwajiEarthquake

occurredearlyinthemorning,there

werenogreatproblemscausedbypeo-

plebeingclosetohardware.However,

thetopplingandscatteringofhardware

isacauseofpersonalinjury,andsoitis

necessarytotacklethesemeasuresthor-

oughly.

Asreportedinthenews,ofthedamage

tovitalservicescausedbytheearth-

quake,powerwasquicklyrestored,but

waterandgassuppliestooktime.As

faraspower,underwhichinformation

systemsoperate,wasconcerned,meas-

ureswererelativelyadvallcedwithon-

sitegenerationetc.,butthemeasures



againstinterruptionstotheindirectly

relatedwaterandgassupplieswere

certainlyhighlightedasweakpoints.

Themajorityofair-conditioningsys-

temsforcoolingma'inframecomputers

arewater-cooled,andsomefacilities

employair-conditioningequipmentus-

ingnaturalgas,sotheinterruptionof

waterandgascausesgreatproblems

withthecoolingofmainframecomput-

ers.Fortunately,beingwinter,tem-

peratureswerelow,andmanycases

wereobservedwhereoperationwas

possiblebyprotectingcomputersfrom

heatingupbyusinglargecooling .fans.

However,iftheearthquakehadoc-

curredinthesummer,operationwould

nothavebeenpossiblewithoutair-

conditioning,andthiscanonlybecalled

goodfortune.

Apartfromproblemslikethesefromthe

usageandfacilityequipment,therewere

hindrancesresultingfromusageofthe

informationsystemsthemselves.In

particular,manyexamplesoflostdata

duetofiresetc.wereseenbecauseof

insufficientawarenessonbacking-up

data.Evenincaseswherebackups

werCmade,thiswasmoreofameasure

toovercomeproblemswiththesystem,

andnotmuchconsiderationwasgiven

torestoringthesystemthroughdecen－

tralizedarrangementsorperiodicco1-

Iectionofbackups.Countermeasures

fortheback-upofinformationsystems

themselveswerepoor,andtherewere

numerouscaseswherereliancehadto

beplacedonsupportfromthemanu-

facturer.

Withtherecentincreaseindependence

ofbusinessoninformationsystems,

largeamountsofvitalinformationare

managedasmagneticdata,andsothe

effectonbusinessoperationsoflossof

dataorinterruptionstoinformation

systemshasbecomesubstantiaLInthe

GreatHanshinandAwajiEarthquake,

manycaseswereseenwheretimewas

neededtorestorepastcustomerrecords

orproblemswereencounteredinre-

startingbusinessbecauseofcustomer

datalostthroughactualIossesofdata.

Similarly,thereweremanycaseswhere

evenwhendatahadn'tbeenlost,itcould

notbeusedforrebuildingworkasthe

contentscouldnotbeextracteddueto

thesystembeingsuspended.Theef-

fectsofinterruptionstoinformation

systemsarenotjustonaccumulation,

butarethesameonpromotingbusiness.

Thestepsformanaginginformation

collectedbythereplacement"cardgame

system"andorderbooksystemsofthe

distributormentionedpreviouslywere

13 JIQNo.107,1997



notsufficient,anditwassimplyacase

ofwaitingfortherestorationofinfor-

mationsystemstoenablethesmooth

promotionofbusiness.

(11nthesurvey,caseswerereportedwherema-

chineryfittedwithcastorspredictedtomoveon

thefloorduringanearthquakeandpreventtoP-

plingwerenotabletowithstandthevertical

earthquakemovementandoverturned.Inthe

"lnformationsystemsafetystandards"machinery

istobefixedtothefloor.

3.lmprovingthedisasterresis・

tanCeOfinfOrmatiOnSyStemS

3.1.LessonsfromtheGreatHan・

shinandAwajiEarthquake

(Mainhuman'and.organizationalpoints)

Whendisasteroccurs,thoseresponsible

forenactingfromthe"preventionof

damagespreading"tothe"restorationof

functiopality"areafterall"people"・In

thesituationofamajordisasterwith

non-existenttransportationandcommu-

nications,thereareexpectedtobepeo-

plewhohavedifficultiesingettingto

workorreturninghome.Inreality,in

theHanshinandAwajiearthquakedue

totrafficparalysisformanydaysimme-

diatelyafterthedisaster,manyexam－
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pleswereseenoftroublegettingto

workandofobstaclesinworktobuild

thesystemforcountermeasures.And

notjustbecauseoftransportationand

communicationproblems,staffmem-

bersonwhomthecountermeasuresare

reliantmayalsothemselvesbedisaster

victims.TheGreatHanshinandAwaji

Earthquaketaughtvariouslessonscon-

cerningproceedingwithdisastercoun-

termeasuresusingthestafflimitedto

thoseabletobeassembledunderthe

conditions.

Frequentlyheardduringtheresearch

wasthenecessityfora"keypeople"to

supervisethecountermeasures.They

wouldbeleaderstoshakeoftheper-

vadingfeelingofdespairandbring

aboutchangebycarryingoutdecisions,

andspecialistsfamiliarwithbusiness

abletomakeaccuratejudgmentsonthe

actionsandmethodsrequiredonthose

fronts.Withthesekeypeopleaspiv-

ots,howswiftlystructurescouldbees-

tablishedforcountermeasureswasindi-

catedastheimportantpoint.

(Managementofinformationresources

anduseofinformationsystemsindis-

asters)

Thereisnotexpectedtobeanychange



intheimportanceofleaders,buttheim-

portanceofspecialistsisexpectedto

furtherincreaseinthefuture.Evenup

untilnow,thebusinessrelatedknowl-

edgeaccumulatedwithintheheadsof

specialistshasprovidedsupPort,but

thisisbecauseofthetrendofincreasing

differenceinknowledgeofbusiness

"supervisors',andbusiness"specialists"

duetoexpansionandprogressofbusi-

nessaswellasthea .ccompanyingspread

ofinformationsystems.

Informationsystemsnotonlycontribute

tothebusinessefficiencyandhandling

abilityofindustry,butalsobringabout

effectstoenableadvancedapPlication

ofinformation,andtoalleviatethebur-

denoftrainingbysimplifyingpart-time

work.Thatis,byaccumulatingspe-

cialists,knowledgeinsystems,thebur-

denofbusinessmanagerstoacquire

knowledgehasbeenalleviated.With

suchsystems,thesituationisnowthat

㎞owledgenecessaryfortheoriginal

businessistreatedasa"blackbox",and

㎞owledgeofthesystembeyondthatof

operationisnotrequiredofbusiness

managers.Asituationlikethisbrings

aboutthedifferencebetweenbusiness

managersandbusinessspecialists.

Withtheincreaseininformationsystem

usersandthespreadofknowledge

15

treatedasal,blackboxt,,theincreasein

thenumericaldisparitybetweenmanag-

ersandspecialistswillalsobeonerea-

sonforthegreaterimportanceofspe-

cialists.

Tomakegoodthisdisparity,thesitua-

tionisnecessaryforspecialists'past

knowledgetobedocumentedandbe

abletobeaccessedbymanagersin

timesofdisasterinorderforbusiness

managerstotrulyhavetheabilityto

supPortthespecialists・Indisasters,

thereisalimittohowbusinesscanbe

reconstructedtonormality,butwithout

anunderstandingofthebusinessor-

ganizationinanormalsituation,there-

storationofbusinesswillbeimpossible

withintherestrictions.Thisbusiness

relatedunderstandingrevealsbusiness

functionswhichmustbespreadimme-

diately,datawhichmustberestored

withhighp・i・Tity・ ・nd・ec・ ・d・whi・h

mustbekept,andmakespossiblethe

swiftresumptionofbusiness.

EvenintheHanshillandAwajiearth-

quake,somecompanieshadprepared
"disastermanuals"orsimilardocuments ,

butthesemanualswerenotnecessarily

ofuseforactualdisastercountermea-

sures.Thedetailsofthemanualswere

notalwayswidelyknown,buttherea1
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problemswerethatexpectationsinthe

drawingupofdisasterpreventionman-

ualswerenotsufficient,andalsothere

weretoomanyareaswheretheexper-

tiseofcertainindividualswasrelied

uponfortheactualrestoratjonofopera-

tions.Disastercountermeasureshave

beenreviewedinvariousorganizations

followingtheearthquake,butfollowing

theselessons,thefollowingthreepoints

canbeputforwardasitemsforcon-

structingdisasterco皿termeasureplans

whichwillformanaccurateguidedur-

ingtimesofdisaster.

a.Constructanenterprisemodelre-

vealingoverallhowthebusinesshas

beenrunuptillnow.

b.Investigatewhatsubstitutescanbe

madeifresources(people,equip-

ment)supPortingthebusinessare

lost,andwhatcanbepreparednow

assubstitutes.

c.Reassesswhatthingshaveessen-

tiallyasmalleffectonbusinesseven

iflost,andwhatthingshaveamajor

effectiflost.

Theenterprisemodelina.doesnotjust

outlineasummary,butshoulddescribe

thedetailsofeachindividualbusiness,
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namelyasfarasspecialist㎞owledge,

revealtheinformation,propertyand

equipmentnecessaryforundertaking

business,andanalyzetherelationships

betweentheintermediarybusiness.

Withananalysislikethis,acomprehen-

siveanalysisoftheentirebusinessac-

tivityismadepossible,anditispossible

toclarifytheblack-boxorganizationof

thebusinessandthewhereaboutsof

equipmentandinformationwithinthe

company.Thisfacilitatesthecon-

structionofanactionmanualfortimes

ofdisasterandtheinvestigationsinb.

andc.,andallowsmoreexhaustivein-

vestlgatlon.

Whileintheinvestigationsinb.andc.

itisnecessarytoconsiderpoliciesfor

safeguardingwithinthelimitspermitted

bycostsresourcesforwhichthereare

nosubstitutes,foritemslikeinforma-

tionsystemsforwhichsubstitutesand

dispersedlocationsaresimple,itis

saferandmorecosteffectivetodecen-

tralizethematarangesothattheyare

notsimultaneouslydamagedratherthan

upgradingtheindividualphysical

safety.

Withinformationsystems,eveninthe

worstcaseaslongasthedataandpro-

grambackupsremain,itispossibleto



restorethedataandprocessing.Ifitis

justdataandprograms,thedecentrali-

zationofbackupsissimple,andwith

thisaloneitispossibletoincreasethe

degregofsafety・Evenforbackingup

theentiresystem,servicesareavailable

forleasingpartofanextremelydisas-

ter-proofcomputercenterorout-

sourcingservicesusingthesefacilities.

Inmostcases,combiningthesestepsis

moreeffectiveandcostefficientthan

devisingmeasuresforimprovingthe

originaldisasterresistanceofresources

keptcentralized.

Withthisprocess,fromthedescription

ofanenterprisemodeltotheconstruc-

tionofadisasteractionmanualandin-

vestigationofcostetc.ofdisaster

countermeasures,aresemblanceisap-

parentwithsystemsanalysisprocessof

theinformationsystemstructure.

Withsystemsanalysisupuntilnow,as

businessanalysis,throughinterviewing

etc.,thepropertyandflowofinforma-

tionofthebusinessbeingexaminedare

absorbedfrombusinessspecialists

(referredtoas"domainspecialists"in

thesystemsanalysisfield),andsys-

tematicanalysisandreassessmentwork

isbeingcarriedout.Constructionofa

newbusinesssystemisbeingcarried

outassumingadoptionofanewinfor－

mationsystembasedonthis,andan

analysisonthecostfrontofthetransi-

tionbetweenthenewandoldsystemsis

generallybeingconducted.

Forexample,whenconsideringthedis-

asterhandlingofallcompanies,andthe

normalriskmanagement,thebusiness

analysismethodsusedinsystemsanaly-

siscanbeusedastheyarebyaltering

theviewpointsomewhat.Also,even

intheexaminationofthebusiness

modelduringadisaster,systemsanaly-

sismethodsarebelievedtobeeffective

asmethodsforreassessingtheresults.

Naturallyanexaminationwithexpert

knowledgeisrequiredforthevarious

assumptionsattheoccurrenceofdisas-

tersandthebusinessandoperations

peculiartodisastersituations,butitis

believedthatconsiderationbegiven

frombusinesssystemanalysisandreas-

sessmentpointofviewtotheparticipa-

tionofinformationtechnologistsinthe

drawingupofthedisastercountermeas-

ureguide.

3.2.Viewpointsonimprovingthe

disasterresistanceofahighly

computerizedeconomy

Measurestoimprovethedisasterresis-

tanceofanetworkedeconomy
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Disasterresistanceoftransactiondata

Thespeedandefficiencyofinter・p

industrycommunicationsarecurrently

beingimprovedwithelectronictransac-

tionssuchasCALS(ContinuousAcqui-

sition&Life-cycleSupport),EDI

(ElectronicDataInterchange)andEC

(ElectronicCommerce)etc・being

pushedonallaspectsasthesinglegoaL

Computerizationandnetworkingof

communicationsisprogressingthrough

thepromotionofcomputerizationat

eachcompany,anddespitetheeffortsto

increasespeedandreducepaper,paper

stillstreamsbetweencompanies.With

thecurrentmainstreamconfigUration,

theconversiontothecomputerized

companyinternaldistributionprotoco1

(essentiallypaperdataisinputintothe

informationsystem)isaburdenonboth

timeandlabor.

Asoneofthecharacteristicsofthe

practicalconfigurationoftheprocess

towardssuchelectronictransactions,

thereplacementoftheuptillnowpa-

per-basedinformationexchangebe-

tweencompanieswithelectronicdata

exchangevianetworkswillprogress.
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Intheprogressionofcurrenttransac-

tions,eachcompanyinputsinformation

likethisintotheirinformationsystems,

andthefixedperiodwillexistwhereit

isreplacedwithmagneticdata.For

thisreason,ifbychancedamageoccurs

tothemagneticdata,back-upispossible

fromtheoriginalpaper-baseddocu-

mentation.However,withelectronic

transactions,nooriginalpaperrecords

exist,andsothemeaningofmagnetic

back-upsbecomesevenmoreimportant.

Howtoraisetheawarenessonguaran-

teeingthesafetyofdataownedbythe

companyisthoughttobeaproblemfor

eve「ycompany・

Tacklingnetworkandsystem

troublesindisasters

Replacingthebusinessperformedbyin-

formationsystemswithmanualopera-

tionsinvolvestremendousdifficulties.

Inthecaseofelectronictransactions

also,wheretransactionsvianetworks

arethenorm,introducingtransactions

viapaperandtelephoi】easnoww沮in-

termixdifferingtransactionprotocols,

andendupcausingareductioninlabor

andfinancialtransactionefficiency.If

therearenoadvantagesforthetransac-

tionpartnercorrespondingtothisdrop

inefficiency,itispredictedthatatrans一



actionconfigurationlikethiswillbe

difficulttoaccePt・

Ifalqrgenumberofcompaniescannot

participateinelectronictransactions

duetodamagetonetworksorsystemsin

amajordisaster,theformationofcon-

sensuswithcompaniesinvolvedin

electronictransactionsandagreement

betweenthepartiesconcernedregarding

thepersonnelandfinancialburdenof

transactionswithsuchcompanlesmay

beproblematic.Also,themaintenance

ofreliabilityofsettlementmethods

(settlementadministrationbodiesand

theirsystems)onthenetworkinthe

periodofchaosimmediatelyfollowing

thedisastermaybeproblematic.On

theproblemsrelatingtofaithintrans-

actions,becausetherearemanycases

wheresmallerbusinessesandindividu-

alsareinapositionofdisadvantage,

careisrequiredinexaminingthesesoas

nottoputsmallerbusinessesandindi-

vidualsatadisadvantage.

Astasksfortheimprovementofdisaster

resistanceofprivatesectorinformation

systemsinthefuture,consideringthese

trendsalso,

1)Inordertomaintaineconomicorder

followingtheoccurrenceofadisaster,

measuresareneededwhichdonotharm

thefunctioningevenvVhentheinforma-

tionsystemofthefinancialorganization

supportingthefaithsanctionedsystem

andtheinformationsystemcontrolling

thpcreditanddebtdataofeverycom-

panyhavebeenhitbythedisaster.

2)Inordertoprogresssmoothlywith

therestorationofregionaleconomic

functioning(particularlydistribution

functions)followingtheoccurrenceofa

disaster,redundancyallowingthe

maintenanceofthesystem,sentire

functioningandflexibilityallowii】gthe

demonstrationofthesefunctionseven

inemergenciesareneededevenwhen

partoftheinformationsystemsupport-

ingdistributionandmaterialflowshas

beendamagedinthedisaster.

3)Thoroughexaminationisneededinto

priorityrankingsandmethodsofthere-

storinginformationsystems,reopening

work,andguaranteeingess3ntialstaff,

inordertoprogresssmoothlywiththe

resumptionofbusinessfollowingthe

occurrenceofadisaster.

4)Theexpeditingofmutualholdingof

informationbyinformationsystem

19
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managers,andtheestablishmentofco-

operativerelationshipswithinformation

systemoperatorsinemergenciesin-

cludingthemaintenanceofreplacement

informationsystemequipmentare

neededinordertoprogresssmoothly

withtherestorationofinformationsys-

temshitbythedisaster.
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II. ResultsofSurveyintOInformation

Security(Extracts)

Inordertoascertainthestatusofour

nation'smeasurestodealwiththesecu-

rityofinformationsystems,theJapap

InformationProcessingDevelopment

Centerhasconducteda"SurveyintoIn-

formationSecurityl,everyalternateyear・

Herewepresenttheresultsofasurvey

conductedinJanuary1996,0neyear

aftertheGreatHanshinandAwaji

Earthquake,intocountermeasuresto

dealwithdisasterandunforeseenprob-

lems.

surroundingthisquestion,butalsoto

helptoadvanceinformationsecurityin

thefuture.

(2)SurveySubjects

Formingthesubjectofthissurveywere

the4,743businessconcernscompnsmg

thepopulationgfthebiennial"Survey

intoInformationSecuritゾconductedby

theJapanInformationProcessingDe-

velopmentCenter.

SurveyintoInformatioriSecurity

(1)SurveyObjectives

Thissurveywasconductedonthein-

for'mationsystemsdivisionsofbusiness

enterprisesandsimilarorganizations

andinvestigatesthecurrentstatusofin-

formationsecurityinthisco皿try,as

wellastheprevailingconsciousness

vis-a-visthisissue.Theaimsofthesur-

veyhavebeennotonlytoascertainthe

presentstatusandproblematicissues

(3)SurveyPeriod

Surveyformsdispatched

1996

Collectiondeadline

1996

(4)CollectionData

Numberdispatched

Numbercollected

Retrievalrate

January30,

February20,

4,743

1,391

29.3%
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(5)Averagenumberofemployees

ofrespondingconcerns

Averagenumberofemployees:

2,230

(6)ltemssurveyed

(1)Informationsystemassets(5items)

(2)ImplementationoftheMinistryof

InternationalTradeandIndustry,s

safetycountermeasures(6items)

(3)Pastresultsindealingwithtrouble

etc.(4items)

(4)Informationsecuritycontrol(14

items)

(5)Co皿termeasurestodealwithdis-

asterandbnforeseenproblems(9

items)

(6)Back-upcountermeasures(7items)

(7)MeasurestocombatiUegalaccess-

ing(10iteMs)
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(7)BusinessCategoriesofSurvey

Subjects

Thebusinessesellgagedinbysur-

veysUbjectshavebeenclassifiedlnto

40categories.However,forthepur-

posesofthisreport,theyhavebeenre-

classifiedinthemannerbelowanddis-

playedas"businesscategorygroupsノ,

Businesscategorygroup Businesscategory
Numberco1-

1ected

Foodmanufacturers 52Food,paper,pulp,textiles,
..

pnntlng Textileindustries 26

Paper,pulp,processedpapermanufacturingindustries 13

Printingandrelatedindustries 5

Petroleum,chemicals,iron

&stee1,non－ 食rrousmetals,

metals

Chemicalindustries 63

Petroleumproductmanufacturingindustries 8

Iron&steelindustries 26

Non-ferrousmetalmanufacturingindustries,metal

productmanufacturingindustries
53

Electricmachinery,general

machinery,transportation-

relatedmachinery

Generalequipment&machinerymanufacturers 41

Electricmachinery&equipmentmanufacturers 77

Transportationmachineryandequipmentmanufactur-

ers
51

Precisionmachineryandequipmentmanufacturers 17

Othermanufacturingindus-

tries

Ceramicindustry,clay&stoneproductmanufacturers 17

Othermanufacturingindustries 73

Commerce Wholesaleindustries,tradingconcerns 131

Retaihndustries 49

Financia1&insurancein-

dustries

Bankingbusiness 160

Securitiesbrokers,commoditybrokers 4

Lifeinsuranceconcerns 14

Non-lifeinsuranceconcems 7

Infbrmationprocessing
・

servlces
Infbrmationprocessingindustries,softwareindustries 113

Otherbusiness-oriented
・

servlces

Agriculture-,fOrestry-,game-,andaquaculture-related

industries
1

◆
Miningindustrles 2

Constructionindustries 68

Newspaper&publishingindustries 9

Realestateconcerns 9

Transport-,communications-,andwarehbusing-

relatedbusinesses
50

Electricpowerandgasindustries 14

Broadcastingindustries 12

Advertising,research,andinfbrmationservices 6

Otherserviceindustries 37

Subtotal 1208

一 ー 一
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Publicservices Medicahndustries 10

Religiouscorporations 0

Highschools 9

Universities 31

Othereducationalinstitutions 14

Organsofscientific&academicresearch 5

Bodiescorporate,agriculturalcooperatives 33

Govemment,localpublic

bodies

Govemment 7

Localpublicbodies 74

Subtotal 183

Grandtotal 1391
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3.DetailedSurveyR.esults

3・1TheStatusofInformationSys・

temAssets

Q1: ・Pleasegivearoughestimateof

theoverallamountthatyouhave

investedinyourentirecomputer

・y・t・m'・currentlyi・ ・p・・ati・n,in-

cludinghardware,software,and

data.Pleasealsoputdownwhat

percentageofthisfigureisac-

countedforbyyourtotalPCin-

vestment.

Nogreatchangewasevidentinthe

amountsinvestedwhencomparedwith

thefiguresintheprevioussurvey;if

anything,figuresforthepresentsurvey

weresomewhatmorerestrained.The

trendtowardeconomicrecoveryisnot

reflectedinthesumsinvestedininfor-

mat10nSyStemS・

Facilityinvestment 1993 1996

Over¥10billion 132cases 8.3% 126cases 9.1%

Between¥5b川ionand¥10

billion
98 6.2 70 5.0

Between¥3and¥5bmion 77 4.9 79 5.7

Between¥1and¥3billion 278 17.6 237 17.0

Between¥100millionand

¥1billion
673 42.5 550 395

Between¥50millionand

¥100million
142 9.0 139 10.0

Lessthan¥50million 94 5.9 93 6.7

Noanswer 90' 5.7 97 7.0

Tota1 1,584 1,391
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Althoughaper-capitalbreakdownof

enterprisesnaturallyshowsatendency

forconcernswithsmallercapitalization

tohavemadesmallerinvestments,this

doesnotnecessarilymean,however,

thattheamountinvestedisproportion-

atetothecapitalization,butratherthat

businesseswithasmallercapitalization

alsoapParentlyneedtomakeinvest-

mentsofuniformproportions.

Capitalizationratiopercomputerizationinvestmentgrouping

Capitalizationgroupings

o

暑
8
栖
芒

窪葱

≧

亘

き

き
量

Tota

Over¥10billion

Between¥5billionand

¥10billion

Between¥3and¥5

billion

Between¥1and¥3

billion

Between¥100million

and¥1billion

Between¥50million

and¥100million

tessthan¥50million

O% 10%20×30×40%50%60%70×80×90%100%

■Morethan¥50billionNMorethan¥10billionロMorethan¥5bi1110n■Morethan¥1

日Morethan¥100million田Morethan¥50mi|1ionロLessthan¥50milllonロ¥0

billion
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Althoughenterpriseswereonceagain

askedinthissurveytogiveinformation

astowhatproportionoftheirtotalin-

vestmentininformationsystemswas

occupiedbyinvestmentinPCs,theper-

celltageherewasrelativelysma11,with

themeallfigurefortheenterprisesasa

wholestandingat18.1%.

showedconcernsinthe"lessthan¥50

millioninvestment"groupingtoleadthe

fieldwiththehighestinvestmentratioof

34.6%.ThesamefigUresforenterprises

withinvestedamountsofover¥50mi1-

1ionindicateatendencyfortheratioof

PCinvestmenttofallininversepropor-

tiontotheoverallamountinvested.

However,thistrendisnotmarked.

A`breakdownoftotalinvestment

PCinvestmentratio

(averagefigurespgrcomputeriZabbninv6stment)

Overall

Noanswer

Lessthan¥50m川ion

Between¥50millionand¥100m川ion

Between¥100m川ionand¥1billion

Between¥1and¥3b川ion

Between¥3and¥5b川ion

Between¥5billionand¥10bi|lion

Over¥10billion

0.0 10.O 20.0 30.0 40.0%
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Intermsofbusinesscategories,PCin－

vestmentislowestforthe"financial&

insuranceindustries,1,whereasthehigh-

estratioistobefoundforthe"other

business-orientedservices"and"public

services."Inthecaseoftheformer,this

isprobablybecauseaccounting-type

systemsthatemployconventionalmain-

framehostcomputersstillaccountfor

thegreaterpartofinvestmentininfor－

mat10nSyStemS・

onthepartofeducationalinstitutions

suchashighschools,universities,and

thelike.Thisisconceivablyduetothe

factthateducationalinstitutionshave

beenactiveinintroducingPCsasedu－

cationaltools.

Theproportionofmoneyinvestedin

PCinformationsystemsintermsof

overallinvestmentisrelativelysma11;

onepossibleeffectherecouldwellbe

thelowpriceofthePCsthemselves.

Acloserlookatthelatterbusinesscate－

goryrevealsahighlevelofinvestment

PCinvestmentratio(bybusinesscategory》

on610%2(湊3(湊40Vt5(湊601t7《 嵩

Total

Govemment.localpubticbodies

Publicservices

Otherbusinesses

Inforrnationprocessing

Finance,insurance

Trade

Othermanufacturingindusthes

E|ecthc&generヨ|rnachinery

Petre|eum,chemica!s,iron&steel

Food.paper

8〔賄901ilOOX

■Upto10X■BetveenIOX&20X日Between20X&30X口Bet∀een30X&40X團8etween40X&50X

口Betveen50X&60X■Betveen60X&70X口Between了O毘&80X■Betveen80Xand90X口UpvardsofgO%
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,●

Whatpercentageofyouroverall

investment(seeabove)inyouren

tirecomputersystemsdohardware,

software,anddataaccountfor?

Hardware,software,anddataaccounted

for59.0%,32.9%,and8.1%respec-

tively・oftheoverallamountinvestedin

computersystems.Thisrepresentedno

greatchangeoverourprevibussurvey.

Abreakdownofcapitalization,numbers

ofemployees,alldamounts.ofinvest-

mentdoesnotrevealasignificant

changeeither.However,ifanything,the

tendencytoemergeisthatthesmaller

thecompany,thegreatertheratioof

hardwareinvestmentandthesmallerthe

ratioofinvestmentinsoftwareanddata.

Percentageofhardware,software,anddatainvestment

peroverallinvestment

O%20%40%60%80%

Mean

Noanswer

Lessthan¥50million

Between¥50millionand

¥100millio

Between¥100m川ion

and¥1billion

Between¥1and¥3

billion

Between¥3and¥5

billion

Between¥5bi|lionand

¥10billion

Over¥10billion

100%

田Hardware 口Software ■Daセi
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Whattrendsdoesyouroverallln-

vestmentmyourentlrecomputer

systemsshow?

Themajorityofreplies,48%,indicated

unchangedinvestmentlevels,whilenext

came"tendencytogreaterinvestment"

f・11・w・dbゾt・ndgncyt・1・w・ ・inv・ ・t-

ment,tlwhichshowedsimilartrendsto

thoserevealedintheprevious1993sur・ ・

vey.However,thepresentsurveygavea

lowerpercentagefor"tendencyto

greaterinvestment"andhigherpercent.

agefor"tendencytolowerinvestment"

thantheprevioussurvey,withfiguresof

29.8%and19.8%respectively.Interms

ofcapitalizationandnumberofemploy-

ees,repliesindicatedal'tendencyto

lowerinvestment"thesmallerthescale

oftheenterpnse,whichsuggeststhat

smallerenterPrisesarecurbingtheirin-

vestmentininformationsystems.

lnvestmenttrendsincomputersystems

(perOverallinveStment)

0%10%20%30%40%50%60%

Mean

Noanswer

Lessthan¥50million

Between¥50millionand¥100million

Between¥100millionand¥1billion

Between¥1and¥3billion

Between¥3and¥5billion

Between¥5billionand¥10billion

Over¥10billion

ロHigher■UnchangedロLower■Noanswer
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Intermsofbusinesscategory,the

grouping"Government,localpublic

bodies"showsamarked"tendencyto

greaterinvestment."Thisisthoughtto

beduetothegovernment'seconomic

countermeasures.Theresponsefor"oth-

erbusiness-orientedservices"alsore-

vealeda"tendencytogreaterinvest-

ment"withthelargefigureof37.5%,

althoughthehighresponseof50%on

thepartofbroadcastingindustriesaf-

fectstheundoubtedlyhighaveragepro・-

portionofresponsesindicatinga"ten-

dencytohigherinvestment"foreach

categoryoftheserviceindustries.This

highfigurewouldseemtopointtothe

prevailingeagernessofbroadcastingin－

dustriestoinvestininformationsystems

asameansofla皿chingthemselvesinto

theso-called"multimediasociety"ofthe

future.

Further,therewerealargenumberof

responsesopthepartof"financial,in-

suranceindustries"indicatinga"tenden-

cytogreaterinvestment,ttwithonlya

14.1%responserateshowinga"tenden-

cytolowerinvestment.ltThisreveals

thatfinancialinstitutionsformpartofa

facilitiesandequipmentindustrywhose

information-dependentinfrastructure

makesitimpossibleforthemtocutback

theirinvestmentininformationsystems.

'31
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lnvestmenttrendsincomputersystems

(perbUSineSSCategOry》

Mean

GovemmentIocalpublicbodios

P巳blics6rvices

Oth6rbusinesses

lnfomationprocossing

Financ●,insurance

Trd

Othermanufacturingindus廿i6s

Electric&generalmachinery
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st8el

Food.paper
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Haveyoueverassessedthevalue

ofyourinformationsystemassets?

Some91.3%ofenterpriseshadnotcar-

riedoutanassessmentoftheassetvalue

oftheirinformationsystems.

Capitalizationandbusinesscategory

breakdownsrevealthistendencytobe

uniform.Itisnotpossibletojudge

whetherthisisbecauseanswerstothe

questionofassetvaluepresentgreatdif-

ficultyorwhetherrespondentsactually

evincelittleinterestintheassetvalueof

informationsystems.

Capital Yes No Noanswer

Morethan¥50billionBetween¥10 11.5% 79.5% 9.0%

billionand¥50billionBetween¥5 3.0% 95.3% 1.8%

billionand¥10billionBetween¥1 9.9% 87.8% 2.3%

billionand¥5billionBetween¥100 5.8% 91.1% 3.1%

millionand¥1bmionBetween¥50 8.6% 90.2% 0.0%

millionand¥100millionLessthan¥50 9.1% 90.9% 0.0%

millionNocapitalization 4.0% 94.0% 2.0%

Mean 6.5% 91.3% 2.2%
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Q5:Atwhatsumwouldyouestimate

thecurrentassetvalueofyourln-

formationsystems?

madeanassessmentofassetvalue,this

wasinsufficienttointerpretanykindof

trend.

Themeanassetvalueofinformation

systemscameto¥11,469.2million.

However,sinceonly90enterpriseshad

MeanaSSetValUeOfinfOrmatiOnSyStemS

(byamountinvested)

Overall

Noanswer

lessthan¥50million

Between¥50millionand

¥100million

Between¥100millionand

¥1billion

Between¥1and¥3billion

Between¥3and¥5billion

Between¥5billionand

¥10billion

Over¥10billion

圃11,469.2
'

0.0
'

20.0
一

156.0
一

i592.7
'

藷1,685.6
一

墨2,504.0
一

蓮翻7,158.3
一

燃瞳 ㌶麟㌶㎜'z.. ぷ⊇ 諺一 纏態幽91
-

1

0,0 25,000.0 50,000.0 75,000.0

179.1

(unit:Nmdllbn)
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3・5StatusofDisaster&Problem

Countermeasures

Q30:Whatkindofcountermeasures

haveyoutakentodealwithfire

hazard?(Multjpleanswer)

Thiswasacountermeasurewithacom-

parativelyhighrateofimplementation.

Intermsoffire-fightingfacilities,Halon

fireextinguisherswerethetypeinpre-

dominantuse,leavingfarbehindother

formsoffire-extinguishingmeasures

suchascarbondioxideandsprinkler・-

typefacilities.

Abreakdownbybusinesscategory

showed"financialandinsuranceindus-

tries"andl,informationprocessing

serviceindustries"tohaveanextremely

highimplementationrate.Inthecaseof

theformergrouping,thepercentagein

possessionofautomaticfirealarm

equipmentandHalonfire-extinguishing

facilitieswas91.4%and82.7%respec－

tively,whilethesefiguresstoodat

81.4%and81.4%forthelattergrouping.

Comingnexttothesewasthe"govern-

ment,localpublicbodies"grouping,

whichshowedfiguresof74.1%and

79.0%respectivelyforthesaniefaci1輌 －

ties.(Ineitherca3e,theratiofellwhen

itcametobothtothecomputerrooms

anddatastoragelocations.However,the

sametendencywasevidentforthese

places.).Therewasalsoatendencyfor

therateofimplementationtobegreater「

thehigherthecapitalizationandoveraU

investmentoftheuser.Higherratesof

implementationwereseenforuserswho

wereacquaintedwithandemployedIn-

formationSystemsSafetyCountermeas-

ureStandards.Whatconceivablyac-

countsforthesomewhatgreaterratioof

Halonfire-fightingfacilitiesisthatusers

arebeingguidedbythestandards.
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FirehazardCountermeasures

(lnrecognitionofcomputerroomandinfomationsystems
safelystandards)

Noanswer

Otherfacilities

Fireproofsafes

Smokeextraction

eqUlpment

Sprinklers

CO2

Halon

Automaticfiretilarms

0% 20% 40% 60% 80% 100%

囲lnuse

口Know

口Don'tknow

圃Noanswer

(1)Computerrooms

Approximately88%hadprovidedHalon

fire-extinguishingequipment,carbon

dioxideextinguishingfacilities,or

sprinklers.

Comparisonwiththeprevioussurvey

showedaconsiderableincreaseinthe

useofautomaticfirealarmequipment

(previously63.1%;currently74・7%)

andalsogrowthintheuseofcarbondi-

oxide(previously12.9%;currently
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17.8%)andsprinklerequipment(previ-

ously10.9%;currently12.7%).The

samecomparisonrevealedaveryslight

dropilltheuseofHalonfire-

extinguishingequipment(previ皿sly

59.1%;currently57.9%).Onepossible

reasonforthisdropinHalonfire-

fightingequipmentisthatadegreeof

conversionisnowunderway,although

thisisnotprescribedforbytheregula-

tions.



Firehazardcountermeasures(Computerrooms)

Otherfacilities

Fireproofsafes
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Sprinklers

CO2

Halon
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(2)Datastoragelocations

Asubstantialincreasewasseeninthe

numberofresponsesgainedinthepre-

sentsurveyover .thepreviousone・Re-

sponsesforautomaticfirealarmsystems

jumpedfromapreviousfigureof314to

861;forHalonfire-fightingequlpment,

from258to541;forcarbondioxide

fire-extinguishingfacilities,from50to

185;andforsprinklers,from60to169

cases.Inpercentageterms,however,

thereisnosubstantialdifferenceofthe

kindthatwouldcauseanyinfluenceto

beapParentlncompanson;automatlc

firealarmequipmentwentfromaprevi-

ousfigureof65.1%toacurrentfigure

of61.9%;Halonfire-fightingequipment,

from53.5%to38.9%;carbondioxide

equipment,from10.4%to13.3%;and

sprinklers,from12.4%tol2.1%.Con-

spicuoushereisthedropinHalonfire－

37 JIQNo.107,1997



fightingequipment,whichhaspresuma-

blybeenaffectedbytherestrictionson

theuseofHalonfireextinguishers

ratherthanbyproblemswiththenumber

ofresponsesreceived.

Approximately64%offacilityprovi-

sionswasaccountedforbyHalon,car-

bondioxide,andsprinklerfire-fighting

facilities.

Firehazardcountermeasures

(datastoragelocations)

Otherfacilities

Fireproofsafes

Smokeextraction

eqUlpment

Sprinklers

CO2

Halon

Automaticfirealarms
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Q31Whatmeasureshaveyoutaken

agalnstflooddamage?(Multiple

answer)

Resultsshowedthatmeasuresinthisdi-

rectionhadnotbeenimplementedto

suchadegree,althoughtheimplemen-

tationrateforcomputerroomswas

slightlyhigher.Theprimarycounter-

measureadoptedwaswaterseepagede-

tectors,whereastheimplementationrate

forwhatwouldseemtobetheeasier

optiollofwaterproofcoverswassur-

prisinglylow.Thisleadsonetowonder

whatcountermeasuresareavailableon-

cetheseepagedetectorhasbeenacti-

vated;surelywaterproofcoversarebet-

terinthattheyaffordaneasiermeansof

temporaryprotection,allowingtimefor

countermeasurestobebroughtintoef-

fect.Thepossibilitiesofwaterproof

coversforthispurposeneedtobein-

vestigatedfurther.

Fboddamage

{inrecognitionotcomputerroomandinformationsy試ems

safety蚊andards)

Noanswer

Water-resistantlayer

Waterproofbanking

Cut-offvalve

Seepagedetector

Waterproofcover

0% 10% 20%30%40% 50% 60% 70%80%90%100%



Abreakdownbybusinesscategory

showsthattheimplementationrateis

highestfor"informationprocessing

services,'tand"financial&insurance

industries".Nextcomes"government&

localgovernmentbodies."

Whatpresumablyaccountsforthehigh

implementationrateofwaterproofcov-

ersbytheinformationprocessing

serviceindustriesinparticularisthat

theseseektoacquireapProvalunderthe

"systemfortheauthorizationofbusi -

nessesinstitutingsafetyprecautions.1,

Further,theimplementationratein-

creasesaccordingtothesizeofthe

user'scapitalizationandoverallinvest-

ment.Thereasonfortheimplementation

ratebeingsohighamongusersthatare

acquaintedwithandapplyinformation

systemssafetystandardscaninpartbe

attributedtothefactthattheyexpect

familiaritywiththestandardstoleadto

advancesinpreventativemeasuresto

dealwithflooddamage.

JIQNo.107,1997

(1)Computerrooms

Althoughflooddamageprecautions

wereadoptedtoadegree(35%)inthe

formofseepagedetectors,otherforms

ofcountermeasurewerescant,covering

amere10%.Tosomeextent,thesere-

sultsleadtoconcernaboutwhatmeas-

uresaretobetakentocounterflooding

onceseepagedetectorshavebeenacti-

vated.

Nonetheless,despitescantcountermeas.

urelevelsinthisarea,theresultsdid

pointtothefactthatinformationproc-

essingservicesandfinancia1&insur-

anceindustrieshadtakengreaterpre-

cautionsthantheotherbusinesscatego-

ries;theformerhadimplementedwater-

proofcoverstotheextentof31.9%,

seepagedetectorstotheextentof58.4%,

cut-offvalves22.1%,waterproofbank-

ing/waterpans32.7%,andupperfloor

waterproofing21.2%.Thelattergroup-

inghadmadethesameprovisionstothe

extentof13.0%(waterproofcovers),

52.4%(seepagedetectors),23.2%(cut-

offvalves),33.5%(waterproofbank-

ing/waterpans),and25.4%(upperfloor

waterProofing).
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Flooddamageprecautions(computerrooms)

Noanswer

Water-resistantlayer

Waterproofbanking

Cut-offvalve

Seepagedetector

Waterproofcover
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(2)1)atastoragelocations

Althoughtrendsaremuchthesame

asthoseforcomputerrooms,withthe

exceptionofafigureof14.5%forsee-

pagedetectors,thefactthatotherim-

plementationfiguresbarelyreachedthe

single-digitlevelpointstoacertalnex-

tentofproblems,evengiventhenature

ofdatastorage.

Amidalowimplementationrate,the

resultsdidpointtothefactthatinfor－

mationprocessingservicesandfinancia1

&insuranceindustrieshadtakengreater

precautionsthantheotherbusiness

categories;theformerhadimplemented

w・t・rP…f・ ・verst・theextent・f195%,

seepagedetectorstotheextentof34・5%,

cut-offvalves8.8%,waterproofbank-

ing/waterpalls15.0%,andupperfloor

waterproofing17.7%.Thelattergroup-

inghadmadethesameprovisionstothe

extentof5.4%(waterproofcovers),

23.8%(seepagedetectors),12.4%(cut-

offvalves),16.2%(waterproofbank－
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ing/waterpans),and17.8%(upperfloorbedeniedthattheresultsasawholere-

wate}proofing).Nonetheless,itcannotvealedalowadoptionleveL

FIooddamageprecautions(datastoragelocations)

NoanswerllOO

Watetrresistantlayer

Waterproofbanking

Cut-offvalve

Seepagedetector

Waterproofcover
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Q32:Whichofthefollowingearth-

quakecountermeasureshaveyou

adoptedforbuildings?

Aspectscoveredbythe§urveyincluded

theextenttowhichnewanti-earthquake

structuressuchasvibration-freestruc-

turesanddampingstructureswereavai1－

ableasearthquakeco皿termeasuresin

buildingsalongsidetheaseismicstnlc-

turesprescribedbytheBuildingStan-

dardsLaw.Alsoexaminedwerethe

kindofchangesthatfuturesurveys

mjghtrevealandtheeffectsoftheGreat

HanshinandAwajiEarthquake.

Earthquakecountermeasuresprecautions

inbuildings

Noanswer

None

Damperstructure

灘 ㌶羅10
.膠 漆

Vibratior1-free

structure

Aseismicstructure

0%
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Theresultsrevealedsurprisingdata,in

thatalmosthalf(48.4%)repliedl,none,,'

i.e.noprovisionsintheformofeither

aseismicstructures,vibration-free

structures,ordampingstructures.A

considerablenumberofthebuildings

must,onesupposes,havebeenbuiltin

accordancewiththeBuildingStandards

Law,attheveryleast.Onewonders

whethertherespondentsinterpretedthis

asmeaningsomespecialtypeofstruc-

ture.

Abreakdownbybusinessclassification

showseventhe"financia1&insurance

industries"and"informationprocessing

services"repliedtfnonetttotheextentof

over30%.The"constructionindustrゾ

alsoshowsavalueof35.3%.Heretoo,

onecannothelpwonderingwhetherthe

respondentsdidnotmisinterpretthe

surveyquestion.SincetheInformation

SystemSafetyCountermeasureStan－

JIQNo.107,1997

dardsalsorecognizetheacceptabilityof

theaseismicstnuctureslaiddowninthe

BuildingStandardsLaw,onecannotbut

feelthat㎞owledgeofthesestandards

wouldbeessentia1.Inparticular,ofen-

terpriseswitha㎞owledgeofthestan-

dards,morethantwicethenumberre-

plied"aseismicstructure"thangavethe

answer"none.1'

Theresultsshowedahighpropor-

tionofrepliesforbuildingswithaseis-

micstructures;thefigurefor"financial

&insurance"was60%,thatfor"infor-

mationprocessingservices,tt57.5%,and

thatfor"government&10calpublic

bodies,t'53.1%.

Althoughtheabsolutevalueislow,

itdoesindicatethatenterpriseshoused

invibration-freestructuresanddamping

structuresarebeginningtoemerge.
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Earthquakecountermeasures.inbuildings

Goverrlment

/publicbodies

lnformation

serVlces

Financial

/insurance

Non-

manufacturing

Manufacturing

industries

口Noanswer

田None

口Dampingstructures

■Vibration-free

structures

題Aseismicstructures
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Q33:Howmanystoriesdoesthe

buildinghousingyourcomputer

systemsconsistof?Onwhatfloor

ofthisbuildingareyourmaincom-

putersystemshoused?(Multiple

answer)

Thefollowingareregardedasundesir-

ableaslocationsforcomputersystems:

thefirstfloorandsimilarlocations(to

preventcrime);thebasement(toprevent

flooddamage);andthetopfloor(to

safeguardagainsttheeffectsofearth-

quakes,directsunlight,etc.).Surveyre-

sultsshowedthatapproximately40%of

computersystemsprovisionshadbeen

madeinlocationsbestavoided,i.e.

22.1%ontopfioors,1.4%inbasements,

and17.4%onfirstfloors.However,

60%oftop-floorlocationscomprised

systemshousedonthefirstorsecond

fioors,thusmakingthesituationless

problematic.Thepositioningofsystems

onthetopfloorsofbuildingsofawide-

amplitudeflexiblestructureisnotadvis-

able;herethesurveyresultsshowedthat

nosystemswerelocatedontopfloors

equivalenttofloor160rhigher.

Conversely,apProximately111%were

showntobethetopfloorsofprobable

rigid-structurebuildingsofuptonine

floors.Adequateconsiderationwillhave

tobegiventoearthquakecountermeas-

uresinthecaseofsystemsinsuchloca-

tions.
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Principalcomputersystemlocationsintermsof

floor

Noanswer

Topfloor
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Firstfioor

Basement
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Q34:Whatkindofearthquakecoun-

termeasuresdoyouadopt?(Multi-

pleanswer)

Here,asaprobableeffectofthe

foregoingGreatHanshinandAwaji

Earthquake,theresultsshowedthe

countermeasureimplementationrateto

becomparativelyhigh.Inasmuchas

theprevioussurveysimplysoughtre-

sponsesforearthquakecountermeasures,

thesedonotnecessarilyserveasanac-

curatemeallsofcomparison.However,

theprevioussurveyresultsshowedan

overallfigureof33.1%,whichwhen

brokendownintermsofindividual

countermeasuresrevealed8.7%forvi-

bration-freestructures,32.3%forover-

turningprevention,and34・0%foranti-

shiftmechanisms.Heretoo,notable

amongbusinesscategorieswiththehigh

implementationrateswere"financial&

insurance"and"informationprocessing
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serviceindustries.tlFurther,withtheex-

ceptionoffloor-relatedearthquake

countermeasures,resultsshowedthe

implementationratetotendtoincrease

accordingtooverallinvestment.There

wasalsoatendencyforenterPrisesim-

plementingsuchmeasurestobefamiliar

w油InformationSystemSafetyCo皿 －

termeasureStandards.

Anti・ea「thquakeCOuntermeaSureS

(inrecognitionofcomputerroomandlnformationSy舗em

SafetyCountermeasureStandardSl

Noanswer

Othermeasures

Mediumoverturning

preventlon

Earthquake-

reSiStantflOOring

Anti-shifモ

mechanisms

Overturning

preventlon

Vibration-free

structures

0% 20% 40% 60% 80% 100%

団lnuse■Know 口Don'tknow 口Noanswer
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(1)Computerrooms

Surveyresultsshowedanapparently

highlevelofimplementation,withvi-

bratiop-freestructuresconstituting8・7%

andoverturningPreventionandanti-

shiftmeasureseachstandingatthe32%

level.Intermsofanti-vibrationstruc-

tures,,,financia1&insuranceindustries"

showedaresultof18.9%,whichwas

higherthananyoftheotherbusiness

categories.Thefactthatconcemswith

highoverallinvestmentstendasamat-

terofcoursetopredominateinthisarea

nodoubtresultsfromthehighcostsin-

volved.Nonetheless,evenincases

whereoverallinvestmentisnotthathigh,

itisadvisablethatadequateearthquake

countermeasuresbeadoptednotonlyfor

theprotectionofsystemassets,butalso

toensurethesafetyofoperatorsand

otherpersonnelwOrkinginthecomputet

rooms.

Earthquakecountermeasures(Computerrooms)

Previoussurvey

(grandtotal)

Othermeasures

Mediumoverturning

prevention

Earthquake-

resistantflooring

Anti-shifヒ

mechanisms

Overturning

preventlon

Vibration-free

structures

0% 5% 10% 15% 20% 25% 30%

3

35%
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EarthqUakeCOUntermeaSU「eS

(ComputerroomWoverallinveStedamount)

N◎answer

Lessthan¥50million

Between¥50million

and¥100million

Between¥100million

and¥1billion

Between¥1and¥3

billion

Between¥3and¥5

billion

Between¥5billion

and¥10billion

Over¥10billion

O.O% 10.0% 20.0% 30.0% 40.Otc 50.0% 60.0% 70.0% 80.0%

題Vibration-freestructures

口Antj-shiftmechanisms

■Mediumovertumingprevention

圏Noanswer

■OverヒumingPreve而on

圏Vibration-freeflooring

囲Othermeasures
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(2)Datastoragelocations

Theratioofimplementationofover-

turningPreventiollands三milarmeasures

wassomewhatlowwhenitcametodata

storagelocations.Further,aresultof

only16.5%fortheadoptionofmedium

overtummgPreventlonglvesrlseto

collcernwhenconsideredfromthepoint

ofviewofthefunctionsservedbydata

storagelocations.Thereasonthatcer-

tainconcerns(i.e.10.3%ofenterPrises

withanoverallinvestmentofatleast

¥10billion/7.6%offinancia1&insur-

anceenterprises)havegonesofarasto

adoptanti-vibrationstructuresfortheir

datastoragelocationscanpresumably

beascribed,amongotherthings,tothe

vitalnatureoftheirsystems.

Previoussurvey

(grandtotal)

Noanswer

EarthqUakeCOUnte「meaSU「eS

(DatastorageIocations)
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Q35:Whichofthefollowingdoyou

adoptasdisastercountermeasures

tosafeguardpowersupply?

CVCFIUPSprovisionshadbeenmade

in503cases,i.e.36.2%,whileindepen-

dentgeneratingfacilitiesaccountedfor

21.8%.Comparisonwiththeresultsof

Noanswer

1ndependent

generators

AVR

CVCF/UPS

Noprovisions

theprevioussurvey,sfigureof45.9%

forCVCFprovisionsrevealsadropin

thisarea,whereastheprevioussurvey

resultof15.3%forindependentgen-

eratorssuggeststhatsuchprovlslonsare

currentlygainingground.

Powe「supPlyfacilities

0% 10%
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