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FROMTHEEDITOR

TechnologicalinnovationSandexpand-

ingapPlicationsaremakingcomputersas

indispensabletoeverydaylifeandIivingas

theyhavebecometotheworldofin・

dustryandbusiness.|nparticular,com.

puterutiiizationintheformofonline

systemsinterconnectedviatelecomlines

isspreadingrapidlyinlinewiththeap'

pearanceofvarioustypesofpersonal

computers,workstationsandothertermi・

nalequipment.Thethirdwaveofonline

systemconstructionisalreadYbeing

undertakeninJapanbycitybanksand

otherorganizations,usheringintheage

ofteleshopPingandtelebanking.

However,thisexpansionanddiversifi-

cationofcomputerusagehasbrought

withitanincreaseinsystemmalfunctions

andothertrouble,notallofwhichis

accidental.Computersystemsareprovid-

ingcriminalswithanewdimensionfor

illegalactivities.Themorecomplicated

theconfigurationofacomputersystem

is,themoreopportunitiesitprovidesfor

criminalacts.Theoverwheimingma-

jorityofsuchcomputercrimesdonot

resultinphysicaldamagetothecomputer

systemsthemselves.Rather,these

crimesaredirectedagainstwhatisin

thesesystems,theircontents.Assuch,

computercrimesnotonlyreSUItinlosses

1

tothecompaniesthatoperatethese

systems,buthaveagrea.tinfluenceon

societyaswell.Japanissteadilymoving

inthedirectionofacard-basedcashless

society.ComparedtotheUnitedStates

andEurope,however.Japanesepeople

stillrelyquiteheavilyoncashastheir

mediumofexchange.lt'snotsurprising

tofindoutthenthatcomputercrimesin

Japaninvolvingcashdispensers{CDs}

arenumerous.Duringthepastyear,in

fact、nearly1.OOOCD・relatedcomputer

crimeswerereportedhere.

Variousmeasuresdesignedtoprevent

thesekindsofcrimeshavebeendevised

todate.Buteverytimeanewsafeguard

isemployed,computercriminalsare

quicktoferretoutitsvulnerabilities.it

isaviciouscircle,'withthosepeople

determinedtopreventcomputercrime

pittedagainstcomputercriminalsina

never-endingrace.Lookedatinthis

light,therbisnosuchthingasasecurity

measurecapableofcompletelyprevent・

ingcriminalactscommittedintentional・

ly.

BetheVaccidentalmalfunctionsor

intentionaiCriminalacts,preventing

computersystemtroublesrequireshuge

outlaysoffUnds;andinvestmentsin

systemsecuritVdonotincreaseproduc－
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tivity.Forthisreason,therearemany

computersystemusersinJapanwho

prefertobearsomeIossesduetosystem

troublethantoshelloutthelargesums

ofmoneyneededtoprotecttheirsystems

againstmalfunctionsand/orcomputer

crirhe.Thissituationitselftendsto

invitecriminalaCts.

Legislationrelatedtocomputercrimes

hasbeenextremelyslowgettingstarted

inJapan.lnfact,itwasn'tuntiljustthis

yearthattheJapanesepenalcodewas

partiallyrevisedtodealwithcertaintypes

ofcomputercrimes.Theseamendments

wentintoeffectinJune,1987.However,

thisrevisedlegislationdoesnotcoverthe

illegalacquisitionofcomputerdataand/

orprograms;theunauthorizedutilization

ofcomPutersystems;ortheintervention

intoasystemsoperation.Underthese

circumstances,Japanisobligatedtotake

agoodcloselookatcomputercrimeand

themeasuresnecessarytopreventit.One

bigdrawbacktothisisthefactthatcom・

puterspecialistsareunaquaintedwiththe

law,andlegalspecialistsarenotcomputer

speCialists.

Japanesepeoplehaveatendencyto

playupthepositiveaspectsofcom-

putersandcomputersystems,suchas

technicalinnovationsandthedevelopment

ofnewproducts,andtogivehighpriority

tocorporatestrategies.However,when

itcomestostandardizationandthere・

visionoflegalandotherrelatedsystems,

i.e.the"negativeaspects"ofthisfield,

wetendtopaVlittleattention.ltisonly

naturalthatthepositiveaspectsofcom・

putersystemsareattractlvetoservtce

vendors,butifwehopetopromotethe

developmentofasoundinformation

society,wecannotaffordtooverlookthe

lesspositiveaspectsofthesesystems.

Systemsauditsareonemeansof

preventingcomputercrimeswhileensur・

ingtheefficiency,reliabilityandsecurity

ofcomputersVstems.Steps'designedto

perfectsystemsauditingsystemsandto

cultivatesystemsauditorsarepriority

itemsinJapan.TheMinistryoflnter・

nationalTradeandlndustryhasalready

devisedsystemsauditingcriteria,andhas

implementedanexaminationdesignedto

evaluatesystemsauditors.

lnthemidstoftherapidprogress

ofinformatization,Japanisstrivingto

improvethelegislativeaspectsofcom-

putersystemsinlinewithadvancesin

informationtechnologyinhopesof

achievingawell-balancedinformation

SOCIety.

YujiYamadori

Director

Research&lnternationalAffairs
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COMPUTERSECURITY=

REOUIREMENTSANDMEASURES

TakaoNakayama

ManagingDirector

Centerforthelnformatizationoflndustry

JlPDEC

INTRODUCTIONTheappearanceofonlinesystems

interconnecting9eneral・purposecom－

Securitymeasuresforcomputersys・

temshavegrownmorecomplexand・

advancedinlinewiththerecentspread

ofonlinesystems.Whereascomputer

securityandtelecommunicatlonssecurlty

usedtobehandledseparately,thewide-

spreaduseofonlinesystemshasmadeit

necessarytomergethetwotogether. ジ
TelecommunicationsaregovernedbV

theElectricCommunicationsLaw,which

regulatessafetymeasurespertainingto

switchingequipment,transmissionlines

andrelatedfacilities,andprotectsthe

secrecyofcommunicationsduringtrans・

mission.Telecommunicationssecurlty

alsobenefitsfromIOOyearsofaccumu・

latedknowhowintheformulation

ofmeasuresdesignedtoprotecttele-

communicationsfacilitiesagainstearth・

quakes,lightening,typhoonsandfires.

Computersystemssecurityadheresto

securitycriteriaformulatedtoprotect

computercentersandrelatedfacilities.

Computercentersarecertifiedand

rankedaccordingtotheextenttowhich

theyimplementthesecriteria.Computer

systemsecuritymeasuresaresteadily

beingintroducedintocomputercenter

operationsindustrywide.

3

puterSvlateleCommunlcationlineSre-

sultedinthefusionoftelecommunica.

tionsanddataprocessing.Now,when-

everthereisamalfunctionintelecom・

municationshardwareorsoftware,the

dataprocessingelementofthesystem

mustalsobeshutdown,andviceversa.

Securitymeasuresrelatedtoboththe

telecomanddataprocessingfunctions

ofonlinesystemsmustthereforebe

devisedsynergistically.

Telecommunicationssystemsareoften

referredtoasthenervoussystemofa

nation,andassuch,securitymeasures

relatedtotelecomfacilitiesandthe

protectionofsecretstransmittedvia

telecomsystemsareconsideredextremelY

important.Breakdownsincommunica・

tionshavealwayshadstrongimpacts

onsociety.However,therecentfusion

oftelecomanddataprocessingcapa・

bilitiesmeansthattodaybreakdowns

intelecOmmuniCationSalsOinvolvea

lossofdataprocessingcapabilities,a

factorthatmakestheimpactofsystems

downtimeevengreater.

JapanComputerQuarterly



ONLINESYSTEMSSECURITY

NetWorking

lnterConneCtingCOmputersystemsvia

telecomlinesenablestheresultingonline

systemstobeextendednationallyand

eveninternationally.Forexample,the

SocietyforWorldwidelnterbankFinan・

cialTelecommunications{SWIFT}has

developedasystemthatlinkshundreds

ofbanksfromaroundtheworldtogether

viatelecomlines.Thenthereisthe

aeronauticalmanagementsystempro'

videdbytheSocietelnternationalde

TelecommunicationsAeronautiques

(SITA}whichinterconnects248airline

companiesfrom154differentcountries

worldwideusinginternationaltelecom

lines.Therearealsonationwideand

internationalorderinganddeliverynet・

worksystemsinthedistributionindustry

thatinterconnectmajormanufacturing

firmswiththeirsubsidiaries,client

warehouses,wholesalersandtransporta-

tionfirms.

Whencomputersystemsarefirst

introducedintocompaniestheyare

generaliyusedinthebatchmode.Batch

systemsareconfinedtospecificlocations,

whichmeansthatiftheoperatorsof

thosesystemssecurethebuildingsthat

housethecomputersandpracticestrict

accesscontro|theycanpreventcomputer

crimeandsystemmalfunctions.How・

ever,computersystemsarelikeIMng

thingsinthatascompaniesusethem,

theytendtogrowandevolve.Com-

putersinitiallyinstalledforuseasbatch

SyStemseventuallyevolveintoonline

JapanComputerQuarterly 4
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systems.Sincedataenteredintobatch

systemsisgatheredtogetherintheform

ofvouchersandotherdocumentsmailed

totheoperatorsofthesesystems,totall-

ingandanalysisoperationsperformed

onthisinformationtendasaruletobe

slow.Forthisreason,firmsintheex・

tremelycompetitivedistribution,banking

andtransportationfieldsoptedfor

onlinesystemsasameansofstaying

aheadofthecompetition.Thosefirms

thatcreatein-houseonlinenetworks

findthatthisapProachdoesnotafford

themtheefficiencyandproductivity

theyseek,andsoonerorlaterthey

decidetoconstructiointly'operated

onlinesystemsinterconnectingthemwith

theirsubsidiaries,subcontractorsand

clients. ・
Figurelillustratesthisprocess,show・

inghowanin・housebatchsystemevolves

intoanin-houseonlinesystem.andfrom

theretoaverticalonlinesysteminter・

connectingthevariousmembersofa

corporategroup.lnanattempttokeep

paceandremaincompetitivewiththe

hugecorporationsandtheirjointly-

operatedverticalonlinesystems,small・

andmedium・sizedfirmswithinacertain

industryorco・locatedinaspecificregion

orarea,cooperatewithoneanotherto

const「uctjointly・operatedhorizontalon.

linesystems.Therearethosefirmswho

takethisprocessonemorestepbyinter・

connectingtheirsystemswithevenlarger

netWorks,suchastelephoneortelegraph

networks,facsimilenetworks,cable

television,andtelecomputingnetworks,

toputcomputerterminalsontothe

desksofindividualemployeesatsmall'
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Figure1.ComputerSystemDevelopment

andmedium-sizedfirmsand/orintothe

home.Thisdevelopmenthasgivenrise

toavarietyofnewservices,toinclude

teleshopping,telebankingandhomere-

servations.Thefinalstageinthisevolu-

tionaryprocessinvolvesinterconnecting

thesenetworksystemswithinternational

telecomlinestoprovidedomestically・

spawnedservicestousersoverseasand/or

toimportforeign・producedservicesinto

Japan.

Thiskindofgrowthandexpansionof

computersystemsincreasesandcom・

plichtesproblemsrelatedtosystems

security.Whatwasoncesimplyamatter

ofin・hbusesecurity,suddenlybecomes

intra・grouporlnter-companysecurlty・

AndthesecurityProblemsthemselves

arenolongerlimitedtocomputersand

telecomsystemsalone,butnowentail

economicandsocialsecurity,andinthe

end,thewelfareoftheentirenation.

5

AnumberofonlinesystemscurrentlY

operatinginJapanareperformingwork

and/orprovidingservicesthatarevital

totheeconomicandsocialwelfareof

thecountryandthenationallifestyle.

ThesesystemsincludetheNationwide

BankingSystem;theNationwideCash

DispensingSystem;theMotorVehicle

RegistrationandlnspectionSystemof

theMinistryofTransport:theAutomated

MeteorologicalDataAcquisitionSystem;

theAgriculturallnformationDistributing

System;theSociallnsuranceOnline

System;andtheEmergencyMedical

lnformationSystem.AIIofthesesystems

constitutenationwidenetworks,and

serveaspartsofthenation'scentral

』
communications"nervous'tsystem.En-

suringthesecurityofthesesystemsis

thereforeextremelyimportant.

JapanComputerQuarterly



RealtimeProcessing

Thespecialfeatureofonlinesystems

isthattheyarecapableofimmediately

processingdataasitisgenerated.With

batchsystems,aweek'soramonth's

worthofvouchersaresavedup,putto-

getherandmailedtotheoperatorofthe

system.Thesevouchersarechecked

uponreceiptandpassedalongtothe

company'sinputspecialist,whocodes

theinformationcontainedonthevouch・

ersandentersthatdataintothesystem.

Therefore,allimportantvouchersre|ated

tothehandlingofgoodsand/ormoney

arehandledlikecash,andtheircareful

transferandstorageenablethepreven・

tionoferrors.Whenitcomestoonline

systems,however,terminalsareinstalled

inthesalesandinvestmentdepartments,

andemployeesinputdataintothemas

theytalkwithcustomers,whichmeans

thatthereisnoopportunityformanagers

tocheckthecontentsofthatinforma・

tion.Themoreterminalsarehookedup

toanonlinesystem,thegreatertherisk

ofillegalaccessbyunauthorizedpersons

and/ortheillegalentryoffalsedata.

Onlinerealtimeprocessingmeansthat

allinformationrequiringProcessingcan

behandledonthespot.lnthecaseof

bankingsystems,forinstance,thismeans

thataccountholderscangotoanyone

oftheirbank'sbranchofficesanywhere

inJapanandhavefundswithdrawnfrom

theiraccountsandremittedtoparties

theyspecify.Onlinerealtimereserva-

tionsystemsmakeitpossibletogoto

anytravelagentandmakeplaneand/or

bu11ettrainreservations,andpurchase

JapanComputerQuarterly

thenecessaryticketsonthespot.How・

ever,thesekindsofcapabilitiesalsomean

thatnoprocessingwhatsoevercanbe

d・newh・n・m・lfuncti…ccursanV'

whereinthesystem.Themoreac-

customedwebecometotheconvenience

ofonlinerealtimeprocessing,thegreater

theconfusionthatresultsfromasudden

workstopPage.Realtimeprocessing

capabilitieshaveincreasedtheimportance

ofsystemssecurity.

MantoMachine

Theterminalsforbatchsystemsare

generallystuckawayinacornerofthe

administrativedepartment,andareope・

ratedbyinputspecialistscalledkey

punchers.lnthecaseofonlinesystems,

terminalsareinstalledoutintheopen

inanumberofdifferentdepartments

andareoperatedbynumerousdifferent

persons.Theidealsituationforoperat・

inganonlinesystemistohaveeveryone

inthesectionordepartmenttrainedto

beabletoinputdataintothesystemvia

aterminal,evenasheorsheistalkingwith

acustomer.Thisisbecausetheefficiency

ofthesystemwillnotimproveifyou

havetorelyonspecificindividualsto

operatetheterminals.However,whereas

itisonlynecessarytosupervisethekey

punchersofbatchsystems,whenitcomes

toonlinesystems,alltheemployeesthat

workineverysectionordepartment

whereterminalsareinstallednationwide

requiresupervision,Trainingallem・

ployeesateverysalesoffice,plantor

warehousetooperateonlinesystem

terminalsincreasestheriskofabad
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appleinthebunchusinghis/heracquired

skillstocommitacrime.Thiscreates

problemsfromthestandpointofsystems

securlty.

Thishasbecomeespeciallytruein

recentyearswhentheproliferationof

distributedprocessingsystemsandwork・

stationshasmadeitpossibleforem-

ployeesfromawidevarietyofoffices

outsideofEDPdepartmentstooperate

onlinesystemterminals.Whilethis

situationhasmostdefinitelyincreased

workefficiencyandproductivity,ithas

alsoincreasedthescopeofsecuritYcove-

ragerequired,thusmakingitharderto

implementandenforcesecuritymeasures.

Generallyspeaking,itisdifficultfor

anoutsidertobreakintoacompanyand

cOmmitacrimeusinganqnlinesyStem.

Conversely,itisverydifficulttoprevent

someoneinsidethecompanywhohas

beentrainedandisfamiliarwiththeope'

rationoftheonlinesystemfromcommit-

tingacomputercrimeifhe/shesodesires.

Over60%ofallcomputercrimescommit.

tedinJapanusingonlinesystemswere

insidejobs,i.e.werecrimescommitted

bypeople{employees}insidethecom-

pany.Thispointsuptheextremeweak・

nessofonlinesystemsagainstattacks

fromwithin.Technicalmeasuresalone

w川thereforenotbeenoughtoachieve

andmaintaingoodsystemssecurityin

linewiththespreadofofficeautomation

andonlinesystemsinfuture.Moreim-

portantthantechnology・relatedsecurity

measureswillbeeffectivepersonnel

managementsystemsandtheestablish-

mentofasystemofworkethics.

SoftwarePrograms:GettingLarger

AndMoreComplex

Onlinesystemsenablethemutual

interconnectionofsystemsrunby

differentfirms,andtheconstructionof

jointly・operatedcompyternetworksthat

canextendnationwideoraroundthe

world.When .onlinesYstemsareinter・

connectedwithtelephone,telegraphor

public.facsimilenetworksitincreases

theopportunitiesforlargenumbersof

unspecifiedterminalstoaccesscomputer

centers.Thus,whendesigningandbuild-

ingonlinesystemsnowadays,weno

longerhavetodealwiththeproblems

thisgivesrisetoinsideasolitarycom・

pany,butratherwiththecomplexrela-

tionsthesecreatewithoutsidefirms,

suchascustomersandsubcontractors.

Thesoftwareusedinonlinesystems

isactuallycompilationsofnumerous

simpleprogramslinkedtogether.This

makesthelogicandconstructionofthis

softvvarehardtounderstand,andits

designconceptsdifficulttocomprehend.

lnfact,onlinesystemssoftwarecanget

socomplicatedthatonlythesenior

systemsengineerswhodesignedand

builtthesystemarecapableofunder・

standingit.Takebankingsystems,for

instance.Thevariousbankingoperations

carriedoutviathesesystems,suchas

savings,loanandexchangeoperations,

arenotperformedindividually,but

ratherarelinkedtogetherandprocessed

insuccession.lnthecaseofcitybanks,

theseprogramscanreachseveralmillion

stepsinlength.lfabuginthesoftware

causesasystemtomalfunctionandhave

7 JapanComputerQuarterly



tobeshutdown,ithasbecomealmost

impossibletoquicklylocatethebug

responsiblefortheproblem.AndsVs-

temsaudits,whichplaysuchanim-

pOrtantrOleinSystemsseCuritytare

supposedtobeperformedbysmall

numbersofauditors,but,inactuality,

thetaskofauditingcomplicatedonline

systemshasbecomemorethanafew

auditorscanhandle.Computereducation

andtrainingisunabletokeeppacewith

therapidgrowthandspreadofonline

systems,andthecultivationofsystems

auditorscapableofcomprehendingentire

systemsislaggingbehind.Thishasre・

sultedinonlinesystemsbeingoperated

withoutsystemsaudits.

Onlinesystemssoftwareincorporates

hugeamountsofcorporateknowhow

andvaluabledata,andcanbeconsidered

apartofacompanゾsassets.lfthis

softwareisdestroyed,stolenand/or

resold,thelosstothecompanyinvolved

isgreat.Onlinesystemssoftwareis

protectedafterafashionbycopyright

lawsandcorporateprivacyacts,butthe

currentlegalsystemisstillunequipPed

tohandlesoftware'relatedcrimesade-

quately.lnfuture,wewillhavetoes-

tablishrulesconcerningonlinesystems

softwarefromaninternationalper-

spectlve.

CentralizationAndMassStorage

OfFiles

A|lfilesrelatedtohugenationwideor

internationalonlinesystemscomprising

tensofthousandsofterminalsaregener-

allycentralizedandstoredenmasseat

JapanComputerQuarterly 8

computercenters.Remarkableadvances

instoragemediatechnologyhaveresulted

inmagneticdiskpacksandmassstorage

memorieswhichhavepermittedthein'

formationcentralizedatcomputercen・

terstogrowmorevoluminouswitheach

passingyear.Arecenttrendevidentin

onlinebankingsystemsistocompile

individualcustomerdataandotherfiles

storedenmasseatcomputercentersto

formlinkedledgerfiies.Thisscheme

meansthatevenalittlebuginaprogram

thatcontrolscomputercenterequipment,

telecomlinesorterminalscanparalyzeall

thefunctionsofasystem,bringingwork

toacompletestop.

Hugeonlinesystemsarenotmerely

computerizingtheworkperformedby

indMdualcompaniesorgovernment

offices;theyaresteadilybecominga

partofthesocialinfrastructure,supPort-

ingkeyeconomicandsocialactivitiesof

theentirenation.

Onefacetofonlinesystemsthathas

becomeaparticularlystickyproblem

hereinJapanistheconcentrationofon・

lineProcessingcentersanddatabasesin

themajormetropolitanareaofTokyo.

Rightnowmorethan』60%ofallonline

processingcentersandover90%ofall

online
.databasesarefoundinthegreater

Tokyoarea.ρonsequently,roughly70%

ofallsoftvvarehousesinJapanarealso

locatedinTokVo.ltgoeswithoutsaying

thatthiskindofconcentrationofonline

processingcapabilitiesandrelatedtech-

nologiescouldproveverydangerous.A

bigearthquakeintheTokyoarea ,forex-

ample,couldeffectivelyparalyzeJapan's

nationaldataprocessinganddatacom一



municationscapabilities.

Onlinesystemsecurityisnolongera

matterofsimp|yprotectingcorporate

profits;itisnowdirectlyrelatedtopro・

.tectingtheeconomicandsocialfunctions

ofthenation,andthelivelihoodofthe

nation'scitizens.WhenteleshopPing,

telebanking,homereservation,home

securityandothersuchadvancedsystems

currentlybeingdesignedandconstructed

comeintowidespreaduse,theroleof

onlinesystemsecuritywillexpandto

includetheprotectionofcitizen'sliveli-

hood,securityandpropertyaswellas

theirindividualprivacy.

ONLINESYSTEM

MEASURES

SECURITY

AsindicatedinFigure2,0nlinesVs・

temscanbeillegallyaccessedandutilized

fromalargenumberofdifferentloca・

tionsandequiprrient,Thesevulnerable

locations/equipmentcanbecategorized

asfollows:

1)ComputerCenterEquipment{build・

ing,computerroom,computersand

relatedequipmentandbuildingwir・

ing};

2}TeiecommunicationsLines{lnnercity

teleComlineS,inter-CitytransmisSion

channels,internationaitransmission

channelsandrelaystations.);

3)SwitchingEquipment(Switching

equipmentattelephoneofficesand

privatebrarlchexchanges.};and

4}Terminal.Equipment{1/Odevicesand

wiringinsideusers'buildings.}.

Theft

Copying

Unauthorized

usage

Lackofhardware/
circuitprotectlon

LackofsoftWare

protectionfunctions

lllegalWirelntrusion

Computer

Center

翻羅
ll{egaluse

Softwarealteration

Duplexlntrusion/
interCOnneCtlOnillegal

Wire
tapping

Terminals

Terminals

霧

Unauthorized
usage/

password
theft

Software
alteration/
inputillega|

Figure2.PrincipalThreatsToOnlineSystems
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Withbatchsystemsitisonlynecessary

tosecurethecomputercenterandthe

equipmentinstalledtherein、butwith

onlinesystems,thenumberoflocations

andtypesofequipmentthatmustbe

protectedarescatteredallovertheplace.

Moreover,whenthereisasystembreak-

down,theresponsibilityforensuring

securityisforthemostpartnolonger

limitedtoindividualcompanies,but

ratherismorelikelytobedistributed

amonganumberofdifferentfirms.For

example,theuserisgenerallyresponsible

forprovidingsecurityforthecomputer

centerbuilding,thecomputerroomand

thehardwareinsta日edtherein.However,

whenitcomestodealingwithbugsin

theoperatingsystem(OS}orcommunica-

tionscontro|programs,thisistherespOn-

sibilityofthehardwaremanufacturers

and/orsoftwarefirmsthatprovidedthis

software.Responsibilityfortelecomline

breakdownsgenerallyrestswiththe

telecomfirmsthatprovidetheselinesto

users,buttheusersthemselvesand/or

thefirmsthatownthebuildingsinwhich

theusers'computercentersarehoused

musttakeresponsibilityforensuringthe

securityofthewiringinthosebuildings.

Whenitcomestoswitchingequipment

andterminaldevices,theresponsibility

forensuringthesecurityofthesemost

oftenfallsontheshouldersofthemanu・

facturersandsoftwarefirmsthatpro-

videdthehardwareandprograms.

Thus,theonlinesystemuserisrespon.

sibleforimplementingsecuritymeasures

relatedtotheprocessingelementofthe

system,whilethetelecomfirmproviding

thecommunicationslineshastoassume

JapanComputerQuarterly 10

responsibilityforimplementingsecurity

measuresdesignedtoprotectthetele'

communicationselementofthesystem.

Hardwaremanufacturersmusttake

responsibilityforensuringthesecurity

oftheequipmenttheyprovidetoonline

systemsusers,whilesoftwarehouseshave

toassumeresponsibilityfordebugging

thesoftwareprogramstheycreatedfor

usewithanonlinesystem.1feachpartゾs

responsibilitiesarenotdefinedaheadof

time,theneachwillbeblamingtheother

whenabreakdownactuallyoccurs.

lnreality,however,inmostcases

whereamajorbreakdownoccursitis

difficulttodeterminerightawayjust

wherethecauseforthatbreakdown

exists,i.e.inthecomputercenter's

equipment,inthetelecomlinesorin

theterminaldevices.lnfact,itisoften

hardtotellimmediatelyifitisahard・

wareorasoftwareproblem.Therefore,

ifthesecuritymeasuresforonlinesys-

temsarenotunitedandsystematized

IikethesVstemstheyaredesignedto

protect,thentheywillnotbeeffective.

Therearethreeintimatelyrelated

pointsthatarevitallyimportanttoany

discussionofonlinesystemsecurity

measures:economy,efficiencyandse-

curity.Themoresecuritymeasuresyou

deviseforanonlinesystem,thehigher

thecostsofthatsystembecome.The

dailyoperationofthatsystemalso

becomeslessefficientasaresult.For

instance,ifyouutilizeaduplexsystem

toavoiddowntime,℃PUcostsautomati-

callydoubleandthesystem'Scontrol

programsbecomemorecomplicated.Or,

ifyouoptforaneight-digitpassword
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overafour-digitonetopreventillegal

break・insbyhackers,securitywillim・

prove,butinputefficiencywilldrop.

Themainreasonscompaniesinstall

onlinesystemsaretoirlcreaseproduc-

tivityandreducelabor.Onlinesystems

designersttherefore,aretaskedwith

creatingthemosteconomic,yetefficient

systemstheycan.lnhighlycompetltlve

industries,thiscanresultinsecuritymea-

suresbeinggivingsecondaryconsidera・

tion.Anotherfactorwhichoftencon・

tributestowardtheomissionofsecurity

measuresinpreferenceofamoreeco・

nomicandefficientsystemismanage.

ment'struStinitsemployeeS.

Thesecurity,economyandefficiency

ofonlinesystemsareintimatelyrelated

tooneanother,andshouldthereforebe

inbalancewithoneanother.lfyou

worrytoomuchaboutthereliability

ofyouremployeesorthethreatof

hackersbreakingintoyoursystem,and

compensateforthesebyputtingtoo

muchemphasisonhardwareandsecurity

measures,youaregoingtowindupwith

asystemthatisveryuneconomicand

inefficient,andthusdoesnotcontribute

toyOurCompanゾScompetitiveneSS.

Converseiy,whenthereislittlefear

ofhackersandemployeesareveryloyal

andcanbetrustedcompletely,hardware

andsoftwaresecuritymeasurescanbe

heldtotheminimumand・atrulyeco-

nomicandefficientonlinesystemthat

strengthensthefirm'scompettttvenessm

themarketcanbeconstructed.However,

shouldacrimeeverbecommittedusing

thissystem,thecompanyrunstherisk

oflosingitspositionoftrustinthe

11

businesscommunityandofhavingits

systemdestroyedatonefellswoop.

Whatmanagersshouldbeaskingthem・

selvesthenisjusthowmuchsecurity

doesthefirm'sonlinesystemneed.

TECHNICALSECURITYMEA・

SURES

Thetechnicalsecuritymeasurescover・

edinthissectionarebeingappliedto

oniinesystemstoday.However,just

whichoftheseisemphasizedand/or

strengtheneddifferswiththbindustry

involvedandthetypeandnatureof

systembeingemployed.

AccessControlFunction

Topreventunauthorizedpersonsfrom

illegallyacCeSsingonlineSyStemsvia

terminals,identificationcodesarepro'

videdtooperatorsinadvanceandthese

codesareregisteredinthesysteminan

accesslog.Eachtimeapersonwantsto

usethesystem,he/shemustinputhis/her

lDcodeintothesystemsoitcanbe

checkedagainsttheaccesslo9.Onlyafter

thischeckismadeandtheinputcodehas

beenverifiedcantheindividualaccess

thesystem.Bykeepingarecordofall

accesses{accesshistory},illegalutiiiza-

tionofthesystemcanbedetectedquick-

ly.

MessageCheckingFunction

Topreventillegalentryofdataintoan

onlinesystem,threeseparatesecurity

measuresareemployed.First,asecret
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numbermustbeverifiedbythecomputer

center.Second,sinceitispossiblethat

thesesecretnumbersmightbestolen

iftheyareusedforalongtime,they

arecompletelychangedperiodically.

Thirdly,fordatainputsinvolvingsums

ofmoneyoveracertainsetlimit,manag・

ersmustfirstpressaspecialkeytoallow

thatdatatobeinput.

EncryptionFunction

Topreventtheillegalacquisitionof

informationwhileitisbeingtransmitted

overtelecomlinesusedtointerconnect

multi・companynetworksystems,encryp-

tionmethodsareemployedtoensurethat

rawdataisnotbeingsentoutoverthese

lines.

AutomaticOperationFunctions

Topreventthetheftofcomputerre-

sourcesandothermaliciousactsperpe・

tratedagainstonlinesystemsinthecom-

puterand/orterminalroomsofthecom-

putercenter,itisimportanttomakeuse

ofadvancedautomatic(unmanned}ope-

rationtechniquesandremotediagnostic

functions.

SystemsAuditingFunctions

Systemsauditingfunctionsmustbe

strengthenedtopreventoratleastmore

quicklydetectcriminalactssuchasthe

illegalacquisitionorfalsificationofin・

formationstoredinonlinesystemsby

emploVeesauthorizedtooperatethose

systems.
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SystemDuplexing

lnordertoavoidsystemdamagedue

toearthquakes,floodsand/orfires,

computercenterequipmentshouldbe

duplexedanddistributedtodifferent

locations/cities.Andtoavoidtelecom

linebreakdownsinnationwidenetwork

systems,itisnecessarytoduplexthe

innercitylinesconnectedtothecenter,

andtousemultiplecommunication

routesforinter-cityliries.・ ・

PHYSICAL

SURES

SECURITY MEA・

PhysicalAccessControlToCom・

puterRooms

Physicalaccesstothebuildinghousing

thecomputercenter,aswellastothe

computer,magnetictapesstorageand

terminaloperationroomsIocatedwithin

thatbuildingmustbestrictlycontrolled

usingIDcardsandotheraccesscontrol

methods/techniques.

ControlOfTerminalEquipment

Numerouscasesofillegalaccess
,

iHegalinputofdataandillegalacquisition

ofinformationaretheresultofun・

authorizedpersonsusingterminalequip・

ment.Forthisreason,accesstol/O

terminalsandmeasuringdevicesmust

bestrictlycontrolled.Also,terminal

equipmentthathasbeendisconnected

fromthesystemandisnotinuseshould

bedestroyedanddisposedofcompletely

toavoidtheriskofitsbeingputto



maliciOUSuse.

ControlOflntermediateDistribu-

tionFrames

itisquitecommonfortheterminals

oftheintermediatedistributionframes

{IDF)usedtoconnectcomputercenter

buildingwiringtoinnercitycablesto

beexposedandunprotected.lfthese

terminalsareusedtolinkupwiththe

telecomlinesduringonlineoperation,

itispossibletomonitorthedatabeing

transmittedoverthoselines.Theun・

protectedIDFsfoundinthebasements

andoneachfloorofbuildingsowned

byprivatecompaniesshouldbeequipped

withcoversthatcanbe'securedwith

Iocks.lnthecaseofnationwidenet-

workedsystems,therearetelephone

offices,relaystations,|DFandother

telecomnodeslocatedthroughoutthe

countrythatcouldbeusedtoillegally

accessandutilizetheonlinesystems

linkedtogetherviathatnetwork.This

makesitnecessaryfortheusersofthe

systemandthetelecomfirmsproviding

thecommunicationslinesforittocoope-

ratewithoneanotherincarryingout

dailysecuritymeasuresdesignedtostop

personsfrommonitoringonlinetrans・

mlSSIon.

PERSONNELCONTROLMEA-

SURES

affiliatedwiththedevelopmentofthe
l
softwareusedintheonlinesystemaudit

thatsoftwaretocheckitsdataprocessing

lntegrlty.

PersonnelControlMeasures

Peoplefromvariousoccupationsand

companiesworkinthecomputerand

terminalroomsofonlinecenters,to

includetheusercompanゾsemployees,

techniciansandengineersfromthemanu・

facturerofthecomputerhardwareused

inthat・system,softwareengineersdis・

patchedfromtheircompanies.telecom,

municationsengineersandworkersfrom

subcontractorsaffiliatedwiththeuser

firm.ltisthereforenecessarytoput

someoneinchargeofensuringthese

peoplewearIDcardswiththeirphoto-

graphsattached,ofclarifyingwhat

everypersonisdoinginthecenterand

ofmonitoringtheirwork.

UtilizationOfTestData

Whenprogramsaredebugged,never

usetheoriginalfiles,butratherusetest

filesandtestdata.Thisisbecausewhen

theoriginalfileisused,itispossibleto

recordbankaccountnumbersandsecret

numbers,datawhichcouldverywell

beusedtocommitacomputercrimeat

somelaterdate.

EmergencyMeasures

SoftwareAudits

Asystemofsoftwareinspectionsmust

beestablishedwherebypersonsnot

13

lfanationwideonlinesystembreaks

down.workwillstopandconfusionwill

reignatalllocationsinterconnectedvia
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thatsystemthroughoutthecountry.

Peopleshouldthereforebeselectedand

organizedtoimplementemergencymea・

suresdesignedtodealwithsuchbreak・

downs.Thesemeasuresshouldinclude

methodsforswitchingovertoprocessing

ofworkbyhand;proceduresforrestoring

thesystem;andmeansofinforming

customersofthesituation.Mockbreak-

downsshouldbescheduledatleastonce

ayeartoenablethecomputercenterand

allsitesinterconnectedtheretotoPrac・

ticetheemergencymeasuresjustdis'

cussed.

HumanRelationsManagement

Theformulationandimplementation

ofsecuritymeasureswillstrengthenan

onlinesystemagainstattacksandbreak-

insfromoutside,butareallbutuseless

againstattacksfromwithin.Thatis,if

anemployeeofauserofanonlinesys・

temdecideshe/shewantstocommita

crimeusingthatsystem,allthetechnical

securitymeasuresintheworldarenot

goingtobeabletopreventhimorher

fromdoingso.Humanrelationsmanage・

mentholdsthekeytopreventing"inside

jobs"suchasthis.ltisthusveryim-

portantthathumanrelationsmanage・

mentbestrengthenedthroughin・house

educationandtraining;regularmeetings;

andtheestablishmentofcareer-oriented

programs.

FUTUREPROBLEMS

Thefuturespreadofonlinesystems

andtheirutilizationwillraisesomemajor

problemsfromthestandpointofsystems

security.Forexample,asthepropaga'

tionofonlinesystemscontinues,terminal

equipmentisgoingtofinditswayonto

thedesksofsmall・andmedium・sized

businessemployeesaswellasintothe

home.Thisisgoingtoincreasetheim・

portanceofsecurity.Asonlinefinancial,

distributionandtransportationsystems

Penetrateintoeveryaspectofthena'

tion'seconomicandsocialactivities
,

dailylivingwillbemademucheasierand

moreconvenient.Themoreaccustomed

totheconvenienceaffordedbyonline

systemsthatthenation'scitizensbecome,

thebiggertheimpactsystemsbreak・

downswillhave.

Anotherproblemhastodowiththe

paceoftechnologicaldevelopment.

Securitymeasurestendtolagbehind

advancesincomputertechnology.The

technologiesemployedtoachievesystems

securitywillcontinuetocompetewith

thoseusedtocommitcomputercrimes.

lfsecurity'relatedtechnologiesIoseout

tocrime-relatedtechnologies
,thenonline

SyStemswillCeasetOexist.

Aspointedoutabove,thestrengthen・

ingoftechnicalsecuritymeasurescan,

toaCertatnextent,preventSyStem

malfunctionsandcomputercrime.How-

ever、technologyaloneisnotenough.

Human-orientedsecuritymeasuresare

alsoveryimportant.Measuresdesigned

toraisemoraleattheworkplaceandthe

establishmentofworkethicsforem・

ployeesengagedininformationprocess-

ingtasksarevital.lfthiskindofhuman

relationsmanagementisneglected,then

evenhugeinvestmentsinsecgritymea・
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sureswillnotproveeffective.

Marketcompetitionisfierce,and

usersofonlinesystemsexpecttheir

systemstobeeconomicalandefficient.

Designersofonlinesystems,therefore,

haveastrongtendencytoslackoffon

thesecurity・relatedaspectsofnew

systemsinfavorofprovidingtheuser

withgreatereconomyandefficiency.

However,shouldthereeverbeamajor

breakdownorcrimeinvolvingthistVpe

ofsystem,thentheusercompany{ies)

wouldsuddenlybeviewedasuntrust-

worthyandunreliable,andwouldlose

customersasaresult.Managersmust

devotesufficienttimeandeffortto

studyingtheproperbalanceofeconomy,

efficiencyandsecurityfortheonline

systemstheyuse.

CertainindustriesUsingcomputer

networksareswitchingfromtraditiona)

paper-basedtransactionstoeiectronic

transactions.However,inordertopro-

tecttheconsumerinthistypeofenviron・

ment.itisimportanttoIaydownrules

cOnCerningelectroniC・transactionS,rules

thatdefineatwhatpointanelectronic

contractbecomesvalid,atwhatpoint

suchacontractcanbenullified,and/or

theproceduresfordealingwithdamaged

and/ordefectivegoods.

Rulesgoverningtheamountandtype

ofcompensationrequ.iredwhenbreak－

downsinelectronicaccountssettlement

systemsresultinlossesarealsoneeded.

Thisisbecausewhensomethinggoes

wrongwithanonlinesystemusedinthe

settlementofaccounts,thereisnowayof

provingwhetherornottheusersofthat

systemwereresponミibleforthebreak・

downandresultinglosses.Sinceitis

practicallyimpossibletotryandensure

thesecurityofonlinesystemsviatech-

nicalseCuritymeaSureSalone,COmpenSa・

tionandinsuranceschemeswillhaveto

beestablishedandbackedupwithap・

propriatelegislativemeasures.

CountriesliketheUnitedStatesand

WestGermanyarerevisingtheirlegal

codestodealwithincreasesincomputer

crime.However,therearestilllarge

numbersofnationswherethecriminal

penaltiesforstealingdata,destroyihg

softwareand/orengaginginhackingac・

tivitiesarelacking.Thereareeven

countriesthatdonothavelegalsanctiorls

fordealingwithviolationsofprivacy

and/orcopyrightinfringements.Com-

putertechnologyisadvancingandspread・

ingatarapidpace,butsocialandhuman-

itarianstudiesaimedatsupportingthese

systemsarewaybehind.lnfuture,we

willhavetopromoteacademicandin-

dustrialresearchintotheseareasatthe

internatiOnallevel.
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COMPUTERCRIMEANDTHELEGALSYSTEM

YojiYamashita

Adviser

ResearchDepartment

JIPDEC

CURRENTSTATEOFCOMPUT-

ERCRIME

Thereareanumberofdifferent

thoughtsconcerningwhatconstitutes

acomputercrime,butforourpurposes

hereweshalldefinecomputercrimeas

illegalactsperpetratedagainstcomputer

systems,and/ortheuseofcomputer

sVstemsforillegalpurposes.

CDCrimes

Computercrimesadheringtothis

definitioncanbebroadlydividedinto

twotypes:CDcrimesandallothers.CD

crimesarecrimesinvolvingthemisuse

ofcashdispensers{CDs),thosecomputer

system-basedautomaticcashdispensing

machinesutilizedbybanksandother

financialinstitutions.Tablelshowsthe

numberofCDcrimesandrelatedarrests

inJapanbetweentheyears1975and

1986accordingtorecordskeptbythe

JapaneseNationalPoliceAgency{NPA).

Asyoucansee,CDcrimeshavein・

creasedremarkablyinrecentyears.A

primaryfactorcontributingtothisphe・

nomenonhasbeenthesuddenincrease

inCDs(thisincludesautomaticteller

machines{ATMs}aswell}andtheplastic

cashcardsusedtooperatethem.For

example,asof1986therewere56,000

CDsinoperationinJapan,andthenum-

berofcashcardsthathadbeenissuedby

thatyearexceeded130million.This

workedoutto4.8timesasmanyCDs

and3.5timesasmanycashcardsasthere

werein1978.

ThemostcommonCDcrimeistosteal

Table1.NumberofCDCrimesandRelatedArrestsBetween1975and1986

Year
No.of No.of

Year
No.of No.of

CDCrimes RelatedArrests CDCrimes RelatedArrests

1975 8 5 1981 288 179

1976 23 18 1982 472 321

1977 64 40 1983 642 503

1978 131 72 1984 723 575

1979 187 94 1985 929 828

1980 212 99 1986 886 716
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someone'scashcard,figureoutthesecret

numberandthenusethatcardtowith-

drawmoneyfromthevictim'sbankac-

count.Thismodusoperandiaccounted

for74%ofallcomputercrimesperpet・

ratedduring1984,andfor90%ofallthe

computercrimescommittedduring1985.

Therewerealsonumerouscaseswhere

someonefoundalostcashcardandused

ittoillegallywithdrawmoneyfromthe

cardowner'sbankaccount.

Anumberofdifferentmethodsare

usedtolearnacardholder'ssecretnum・

ber.lnmanycases,thecriminalisac・

quaintedwiththecardholderandknows

thesecretnumberbeforeheorshesteals

thecard.ln47%ofallCDcrimesper・

petratedin1985usingstolencashcards,

thecriminalwasalreadyawareofthe

cardholder'ssecretnumber.Other

methodsusedtofigureoutthesesecret

numbersincludefindingoutthecard-

holder'sdateofbirthand/ortelephone

numberandthenexperimentingwith

thesenumbersuntilthesecretnumber

isdiscovered.Therearealsonumerous

caseswherethecardholderwriteshis/her

secretnumberonthecarditselfsoas

nottoforgetit.Althoughalessfre-

quentlyusedploy,cashcardthieves

havebeenknowntostealaperson'scash

cardandthentricktheunwarycard-

holderintorevealinghis/hersecretnum・

ber.Therehavealsobeencaseswhere

employeesofbankingandotherfinan-

cialinstitutionshavefoundlostcash

cardsandthenusedtheircompanゾs

cardreadersto"read"thesecretnum-

bers.

ThetypesofCDcrimesjustdescribed

arerathersimpleinnature.However,

duringthepastseveralyearswehavewit・

nessedmuchmorecomplicatedCD

crimesinvolvingcomputerspecialists

whohaveactuallyforgedcashcards.

Oneexampleofsuchacrimewasper・

petratedin1981byaformerbankem・

ployee.Priortohisretirement,this

personhadbeeninchargeofthatsection

ofthebank'sonlinecenterresponsible

formakingupcashcards.Afterhere・

tired,themanreturnedtotheonline

centeronaholidayandusedthecenter's

magnetic
.tapereaderstoobtainde-

positor'ssecretnumbersstoredona

datafile.Hetheninputthesesecret

numbersontoblankcashcards,and

usedtheresultingforgedcardstowith・

drawmoneyfromunfortunatede・

positors'bankaccountsviaCDs.

Anotherexampleofahigh・techCD

crimetookplacein1985.Theculprit

inthiscasewasacomputersoftware

firmengineerwhohadbeendispatched

totheonlinecenterofacertainbank.

Thispersontookadvantageofhisspecial

accesstotheequipmentinstalledinside

thecentertoforgebankbooks.First,

heselectedoniylargedepositorswho

madefewdepositsand/orwithdrawals.

Thenheextractedthesecretnumbers

encryptedintheirbankaccountnumbers,

decryptedtheseandforgedbankbooks

byinputtingthisdataontotheblank

magneticstripsofunusedbankbooks.

Finally,hetooktheseforgedbankbooks

andusedthematthebank'sATMsto

withdraw.moneyfromtheunwary

depositors'accounts.

Cardreadershavebeensoldonthe
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openmarketforthepastfewyearsnow,

meaningthatanybodywhocanafford

tobuyonecanuseittoreadthesecret

numbersoncashcards.lnanattemptto

preventcrimesarisingasaresultofthis

capability,bankshavetakentoeither

encryptingthesesecretnumbers,ordoing

awaywiththesystemofinputtingsecret

numbersontothecardsaltogetherin

favorofrecordingthesenumbersatthe

centeritselfforcheckingthere.lnthe

caseofthelatter,depositors'secret

numbersareencryptedpriortobeing

recorded.Nevertheless,eventhiskindof

securitysystemisn'tveryeffectiveagainst

computerspecialistswithaccesstoan

onlinecenter'skeyequipmentifthey

decidetheywanttoutilizethatequip・

mentfortheirownillegalgain.

Athirdexampleofahigh・techcrime

involvingCDswascarriedoutin1980by

atechnicianwhoworkedforapublic

corporationthatownsandupkeepsits

owntelecommunicationslines.ThisCD

thiefusedspecializedequipmentto"tap"

thetelecommunicationslinesusedto

transmitcardholders'bankaccountnum-

bersandsecretnumberstocomputersat

banks'onlinecenterseachtimeaCDwas

operated.Afteracquiring,recordirlgand

digitalizingthisdata,hewasabletocol-

lateitwiththeinformationcontainedon

themagnetictapeattachedtohisown

cashcard.lnthismannerhe"read"the

secretdatacontainedoncardsheldby

21bankdepositors.Hethenforged

newcashcardsbyrecordingthebank

accountandsecretnumbershehadob-

tainedontotestcardskeptathiscom-

pany.Thethiefwasthenabletouse

theseforgeriestowithdrawmoneyfrom

depositors'bankaccountsviaCDs.

AlloftheCDcrimescitedabove

wereperpetratedbyindividualsacting

alone.UnliketheUnitedStates,Japan

hasnotyethadtodealwithaCDcrime

carriedoutbysyndicatedcrime.

Therehavealsobeenanumberof

caseswhereCDnetworkshavebeenused

forillegalpurposes.Forexample,there

havebeenincidentswherekidnappers

demandingransommoneyand/orex・

tortioniststhreateningcompanieshave

hadtheirvictimselectronicallytransfer

moneytospecifiedbankaccountsand

thenwithdrewthosemoniesfromthe

accountsviaCDs.

OtherComputerCrimes

Figuresconcerningcomputercrimesin

Japanotherthanthoseinvolvi .ngCDsare

presentedinTable2.

Asyoucansee,whereastherewere

only14computercrimescommitted

duringthetenyearperiodbetween1971

and1980,atotalof61suchcrimeswere

carriedoutduringthenextsix{6)years

between1981and1986.lnotherwords,

computercrimehasincreasedrapidlyin

linewiththerecentwidespreaduseof

computers.

Table3categorizesthecomputer

crimescommittedinJapanbetween1971

and1986astotypeofsystem{business)

andwhethertheywereinsideoroutside

jobs.

ThefigurespresentedinTable3were

gleanedfromNPArecords.Othersources

ofinformationregardingcomputercrimes
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Table2. NumbersandTypesofComputerCrimesOtherThanCD

CrimesBetween1971and1986.

Typeof

Crime

Year

Unauthorized

Datalnput

Unauthorized

Acquisitionof

Computer

Programs

andData

Destruction

ofComputer

Hardware

Unauthorized

Utilizationof

Computers

Alteration/
debtionof
Computer
Programs

Total

1971 1{1} 1{1}

1972

1973 1 1

1974 1 1

1975 2 1 3

1976 1 1

1977

1978 3{1) 1 4{1}

1979 3 3

1980 L

1981 6 1 3(1} 10n)

1982 5{1) 1 6{1)
.

1983 4 2{1) 6川

1984 8 2 1 1{1)- 12川

1985 9{2) 1
「

10{2}

1986 13 1 2 1 17

Total 56{4) 10{2} 3 5川 1川 75{8}

Note:FiguresinparenthesesindicateoffenseswhichwerenotacknowledgedbYthepo|ice,

butwhichwerereportedinnewspapersandotherpublications.

otherthanCDcrimesindicatethat83%

ofsuchcrimescommittedinJapanbe-

tween1971and1980wereperpetrated

byindividualpersonsworkingalone,

whileonly13%wereattributedtotwo

ormorepeopleworkingtogether.How・

ever,thissameinformationindicates

thatduringthefiveyearperiod1981

through1985,theratioofnon・CDcom-

putercrimescommittedbyindMduals

workingalonedroppeddownto60%of

thetota1,whilegroupperpetratedcrimes

roseto36%ofallsuchcrimescommitted

duringthatperiod.Furthermore,of

thosecomputercrimescommittedbytwo

ormorepeopleworkingasagroup,40%

werecarriedoutasaresultofcollusion

betweenpeopleinsidetheorganlzatlons

targettedandoutsidepartners.

Falsedatainput

Computercrimesinvolvingtheinput

offalsedataintoacomputersystemare

themostnumerousinJapan.Avery

commonscenariointhistypeofcrime

iswhereabankclerkusesacomputer

terminaltodepositnonexistentfunds

intoafalsebankaccounthehascreated

inadvanceforjustthatpurpose.Another

oftenseenscenarioistheonewherea

branchmanagerorclerkofabanking
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Tabte3.ComputerCrimesCommittedBetWeen1971and1986by

TypeofSystem{Business}andWhetherorNotTheyWere

lnsideJobs.

TypeofCrime

TypeofSystem{Business}

lnsideJob
{Note1}

OutsideJob Unknown Total

CommercialBank

AgriculturalCooperative

TrustBank{Note2}

PostOffice

ConsumerFinanceAssociation/
CreditUnion

University

PublicAgency

Other

10

18

3

1

6

9

15

2

2

1

4

1

2

1

13

18

3

3

6

3

9

20

Total 62 9 4 75

Note1:

Note2:

Evenincasesofcollusion、ifonememberworkedfortheorganizationthatwas

victimized,itisconsideredaninsidejob.

TrustBanksaredefinedhereassmall-scalelocalfinancialinstitutionsthatserve

bothconsumersandcorporations.

institutionpreparesafalsevoucherfor

aloan,andtheninputsthatinformation

intothebank'scomputersystemviaa

terminal,electronicallytransferringthe

amountindicatedonthevouchertoa

falsebankaccount.Therehavealso

beencaseswhereindividualshaveentered

falseinformationontovouchersand

othersuchbankformsandthenhad

clerksunwittinglyinputthisdataintothe

bank'scomputers.

Practicallyallofthesetypesofcrimes

areinsidejobs.Andthereasonem-

ployeescanpulloffsuchcrimesisbe-

causeoforganizationaland/ormanagerial

weaknesseswithinthebanksthemselves.

Eithertheemployeeswhocommitsuch

crimesaregiventotalresponsibilityfor

thecarryingoutoftheirassignedtasks

(i.e.arenotsupervisedproperly},or

elseexecutivesinchargehavecomplete

authorityovertheirsections!offices,and

arenotdirectlyresponsibletoanyone

fortheiractivities.

Therearealsoexamplesofcomputer

crimescommittedbygroupsofpeopleas

opposedtoindividuals.Withthesekinds

ofcrimes,certainmembersofthegroup

generallyworkinsidethetargetorgani・

zationwhiletherestareoutsiders,i.e.

peoplenotdirectlyaffiliatedwiththe

organizationstheyrob.Oneexample

ofsuchacomputercrimeinJapanwas

perpetratedaround1983/84byapolice・

man.Thepolicemaninquestionforged

adriver'slicenseregistrationledger,then

convincedtheoperatorof .thecom-

puterizedpolicedriver'slicensesystem

toinputthedatacontainedinthatledger

intothesystem.Thepolicemanmanaged

tomake43falsedriver'slicenses,which

hethensoldthroughanoutsideinter－
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mediary.

ln1986,anoutsidegroupmadeuse

ofoneofitsmember'sknowledgeof

computersandcomputersystemstoalter

15010singhorsebettingticketssothatan

automaticpayoffmachinewouldaccept

themaswinningtickets.Thegroup

dupedthepayoffmachineoutof80

millionyen.Thisincidentbroughtto

lightabugintheautomaticpayoffsys・

tematthehorsetrackinquestion.

Therewasacomputercrimerelated

totheinputtingoffalsedatathattook

placebackin1981andinvolvedallthe

executivesofaparticularcompany.The

companyinquestionspecializedincarry・

ingoutconstructionworkonrailroads.

Aftertheirconstructionmaterialswere

damagedbyafiood,thecompanyde・

cidedtoinflateitslossesinorderto

receiveadditionalcompensation.lt

didthisbyembellishingthefigures

log9edinitscomputerizedaccounting

systemtoreflecthigherpurchasecosts.

Unauthorized・acquisitionofdata

andcomputerprograms

subscribers.

Theothertypicalexampleofun・

authorizedacquisitionofdatatookplace

in1983whenasectionchiefatapublic

corporationresponsibleformaintaining

dataoncompactcarowners,newcar

registrationsand'inspectionperiods

smuggledamagnetictapecontainingthis

dataoutofthecompanylongenough

forhispartnerincrimetomakecopies

ofit.Thetwothensoldthesecopies.

Anothermorerecentexampleofthis

typeofcomputercrimemadethenews-

papersin1987.Accordingthearticles

writtenaboutthisincident,theinforma-

tionmanageratadepartmentstore

copiedamagnetictapecontainingthat

departmentstore'scustomerlist.Hethen

passedthisinformationthroughabroker

friendofhistoacompanythatspecial・

izesinmakingupandsellingmailinglists.

Theeverincreasingneedforgoodcus・

tomerstoensurecorporatesalesgrowth

isexpectedtocontributetoariseinthis

typeofcrimeinfuture.

Unauthorizedacquisitionofcomputer

programs

Unauthorizedacquisitionofdata

Therehavebeentwocomputercrimes

involvingtheunauthorizedacquisitionof

datainJapanthatcanbecitedastypical

examplesofsuchincidents.Thefirst

occurredbackin1970whensomeone

copiedandsoldacertainmonthly

magazine'siistofsubscribersrecorded

onamagnetictape.Thistapewascopied

whileonloantothecompanyincharge

ofmailingoutthemonthlymagazineto

Thefollowingaretwowell・known

examplesofcomputercrimesinJapan

involvingtheunauthorizedacquisitionof

computerprograms.Thefirsttookplace

in1982andwasperpetratedbyanacting

departmentheadofamajorJapanese

machinemanufacturingcompany.This

individualwasakeymemberofthecom・

pany'scomputer-aideddesign{CAD)sys・

temdevelopmentteam.Dissatisfiedwith

thecompanゾspolicytodiscontinuesale
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ofitsCADsVstemstooutsidefirms,he

decidedtoleavethecompanyandsell

CADsystemsonhisown.lnorderto

achievehisgoal,heandanaccomplice

smuggledamagnetictapeandblueprints

containinginformationrelatedtothe

companゾsCADsystemoutofthecom-

panyandmadecopiesofthempriorto

returningthem.

Thesecondexampleofunauthorized

programacquisitionoccurredin1984.

Themanagerofanewspapercirculation

companyteamedupwithanexecutive

ofasoftwarehouseandoneofhispro・

gramminginstructors.Thenewspaper

circulationcompanymanagerfurnished

thesoftwarehouseemployeeswitha

floppydiskcontainingaprogramdevel・

opedbythecirculationcompanyfor

processinginformationonnewspaper

deliveryprocedures,monthlybillcollect-

ingandsalesexpansionmethods.The

softwarepeopleinputthisprograminto

amicrocomputer,savedittomemory

andproducedapiratedcopyofthe

originalprogram.Thesoftwarehouse

thenleasedthisprogramtonewspaper

circulationfirmsnationwide.

Hackers

Thefirstmajorhackingincidentin

Japanwasinitiatedbackinlate1984

andcontinuedthroughearly1985.While

abranchofficeofanAmericanfirmwas

usingKokusaiDenshinDenwa{KDD)

Co.,Ltd!sVENUS・Pinternationaldata

transmissionservicesystemtoexchange

inventorydatawithitshomeofficeinthe

UnitedStates,ahackerelectronically

liftedthatfirm'spasswordduringtrans・

mission.Followingthistthehackermade

i‖egaluseofKDD'sVENUS・Ptelecom

Iinestobreakintothedatabasesof

morethanadozenU.S.companiesand

stealhobby・relatedinformation.

Therewereotherhackingincidents

inJapanin1985aswell.Amongthem

wasaseriesofcrimesinvolvinghackers

fromfour{4)differentEuropeancoun・

trieswhobrokeintothecomputersys・

temsofaTokyodatabasefirmanda

universityresearchinstitutetbothof

whichsubscribedtoKDD'sVENUS-P

services,TheseEuropeanhackersstole

certaindataandalteredother,thelatter

beingequivalenttoasortofelectronic

graffiti.Alsoin1985,20hackersfrom

WestGermanysomehowobtainedthe

passwordforthecomputersystem

installedattheJapanesegovernment's

HighEnergyPhysicsLaboratoryandused

ittoillegaliyaccessthatsystem.

Destructionofcomputerhardware

Twogoodexamplesofcomputer

crimesinvolvingthedestructionofcom-

putersand/orcomputer-relatedhardware

inJapanwereperpetratedbymembers

ofJapaneseultraleftistradicalgroupsin

1975and1978.The1975incident

involvedthebombingofthecomputer

roomofamajorJapaneseconstruction

firm.ln1978,radicalsopposedtothe

NaritalnternationalAirportseveredthe

datacommunicationcablesusedinthat

airport'scomputer-controlledmanage-

mentsystem.

Morerecently,agroupoflocaltoughs
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brokeintoapachinko(Japanese・style

pinball)parlorin1986anddestroyed

thecomputersystemusedtocontrolthe

operationofthepachinkomachines.

Thiswillfulactofcomputerdestruction

wasreportedlydonetogetbackatthe

ownerofthepachinkoparlorfornot

purchasingticketstoadinnershowthat

thetoughstriedtopushoffonhim.

Unauthorizedutilizationofcom・

puters

ln1981,106employeesofaJapanese

publiccorporationmadeunauthorized

useoftheirfirm'scomputersystemto

tallyupbetsplacedandmonieswonin

anin-housebaseballpool.Anotherin-

bidentofunauthorizedcomputerutiliza-

tionalsotookplacein1981.lnthiscase,

anemployeeofapersonalcomputer

shopusedapasswordwrittenona

memorandumleftbehindintheshop

byacustomeraffiliatedwithacertain

Japaneseuniversitytoaccessthatunト

versitゾscomputersystem.Theshop

employeeutilizedhisaccesstimeto

demonstratecertalncomputeroperatlons

forcustomersvisitingthepersonalcom・

putershop.

Alteration/deletionofcomputer

programs

TherewasaveryseriouSincidentof

computerprogramsbeingdeletedfroma

computersysteminJapanin1984.ltis

stillnotknownwhocommittedthis

crime,butwhoeveritwaserased2,500

academic/scientificprogramsfrommag－

neticdisksusedinacomputersystem

installedatacertainJapaneseuniversity

researchinstitute.

PITFALLSFACINGCOMPUTER

SECURITYLEGISLATION

Someareoftheopinionthatthereis

aneedtoenactlegislationaimedat

standardizingsecuritYmeasu「esagainst

computercrimeandmakingownersof

computersystemsresponsibleforapPly-

ingthesemeasurestotheiroperations.

Someoftheargumentsputforthin

supPortofthisopinionare:

-Computernetworkingisbecoming

morewidespread,andthemoreitad・

vancesthegreatertheneedforuniform

security.Weaksecuritymeasuresatany

onelinkinanetworksystemjeopardize

theentirenetworkbyleavingitopento

theriskofcomputercrime.Forexample,

lastyearblankcashcardsandadata

writer{deviceusedtoerlterpertinent

dataontothemagnetictapeportionsof

cashcards}werestolenfromabranch

officeofacertainbankinghouseand

usedtoforgefalsecashcards.Thisis

indicativeofthetypeofrisksinvolved

whensecuritymeasuresarenotenforced

uniformlybyallmembersofanetwork

system;

-Computersystemownersarenotthe

onlyoneswhoarevictimizedbycom-

putercrimes.Theusersofthesesystems

arealsooftenthevictimsofcomputer

crimes.Thisholdsespeciailytruewhen

itcomestobankdepositorswhousethe

CDandATMsystemstodotheirbank・

ing;
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－Eveniflegislationaimedatpunish-

ingPerpetratorsofcomputercrimesis

enacted,ifrecordsofthedatasentand

receivedviaonlinesystemterminalsare

notproperlymaintained,thenitwillbe

impossibletouncoverandgatherthe

evidencenecessarytoprosecutethese

criminais;

-Accordingtotheresultsofa1985

NPAquestionnaireaimedatcompanies

fromavarietyoffieldsIistedonthestock

exchange,80%oftherespondentsindi'

catedthattheyfeltcomputersecurity

wasinsufficient.

Themoregenerallyheldopinon,how-

ever,isthatthereisnotaneedfor

legislationdesignedtostandardizecom・

putersecurity.measures.Someofthe

reasonsgiveninsupPortofthisare:

-Thelevelofsecurityrequiredbysys・

temownersdiffersaccordingtothetype

ofbusinesstheyareinandthekindof

environmenttheyareoperating,thus

makingstandardizationverydifficult.

Evensystemoperatorsfromthesame

industryusedifferenttypesofsystems,

whichmeanstheriskofcomputercrime

differsaccordingtothesystem.This

requiresthatsecuritymeasuresalsodiffer

accordingtothesituation;

-Strictsecuritymeasuresrequirelarge

sumsofmoneytoimplementandcan

hinderprocessingefficiency.Specific

securitymeasuresshouldthereforebe

promotedonacase-by-casebasis,taking

intoconsiderationthenecessityand

effectivenessofsuchmeasuresvis-a-vis

theirdemeritsfromacost-performance

standpoint.Thisisperhapseasiersaid

thandonesinceitwillbedifficultto

avoidacertaindegreeofuniformitywhen

itcomestolegalizingcomputersecurity

measures;

-Sincethecostofsecuritymeasuresis

unrelatedtothesizeofthesystemor

companyemployingit,uniformcom・

pulsorVlawswillplaceanextremely

heavyinvestmentburdenonsmall-and

medium・sizedfirmsandcouldwellprove

anobstacletothesefirms'informatiza・

tionschemes;

-Eveniflegislationisenactedthat

makesitmandatorytoimplementthe

minimumsecuritycriteria,advancesin

technologycouldnullifythesignificance

ofthesecriteriarelativelyquickly.

Forthesereasons,theJapanesegovern'

mentisgoingtosetforthcertaincom-

putersecuritycriteriawhichcomputer

manufacturersanduserswillthenuseasa

basisfordevisingtheirownsecuritymeas・

ures.

Nevertheless,asitstandsnow,security

measuresdesignedtopreventcomputer

crimeareinsufficientatbest.Tomake

upforthis,attentionisbeingfocusedon

criminallawsasameansofcurbingcom・

putercrlme.

Tocommitacomputercrime,aperson

mustpossessacertaindegreeofknowledge

relatedtocomputers;however,unlike

ordinarycriminals,hedoesn'trequireany

specialphysicalormentalcapabilities.

Thisisbecausecommittingacomputer

crimecanbeassimpleaspushingafew

keysonaninputterminalwhennooneis

looking.Motivatingfactorsbehindcom'

putercrimescanrangefromaneedfor

moneytoadesiretochallengeasystem's

securitymeasures.Sinceitisbelieved
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thatmanycomputercrimesareperpe・

tratedonlyaftertheriskofbeingcaught

andpunishedhasbeencarefullyweighed,

theintimidationfactorsinherentincrimi-

na目awcouldproverathereffective.

AMENDMENTSTOTHEPENAL

CODE

NatureOfThePenalReforms

ComputercrimelegislationinJapan

wasfirstrealizedthispastspringinthe

formofpartialamendmentsmadetothe

Japanesepenalcode.Theseamendments

wereρutintoeffectasof22June1987.

Asstatedpreviously,thislegislation

willnotapPlytoallactsthatareordinarily

categorizedascomputercrimes.Although

thenewlegislationwillcovermostcrimes

relatedtocomputers,actssuchasthethe

unauthorizedacquisitionofdataand

computerprograms,theunauthorized

utilizationofcomputersand/ortheun-

authorizedentryintoacomputersystem

simplytot'see'twhatistherearenotcon・

sideredcrimespunishablebylaw.

Thereasonforcreatingthiskindof

legislation,i.e.legislationthatdoesnot

coveralloffensesrelatedtocomputers,

wastoavoidtouchingoffamajordispute

overwhetherornotactsnottraditionally

consideredcriminalbehaviorshouldsud;

denlYbemadepunishablebylaw.ln

numerousinstances,falsedatainput,the

unauthorizeddeietionofcomputerdata

and/orprogramS,destructionofcomputer

hardwareandCDcrimescanbeprosecuted

underexistingIaws.However,evenin

thesecases,quiteafewcomputercrimi－

nalsgetoffontechnicalitiesduetoloop-

holesinpertinentcriminallegislation.

Therecentrapidriseincomputercrime

madeitpainfullyclearthatsomething

wouldhavetobedone,andquickly,to

closetheloopholesinexistingcriminal

laws.Theamendmentstothepenalcode

earlierthisYearwerecarriedoutforthe

expresspurposeofclosingthoseloopholes

bYexpandingthescopeofexistinglaws

dealingwithdocument・relatedcrimest

crimesrelatedtotheobstructionofbusi・

nessandfraud.Thisapproachtocom・

putersecuritylegislationdidn'tcaliforth

muchprotestandthebillpassedtheDiet

rathereasily.

ContentsOfTheAmendments

"Electromagneticrecords"and"electron ・

iccomputers"

Amendedlegalprovisionsdefinethe

conceptof"electromagneticrecords"as
t'Recordsmadebyelectronic

,magnetic

orothermeansthatcannotbeperceived

bythirdparties,andwhichareusedin

electroniccomputerstoprocessdata."

Thisdefinitionrefersspecificallytothat

datastoredonintegratedcircuit(lC)

memorychips,magnetictape,magnetic

disksandopticaldisks,andapPliesto

computerprogramsrecordedonthese

mediaaswell.`ltdoesnotapplytodata

thatisbeingtransmittedorprocessed.

Therearenoprovisionsinthecriminal

codethatdefinetheconceptofan"elec-

troniccomputer!'However,typical

exampiesofsuchmachinesaregivenas

general-purposecomputers,smallbusiness
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computers,personalcomputersandcom-

putersusedinprocesscontrolapPli-

cations.Thecriminalcodealsointerprets

electroniccomputersasencompassing

thosemicrocomputersincorporatedinto

othertypesofmachinery.

lllegalcreation,useanddestructionof

electromagneticrecords

Inthepast,thealteringofelectro'

magneticrecordsasaresultoftheinput・

tingoffalsedatawasnottreatedasa

document-relatedcrime.Thiswasbecause

therewasasubstantialdifferencebetween

a"document"andan"electromagnetic

record"asfarasIegislationregarding

document・relatedcrimeswasconcerned.

Thatis,adocumentissomethingthatcan

beseenandread.Andeveninthecaseof

documents,onlythoseproducedby

specificpersons,and/orwhichexpress

corporatethinkingandideascomeunder

thepurviewofdocument-relatedcrimes.

Bycomparison,electromagneticrecords

arenotvisibletothenakedeye,and

newlyinputdatacanbeprocessedto-

'

getherwithotherdatausingcomputer

programstocreateyetdifferentdata.

Moreoftenthannot,thisprocessinvolves

thethinkingandactionsofnumerous

differentpeople,andthusmakesitvery

diffficulttoviewelectromagneticrecords

inthesamelightasdocumentsproduced

byspecificindividuals.

Nevertheless,todayelectromagnetic

recordsaretakingtheplaceofdocuments,

andjustlikedocuments,areservingas

instrumentsofproof.Becauseelectro-

magneticrecordsarenowbeingusedas

proofofcertainfacts,newcriminalprovi.

sionswereenactedtoprotectthesenon・

documentaryrecords.

Forexample,itisnowacrimeto

illegallycreateelectromagneticrecordsfor

thepurposeoffalsifyingworkprocessed

byathirdparty.ltisalsoacrimetouti.

lizeelectromagneticrecordscreatedin

thiswaytoprocesssaidwork.Destroy・

ing(deleting}electromagneticrecords

relatedtorightsanddutiesisacrime,too.

Theterm"toillegallycreateelectromag・

neticrecords"asusedherecanbeinter・

pretedasalackofauthoritytocreate

suchrecords,orastheimproperuseof

theauthoritytocreateelectromagnetic

records.Onlythoseeiectromagnetic

recordsrelatedtorightsandduties,or

whichserveasproofofafact,fallunder

thepurviewofthepenalcode.This

makescrimesinvolvingsuchelectromag・

neticrecordssimilartothedocument-

relatedcrimeofforgingprivatedocu・

ments.

Personscommittingthecrimeof

illegallycreatingorusingillegallycreated

electromagneticrecordsrelatedtorights,

dutiesorproofoffactsaresubjecttoup

tofive-year'simprisonmentand/orcanbe
'

finedupto200ρ00yen.Peoplewho

destroyordeieteelectromagneticrecords

relatedtorightsand/ordutiescanbe

imprisonedforuptofiveyears.

Thesepenaltiesaremoreseverefor

thoseindividualswhoillegallycreate

publicelectromagneticrecords(upto10-

year'simprisonmentand/or400,000yen)t

orwhorecordfalsedataonelectromag-

neticrecordsthatserveasthebasisfor

publiccertificates{uptofive・year's
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imprisonmentand/or200ρ00yen).

'
Computerdestructionandtheobstruc・

tionofbusiness

TraditionallVspeaking,thecrimeof

obstructingbusinesswaspremisedonthe

factthatapersonwasinthemidstofper-

formingworkwhenhe/shewasdupedor

forcedtodosomethingnotrelatedto

thatwork.However,theobstructionof

businessusingcomputersystemscan

involvethedeletionofdataand/orthe

inputtingoffakeprogramsthatdestroy

computer'soperations.Theseactionsare

directedagainstcomputers,andinno

wayinvolvethedupingorthreateningof

humanbeings.Thisformofbusiness

obstructionwasviewedasanewtypeof

crime,andstifferpenaltieswereleviedon

peoplecommittingthesecrimes(Whereas

crimesrelatedtotheobstructionofbusi・

nessusedtoearnoffendersuptothree-

year'simprisonmentand/or200.OOOyen

fines,businessobstructioninvolvingcom・

putersdemandsuptofive-year'simprison.

mentand/or400,000yeninfines.).

Thoseactsdirectedagainstcomputers

and/orcomputersystemswhicharecon-

sideredcrimesrelatedtotheobstruction

ofbusinessconsistof1}thedestruction

ofbusinesscomputersand/ortheelectro・

magneticrecordingmediausedtherein;

2)theenteringoffalseinformationand/or

illegalcommandsintoabusinesscompu・

ter(Whenwespeakofillegalcommands

herewearereferingtoalteredormodified

programsthatarerunillegallytandtothe

inputtingofillegalcommandswhilea

programisbeingrun);and3}other

destructiveactsthatdirectlyimpactthe

operationofacomputersystem,suchas

thedestructionofapowersourceand/or

thecuttingoftelecommunicationsIines.

Theactsofdestructionoutlinedabove

arecrimesbecausetheypreventcomputers

fromoperatingin'thewaystheywere

designedtooperate,and/orcreatesitu・

ationswhereincomputersoperatediffer・

entlyfromtheirintendedpurposes,thus

obstructingthecondUctofbusiness.

Utilizationofcomputersforfraudulent

means

Themostcommonformofcomputer

fraudistouseacomPuterterminalto

enterfalsefundstransferdataintoan

alreadyexistingaccount.However,the

computersystemitselfisthevictimof

thiskindoffraud;nowhereisthepre・

requisiteforafraudcase,i.e.aperson

beingswindled,evident.Nowifthefunds

fraudulentlytransferredintotheexisting

accountarewithdrawnintheformof

cash,thenacasecanbemadeforlarceny.

Butifthosefundsaresimplyleftinthe

accountasis,thegeneralinterpretation

ofthelawisthatitdoesnotconstitute

larceny.lnordertoprosecutethese

kindsofacts,newlegislationcover,

ingtheuseofcomputersforfraudulent

meanswasenacted.Thepenaltyfor

violatingthisIawisuptoten-year'sim・

prisonment,thesameasthatforordinary

fraud.

Thefirsttypeofcrimecoveredunder

thisnewlawisthatofinputtingfalsedata

and/oriliegalcommandsintoacomputer

systemtocreateafalseelectromagnetic
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recordrelatedtotheacquisitionand/or

loss{changes}ofpropertyrights.For

example,itisnOwaCrimetOCreatea

falseaccountbalancerecordintheelec・

tronicaccountsledgerfileofabank'son・

linesystem.Thesecondtypeofcrime

coveredunderthenewlawgoverningthe

useofcomputersforfraudulentmeansis

theuseoffalsifiedelectromagneticrecords

relatedtotheacquisitionand!orloss

{changes}ofpropertyrights.Anexample

ofthistypeofcrimeiswhensomeone

usesaprepaidcardthathasbeenelectron・

icallyalteredtoreflectmoreusagesre・

mainingthanactuallyexist.Inother

words,itisnowacrimetousecomputers

tomakeaprofitillegallyortomakea

thirdpartyprofitillegallyfromthatact.

FutureLegalProbtems

lnthepast,Japandidnotrecognize

theunauthorizedacquisitionofcomput-

erizeddataand/orprogramsasbeinga

crime,withtheexceptionofthosethings

protectedunderthecopyrightslaw.The

needtoestablishnewiegislationaimed

atcoveringthesetypesofactswasthere-

forequestioned.Whenthisissueistaken

upinfuture,itwillprobablybenecessary

toconsideritfromtwoangles,thatofthe

protectionofcomputersystemsandthat

oftheprotectionofdata.Fromthe

standpointofprotectingcomputersys・

tems,securityviolationswillmostlikely

constitutetheconditionsrequiredfora

crime.|nthatcase,theproblemwill

ariseastojusthowmuchsecurityisre・

quiredtoadequatelyprotectcomputer

systems.

Thenexttypeoflegalproblemfacing

usinthefuturehastodowiththecon・

tentsofinformation.Whenitcomesto

businessinformation,howarewegoing

toobjectivelyjudgethevalueofbusiness

data?Howarewegoingtohandlethe

transferofinformationfromonecompany

tothenextasaresultofemployeeschang・

ingcompaniesinmidcareer?Howarewe

todealwithemployeeswholeak"secret"

informationtooutsidepersonsconcern・

ingtheircompanies'pollutionofthe

atmosphere,forexample?Theseissues

shouldprobablybeconsideredfromthe

standpointofmutuallycomplimentary

cMlandcriminalresponsibility.And

whataboutpersonaldata,shoulditbe

dealtwithbasedontheprotectionof

individualprivacy,orshoulditbehandled

fromthestandpointofcorporateprop-

erty?

Lastly,thegeneralopinionseemstobe

thattreatingstolenmachinetimeandun-

authorizedcomputersystemaccessas

crimesiscarryingthingstoofar.However,

therearecertaincomputersystemswhich

standtoloseagreatdealfromintrusions

suchasthese.ltisthereforegoingtobe

necessarytocomeupwithlegislation

aimedatcopingwiththesekindsofacts

fromthepointofviewofprotectingthe

computersystemsthemselves.
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HISTORYOFSYSTEMSAUDtT-

lNG

HandlingOfEvidentiaryTax・related

Data

ComputerizationAndAccompany・

ingProblems

Thecomputerizationofaccounting

processesinJapanhasmaderemarkable

progressfromaroundthemid-1960's,

bringingwithitanumberofnewprob-

lems.

Firstofall,bylaw,accountingbooks

hadtobepaper・based,andhadtobe

capableofbeingreadbyhumaneyes.

Therefore,themaintenanceofmagnetic

tapeaccountingrecordswasnotrecog-

nized.Therequirementtomaintain

accountingrecordsinhardcopyform

provedamajorobstacletocomputer

usershopingtorationaHzetheiraccount-

ingProcesses.Acallwentuptorevise

legislationdealingwiththekeepingof

accountingrecords.

Thecomputerizationofaccounting

workturnedaccountingintda"black

box"operationwhichmadeitimpossible

forcertifiedpublicaccountants{CPAs)to

tracetheaccountingprocessduringaudit-

ing.Thiswasaproblemsinceithindered

CPAsintheirauditingoffinancialstate・

ments.

Computerutilizationwasandstillis

beingpromotedasameansofachieving

morerationalandefficient,andthus

moreeconomicalbusinessprocessing.

Butrequirementsthathadtobeadhered

tofortaxpurposeswereholdingcompu・

terizationback.Thatis,computer.users

wereoftheopiriionthataccountingwork

couldnotbecomputerizedbecauseofthe

taxrequirementsthenineffect.

lnanattempttofindawaVaround

thisproblem,theJapan|nformation

ProcessingDevelopmentCenter{JIPDEC}

inApril1966submittedapaperto

theTaxAdministrationAgencytitled

"DemandsRegardingtheHandlingof

EvidentiaryTax-relatedDatainLineWith

lncreasedComputerUtilization!'These

demandscanbesummedupasfollows:

1)Whenthecontentsofcalculationproc・

essesandresultsarepresentedinthe

requiredreadableformat,thecontents

ofthemediacontainingtheseprocesses

andresultsshouldberecognizedas

legitimatedataforstorageandmainte・

nanceprovidedtheprocesses/results

wereperformed/arrivedatvialegiti-

matecalculationmethods:
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2}Operatingprocessesandprocedures

{computerprogramsandflowcharts}

whichhavebeenacknowledgedand

registeredbyCPAs,auditorsandother

similarlyauthorizedexpertsshouldbe

treatedaslegitimateprocessesand

procedures;and

3)Thecontentsofinternalandexternal

recordingmediasuchascards,paper

tape,magnetictape,magneticdisks

andmagneticdrumstowhichoriginal

evidentiarydatahasbeentransferred

shouldberecognizedasbeingequiva・

lenttotheoriginaldata.

lnshort,then,thesethreedemand
.s

weresubmittedtothetaxauthorities

becausewewantedthemtorecognizethe

magneticrecordingmediausedincom・

puterprocessingaslegitimaterecords

forthepurposesofprocessingtaxes.

Althoughthetaxofficeneverofficially

respondedtothesedemands,itdidinitiate

asystemofagreementswithindividual

companiesbywhichitformallyrecognized

thesedemandsonacase-by-casebasis.

Need

Code

ToReviseTheCommercial

Prob「emsrelatedtothecomputeri-

zationofaccountingworkstemmed

primarilyfromtheledgerregulationsof

thecommercialcode.Provision320fthe

commercialcodestipulatesthat"Amer-

chantmustkeepaccountingbooksand

balancesheetsthatclear|yindicatethe

assetsandprofits/lossesofhisbusiness!'

Computerusersdemandedthataccount-

ingbooksasdefinedinthisprovision

shouldincludeaccountingrecordsstored

onmagnetictapeandotherformsof

computerstoragemedia.

InDecember1969,JIPDECsubmitted

areporttotheMinisterofJusticeandto

theChairmanoftheCommercialCode

SubcommitteeoftheLegislativeCouncil

titled"DemandsRelatedtotheRevision

oftheCommercialCode."Thecommer・

cialcoderevisionproposalscontained

thereinwereaimedatfacilitatingthe

widespreaduseofcomputersinthe

accountingandfinancialdepartmentsof

companiesforthepurposeofrationajiz・

ingandmodernizingcorporateaccount-

ingandfinancialprocessingandcontribut・

ingtotheimprovementofbusiness

operations.Themainpointsofthecom-

mercialcoderevisionsconcernedthe

creationandstorage/maintenanceof

documentsandtheirperusal.lnbrief,

thesepointswereasfollows:

1}Accountingbooks,financialstatements

andotherimportantdocumentsrelated

toacompanゾsoperations,aswellaS

stockholdernamelists,debenture

registersandotherdocumentsthat

businessesarerequiredtoprepareand

maintainundertheprovisionsofthe

commercialcodecanbecreatedand

stored/maintainedonpunchedcards,

magnetic.storagemedia{magnetic

tapes,disksanddrums},microfilmand

otherdatastoragemedia.However
,

documentsstoredandmaintainedus・

ingthesemethodsmustbecapableof

beingtransferredtopaper(hardcopy

form}thatcanbeclearlyandeasily

readforaconsiderableperiodoftime:

and

2}Whenamerchantstoresdocuments
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usingtheabovecitedmethods,stock・

holdersandotherpartieswiththeright

toperuseand/ormakecopiesofthose

documentscanrequestthatthemer・

chanttransferthatinformationto

paper{hardcopyform}thatcanbe

readclearlyandeasilyforaconsidera・

bleperiodoftime.

lnresponsetothesedemands,the

MinistryofJusticeproclaimedthatmicro・

filmcanbeinterpretedasareadable

documentunderexistinglegislation.

Furthermore,itappendedasecondsec・

tiontoprovision320fthecommercial

codewhichstatesthat'"lnterpretations

ofregulationsrelatedtothecreationof

commercialledgersmusttakeintocon・

siderationfairaccountingPractices!'

Thesedecisionshaveservedasapartial

solutiontotheproblemofcommercial

coderevisions.

SystemsAuditingProposals

lnthemid'1960's,thefocusofatten-

tionwaslimitedtothelegalandauditing

problemsrelatedtothecomputerization

ofaccountingwork.Butuponentering

the1970's.computer-relatedcrimesbegan

torisehereinJapan,andprivacyprotec・

tionmovementswerestartedbypeople

fromvariouswalksoflife.

Sinceitbecameobviousthatproblems

arisingfromcomputerizatio「nwerenot

limitedtoaccountingworkalone,JIPDEC

undertooktocomeupwithnewmeasures

todealwiththeseproblems.Thisresulted

inthetemporarysuspensionofresearch

onaccountingandtax・relatedproblems

thathadoccupiedmostofitstimeto

date,andthestartofnewresearchactivi・

tiesrelatedtosystemsauditinginaneffort

toformulatesolutionstoawiderangeof

problemsaffectinginformationsystems.

In1974,JIPDEChadtostartfrom

scratchonitsresearchintotheauditing

ofinformationsystems,labelingitsefforts

asthestudyof"systemsauditing."The

followingyear,in1975,JIPDECestablish・

edaSystemsAuditingCommitteeand

askedYuichiroKaneko,thenchairman

oftheFederationofEconomicOrgani・

zations'(Keidanren)Economiclnforma-

tionLegislationCommittee.tochairthe

newcommittee.ItthensetupaTheoreti-

calSubcommitteeandTechnicalSubcom・

mitteeunderthejurisdictionofthenew

SystemsAuditingCommitteeandcom・

mencedresearchwork.Tworeportsput

togetherbythiscommitteeintheinterim,

"HowToConductSystemsAuditingln

Japan"{publishedinMarch1976}and

"TheRoadToEstablishingASystems

AuditingSystem"{publishedinMarch

1977},werewidelyreadinJapanand

spurredthespreadofsystemsauditing

inthiscountry.

ln1979,J|PDECinauguratedasecond

systemsauditingcommittee,thisone

chairedbyTakehikoMatsuda,thena

professoratTokyolnstituteofTechnolo・

gywholaterbecameheadmasterof

thatuniversity,andwhoiscurrently

servingasheadmasteroftheSanno

College.Thisnewlyformedcommittee

puttogetherareporttitled"Guidelines

tothelmplementationofSystemsAudit・

ing,"whichwaspublishedinMarch1980.

Thisreportstirredupquiteareaction

because,initsattempttopromoteand

31 JapanComputerQuarterly



establishsystemsauditinginJapan,it

maderecommendationstobothgovern・

mentandindustry,andformulatedadraft

proposalforsystemsauditingcriteria.

Thecommitteeaskedfourorganizations

tostudytheseproposals,andtoprovide

itwithfeedbackintheformofopinions/

conclusions.Theorganizationsinques-

tionweretheJapanCertifiedPublic

AccountantsAssociation,TheFederation

ofEDPUsersGroups,theJapanAuditors

AssociationandtheJapanInternalAudit・

ingAssociation.Allfourorganizations

agreedthatcriteriawerenecessaryin

ordertopromoteandestablishsystems

auditinginJapan,andsuggestedthat

certainrevisionsbemadetotheoriginal

proposalstobetterreflectthis.

SYSTEMSAUDITINGCRITERIA

1n1985,theMinistryoflnternational

Tradeandlndustry{MIT1}publiclyan・

nounceditssystemsauditingguidelines.

Theseguidelinesresultedinpartfrom

tworeportsputoutbythelnformation

lndustryCommittee{llC}ofthelndus-

trialStructureCouncil{1SC},which

pointedouttheneedforthecreationof

suchcriteria.

ProposalForTheEstablishmentOf

SystemsAudlting

lnJune1981,thelICsubmitteda

reporttitled"GuidelinestoanAffluent

lnformationSocietゾ"totheMinisterof

lnternationalTradeandlndustry.This

report,agistofwhichfollows,calledfor

theestablishmentofsYstemsauditingin

Japan.

Thereportclaimedthatsystemsaudits

areapowerfulmeansofensuringthe

securityofcomputersystems.ltclaimed

thatsystemsauditsaredesignedtoassure

theefficiencytreliabilityandsecurityof

computersystems,andarethereforecon.

ductedbyindependentauditorsbasedon

setstandards{systemsauditingcriteria).

Theauditorthoroughlyinspectsand

evaluatesthecomputersystem,andthen

reportshisfindings,completewithadvice

andrecommendations,totheowners/

operatorsofthesystem.Systemsaudit・

ingcannotabsolutelyassurethesecurity

ofacomputersystem,itadmitted,butit

cancontributegreatlytoavoidingsystem

errorsanddowntime,toprotectingsecrets

andpreventingcomputercrime.

Computersystemscomeinvarious

sizesandconfigurations,dependingon

whatcompaniesorOrganizationsareus・

ingthem.Thereportstatedthatitis

thereforeextremelydifficulttoformulate

uniformsystemsauditingstandardscapa・

bleofbeingappliedacrosstheboard,i.e.

tonumerousdifferentcompaniesand/or

organizations.Andauditorsmustbe

knowledgeablenotonlyofcomputersand

computersystems,butalsoofaccounting

workandprocesses,itpointedout.This

beingthecase,thereportconcludedthat

Japanstillhasalongwaytogobeforeit

canestablishaviablesystemsauditing

system.

However,thereportpredictedthatas

theimpactsofcomputersystemmalfunc-

tionsanddowntimebecomemorewide・

spreadinfuture,therealizationofthe

needforsystemsauditingcanbeexpected
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togrow,notonlywithincompaniesand

organizations,butthroughoutsociety.

Thereporturgedthegovernmentto

actrapidlytosetdownguidelinesfor

systemsauditingstandards,toestablish

trainingprogramsforauditorsandrelated

personnelandtoformulateothermeasures

deemednecessaryfortheestablishment

ofsystemsauditinginJapan.

ProposalForFormulatingSystems

AuditingCriteria

tnDecember1983,llCsubmittedan

interimreporttotheMinisteroflnter-

nationalTradeandlndustrycontaining

thefindingsofitsSecurityMeasuresSub・

committeeoncomputersecurity.Oneof

therecommendationsputforthinthis

reportwasthatthegovernmentformulate

systemsauditingcriteria.

Thisreportstatedthatasofthetime

ofitspreparationonlyabouttenpercent

ofallJapanesecompanieswereusingsys・

temsaudits.ltalsopointedoutthat

therewasasignificantdifferenceinthe

occurenceofmalfunctionsanddowntime

betweenthosefirmsthatwereemploying

systemsauditsandthosethatwerenot

{Theaveragetimebetweendowntimeand

theaveragelengthofeachdowntime

workedoutto530hoursand50minutes,

respectively,forthosefirmsemploying

sYstemsaudits,butworkedoutto450

hoursand75minutes,respectively,for

thosefirmsthatweren.otperforming

systemsaudits.).Thereportadvisedthat

therewasaneedtopromotetheintroduc-

tionanduseofsystemsauditinginJapan.

ltstressedthatsystemsauditingshould

becentraltoanyguidelinesputforth

regardingcomputersecuritytoensure

thatsecuritymeasuresareimplemented

totheirfullest.

lnmorespecificterms,thereportsug・

gestedthatthegovernmentshouldset

forthguidelinesregardingtheconduct

ofsystemsauditing,andshouldmake

theseguidelinespublic.Atthesame

time,thegovernmentshouldalsotake

stepstointroduceasystemsauditing

examinationintotheinfbrmationprocess・

ingengineersexaminationsthenin

existencetopromotethetrainingof

systemsauditors,thereportadvised.

AnnouncementOfSystemsAudit・

ingGuidelines

Basedontheinterimreportitreceived

inDecember1983fromllC,MITIsetup

aSystemsAuditingSubcommitteewithin

itslnformatizationMeasuresCommittee

inJune1984,andthroughthissubcom-

mitteesetaboutputtingtogetherguide-

linesforsystemsauditing.Theseguide・

lineswereformallyannouncedinJanuary

1985.

Theseguidelinesconsistedofthree

types:generalcriteria(13provisions};

imPlementationcriteria(105provisions};

andreportingcriteria{9provisions).

Thegeneralcriteriastipulatedthe

basicobjectivesandtargetsofsystems

auditing,aswellasqualificationsfor

systemsauditors,thefrequency/timesat

whichtheyshouldbepβrformed,how

toplansystemsauditsandsystems

auditingprocedures.TheiMplementation

criteriasetforthrulesthatcoincidedwith
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Fig町e1.OutlineofSystemsAuditingGuidelines

thedesign,developmentandoperationof

computersystemsforsystemsauditorsto

followwhenperformingauditing.And

finally,thereportingcriteriasetdownby

MITIstipulatedthoseitemsthathadto

beincorporatedintoreportsofaudit

results,aswellasthetypesofmeasures

thatshouldberecommendedbasedon

thoseresults.

MIT川sstrivingtopromotethewide-

spreaduseofthesesystemsauditing

guidelinesinconjunctionwithitscom-

putersystemsecurityguidelinesan・

nouncedbackin1977{revisedin1984)

asabasisformeasuresdesignedtoim-

provecomputersystemsecurityand

reliability.Neitheroftheseguidelinesare

binding,butratherarebeingpromoted

byMITIassuggestedguidelines.

Foilowingtheannouncementofthese
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systemsauditingguidelines,JIPDEC
,with

thecooperationofMITI.publisheda

systemsauditingguidelinesmanualthat

explainedeachofthe127provisions

containedintheguidelinesindetail.This

manualhasbecomethe"bible"forsys・

temsauditingcriteriainJapan.

CURRENTSTATEOFSYSTEMS

AUDITINGINJAPAN

Accordingtotheresultsofasurvey

conductedrecentlybyJIPDEC,theratio

ofJapanesefirmsimplementingsystems

auditingin1987workedouttojust

19.4%.whichisstillquitelow.



SystemsAuditingBySizeOflnfor・

mationSystem

Only19.4%ofallJapanesecompanies

arecurrentlyusingsystemsauditing.

However,ifwebreakthisfiguredownby

sizeofcomputersystem,weseethata

high61.9%ofthoseusersofverylarge・

scalesystemswhorespondedtothesurvey

areemployingsystemsauditing.ltisfelt

thatinthenottoodistantfuture,allvery

large・sCalecomputersystemuserswill

carryoutsystemsaudits・Whenitcomes

tolarge-scalecomputersystems,only

28.3%oftheusersofthissizecategory

areutilizingsystemsauditing.Thisistoo

lowapercentage.Between70-80%of

theusersofthisclassofcomputersystem

shouldcommenceperformingsystems

auditsassoonaspossible{SeeTable1}.

RatioOfFirmsEmployingSystems

Auditors

Onlyascant5.7%ofallJapanesefirms

employsystemsauditorstocarryoutsys-

temsauditing.Therefore,ofthe19.4%

ofJapanesefirmsperformingsystems

audits,lessthanone-thirdthatpercentage

aredoingsoundertheexpertguidanceof

trainedsystemsauditors.Thisshortage

ofsystems'auditorsisthebiggestsingle

problemfacingsystemsauditinginJapan

today{SeeTable2}.

SystemsAuditingByStageofSys・

temOperation

OnepartoftheJIPDECstudywas

aimed『atdeterminingwhichstageofsys－

・

temoperation-design,developmentor

operation-wassubjectedtosystems

auditingthemost.Theresultsofthe

studyindicatedthatsYstemsauditsare

performedon16.8%ofinformationsys・

temsinthedesignstageofoperation;on

36.6%inthedevelopmentstage;andon

95.3%ofinformtitionsystemsinthe

operationstage.Thus,systemsauditsin

Japanareoverwhelminglyaimedatinfor・

mationsystemsalreadyinoperation.

However,systemsauditsconductedon

systemsunderdevelopmentseemtobe

ontheincreaserecently{SeeTable3}.

PointsFocusedonDuringSystems

Audits

RespondentstotheJIPDECsurvey

statedthatthemajorpointsfocusedon

duringtheperformanceofsystemsaudits

arereliability{85.7%},security{73.0%}

andprivacy{60.3%}.lfwecomparethe

repliesofthoserespondentsfromsecon'

daryandtertiaryindustries,weseethat

membersoftertiaryindustriesareem'

ploVingsystemsauditsforsecurity,

reliabilityandprofitability,inthatorder.

Thiscanbeattributedtothefactthatthe

computernetworksinuseinthetertiary

industriesarelargerandmoreextensive

thanthoseemployedbymembersofthe

secondaryindustries(SeeTable4}.

SYSTEMSAUDITORSEXAMI・

NATIONSYSTEM

FollowingthereleaSeofitssystems

auditingguidelines,MITI,inDecember

1985,announcedtheestablishmentofa
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Table1.SystemsAuditingbySizeoflnformationSystem

SystemsAuditingExperience

ComputerCategories

Yes No Total

Very-large-scale
No.ofFirms 26 16 42

% 61.9 38.1 100.0

Large・scale

No.ofFirms 78 198 276

% 28.3 71.7 100.0

Medium・scale

No.ofFirms 64 379 443

% 14.4 85.6 100.0

Small-scale
No.ofFirms 17 139 156

% 10.9 89.1 100.0

Very-smalLscale
No.ofFirms 0 33 33

% 0.0 100.0 100.0

SmallBusinessComputers
No.ofFirms 0 1 1

% 0.0 100.0 100.0

Minicomputers
No.ofFirms 0 5 5

% 0.0 100.0 100.0

Others
No.ofFirms 0 0 0

% 0.0 0.0 0.0

Total

No.ofFirms 185 771 956

% 19.4 80.6 100.0

(Note:Thevaluesattributedtoeachsizecategoryaregivenbelow.

No. SizeCategorV PurchasePrice MonthlVRentalFee

1 巴

巴
⊃
江

E
o
o

巴
o

曾
コ
○
⊥

四

書
Φ
o

Very'large,scale 1.5billionVenormore 33.33millionyenormore

2 Large・sca|e
Between250m川ionand1.5

bil|ionyen

Between5.55millionand33.33

millionyen

3 Medium-scale
Between40and250million

ven

Between880thousandand5.55
mi|lionyen

4 Sma|トsca|e
Between10and40million

yen

Between220and880thousand

yen

5 VerV-sma||・sca|e.
Between5and10mi川on

yen

Between110and220thousand

yen

6 SmallBusinessComputer

7 Minicomputer Minicomputersaregenerallyusedasdedicatedmachines.

8 Others Thesecomputersfalloutsidetheabovecitedcategories.
.
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Table2.Ratioofln・houseSystemsAuditors

{Upperfigures:no.ofcompanies;10werfigures:percentages}

SystemsAuditors

lndustry

Exist DoNotExist Total

Primaryindustries
0

0.0

4

100.0

4

100.0

Secondaryindustries
20

4.8

396

95.2

416

100.0

Tertiaryindustries
35

7.2

452

92.8

487

100.0

Publicsector
0

0.0

51

100.0

51

100.0

lndustry・wideTota1
55

5.7

903

94.3

958

100.0

Table3.SystemsAuditingbyStageofSystemOperation

{Upperfigures:no.ofcompanies;lowerfigures:percentages}

StageofOperation

lndustry

No.of

Responses
DesignStage

Development

Stage

Operation

Stage

Primaryindustries
1

100.0

0

0.0

0

0.0

1

100.0

Secondaryindustries
99

100.0

13

13.1

28

28.3

94

94.9

Tertiaryindustries
89

100.0

19

21.3

42

47.2

85

95.5

Publicsector
2

100.0

0

0.0

0

0.0

2

100.0

lndustry-wideTotal
191

100.0

32

16.8

70

36.6

182

95.3
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Table4.AspectsFocusedOnDuringSystemsAudits

{UpPerfigures:no.ofcompanies;bwerfigures:percentages)

PointsStressed

lndustry

§

8
9

躍

ち

6
Z

≧
s
8
ω

言
云
雲
£

言
9

£

言
∈
δ
て

8

≧
元
旦

至
正

竃

三

ξ
F

≧

ξ

3

君
主

Primaryindustries
1

100.0

0

0.0

1

100.0

0

0.0

0

0.0

0

0.0

0

0.0

0

0.0

Secondaryindustries
98

100.0

64

65.3

86

87.8

44

44.9

36

36.7

14

14.3

23

23.5

15

15.3

Tertiaryindustries
88

100.0

73

83.0

74

84.1

69

78.4

34

38.6

23

26.1

21

23.9

10

11.4

Publicsector
2

100.0

1

50.0

1

50.0

1

50.0

0

0.0

.

1

50.0

1

50.0

1

50.0

lndustry・wideTotal
189

100.0

138

73.0

162

85.7

114

60.3

70

37.0

38

20.1

45

23.8

26

13.8

natiOnalＬevelequivalencyexaminatiOn

for'systemsauditors.Thisannouncement

alsocarriedwithittheimpliedmeaning

thatMITiwastakingadirectinterestin

thecultivationofsystemsauditors.The

newexaminationwascalledthelnforma・

tion・TechnologySystemsAuditorsExam・

ination,andwasincorporatedintothe

existinglnformation・TechnologyEngi-

neerSExaminationSyStem.

Thefirstsystemsauditorsexamwas

giveninOctober1986.AtotaloflO.699

individualsapPliedtotakethetest,of

which6,767actuallysatforit.Only425

0fthesepeoplepassedtheexam.This

examisnowgivenonthethirdSundayin

Octobereveryyear.

QualificationsAndLevelOfExper・

tiseRequiredForTheExam

Thelnformation-TechnologySystems

AuditorsExaminationisaimedprimarily

atpersonsengagedintheconductofsys・

temsauditingApplicantsmustbe27

years-of・ageorover,mustpossessgeneral

knowledgeequivalenttothatofacollege

graduate,shouldhavefiveormoreyears

generalworkingexperience,mustpossess

specializedknowledgerelatedtothe

design,development,operationandaudit・

ingofinformationsystems,andmustbe

capableofperformingasystemsaudit.

AreasTested

Thesubjectmattertestedbythe

lnformation-TechnologySystemsAuditors

Examinationcanbecategorizedintothe

followingfourareas:

1}Knowledgeoftheconfigurationsand

funct泊nsofinformationsystems;

2}Knowledgeofinformationsystem

design,developmentandoperation;

3}Skillsrelatedtosystemsauditing;and

4}Otherrelatedknowledge.
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TestingMethodsAndTimeLimits

Theexamisdividedintothreeparts:a

150・minutemultiplechoiceexam;a90-

minuteshort-answerexam;anda120-

minutelong-answerexam.Theexami-

nationbeginsat9:30AMandfinishesat

4:50PM.

SYSTEMSAUDITINGCONSUL・

TATIONSERVICE

ln1986,JIPDECstartedupaSVstems

AuditingConsultationServicetoprovide

firmsencounteringproblemsinthecourse

ofintroducingsystemsauditingintotheir

operations,andtohelppromotethefur・

therspreadofsystemsauditinginJapan.

CompaniesexperiencingProblemsin

introducingand/orimplementingsystems

auditsintheiroperationscancometo

JIPDECtoreceiveconsultationfroma

memberoftheSystemsAuditingPromo-

tionCommittee,whichismadeupexclu・

sivelyofsystemsauditingspecialists.

Thisserviceisfreeofcharge.

SYSTEMSAUDITINGSOCIETY

ASystemsAuditingSocietywasfound・

edinMarch1987.Thechairmanofthis

societyisTakehikoMatsuda,former

presidentofTokyolnstituteofTechnolo・

gy,whoisnowservingaspresidentof

theSannoCollege.Thegoalsofthis

societyaretopromotetheexchange

ofinformationandresearchresults

concerningsystemsauditingbetween

andamongmembersofthesociety.

andtocontributetowardthedevelop・

mentofasoundinformationsociety

throughtheconductofscientificresearch

andinvestigations.

MajorActivities

Systemsauditingcommittee

TheSystemsAuditingCommitteeof

theSystemsAuditingSocietywassetup

tostudyhowbesttomatchsystemsaudits

upwiththewayJapanesefirmsdobusi-

ness,andtoestablishsystemsauditing

theories.

Monthlyresearchmeetings

TheSystemsAuditingSocietyalso

holdsmeetingsonceamonthtoprovide

memberswithaforumtoannouncethe

resultsoftheirworkand/ortoexchange

ideasandinformation.

Riskmanagementgroup

TheSocietyalsoputtogetheraRisk

ManagementGrouptocarryoutbasic

researchonriskmanagementtodeepen

members'understandingofthisarea.

Systemsauditingtechniquesgroup

TheSystemsAuditingSocietysetupa

SystemsAuditingTechniquesGroupto

studythevarioustechrliquesusedinaudit-

inginformationsystems.Bysodoing,

theSocietyhopestofurtheritsmembers'

understandingofthefunctions
,apPlica・

bilityandutilizationmethodsassociated

withsystemsaudits.

39 JapanComputerQuarterly



Computercrimegroup

TheSocietyalsosponsorsaComputer

CrimeGroup.Thisgroupstudiescompu・

tercrimefromthestandpointofthe

systemsauditor,analyzinganddefining

theprocessesinvolvedsoastofindways

ofpreventingcomputercrimes,oratleast

ofdetectingthemearly.

Consultinggroup

Systemsauditingconsultingisa

popularnewbusinesswhichisstillnot

wellunderstood.TheSystemsAuditing

SocietゾsConsultingGroup,therefore,

conductsresearchonwhatsystemsaudit-

ingconsultationshouldbeallabout,and

howitshouldbecarriedout.

MembershipQualifications

ProspectivemembersoftheSystems

AuditingSocietymustpossessthefollow・

ingqualifications:

1)Theymustbeexperiencedinthefield

ofsystemsauditing;

2}Theymustbesystemsauditorswork・

ingforacompany;

3}Theymustbeintentonstudyingsys・

temsauditingwhileengagedininfor・

mationprocessingorauditingwork;

and

4}TheymustbeapprovedbytheSocie・

ty'sboardofdirectors.
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CURRENTNEWS

NTTIDEVELOPSNEWTEI-E・

COMPUTINGSYSTEM

NipPonTelegraphandTelephonelnter-

nationalCorporation{NTT|)hasdevelop-

edanewteIecomputingsystemcalled

"PCNetWork
,"whichfeaturesinter・

nationalfiletransmissionfunctionsthat

areonlyabouthalfasexpensivetouseas

VENUS・P,KokusaiDenshinDenwaCo.,

Ltd!sinternationalpublicdatatransmis-

sionservice.Thecompanyplanstobegin

marketingthesysteminearnestlaterthis

fall.

ThisnewPCNetworksystemmakes

useofJUST-PCadaptorstointerconnect

personalcomputers{PCs}installedatuser

companies'headquarters,branchoffices

andoverseasbusinesslocations,thus

creatinganin-housenetwork,and,with

thehelpofinternationaltelephonelines,

aninexpensivetwo-wayfiletransmission

system.JUST-PCadaptorsemploythe

telecommunicationssystemrecommend・

edbytheMinistryofPostsandTelecom-

munications(MPT}.

Thetransmissionrate(speed)ofthe

PCNetworkis4,800bitspersecond

{bps},whichisconsiderablyfasterthan

the1,200bpscapablewithVENUS-P.

PCNetworkemploysthepopularHDLC

datatransmissionprotocol,and,inaddi・

tiontoJapanese-andEnglish・language

filesproducedviawordprocessors,can

alsohandledBaseandavarietyofother

datafiletransmissions.UserIDsand

passwordsensurethesecurityofthe

system.

AccordingtoNTTI'scalculations,

usersofPCNetworkw川beableto

transmitanamountofdataequivalent

tothatcapableofbeingPrintedon10

sheetsofA4-sizepaper{letter-sizepaper)

betweenJapanandtheUnitedStatesfor

460yen.ltcosts870yentotransmit

thesameamountofdatafromJapanto

theU.S.usingVENUS-P;3,100yenusing

G・Illfacsimilesystems,andasmuchas

27,000yenusinginternationaltelex

systems.

AnyandallmakesandmodelsofPCs

currentlyonthemarketcanbehooked

upviathePCNetworksystem.

JAICIOFFERSTRANSLATION

SERVICESPECIALIZINGINPA-

TENT,SCIENTIFICANDTECH・

NICALDOCUMENTS

TheJapanAcademiclnformationCen・

ter,|nc.(JAlCl)hasstartedupanew

servicedesignedtoprovidetimelytrans・
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lationsofinformationcontainedin

Japanesepatent,scientificandtechnical

documentstooverseasusersuponrequest.

Thisnewserviceislinkedupwithtwo

worldwidescientificandtechnicaldocu・

mentdatabaseservicesbasedintheUnited

States,DIALOGandSTNlnternational.

Ordersforinformationarereceivedon・

linefromtheseU.S.-baseddatabase

servicesviaaninternationalnetwork,and

translationsofrequestedinformationare

thenprovidedtotheenduserseithervia

facsimiletransmissionsorairmail.

Called"JAICIExpressTranslation

Service,"thisserviceprovidestranslations

ofofficialpatentreportsandvarious

publishedacademicpapersintoEnglish,

German,FrenchandSpanishinaccord-

ancewithoverseasrequests.

Requestsforinformationaresentto

JAICIonlineviathehostcomputersof

DIALOGandSTNlnternationaLSpe・

cialiststhenquicklytranslatepertinent

reportsand/orpapersandsendthatinfor・

mationbacktotherequestingparty.

Whenfacsimiletransmissionsareused,

theendusercanhavetheinformationhe

needswithinthreedaysoforderingit.

OnlyaverYfewpatentand/orscientific

andtechnicalonlinedatabasescontain

fulltextinformation,mostbeingeither

bibliographicand/orabstractdatabases.

JAICI'sExpressTranslationService,how・

ever,providesuserswithrapid,complete

translationsoffulltextdocuments.

Databaseusersarenottheonlyones

whocanavailthemselvesofthisJA|Cl

service;ordersforinformationcanbe

placeddirectlywithJAICIviafacsimile.

JAICItranslationsorderedonlinethrough

DIALOGcostanVwherefrom90-165

dollarsperpage,andcanbesenttothe

requestingPartyviafacsimileforan

additional3-5dollarsperpage,

FUJITSUANNOUNCESNEWAl

SYSTEM

FujitsuLimitedannouncedanew

artificialintelligence(Al}systemcalled

"KSAKnowledgelnformationSystem"

onJuly9,1987.Thissystemprovides

Al・relatedproductsviaanarchitecture

thatisthesamewhetheritisrunon

personalcomputers{PCs}orsupercom-

puters、andisdesignedtodeveloptheAl

marketacrosstheboard,fromR&Dsys・

temstoservice・orientedsystems.

TheKSAKnowledgelnformationSys-

temconformstoFujitsu'snewexpert

systemdevelopmentsupPortsystem

"ESHELL/X/'aswellastoitsSystems

lntegrationArchitecture{SIA}announced

beforeAllanguagessuchasPrologand

Lispcameout.Thissystemisprovided

withthesamespecificationswhetheritis

usedonFujitsu'sFMRPCs,itsMseriesof

general・purposemachinesoritsVPseries

ofsupercomputers.Variousothertypes

ofapplicationssoftwareareprovided

throughthissystem,toincludeperform・

ancemonitoringandnetworkdiagnostic

expertsystems.

Fulitsuisthefirstcompanyinthe

worldtocomeupwiththistypeofAl

system,whichitplanstoincorporateinto

itSnextgenerationcomputerarChiteCtUre.

Infuture,Fujitsuhopestoapplythisnew

systemtogeneral-purposetelecommuni・

cationsandofficeautomation,thereby
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strengtheningthemergerofthesetwo

fields.

DISTRIBUTIONDATASERVICE

GOESCOMMERCIAL

POSdatanationwide.

YAMAICHISECURITIESPLAC・

INGLARGEORDERSFOR

WORKSTATIONS

Adistributiondataservicethatbrings

togethersalesinformationgatheredvia

retailers'pointofsales{POS}systemsfor

usebymanufacturersandwholesalershas

been.commercialized.SinceApril1987,

the'MinistryoflnternationalTradeand

lndustry{MITI}andtheDistribution

SystemDevelopmentCenterhavebeen

promotingthedevelopmentofthis

service,whichcollectsinformationfrom

some200retailersnationwideandpro-

videsitto13informationservicebusi・

nesses,aportionofwhichhavestarted

marketingthatinformation.M|Tlplans

toincreasethenumberofparticipating

retailstoresaswellastheamountofdata

gathered,tocultivateadditionalinfor・

mationservicevendorsandtoexpandthis

serviceuntilitiscapableofutilizingall

YamaichiSecuritiesCo.,Ltd.has

begunpiacinglargeordersforhigh・

performance32-bitworkstationswhich

willserveastheworkhorsesofathird

onlinesystemithasdecidedtoconstruct

toprovideeachofitsofficeswithmulti・

taskingdistributedprocessingcapabilities.

Thegoalistohavetheentiresystem

operationalbyearly1990.Thedetailed

designplanscallfor10nodestobe

establishednationwideandinterconnected

viaahigh-speedpacket-switchednetwork.

Yamaichiplanstoequipeachofits

officeswithlocalareanetworks{LANs},

andtopurchasetheterminalprocessors

necessaryfordistributedprocessing,plus

alargenumberof32-bitmultitasking

workstationsequippedwithbothbusiness

andinvestmentinformationfunctions.
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